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Mathematical modeling of critical phenomena in systems described by island models is
relevant. This is due to the fact that island models can be used to predict unstable states of
elementary particles, which expands the possibilities of predicting processes in modern
nuclear power engineering. Modeling of the vacuum-matter phase transition on the analysis
of critical phenomena in island systems can be performed. The main provisions of the theory
of catastrophes of Thom and phase transitions of Landau were used to predict the possibility
of occurrence of critical phenomena in island systems. Calculations of phase states were
made using the differential-topological approach. The results of the calculations indicate the
possibility of fulfilling the conditions of phase transitions of the second kind, when two
different phases of the system can coexist simultaneously. The system becomes unstable and
can pass from one stable phase to another even with small fluctuations under such conditions.
To calculate the phase states of island systems, the Plebanski-Demianski island model was
studied taking into account rotation and acceleration.

Keywords: coexistence of phases, critical phenomena, phase spaces, island systems, matrix
determinant.

Introduction. The prediction of the stability of island systems is directly related to the
modeling of the stability of elementary particles [1 — 3], however, the problems of violation of
the stability of phase states of such systems have not been sufficiently studied [4 — 7]. There
are no studies that examine the conditions for the emergence of coexisting phases. However,
the process of formation of critical spaces and spaces of coexistence of phases of different
orders is possible in island systems under certain conditions [8 — 12]. Such states of the system
can lead to a violation of stability [13 — 17]. The space of coexistence of phases arises when
one stable state coexists with another stable state [18]. The appearance of such a space is a
phase transition of the first kind, determined by Maxwell's principle. Two (or more) global
minima of the potential function in such a space have the same depth [19]. The stable phase can
become unstable at some points of the studied space, forming a bifurcation subspace [20]. Two
phases in the critical region may become identical at some values of the order parameter. The
emergence of identical phases may lead to the formation of a critical space of order two. In the
presence of three or four identical phases, critical spaces of order three or four are formed,
respectively [21]. The equation of state of the system specifies some n-dimensional manifold
when describing phase transitions in the corresponding space. Thom's catastrophe theory can
be used to estimate the features of the potential function of a self-organizing system in the case
of using one order parameter. With this approach, catastrophe theory is considered as a
generalized form of the Ginzburg-Landau phase transition theory [18]. However, to assess the
conditions for the emergence of coexisting phases and to describe possible phase transitions in
multicomponent systems, it is necessary to use approaches that allow one to analyze the features
of potential functions of several order parameters. The properties of the Plebanski-Demianski
island model [22] were studied using a non-orthogonal gradient tetrad. The Plebanski-

6
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Demianski model (eight-parameter solution of vacuum Einstein-Maxwell equations) was
studied as a model of Schwarzschild, which contains a local singularity [19, 20]. The technique
of computer modeling of the process of formation of critical spaces in complex multicomponent
systems based on the use of a differential topological approach can be used.

Lagrangian of the Plebanski-Demianski island model. In present communication we study
the island model with Plebanski-Demianski type metric in the framework of Riemannian
geometry with curvature flows of vacuum space-time. The difference between the equations
obtained in our approach in the framework of this model and equations obtained in the
framework of the Plebanski-Demianski model [22] is discussed for proposed of non-singular
model obtaining. The class of space-time with signature (+, +, +, —) in the Plebiansky-
Demiansky model is investigated,

described in coordinates x‘= (p, q, o, 7):

2_ 1 A+@d)? 5 o p 2742 4 H@@2 5 5 Q 2 2
ds _(P“DZ{ P dp +1+(pq)2 (do +q°dr)" + Q dq 1+(pq)? (dr —p*do)}

1)

where P = P(p) and Q = Q(q) are arbitrary structure functions depending on p and q,
respectively.

The Lagrangian was constructed on the basis of gradient vectors to model critical
phenomena in the system under consideration (1):

0 1
ml’ - % = (1101010)1 n’i = % = (011’0’0)’
2 3
pi = % = (0,0,1,0), Si = % = (0101011) (2)

The local basis (2) in this case in the general case does not necessarily have to be
orthogonal. The proposed approach allows us to obtain a metric tensor in the form of a bilinear
combination of basis vectors, the coefficients of which will be functions, and the Lagrangian as
a combination of these functions and their first derivatives. Thus, within the framework of the
standard field theory, it is possible to obtain a Lagrangian for a rotating charged uniformly
accelerated mass in GTR.

From (1) and (2) it follows that

x0 =1, x!=0, x?=p, x3 =q, (3)
and the signature of the space has the form (-, —, —,+). Then, taking into account (3), expression
(1) takes the form

1 Q
ds? = dx® — p?dx1)? — dx! + q%dx%)?
(p+q)2{1+(pq)2( ) 2 )

1+ (pa) (@)
1+ @* e 14 09)° i)
p Q

The metric tensor corresponding to (1) will then have the form [23]:
Gir = Amymy, — B(myny, + myn;) — Cnyny — Dpipy — Fs;Sy,

where
_ 0-q2P _ p2Q+q2P (5)
T2+’ T T (e+ra)2a+ea?)’
___ p'e-p _ 1+ 1+ @9* ©)
@+ >+ (@2’ (p + q)?P’ (» +q)?Q

are functions of coordinates. The components of the metric tensor and basis vectors with
superscripts were found in the form:
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AC _ B 0 0
A —-B 0 0 (A(BZ+AC) AC+B?
—B _C 0 O . _ B _ A
G = 0 o —-D o/ g = B2+AC AC+B? 0 0 (7)
0 0 -1/D 0
0 0 0 -—F
0 0 0 -1/F
i _ AC__.__B . i_(__B .__ 4 ..
m= (A(BZ+AC)’ BZ+AC’0’ 0),n _( AC+B2’ AC+B2'0' 0)’
pi=(0;0;—l;0), S"=(0;0;0;—1) ®
D F
The Lagrangian of system (1) was represented as:
) . ()  (as) ,
h L=G = [' g™ - LimLigt = LMY — 1T g™, O
where
(s) my2 my2
L = (- T ) S [AT A C? + 4AT By — 247 (B2
2B™By(B® — AC) + 4B™CryAB + CyCTA?] — 220" — Py,
(s) A2 %2 A2 %2 %2 A2 %2 A2
mpait e b b7 F 2 B B ! 20L&
it Min =itE v tme T or BZ+AC(D T )+(BZ+AC)2[A (D +t )+
247 L 40 opp G A% A | atp BC | BACA,
CH(+70) = 2B (- + ) + 4BC(- + ) + 44B (- + )1
(s) , 1 1
— 2ACA,C™ — 4ABB, C"]
1 24 4B 1 . 24 n
4B n 2C n n l n l
= BuF" — - AnF" = 2CAs"Fis' — 2CA,p"Dip (10)

— 4BB,p"D,;p* — 4BB,s"F;s' — 2AC,p"D;p" — ZACns”Flsl]

ny2 ny2
_2(Dap™)°  2(Fns™) _%DnSnFlSl_%DnFn_%Dlpanpn_%DnDn_%FnFn.

D F

(S)m noil 1 1 ,,C ¢4’ , B2 BA? , A% pd?
Iinl 9" = HGraee A G+ ) H4B (G + ) + (5 + ) +
AApA BACA 1 24 C*D*

A*B* A*C*  AAcA B*C*
4CB(T+ P )+2AC(T+_F )+4AB(D + - )]+32+AC[D(D +
CADA) _I_ﬂ(B*D*_l_BADA)_l_ E(A*D* AADA) +ﬁ(C*E* CAFA)+£(B*F*+
F D ‘D F D\ D F F\D F F\D

BAFA 2C A*F*  AAFA 2CAAFA  2cA*D* 4BB*D* 4BBAF4  24cC*D*
F)+?(D+F)_F2_DZ_DZ_F2_DZ_
24CAFA. 2p*?  2pA% 1 p*?  pA? 1 F*?

F2 ]_D3_F3 +§(D+T)+§ > T
F4?
—)}

Taking into account the results (9) and (10), the following was obtained:
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1

L =
2DF

{ |B2(FA*C’ + DAAC?) + 2B2 (FB*? + DB)

(B + AC)?
+ AC(FA*C* + DA“CA)]

(11)

+ C2DA + 2BB4D4 + CA*D? + AC*F* + 2BB*F*

1 [A
(BZ + AC)

FD*? pFA?
Dz TR

+ CA*F* — FB* — DBAZ] +

}

The symbols * and A mean differentiation with respect to the coordinates p and g, respectively.
The structure functions in the limit of flat space-time [22] were represented as:

P() = oo [a(1 - p*) - T2

s?aZz+1 s
2g%2 -1 (12)
Q(q) = P 1 la(l -q*)+ qul

The parameter s is related to the rotation of space-time. Parameter a has the value of the
acceleration.
Taking into account (12), functions (6) will take the form:

af{as[1-q*-q?(1-p*)]+(s%a?-1)(1+p?)q?}
s(s2a?+1)(p+q)*(1+(pq)?)
_ 2a2{p*(1-q*)+q*(1-pH)}
" (s2a?+1)(p+q)2(1+(pq)?)
C=_ a{sa| p*(2—q*)-1]+(s%a?-1)(1+q>p?)p?}
s(s2a?+1)(p+q)?(1+(pq)?)
s(1+(@q)?)(s?a?+1)
" a[sa(1-pY)-(a2s2-1)p2](p+q)?
s(s?a?+1)(1+(pq)?)
T a(p+9)2[sa(1-q*)+(a?s2-1)q?]

A=

Predictive modeling of critical phenomena in island systems. Predictive modeling of critical
phenomena of system (1) for the case a>0 and s>0 was carried out [22]. The position of the
points in space at which the stability condition is satisfied was calculated from the system [20,
21]:
- d’L
-0 bl 13
[VL| = 0; det =z >0 (13)
I_V.L0 | (rel. units)
160
140
120
100
80

60
40

4

Z

\

3 a3 8 5 et 3

50
45

40
p (rel. units)

10 10

Fig.1a. Results of modeling the surface of the Lagrangian gradient modulus |VL| in relative
units
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~

10 15 20 5 30 35 A 45 50
P (red. umits]as

Fig.1b. Results of modeling the zero contour of the Lagrangian gradient modulus |VL| in
relative units

*(p,q) 9°L(p,q)

d*L op? dopdq
X =X(p;q), det— = det
i), detgm=detl ga1 00y 22L(na) |
dqop aq? /

The results of modeling the surface of the Lagrangian gradient modulus |_V7L| and its
zero contour in relative units are shown in Fig.1la and Fig.1b, respectively.

2
The results of modeling the surface of the determinant det % of the second derivatives

of the Lagrangian and its zero contour in relative units are shown in Fig.2a and Fig.2b,
respectively.

det : — (rel. uni!
ot —— b
ax (r umts)

001

ik
001
0
00 F
.0‘04 -
005 F
0064

SU 10

Fig.2a. Results of modeling the surface of the determinant of the second derivatives of the
Lagrangian in relative units.

9 (rel . units)
50

45

40

10 15 20 25 30 35 40 45 50
p (rel. units)

Fig.2b. Results of modeling the zero contour of the determinant of second derivatives in relative
units

The position of the points at which the conditions for the emergence of the bifurcation
space of the studied model (1) are fulfilled was calculated from the system of equations [22,
23]:

10



[HOOPMATHUKA TA MATEMATHUYHI METOZI1 B MOJIEJITFOBAHHI = 2026 = Tom 16, Ne 1

o d?L
[VL| = o; det =7 =0 2 (14)
The zero contour of the determinant of the second derivatives (det—zxﬁ = 0) of the

Lagrangian (9) is shown in Fig. 2b. The position of the points on the section of the phase
diagram, in which the conditions for the emergence of a space of coexistence of two phases are
fulfilled, was calculated from a system of equations and inequalities [22, 23]:

= d?L d3L d*L
[VL| =0, det— =0, det— =0, det—=>0 (15)

3
where det% is the determinant of the third derivative of the Lagrangian with respect to the

arguments p and g. The block matrix diagonalization algorithm was used to obtain the matrix
of third derivatives of the Lagrangian. Analytical expressions of the third partial derivatives of
the Lagrangian were obtained in the first step. Two matrices of partial derivatives of the
components of the matrix of second derivatives of the Lagrangian with respect to arguments p
and g were formed, respectively:

33L(p.q) 93L(p.q) 3Lo(pq) 93Lo(.9)
da3L op3 dpdqdp a3L dp2dq dpdqdq 16
ap3 ~ \ *La) BPLwa) | ' dq® |\ 3Loa) 93Lo(».q) (16)
dqdpdp  9q?dp dqdpaq aq3

The block-diagonal matrix of the third derivative of the Lagrangian of system (1) with
respect to arguments p and g was obtained from (16) in the next step:

d3L 0\
d3L dp3
| “P | (17)

ax3 . d3L
\ dq®

The results of calculating the positions of the points of the surface of the determinant of
the third derivative of the Lagrangian (9) and its zero contours are shown in Fig. 3a and Fig.
3b, respectively.
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50 10
Fig. 3a. Results of calculating the surface of the determinant of the third derivative of the
Lagrangian.
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Fig. 3b. Results of calculation of zero contours of the determinant of the third derivative of the
Lagrangian.

The calculated surface of the determinant of the fourth derivatives of the Lagrangian (9)
on the studied interval is shown in Fig.4.
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Fig. 4. Results of calculating the position of the points of the surface of the determinant of the
fourth derivative of the Lagrangian in relative units

Analytical expressions of the fourth partial derivatives of the Lagrangian (1) with
respect to X(p,q) for calculating the determinant of the fourth derivative were obtained.
Matrices of partial derivatives in the next step were composed:

0*L(p,q) 0*L(p.q) 0*L(p,q)  9*L(p.q)
ﬂ _ op*t dpdqop? | d*L _ | op3dq  0pdqopdq
dap* |\ 9*Lp.a) 9*L(p.q) |’ dp3q |\ 9*Lpa)  9*L(p.g)
dqap3 dq20p? dqop2dq 0q%0pdq
0*Lo(p,q) 0*Lo(p,q) 0*Lo(p,q) 0*Lo(p, @)
d*L | 0p2dqdp dpdq?dp | d*L _ | 9p2dq>  Opdq?

dg’p | 9*Lo(.@) 9*Lo(p,@) |" dq* | 9*Lo(p,q) 9*Lo(p.q)
dqopdqdp  0q3dp dqopdq? dq*
‘f;Lf was composed from the obtained matrices at the next

The block-diagonal matrix "

step:
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2Ly o 0\
dp*

d*L
o, | 0 = 0 0 |
s . (18)
0 0 = 0 |
o o o %
dq*

Analysis of the position of the points of the surface of the determinant of the fourth

derivative of the Lagrangian (9) of the system under study (1) showed that the condition

4
det% > 0, that is, the positive signature of the calculated points of the surface of the

determinant of the fourth derivative of the Lagrangian, is satisfied over the entire range of the
phase space under study. The differential-topological method for calculating the position of the
points of the phase space of system (1) in which the conditions for the emergence of phase
coexistence spaces of order two are satisfied was applied. The positions of the points on the
phase space at which conditions (15) are simultaneously satisfied in the region under study were
determined. Analytical expressions for first- to fourth-order derivatives and calculations of the
position of the surface points of the determinants of the corresponding derivatives using the
open computer algebra system MAXIMA [24] were determined. The positions of the points on
the section of the phase diagram of the existence of the system (1), in which the condition of
coexistence of second-order phases (15) is fulfilled, are shown in Fig. 6. The conditions of zero
values R of the derivatives from the first to the third inclusive and positive values of the fourth
derivative of the Lagrangian (9) of the system under study (1) at these points are fulfilled
simultaneously. The points in the phase space where the two phases coexist are located along
the boundary of the found region (Fig. 6). Condition (15) is fulfilled along the boundary of the
found space. Thus, the simulation results predict the emergence of spaces of coexistence of two
phases near the found boundary. System (1) will be in different phases on both sides of the
found boundary.

q (r.cl, units)

.02
-0.04 —

-
T 1 ——1—1

10 15 20 25 30 35 40 45 E]
p (rel. units)

Fig. 6. Results of calculations of the section of the phase diagram of the system (1). The
positions of the points at which the condition of coexistence of second-order phases is fulfilled
are shown (in relative coordinates).

Conclusions. The results of modeling critical phenomena in island systems of the Plebanski-
Demianski type indicate the existence of a space in which the stability condition of the system
under consideration is met, as well as the possibility of the emergence of bifurcation regions
under certain conditions. Calculations of sections of phase diagrams of the considered system
show that at certain values of parameters and independent coordinates of the model, the
conditions for the emergence of phase coexistence spaces of order two will be fulfilled. Such
states are unstable and can lead to the degradation of the system by a jump. The relativity of
coordinates allows us to adapt the proposed approach to predict the emergence of critical spaces
on phase sections of existence diagrams of both various elementary particles and island
macrosystems.
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MOJAEJIOBAHHA KPUTHYHUX ABUI B OCTPIBHUX CUCTEMAX
INIEBAHCBKOT'O-AEM'SSHCBKOI'O 3 YPAXYBAHHSAM OBEPTAHHSA TA
ITPUCKOPEHHSAA

I'.B. [lanoeanos?, A.I. Kazaxog?, 1O. MyHT;IHZ,

'Hanionansnuii yaisepcurer «Onechka MOMTEXHIKA»
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30pechKuii HAlliOHANBHUI YHIBEPCHTET
2, 3mienka Byn., Oneca, 65026, Ykpaina

MareMaTiyHe MOJICTIOBAHHSA KPUTHYHUX SBHUL y CHCTEMax, IO ONUCYIOThCS OCTPIBHHUMH MOJICISIMH, €
akTyansHUM. L{e TToB'sI3aHO 3 THM, 1[0 OCTPIBHI MOJEIi MOXYTh OYTH BUKOPUCTAHI AJIsI TPOTHO3YBAaHHS HECTIMKHX
CTaHiB €NEMEHTAPHUX YACTHHOK, L0 PO3IIMPIOE MOIIMBOCTI NMPOTHO3YBaHHS HPOLECIB Yy Cy4acHid snepHiit
eHepreTrli. Mo)xHa BUKOHATH MOJCITIOBaHH: (Pa30BOro Nepexoy BaKyyM-Matepisi Ha OCHOBI aHaIi3y KpUTHYHHX
SIBHII B OCTPiBHUX cucTeMax. OCHOBHI moyioskeHHs Teopii kaTtactpod Toma Ta azoBux nepexoxis Jlannay Oyim
BUKOPHCTaHI Ui TNPOTHO3YBaHHS MOXJIMBOCTI BHHUKHEHHS KPUTHYHHMX SBHII B OCTPIBHHX CHCTEMax.
Po3paxynku ¢a3oBux cTaHiB OynM BUKOHAHI 3 BUKOPHCTaHHIM IH(EpeHIiaJbHO-TOMOJIOTIYHOTO MiAXOMIY.
Pe3ysnbpraTu po3paxyHKiB BKa3ylOTh Ha MOXKJIMBICTh BUKOHAHHS YMOB (pa30BHX IEPEXO/iB Ipyroro poay, KOJiu JBi
pi3Hi (aszu crucTeMu MOXKYTh CIIBICHYBaTH ofiHOYacHO. CHCTeMa CTae HECTIMKOIO Ta MOXKE IEPEXOAUTH 3 OJIHIeT
cTabinbHOT (ha3u B iHINY HABITh 3 HEBEIIMKMMHU KOJIMBAHHIMM 32 TakuxX YMOB. J{Jist po3paxyHKy (a30BUX CTaHIiB
OCTPIBHHX CHCTEM OYJIO IOCIIHKEHO MOEab ocTpoBa [liebanchkoro-/IeM'sHCHKOTO 3 ypaxyBaHHIM 00epTaHHS
Ta MPUCKOPEHHS.

Karwu4osi cioBa: criBicHyBaHHs (a3, KPUTHYHI SBUINA, (a3oBi MPOCTOPH, OCTPiBHI CHUCTEMH, MATPUIHUI
BU3HAYHHK.
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The paper is devoted to a novel direction in digital steganography, the concept of code-
controlled information embedding, which allows adaptive management of the embedding
process based on the properties of specially designed codewords. In contrast to conventional
spatial- or transform-domain techniques, the approach of code control enables precise
localization of embedding effects in the frequency domain while maintaining minimal
computational complexity. The research aims to determine how the size of the codeword
affects the robustness of the steganographic message under identical conditions. To achieve
this, a series of controlled experiments was performed using digital images subjected to JPEG
compression at varying quality factors. Two embedding strategies were compared:
embedding a single bit per smaller block and embedding multiple bits into a larger block at
the same capacity. The results show that increasing the codeword size and embedding several
bits per block can significantly improve robustness without degrading the reliability of
perception, as confirmed by stable PSNR values. However, the experiments also reveal that
the benefits of enlarging the codeword size tend to saturate beyond a certain threshold, since
larger blocks become more susceptible to compression-induced distortions. The research
provides new insights into the balance between robustness, reliability of perception, and
embedding efficiency in code-controlled steganography. The results contribute to the
optimization of block sizes and embedding strategies, offering practical guidelines for the
development of next-generation steganographic systems. The results obtained not only
enhance the resilience of hidden data but also lay the foundation for creating adaptive,
intelligent, and computationally efficient information-hiding algorithms that can be
integrated into modern cybersecurity infrastructures.

Keywords: digital steganography, code-controlled embedding, Walsh-Hadamard transform,
robustness, reliability of perception, information hiding, block optimization, JPEG
compression, cybersecurity.

Introduction and statement of the problem. In the modern digital era, the exponential growth
of multimedia content — ranging from images and audio to video and interactive media — has
created both opportunities and challenges for information security. While cryptography has long
been recognized as a cornerstone for protecting the confidentiality and integrity of data,
steganography is increasingly emerging as a complementary technique that addresses a different
aspect of secure communication: the concealment of information itself. By embedding sensitive
data within seemingly innocuous multimedia carriers, steganography not only adds a layer of
secrecy but also enhances resilience against unauthorized detection and interception. As the
volume of digital information continues to expand, and as sophisticated analytical tools become
more prevalent, steganography is poised to become an indispensable component of modern
information protection systems, operating together with cryptographic methods to ensure both
secrecy and security.

Today, the main efforts of researchers in the field of steganography are focused on
improving several key characteristics of steganographic methods. These include reliability of
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perception, ensuring that the embedded information remains undetectable to human perception;
capacity, maximizing the amount of hidden data that can be embedded without compromising
the carrier; robustness against attacks, maintaining the integrity of the embedded message under
various distortions or manipulations; and resistance to steganalysis, reducing the likelihood of
detection by automated or statistical analysis tools. Optimizing these characteristics
simultaneously remains a central challenge, guiding the development of both traditional and
emerging steganographic techniques.

Today, steganographic techniques have become highly diverse, encompassing a wide
range of approaches to embedding additional information into digital media. Traditional
methods leverage transform domains [1], such as Discrete Cosine Transform (DCT) or wavelet
transforms, to subtly modify carrier signals. At the same time, more recent approaches exploit
machine learning and artificial intelligence to optimize embedding patterns and improve
imperceptibility. Among these, code-controlled steganography has emerged as an auspicious
direction. By using codewords to control the embedding process, these methods can achieve
higher efficiency and robustness compared to many other techniques, even when operating
directly in the spatial domain of the carrier. This capability allows for precise control over
information hiding, making code-controlled methods a powerful tool in the modern
steganography arsenal.

We provide a concise overview of recent advances in the aforementioned areas of
steganography. Our focus will encompass traditional transformation-domain methods, machine
learning- and Artificial Intelligence (Al) based techniques, as well as the emerging field of code-
controlled steganography. By highlighting the strengths, limitations, and current trends in each
approach, we intend to offer a clear perspective on the state-of-the-art, setting the stage for a
deeper discussion on the optimization of code-controlled methods in terms of embedding
efficiency and robustness.

A considerable body of recent research has focused on developing transform-domain
steganographic methods that enhance the robustness and reliability of the perception of
embedded data. Song et al. [2] proposed a robust JPEG steganographic scheme that combines
the DCT and Singular Value Decomposition (SVD) within the nonsubsampled shearlet
transform (NSST) domain, achieving improved resistance to compression and noise. Liu et al.
[3] developed a method that integrates the wavelet-domain SVD with adaptive Quantization
Index Modulation (QIM), effectively balancing embedding capacity and robustness for JPEG
images. Subhedar [4] explored the use of the ridgelet transform together with SVD,
demonstrating high imperceptibility in the spatial-frequency representation of images.
Similarly, Singh and Singla [5] combined SVD and the Discrete Wavelet Transform (DWT) to
create a multi-level embedding framework capable of preserving image quality while
maintaining robustness against steganalysis detection. Collectively, these papers highlight the
growing trend of hybrid transformation-based approaches that exploit both frequency-domain
properties and matrix factorization techniques to enhance the overall performance of image
steganography.

Recent advances in artificial intelligence have significantly influenced the development
of next-generation steganographic systems. Chang and Echizen [6] introduced a pioneering
concept of steganography beyond space and time using a chain of multimodal AI models
capable of synchronizing semantic features across different media types, thereby redefining the
boundaries of covert communication. Carol et al. [7] proposed an Al-powered adaptive
steganography framework that dynamically selects embedding parameters based on content
characteristics, improving both imperceptibility and adaptability to diverse media. Raja
Rajeswari N. et al. [8] designed an Al-enhanced LSB steganography interface that leverages
neural network feedback to optimize pixel-level embedding, leading to higher accuracy and
security. In a comprehensive review, Wani and Sultan [9] analyzed deep learning-based image
steganography methods, highlighting how convolutional and generative networks outperform
traditional algorithms in balancing payload, reliability of perception, and resistance to
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steganalysis. Collectively, these papers illustrate a paradigm shift toward intelligent, context-
aware steganographic systems that integrate machine learning to autonomously optimize
information hiding strategies.

The direction of code-controlled steganography represents a truly novel paradigm in the
field of covert communication. Introduced by the authors, this concept enables embedding
additional information directly in the spatial domain of the container, under code-controlled
influence of selected carrier components, thereby combining the minimal computational
complexity typical for spatial-domain schemes with the robustness advantages often found in
transform-domain methods. In particular, the paper [10] demonstrates that by pre-coding the
payload with specially designed codewords (for example, with specific Walsh-Hadamard
transform characteristics), one can achieve impressive results both in terms of reliability of
perception and resistance to attacks (for example, compression-attacks) with minimal
embedding cost and low algorithmic overhead. Research [10] shows that carefully constructed
classes of codewords localize the embedding disturbances in the targeted transform domain of
the container and thus optimize the trade-off between capacity, reliability of perception, and
robustness. The multi-level codewords extension [11] further enhances the method’s resistance
and throughput, making code-controlled steganography a compelling and practically efficient
option in modern information-security systems. The most recent advancement in code-
controlled steganography is the development of methods enabling blind decoding, where the
embedded information can be reliably extracted without prior knowledge of the original
container [12]. This approach significantly simplifies the decoding process while maintaining
high imperceptibility and robustness against various attacks. By carefully designing the code
structures and embedding strategies, these methods optimize the trade-off between
computational efficiency, embedding capacity, and resistance to steganalysis, making blind
code-controlled steganography an efficient and promising tool for modern secure information
systems.

As demonstrated by the research results presented in this paper, the concept of code-
controlled steganography not only enables the design of highly efficient embedding methods
but also provides a framework for investigating the fundamental properties of steganographic
embedding. This, in turn, allows for further refinement and optimization of practically
applicable steganographic techniques. For instance, from coding theory, it is well known that
the efficiency of error-correcting codes increases with the length of the code. However, there is
a lack of publicly available data regarding the optimization of the block size used for embedding
information in steganographic systems. In the present paper, we employ the concept of code
control to explore this question and investigate which strategy is more effective: embedding
multiple bits into a larger block or a single bit into a smaller one.

The purpose of this paper is to research the impact of codeword size on the robustness
of steganographic messages against attacks on the embedded information, under otherwise
equal conditions.

Specifically, the paper seeks to determine whether embedding multiple bits into larger
blocks or single bits into smaller blocks provides superior robustness, thereby providing
insights that can guide the development of more effective and practically applicable
steganographic methods.

Code control concept. The code control concept represents a new paradigm in steganography
that allows adaptive control of the embedding process based on the properties of the codewords
used.

Let a digital image block X of size NxN be defined. Then the Walsh-Hadamard
transform of this block is defined as

W, =H/ XH[, (1)

where H|, = L H,, X isamatrix of size N x N, and the Hadamard matrix H,, of order N

N

is given by the Sylvester construction
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H ) :[szl sz—l }’ Hl :1. (2)
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2K 2K
In addition to the two-dimensional Walsh-Hadamard Transform, its one-dimensional
version is also commonly used for a vector Y
V=YH,. 3)
At the same time, in [10], a fundamental relationship was established between the two-
dimensional and one-dimensional forms of the Walsh-Hadamard Transform, within which it
was demonstrated that the two representations are mathematically equivalent and can be
converted into each other through vectorization operations

W=XH,,, ()

where the notation W and X means the representation of the corresponding matrices of size
N x N in the form of a vector of length N? by sequential concatenation of the rows of the
corresponding matrix, while the calculation of the Walsh-Hadamard transformants is performed
with an accuracy of up to the normalization coefficient 1/N .

Expression (4) became the basis of the concept of code-controlled embedding of
additional information, which consists in the fact that the embedding occurs by representing
each information bit d; in the form of a codeword T, which selectively affects one or another
transformant of the Walsh-Hadamard Transform, which is additively embedded in the
corresponding container block

M=X+T, (5)
then
W=MH_,=(X+T)H_,=XH_ ,+TH_,. (6)

As follows from equation (6), the impact on the Walsh-Hadamard transform components
of the container block is fully determined by the internal structure of the transform components
of the selected codeword. Because each codeword interacts selectively with a specific transform
component, this approach enables precise and localized embedding of additional information
within the corresponding region of the transform domain.

In the framework of code-controlled embedding, there exists a fundamental flexibility
in how codewords are employed within a container block.
In the simplest scenario, a single codeword T can be used to represent one bit of additional
information per block.

Formally, for a block X, and a single bit m, e{-1,1}, the embedding can be expressed
as

M, =X, +mT, (7
where T is the codeword selected for the whole embedding process.

Alternatively, it is possible to embed multiple bits within a single block by using a set
of codewords {T;, T,,.... T, }.

In this case, for a set of L bits m={m,,m,,..., My, 1} » the embedding is performed as
M, =X, +T,. 8)
where each codeword T, selectively influences specific transform components of the block.

This formulation highlights the principled ability to control the number of embedded
bits per block by choosing either a single codeword or a combination of multiple codewords,
providing a flexible trade-off between embedding capacity and reliability of perception.

This paper addresses the fundamental question of which strategy is more effective under
otherwise equal conditions: embedding a single bit into a smaller codeword (7), or embedding
multiple bits into a larger codeword (8). By systematically analyzing these two approaches, the
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research aims to provide practical guidance for optimizing code-controlled steganographic
methods in terms of robustness, imperceptibility, and embedding efficiency.

Experimental Methodology. To ensure the correctness of the comparison between codewords
of different lengths, the research is designed so that the experimental conditions remain as
similar as possible for all variants. In particular, the embedding process is performed within the
same frequency segment of the image representation, and the amplitude of the embedding signal
is kept constant. In addition, the density of the additional information relative to the number of
pixels in the container is maintained at the same level. This approach allows isolating the
influence of the codeword length itself on the resulting resistance of the steganographic
message to attacks against the embedded data.

In this research, we perform a comparative analysis of two embedding strategies. The
first comparison considers embedding four bits into a single 8x8 codeword versus embedding
one bit into a 4x4 codeword.

The second comparison evaluates the embedding of four bits in a 16x16 codeword
against the embedding of one bit in an 8x8 codeword. These experiments are performed under
identical embedding conditions, allowing a direct assessment of the impact of codeword size
and the number of embedded bits on the robustness and perceptual quality of the steganographic
message.

For the case of four bits embedded into 8x8 codewords, the codewords used are shown
in Table 1. For brevity, only the non-inverted variants are presented, i.e., eight codewords,
although the total number of such codewords is sixteen.

These codewords serve as the basis for the embedding process, selectively influencing
specific low-frequency transform components within each container block. The code distance
between these codewords is d =32, ensuring sufficient separation to enhance robustness and
reduce decoding errors.

Table 1.

FHFFFFFF +++4 + +|
++++++++ +++4 + +
b+ ++/+4 + +
++++++++ +++4 + +
e ot ot s s e e o + 444 + +
+4 4+ + +++4 + +
++++++++ +++ 4 + +
o+ +++4 + +

(1,5) (1,7

rary ++PE++

+ ++ [ 4

+ ++

+ .... ++ -+

+ N+ -+ + P +++ +

+ ++ 4 4

++ + -+

+ ++ M+ +

(5,5) (7.7) (1,3)

In the experiment where a single bit of information is embedded into an 8%8 codeword
from Table 1, the embedding specifically targets the (5,1) transform component.

In the experiments involving the embedding of information into 4x4 blocks, a single
codeword was used for each block

1 1 1 1
111 1 1

T=l1 9 21 4 ©)
R

In the experiment involving the embedding of four bits of additional information into
16x16 blocks, the codewords used are shown in Table 2. For brevity, only the non-inverted
variants are presented, i.e., eight codewords, although the total number of such codewords is
sixteen.

The code distance between these codewords is 128, providing significant separation to
enhance robustness and reduce decoding errors. These codewords selectively influence specific
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transform components within each block, ensuring controlled embedding while maintaining
consistent amplitude and information density across all experiments.

For the experiments involving the embedding of a single bit of additional information
into 8x8 blocks, the codeword from Table 2 was used. The embedding specifically targeted the
(9,1) transform component of the codeword, ensuring controlled and localized modification of
the container block.

It is worth noting that selecting an appropriate set of codewords for embedding
additional information is an inherently complex task. The design and optimization of such
codeword sets involve numerous considerations, including code distance, transformant
selection, and robustness against steganalysis attacks, and therefore deserve dedicated and
comprehensive research.

Table 2.
Non-inverse codewords of size 16x16
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To evaluate the effectiveness of code-controlled embedding, a series of experiments was
performed using digital images and different embedding strategies. The methodology can be
summarized as follows:

1. Original color images were converted from the RGB to the YCbCr color space, and only
the luminance component (Y) was used as the carrier. Images were cropped to a fixed
size of 1200x1200 pixels to ensure uniformity across all experiments.

2. Random binary sequences were generated to represent the additional information to be
embedded. For experiments with multi-bit embedding, each block contained 4 bits of
information. Each 4-bit group was then mapped to a unique codeword from a predefined
set, corresponding to the code-controlled embedding concept.

3. Two independent experimental comparisons were performed:

— Experiment 1: embedding 1 bit per block in 4x4 codewords versus 4 bits per
block in 8x8 codewords.

— Experiment 2: embedding 1 bit per block in 8x8 codewords versus 4 bits per
block in 16x16 codewords.

In both cases, the overall embedding density (bits per pixel) and the embedding

amplitude were kept constant to enable fair comparison.

4. For multibit 8x8 and 16x16 embedding, predefined sets of 16 codewords (8 original
and 8 inverted) were employed. The Hamming distance between codewords was 32 and
128, respectively, ensuring high robustness and low decoding error probability. Each

21



Sokolov A.V., Pohorieltsev P.M., Zhuk Ye.A., Filipenko N.O.

codeword selectively influenced specific Walsh-Hadamard Transform components,
allowing localized and controlled embedding.

5. Image blocks were sequentially modified according to the selected codeword and
corresponding message bits. The modified luminance component was then recombined
with chrominance channels, and the resulting steganographic image was saved in JPEG
format with a predefined quality factor (QF).

6. For extraction, the difference between the steganographic and original blocks was
computed. Correlations between this difference and all codewords were evaluated to
determine the most likely embedded codeword, and the corresponding message bits
were recovered. The error rate was calculated as the proportion of incorrectly recovered
bits relative to the total number of embedded bits. The bit error rate was calculated as
the ratio of incorrectly recovered bits to the total number of embedded bits.

Results of experiments. The results of all performed experiments are summarized in Table 3.
This table presents a comprehensive comparison of various embedding strategies, including the
use of different codeword sizes and the number of embedded bits per block.
The metrics reported allow evaluation of the impact of codeword size and bit quantity on the
robustness against compression attack.

Table 3.

Experimental results
Code- Bits per | Bitper | PSNR, QF
word size block pixel dB

10 | 20 30 | 40 50 60 70 | 80 | 90 | 100
4x4 1 1/16 48.13 | 47.8 1439 |38.8[32.7[265]205|135|74]|13] 0
8x8 4 1/16 48.13 | 485447 |37.71295[215]|147| 79 |25]07]03
8x8 1 1/64 48.13 [ 41.5(293 149 ] 59 | 3.1 2 08 (03] 0 0
16x16 4 1/64 48.13 1452 (346192 ] 68 | 23 | 14 1 105/04]02

To further assess the robustness of the proposed embedding approach, we constructed
Fig. 1, which represents a dependency graph of the percent of extraction errors on the JPEG
compression quality factor (QF). This analysis was performed to compare two embedding
strategies:
1. embedding one bit of additional information into 4x4 blocks, and
2. embedding four bits of additional information into 8x8 blocks.
Such a comparison enables the determination of which strategy provides a better balance
between payload capacity and resistance to compression-induced distortions under otherwise
identical embedding conditions.

50 o
-4 bit into 8x8 blocks

40 ~1 bit into 4x4 blocks
=2
°.30
o
220
L
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0 20 40 60 80 100

QF
Fig. 1. A dependency graph of the percent of extraction errors on the JPEG compression quality
factor (QF) for the case of embedding 1 bit in 4x4 blocks vs 4 bits in 8x8 blocks

A comparative analysis of the embedding results demonstrates a significant
improvement in robustness when moving from 4x4 codewords with a single bit per block to
8x8 codewords with four bits per block at the same embedding rate (1/16 bit per pixel). As
shown in Fig. 1, increasing the codeword size and the number of embedded bits substantially
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reduces the error rate across all JPEG quality factors (QF). The improvement is especially
pronounced at QF = 70, which is widely used in practice: the error rate for 8x8 codewords with
4 bits per block is 5.6% lower than that for 4x4 codewords with a single bit. Notably, this
increase in robustness is achieved without any degradation of image quality, with PSNR values
remaining 48.13 dB.

In this part of the paper, another scenario is examined, as the graph in Fig. 2 illustrates
the relationship between the percentage of extraction errors and the JPEG compression quality
factor (QF). The experiment compares two embedding strategies:

1. embedding one bit of additional information into 8x8 blocks, and
2. embedding four bits of additional information into 16x16 blocks.

This comparison is intended to evaluate whether increasing the codeword size further
enhances the robustness of the embedded data when the embedding rate and all other conditions
remain constant, or whether the improvement tends to saturate beyond a certain block size.

50
=4 bit into 16x16 blocks

40 -1 bit into 8x8 blocks
‘\9\ ",
°.30
»
220
L

10

0 el
0 20 40 60 80 100

QF
Fig. 2. A dependency graph of the percent of extraction errors on the JPEG compression quality
factor (QF) for the case of embedding 1 bit in 8x8 blocks vs 4 bits in 16x16 blocks

A more detailed examination of the results reveals that a straightforward increase in
codeword size does not necessarily lead to improved robustness. As shown in Fig. 2, when
transitioning from 8§x8 blocks with one bit per block to 16x16 blocks with four bits per block,
the number of extraction errors decreases only slightly for intermediate JPEG compression
levels (QF = 50 and 60). For all other compression levels, however, robustness either remains
nearly the same or even decreases despite the larger block size.

This phenomenon can be explained by considering the interaction between block size

and embedding capacity. While larger blocks allow embedding more bits per block, they also
aggregate more image information, making each embedded bit more sensitive to compression-
induced distortions. In other words, the benefits of increasing the codeword size saturate
because the relative impact of JPEG quantization on each embedded bit becomes more
pronounced as the block grows. Consequently, beyond a certain block size, further enlargement
does not yield additional robustness and may even slightly degrade performance for higher
compression levels.
Conclusions. The performed research confirms the efficiency of the code-controlled
embedding concept as a promising paradigm in modern digital steganography. The approach
provides flexible control of the embedding process through specially designed codewords,
ensuring a precise balance between reliability of perception, robustness, and computational
simplicity. Experimental analysis demonstrates that, under equal embedding density, increasing
the codeword size and embedding multiple bits per block significantly improves robustness
against compression attacks (especially for JPEG with QF = 70), while maintaining high
reliability of perception (PSNR = 48 dB).

The obtained results reveal a saturation effect: beyond a certain block size, further
growth of the codeword does not yield additional robustness gains and may even reduce
performance at high compression levels. This phenomenon is caused by the cumulative
influence of quantization noise on large transform blocks. Comparative evaluation of the tested
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strategies indicates that the optimal configuration corresponds to embedding several bits per
medium-sized block (e.g., 8x8), which offers the best trade-off between payload, resistance to
distortion, and decoding accuracy.

The findings provide a theoretical and practical basis for optimizing block sizes and

codeword structures in code-controlled steganography, enabling the development of efficient
and adaptive algorithms for secure information hiding in modern cybersecurity systems.
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CrarTs TpuCBsiYCHA HOBOMY HANpsIMKy B IU(POBIH creraHorpadii — xoHmentii BOyIoByBaHHS iH(opmarii 3
KOJIOBHM YTPaBIiHHAM, SKa JO3BOJISIE aJANTHBHO KePyBaTH MPOLIECOM BOYIOBYBaHHS Ha OCHOBI BIaCTUBOCTEH
CHemiaJbHO PO3pOOIeHNX KOMOBUX CIiB. Ha BigMiHy Bil TpaaWIiHHUX METOMIB, IO MPAIIOIOTh Y IMPOCTOPOBIH
obmacTi, abo B 007acTAX MEPETBOPEHB, KOHIIETIIiS KOJAOBOTO YIIPABIiHHS JO3BOJISIE TOYHO JIOKATi3yBaTH ePEeKTH
BOY/IOBYBaHHSI B YacTOTHIH oOiacTi, 30epirarodu HpH LBOMY MiHIMallbHYy OOYMCIIIOBAJIBHY CKJIAJHICTh. MeTa
JIOCITIJPKEHHS] — BU3HAYUTH, SIK PO3MIp KOJJOBOTO CJIOBA BIUIMBAE HA CTIHKICTh CTEraHOrpadiyHOTO MOBiTOMIICHHS
Opy IHIIMX OJHAKOBMX yMmoBax. [yt JMOcsArHEHHs wLie€l MeTH Oylo TNPOBENEHO Cepil0 KOHTPOJIbOBAHUX
EKCIIEPUMEHTIB 3 BUKOPUCTaHHSM LU(PPOBHUX 300paxkeHb, 110 miguaBanucs crtucHeHHo JPEG 3 pisHumu
koedilieHTamu sikocTi. Byno mopiBHsHO ABi cTparerii BOynoByBaHHs: BOYIOBYBaHHS OTHOTO 0iTa B MEHIIHH OJIOK
Ta BOYJOBYBaHHS KUIBKOX OITIB y OUIbLIMIA OJIOK 3 TI€I0 K MPOIYCKHOIO CIIPOMOXHICTIO. Pe3ynbraTn nokasyors,
mo 30UTBIIEHHS PO3Mipy KOJOBOTO CIIOBAa Ta BOYIOBYBaHHS KIJIBKOX OITiB y OJIOK MOXKe 3HAYHO ITOKPALIHTH
CTIMKICTh 0Oe3 MOTIPIIeHHS HAMIHHOCTI CIPHUHATTA, IO MiATBEPIUKYETHCS CTaOUTBHMMH 3HadeHHAMH PSNR.
OnHak, eKCIIEPUMEHTH TaKOXK MMOKA3YIOTh, IO IIepeBary 301IbIICHHS PO3Mipy KOIOBOTO CJIOBA MalOTh TEHICHIIIO
JI0O HACHYEHHS IIICNI JOCATHEHHS NEBHOTO IOPOTY, OCKUIBKM OUIbIIi OJOKM CTaroTh OUTBII CXMIBHUMH JI0
CIIOTBOPCHB, BUKIIMKAHUX CTUCHEHHSIM. JI0CTiIKeHHS JJa€ HOBE PO3YMIHHS 0allaHCy MiX CTIMKICTIO, HaIiltHICTIO
CIIPUIHATTS Ta e(EKTHBHICTIO BOYIOBYBaHHS B cTeraHorpadii 3 KOZOBUM yMpaBIiHHAM. Pe3ynbraT CripusioTh
onTuMizanii po3MipiB OJIOKIB Ta cTpareriii BOY/10ByBaHHsI, IIPOIIOHYIOUN MPAKTUYHI PEKOMEHAALIT JJIsl pO3pOOKH
cTeraHorpadiyHUX CHUCTEM HACTYIHOTO IMOKOJiHHA. OTpuMaHi pe3y/ibTaTd He TUIbKU IMiJBHIIYIOTH CTIHKICTh
MPUXOBAHUX JIAHKX, ajie i 3aKJIaIaloTh OCHOBY JJIsl CTBOPEHHS aJIalITUBHUX, IHTEJIEKTYaJIbHUX Ta 00UHCITIOBAJIBHO
e(eKTUBHHUX AITOPUTMIB IIPUXOBYBaHHs iH(popMmalii, sSKi MOXXHA IHTErpyBaTd B CydacHi iHQpacTpyKTypu
KibepOe3nekH.

KoarouoBi cioBa: nudposa creranorpadis, BOyJOBYBaHHSI 3 KOJOBHUM YIPABIIHHIM, MEPETBOPEHHs Youia-
Anamapa, CTiIHKiCTh, HaAIWHICTh CHPUHHSATTS, MPHUXOBYBaHHSA iHQOpMalli, OJIOKOBa ONTHMi3amis, CTUCHEHHS
JPEG, xibepOe3mexa.
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Currently, much attention is paid to the tasks of increasing the speed and quality of product
design in modern CAD. The process of creating objects of complex shape requires solving a
variety of tasks. Various modeling methods are used to implement them. The paper proposes
using Autodesk Fusion to solve design tasks based on hybrid modeling. To implement these
tasks, an information model of hybrid product modeling in Fusion is proposed. Hybrid
modeling allows using top-down design technology. This type of design speeds up the
development of products, especially with complex shapes. To optimize the shape, it is
possible to use cloud technologies and artificial intelligence elements. All stages of the
proposed model are sequentially considered. Using the information model of hybrid
modeling allows you to analyze the creation of all product elements. Fusion simplifies design
using parametric modeling, which provides quick setup, seamless iteration, and automated
updates at the design and production stages — all within a single cloud platform. If necessary,
we simulate the load on the model elements and optimize the possible choice of materials.
To view the finished product, we perform rendering, which allows us to polish visual effects
in order to present our design qualitatively or obtain client approval. When working in the
cloud environment of the designer in Autodesk Fusion, the following tasks are performed
using artificial intelligence: calculation of model elements, load testing, shape optimization,
rendering and product viewing, drawing design, preparation of control programs for
technological processes of manufacturing parts using various technologies, for example,
additive. The paper provides an example of hybrid modeling of a game manipulator when
designing in Fusion using the proposed information model. The use of all steps of the
information model is shown in detail. The features of surface and solid modeling when
creating an object of complex shape are presented. The developed information model can be
adapted for various types of modeling when designing in Fusion.

Keywords: information model, hybrid modeling, surface model, solid model, design,
Autodesk Fusion.

Introduction. Computer 3D modeling is a rapidly growing field of technology. Various
modeling methods are constantly evolving and improving. Computer modeling significantly
reduces the time required for the design process, providing incomparably greater opportunities.
Hybrid modeling methods provide new opportunities for computer design technologies, and the
development of information technologies gives them new meaning.

There are various types of modeling: solid, surface, frame, hybrid, and hybrid modeling.
Each operation has its advantages and limitations, so it is wise to choose the best characteristics
from each and use all methods simultaneously. This is the main assumption of hybrid modeling.
The main obstacle may be a clear boundary between different types of modeling and the use of
completely different commands/modules each time. But this is not a problem if we perform a
single operation to trim a solid using a surface. True hybrid modeling significantly changes the
concept of modeling and the very approach to computer-aided design, as well as increases work
efficiency. With hybrid modeling, logical operations work with both types of geometry—solid
and surface—which opens up new possibilities and imagination during the design process. For
complex processes, it is not easy to change the shape by modifying the surface alone.
Furthermore, simple hybrid modeling in most systems works with only one logical operation
of the Boolean system, or the design environments are clearly divided into those specializing
in solids and those specializing in surfaces. In fully hybrid modeling software, most operations
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work for both solids and surfaces—there is no difference, so it is simply the same command.
Hybrid modeling technology removes the barriers between modeling methods that limited
many advanced features to professional design only. Hybrid modeling allows designers to save
time-consuming repair work and focus on more creative tasks.

Hybrid modeling is not just a software feature. It is the core programming technology
for all types of CAD. With this technology, designers do not need to consider whether they are
working with solid or non-solid bodies, thereby simplifying the entire manufacturing process.
Hybrid modeling in Fusion involves combining different modeling methods, primarily
parametric solid modeling and direct or freeform surface modeling, to create complex designs
more efficiently. This approach leverages the strengths of each method, such as the history and
precision of parametric modeling for elements such as ribs and bosses, and the flexibility of
free-form tools for organic shapes. The goal is to use the right tool for the right part of the
design, integrating solid and surface modeling to maximize workflow and design exploration.

Product designers and engineers use several modeling methods: bottom-up modeling,
top-down modeling, horizontal or middle modeling, and hybrid approaches that combine these
methods. Several approaches to top-down modeling include multi-part modeling, parameter
binding, and skeleton modeling, in which a “skeleton” sketch conveys the design intent, and
designers model individual components around this common final assembly—potentially in a
single CAD file. The top-down modeling method is particularly well suited for complex
products such as automobiles and other vehicles, electronics, appliances, and machinery.

CAD software that supports top-down modeling reduces the risk of errors such as part
mismatches, which can result from the traditional bottom-up approach. Autodesk Fusion uses
a single design model that easily allows global parameter changes that update the entire project.
To optimize the hybrid modeling process, it is necessary to develop an information model of
this technology.

Analysis of recent studies and publications. Key aspects of hybrid modeling in Fusion. You
can use parametric tools for fundamental parts of the design, such as the main body, and then
switch to free-form tools (T-spline) for organic or complex surfaces [1-3].

Integration of solids and surfaces. The basic concept is to integrate both solid and
surface modeling methods, for example, creating a complex surface model and then using a
solid modeling command such as “shell” to cut it out for rapid prototyping [4].

Hybrid modeling is also crucial for hybrid manufacturing, where designs must consider
both additive and subtractive processes. Fusion tools allow engineers to explore materials,
dimensions, and design implications for both manufacturing methods in a single environment,
as illustrated by examples of hybrid modeling in various fields such as dentistry, aerodynamics,
and prosthetics [5,6]. Hybrid modeling allows you to create a more reliable and efficient
workflow by switching between different modes as needed. For example, creating a complex,
organic handle using free-form tools and then adding standard solid elements. Papers [7-11]
explain how different types of modeling can be used when creating mechanical devices.

Paper [12] provides an overview and prospects for the use of hybrid modeling
technologies. Works [13-16] explain the use of information models to optimize the design
processes of various devices and technologies. Information models are used to structure data
and ensure consistency, which improves data quality, facilitates interaction between systems,
and simplifies the organization and search for information.

Purpose of the work. Currently, new objects in various fields are created using computer-aided
design technologies that utilize cloud technologies. When creating an algorithm for designing
new objects using computer technologies, it is important to use an information model. An
information model generalizes the approach to design using various technologies.

Let's take a closer look at the information model of hybrid product modeling in Autodesk Fusion
CAD (Fig. 1).
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When creating and analyzing a product model, several sequential and interrelated steps must be
performed. The proposed information model consists of two main components: surface
modeling and solid modeling.

Let's consider the components of the proposed information model for hybrid design
using Autodesk Fusion. The sequence of stages in the information model of hybrid design in
Fusion corresponds to top-down design technology. In top-down modeling, designers and
engineers start with a model that conveys the design concept for the entire assembly and defines
the general relationships between the elements in the assembly.

The following steps are involved in surface modeling.

1. At the beginning of the work, we have the initial data for the future product model, for
example, in the form of a cloud of boundary points of the conceptual model. We upload them
to the Autodesk Fusion environment.

2. Formation of sketches of surface model elements. At this stage, 2D and 3D sketches of the
boundary elements of the future conceptual model are formed.

3. The next stage is the formation of conceptual model elements using surface modeling, which
includes various options for creating surfaces.

a. Creating model elements using simple surface creation commands.

b. Creating model elements using spline curves of surface frames.

c. Creating a model using standard surface models
The type of model element creation is selected depending on the technology of further
modeling.

4. Based on the selected modeling technology, a conceptual surface model is created and
modified. This can be a modification of individual boundary surfaces or a single surface based
on sketches or a standard surface model.

Model input data

Y

Loading or adding a cloud of boundary points
of a conceptual model

bl

i g

2

Formation of sketches of surface model &

. g

! ! ' 0

Creating model Creating model Creating a ;
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Fig. 1. Information model of hybrid design in Fusion
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This completes the surface creation component of the conceptual model. After that, we
move on to the solid parametric modeling component of the assembly model of the object.

1. Converting a conceptual surface model into a solid model. A surface model has no thickness.
To convert such a model, you need to specify the thickness in the modeling parameters.

2. The next step is to modify the conceptual solid model. This can be done by dividing the
model into separate elements or changing its shape. At this stage, we complete the formation of
the structural elements of the assembly model of the product.

3. Creating new solid elements of the assembly model. Using solid modeling, we create
additional assembly elements.

4. The final stage is the formation of a solid assembly model.

Fusion simplifies the design of an assembly model of an object using parametric
modeling, which provides quick configuration, smooth iteration, and automated updates during
the design and manufacturing stages—all within a single cloud platform.

Main section. Using the proposed information model, a hybrid model of a game manipulator
was created.

At the initial level, we will create a conceptual surface model of the manipulator's body.
We load the boundary points of the model. Based on these points, we form 2D and 3D sketches
of the boundary elements of the conceptual model (Fig. 2).

Fig. 2. 2D and 3D sketches of boundary elements of the conceptual model

Using the created sketches, it is possible to form a surface model in three ways.
The first is to create model elements using commands for forming simple surfaces, as shown in
Fig. 3. This approach requires complex editing for objects with non-linear shapes.

Fig. 3. Creating model elements using commands for forming simple surfaces

The second is to create a model using standard surface models as a base template (Fig.
4). This option can be used for objects with simple shapes.

® BOX
Length 70.00 mm
Length Faces 2

4665mm |} Rk m
Width Faces 2
Height 46.65 mm
Height Faces 2

Direction ™ One Side

Symmetry A% None

(i} OK Cz
Fig. 4. Creating a model using standard surface models
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The third is the creation of model elements using spline curves of surface frames. This
technology allows for more optimal formation of complex surface models.

Let's take a closer look at hybrid modeling technology using spline curves.

Select the Sweep command to create a three-dimensional shape based on the sketches you have
created. Select the necessary profiles to form the initial part of the manipulator. It is important
to check that the profiles are correctly aligned and match the contour of the future model.

Pro s 1selected
pa urvature
Fact 1 X
Spacing &5 unitorm v
Face s
= Chain Sele @
Orien H, pes
Dista 1.00
o Cancel

[Setect sketch curves o edges]
Fig. 5. Creating model elements using spline curves of surface frames

After editing and using the necessary intermediate sketches, we obtain an open
conceptual surface (Fig. 6).

Fig. 6. Open conceptual surface

Adjust the position of the lower part of the surface using the Match command to align
it with the specified profile. Combine the holes using the Bridge command to obtain a complete
closed conceptual surface of the manipulator (Fig. 7). Use the Shell command to convert the
shell into a solid object. Create a new sketch to divide the solid object into two parts. Use the
Split Body command to cut the body into two parts (Fig. 8). Solid models of the manipulator
body and cover have been created.

Fig. 7. Closed conceptual surface of the manipulator

Fig. 8. Cross-section of the model into 2 parts
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We disable the visibility of the cover, and we will get only the body part on the screen. Fig. 9.

Fig. 9. Solid model of the manipulator body

Create a new solid component — a button. Using the created model of the new element,
use the Split Body command to make a hole for the button (Fig. 10). Repeat these steps to
create side buttons on the body and a joystick on the manipulator cover. We will get the finished
model of the game manipulator (Fig. 11).

Fig. 10. Solid-state component button and button hole

If necessary, we apply materials to individual parts of the manipulator and visualize the created
model (Fig. 12).

Fig. 11. Game controller model Fig. 12. Visualization of the
manipulator model

The model of the game manipulator created using computer-aided design technology in
hybrid modeling mode was implemented in accordance with the proposed information model.
Conclusions. Designing objects based on hybrid modeling allows the use of top-down
technology. This speeds up the design process. An information model has been proposed to
optimize hybrid modeling. This model explains the relationship between the stages of surface
and solid modeling. Possible options for surface modeling in modern CAD systems are
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considered. The paper shows the implementation of hybrid modeling in the development of a
game manipulator in Autodesk Fusion using an information model of design. The scientific
novelty of the result lies in the fact that for the first time a hybrid modeling technology based
on an information model of design is proposed. All stages of manipulator design based on the
proposed information model in Fusion were considered. The practical significance of the results
obtained lies in the fact that the use of the proposed information model will increase the speed,
accuracy, and quality of design based on hybrid modeling. Prospects for further research lie in
determining the conditions for interaction with other CAD programs. When designing complex
shapes, optimal processes for their creation can be found.
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TEXHOJIOI'TI KOMI'IOTEPHOI'O INPOEKTYBAHHS B I'IbPHTHOMY
MOJEJIFOBAHHI HA OCHOBI IHOOPMALINHOI MOAEJIT
Y AUTODESK FUSION

B.M. Tirapes, O.C. Jlonakos, B.B. KocmaueBcbkuii

Hamionansuuii yHiBepcuTeT «O1echbKa MOJIITEXHIKaY)
1, llleuenko mp., Oneca, 65044, Ykpaina
Emails: tigarev.v.m@op.edu.ua, lopakov.o.s@op.edu.ua, kosmachevsky.v.v@op.edu.ua

Ha nanwit yac Benuka yBara NpUIUISETHCS 3a/lauyaM MiABUIIEHHS LIBUIKOCTI Ta SIKOCTI MPOEKTYBaHHS BUPOOIB Yy
cydacaux CAITIP. IIpouec cTBopeHHst 00’ €KTIB cKiIaaHOl GOpMHU NOTpeOye BUPIIIEHHS Pi3HOMAaHITHUX 3aBIaHb.
Jdns ix peamizanii BHKOPHCTOBYIOTBCSI PI3HOMA@HITHI METOAM MOJENIOBaHHA. B po0oTi mpomnoHyerhes
BUKOpHcTOBYBaTH Autodesk Fusion /uis BupitieHHs 3aBJaHb IPOEKTYBaHHS HA OCHOBI 'OPUIHOTO MOJICTFOBAHHSL.
Juis peamizanii Mux 3aBIaHb 3alIPONOHOBAHO iH(pOpMamiiHa MOJIENb TIOPUIHOTO MOACTIOBaHHS BHpoOiB y Fusion.
I'iOpunHe MOIENmIOBaHHS JIO3BOJISIE BUKOPHCTOBYBATH TEXHOJIOTIIO IPOEKTYBAaHHS 3BEpXy BHHM3. Takuil THI
MPOEKTYBAaHHA HPHUIIBHIIIYE PO3pPOOKY BHPOOIB 0COOMMBO 3i ckiamHuMu (opmamu. st omrumizamii popmu
MOXIJIBO BUKOPHCTAHHS XMapHUX TEXHOJIOTII Ta €IEMEHTIB IITYYHOTO iHTeNneKTy. [locimoBHO po3riaaaoThes
BCI eTamny 3alpoIIOHOBAaHOI Mojemi. BukopucranHs iHpopmamniiiHa MOJens TiOPUIHOTO MOACTIOBAHHS T03BOJISE
MPOBECTH AaHAJi3 CTBOPEHHS BCIX €JeMeHTIiB BupoOy. Fusion chpomrye NpoeKTyBaHHA 3a JOMOMOTOO
MapaMeTPUYHOTO MOJICIIIOBAHHS, fKe 3a0e3leuye MIBHIKE HANANITYBaHHsA, Oe3mepeOiiiHy iTepalliro Ta
ABTOMATH30BaHI OHOBJICHHSI Ha €Talax NPOEKTYBaHHS Ta BUPOOHMITBA — 1 BCE 1€ B paMKaxX €IUHOI XMapHOI
wiathopmu. [IpH HEOOXIAHOCTI MPOBOAMMO CHMYJIALII HABAHTAXKCHHS HA CJIEMEHTH MOJETl U BHUKOHYEMO
ONTHMI3alil0 MOXJIMBOI'O BUOOpY MarepianiB. J{Jsi meperisity roToBoro BUpoOy MPOBOAWMO PEHAEPUHT KU
J103BOJIsI€ BianutiyBaTtu BiyanbHi edekT, 100 SKICHO MPEACTaBUTH CBIM qu3aiiH a00 OTPUMATH CXBaJCHHS
kiienra. [Ipu poboTi y XxMapHOMY cepenouiie nu3aiinepa B Autodesk Fusion BUKOHYIOTHCS HACTYIIHI 3aBIaHHS
3 BUKOPUCTAHHSM IITYYHOTO iHTEJIEKTY: pO3paxyHOK eJIeMEHTIB MOJIeJIi, TECTYBaHHS HABAaHTAXKEHb, ONTHUMI3allilo
(opMH, peHIOEPHHT Ta Ieperisn BHpPoOy, o(QOpMIICHHS KpPECHICHHKIB, MiATOTOBKY KEPYIOUHMX IPOTpaM s
TEXHOJIOTIYHUX TPOIECIiB BUTOTOBJICHHS [ETaJied 3a PI3HUMH TEXHOJOTISIMH, HANPHUKIAJ aIuTUBHI. Y poOOTi
HaBEeICHO MpPHKIAA TiOPHIHOTO MOJCNIOBAHHS IrpOBOTO MAHIMYJIATOpa TpH MpoekTyBaHHI y Fusion 3
BUKOPHUCTAHHSAM 3allpoloHOBaHOI iH(opMariiiHoi Monemi. JleTanizoBaHo MOKa3aHO BHKOPUCTAHHS BCiX KPOKIB
iHpopMmaniliHoT Mozesni. HaBeneHo 0coONMMBOCTI MOBEPXHEBOIO Ta TBEPJOTIILHOTO MOICIIOBaHHS IIPH CTBOPEHHI
00’exty ckinaanoi popmu. Po3podiena indopmarriiina Moenb Moxe OyTe afanToBaHa st PI3HOMAHITHAX THIIIB
MO/ICITIFOBAaHHSI PY MpoeKTyBaHHi y Fusion.

KoarouoBi ciioBa: iHdopmariiiHa MoJiesnb, riOpuHe MOJIEIIOBAHHS, IIOBEPXHEBA MO/IEIIb, TBEPIOTIIbHA MOJIEIIb,
npoexTyBaHHs, Autodesk Fusion.
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M.I. Yakubovych, V.Y. Lyashkevych

Ivan Franko National University of Lviv
50, Drahomanova str., Lviv, 79005, Ukraine
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The modern workplace is rapidly transforming into a complex cyber-physical environment
that combines people, technology systems, surroundings, production processes and
knowledge. This multidimensionality claims to continuously obtain contextual information,
including dynamic information about the status of space, equipment, people and processes,
which determines the possibilities for adaptability, security and sustainable management. The
paper identifies the role of context as a basic element of adaptive management, reveals the
interdisciplinary nature of contextual data, and shows how its correct acquisition affects
safety, energy efficiency, productivity and employee well-being. The research methodology
includes an analysis of the literature and modern technological solutions, a systematization
of context types, the construction of a comparative table of the advantages and disadvantages
of existing methods, as well as the use of semantic, expert and simulation validation for a
preliminary accelerated assessment. The main results show that each singular method has
significant limitations: computer vision (CV) suffers from occlusions, wearable sensors from
user unacceptability, digital twins (DTs) from modelling complexity and knowledge graphs
(KGs) suffer from high requirements for ontology engineering. The proposed method, based
on the hybrid approach, demonstrates the highest accuracy of context obtaining, robustness
to data gaps and transparency of solutions based on explained models and semantic
integration. The findings show that a combination of physical, semantic and behavioral
sources of information provides the most complete picture of the workspace environment
states. The proposed context obtaining method integrates heterogeneous data and increases
the level of intelligence of workspace management systems. The work contributes to the
development of scientific thought in the field of resilience, cyber-physical systems and
intelligent monitoring, and also lays the foundation for building adaptive, human-centric
decision support systems and automatic microclimate control systems, increasing production
incidents and optimizing personnel workload in real workspaces.

Keywords: sustainable workplace, context obtaining, digital twin, knowledge graphs,
machine learning, explainable artificial intelligence, computer vision.

Introduction. Today, human productivity has become a multifactorial system, and the modern
work environment is determined not only by physiology but also by many other factors. Among
such factors, one can list: cognitive load, emotional state, quality of interaction with information
systems, nature of tasks performed, etc. It used to be believed that if an employee had warmth,
light, and fresh air, they would automatically perform better, but today we know that this is not
the case. Even ideal physical comfort does not compensate for excessive information noise,
constant notifications, task inconsistency, digital fatigue, etc. It is obvious that physical
parameters are no longer the main limiting factor of productivity and, accordingly, the criterion
for evaluating the workplace and environment.

Only such a multifactor model can assess why productivity is falling or rising, and what
really needs to be changed - intelligent monitoring that analyzes: physical parameters,
behavioral patterns, digital patterns, social context, etc. Context in such environments is formed
at the intersection of data about people, the environment, equipment, production processes, and
regulatory requirements, which determines the critical need for methods for its accurate, timely,
and explainable obtaining. Given the rapid digitalization of production, the growing role of 10T,
DTs, and intelligent security systems, the formation of a reliable context is becoming the basis
for effective and sustainable management.

34



[HOOPMATHUKA TA MATEMATHUYHI METO/JI B MOZJEJIFOBAHHI = 2026 = Tom 16, Ne 1

Literature review. The concept of a sustainable, human-centric workspace is becoming
increasingly relevant due to the growing ability of information systems to sense, interpret, and
predict context in real time. Recent research on the persistence of cognitive and context-
sensitive decision-making systems emphasizes that context is no longer a static attribute of the
environment, but a dynamic, multidimensional signal that must be continuously acquired,
integrated, and interpreted to maintain persistent intelligent environments [1]. The systemic
overview of Industry 4.0 and intelligent product and service systems also highlights contextual
awareness as a key capability of the cyber-physical manufacturing and service ecosystem, and
emphasizes the need for robust architecture, interoperability, and semantic modeling [2-3].

Broadly speaking, within this broader area, methods for obtaining contextual information
in the workplace can be summarized into several main research areas:

- environmental monitoring based on 10T sensors;

- workplace surveillance based on CV;

- wearable devices and methods for measuring human activity;

- cyber-physical modeling based on DTs;

- contextual modeling based on semantics and KGs.

Each approach has its own unique advantages and limitations when applied to sustainable
workspaces (SWs) that must simultaneously ensure safety, resilience, productivity and well-
being.

Many works treat context primarily as a function of environmental parameters such as
temperature, humidity, air quality, occupancy and energy consumption, measured via dense 10T
sensor networks. Thus, in [4], was considered energy conservation as one of the components of
the smart sustainable management system using Arduino microcontroller. After, in [5], the
autoregressive models have demonstrated high accuracy in predicting electricity consumption
and monitoring, which allows for prompt response to inefficient use of resources and reduction
of electricity costs.

Reviews of many other scientific resources note that 1oT-based monitoring systems have
been successfully deployed to collect environmental data using temperature, humidity, gas and
motion sensors, enabling energy-efficient control of HVAC systems, predictive maintenance
and optimization of production processes [6]. In the workplace domain, such systems are often
integrated into “smart office” or “smart workplace” solutions that adjust lighting and
microclimate to reduce energy use while maintaining basic comfort. However, sensor-only
approaches capture mostly physical aspects of context and provide limited insight into cognitive
load, work patterns, social interactions or task complexity. The considered types of context its
measurement methods were listed in [7].

CV techniques extend context obtaining to visual observation of workers, tools, postures
and activities. In industrial and construction settings, CV is widely used to monitor safety,
detect unsafe behaviors and analyze human-machine interactions. For example, studies on
driver behavior monitoring and intent interpretation have shown that video analytics can detect
complex behavioral patterns, including inattention, fatigue, and high-risk maneuvers [8].
However, CV-based methods suffer from overlaps, limited camera angles, privacy concerns,
and high computational requirements. In crowded offices or flexible hybrid workspaces, line-
of-sight limitations and dynamic layouts further limit the reliability of purely visual context
obtaining.

Recent research combines wearable device data with 10T infrastructure for human activity
recognition (HAR), inferring behavioral patterns and assessing physical activity [8].
Nevertheless, there are issues with long-term user adoption, intrusiveness of the devices, the
need for calibration, and sparse data when workers do not wear the devices continuously are
consistently reported in various sources.

In the Ukrainian scientific community, DT technology is being actively researched as a
fundamental platform for digital management and monitoring. For example, in [9], industrial
DTs describes the twin as a proxy that aggregates sensor data and exposes it via APIs to
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different business systems, thereby improving understanding of the current state and supporting
lifecycle management of industrial assets. A collective monograph on the digital transformation
of industrial management emphasizes the role of enterprise-level DTs as a “smart” carrier of
digital management that enables integrated decision-making and collaboration [10-11]. Despite
these advances, the DTs cannot yet fully replace other context obtaining methods.

KG-based machine learning enables context-aware intrusion detection in industrial
systems. Results show that semantic integration can improve anomaly detection capabilities
and resilience to data heterogeneity [12]. In the manufacturing sector, recent research
combining digital twins with KGs has demonstrated how semantic layers can support flexible
queries, advanced analytics, and more interpretable decision support [13]. From an architectural
perspective, reviews on context-aware systems emphasize ontologies and semantic middleware
as key enablers of interoperability and reusable context models across smart environments [2].
However, creating and maintaining high-quality ontologies for complex workspaces requires
significant expert input and effective management. This creates a practical obstacle to the
widespread adoption of KG-based approaches in daily workplace management.

Recent surveys explicitly connect context-awareness with sustainability and resilience.
They, arguing that cognition and context-aware decision-making systems (CCA-DMS) must
integrate multiple context modalities such as physical, behavioral, cognitive and organizational,
to support sustainable smart environments [1]. In intelligent product service systems, a context-
oriented design framework proposes to combine sensor data, user interaction logs, and semantic
models to dynamically customize services and improve user experiences [2, 14-15]. In the
Ukrainian context, eco-ergonomic research on the “safe and productive digital workplace”
highlights the need to jointly consider ergonomic, ecological and organizational factors such as
lighting, noise, microclimate, work—rest regimes, safety culture and digital workload, to support
both sustainability and productivity [16].

Meanwhile, industry analyses of workplace sustainability and integrated workplace
management systems (IWMS) show that modern platforms are increasingly integrating
building management, space utilization, environmental monitoring, and employee comfort
metrics into a single dashboard [17]. However, most of these solutions still rely on relatively
superficial contextual features and do not fully utilize semantic integration or advanced
explanation models. However, the paper [18] considers multidimensional trade-off modeling in
sustainable workplace management as not only a methodological necessity, but also a strategic
condition for achieving a balance between productivity, resource efficiency, and a high level of
social responsibility.

Research objective. From scientific review, current research supports the claim that no single
method of context obtaining is sufficient for sustainable workplaces. The biggest gap lies in
hybrid, human-centric approaches that integrate heterogeneous physical, semantic and
behavioral data streams using DTs and semantic models. Therefore, the creation of an
appropriate method for obtaining accessible context in SWs is the main goal of this work.
Research results and their discussion. The results of the comparative analysis of methods
taking into account the types of context listed in [7] are shown in Fig. 1. A comparative analysis
of context types and obtaining methods clearly demonstrates that no single method can provide
complete, accurate, and semantically meaningful context in a smart SW. Each approach only
covers a part of the context and has limitations related to the subject area. For example:

- CV exceeds with spatial and behavioral context but fails in microclimate, physiology,
machine wear and semantics;

- wearables work well physiologically, but cannot monitor the environment, device, etc.

- DT models physical process state well, but it is not a real sensor and requires data from
other sources.

- KG provides semantics and compliance rules, but cannot observe reality, which depends
on input from CV, loT, wearables or DT.
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- interpretable anomaly detection (XAI-AD) can reveal anomalies, but cannot interpret
their causes or apply physical and semantic constraints.

Table 1.

Comparison of observed methods vs types of context in SWs

Type of Ccv Wearables DT KG XAI-AD

Context

Environmental / | Proc: Good at detecting lighting, Proc: Can capture body temperature, | Proc: Models HVAC, energy | Proc: Adds semantic rules Proc: Detects anomalies in

Physical smoke, occupancy, physical limited environmental exposure flows, air quality dynamics. | (comfort, safety thresholds). temperature/noise/energy
hazards. signals. Cons: Requires validated Cons: Needs accurate sensor patterns.

Cons: Cannot measure CO>, noise; | Cons: Cannot measure physical models; expensive | integration; cannot observe itself. | Cons: Needs reliable telemetry;
it is bad in lighting, occlusions. microclimate; limited long-term to maintain. cannot sense SW directly.
accuracy.

Worker Behavior | Proc: Excellent for posture, Proc: Perfect for fatigue, overload, |Proc: Can simulate typical | Proc: Adds semantic Proc: Flags anomalous
gestures, unsafe movements, motion patterns (IMU). movements and ergonomic | interpretation (unsafe gesture). | behaviors using temporal
ergonomic risks. Cons: Requires user acceptance; load. Cons: Depends on correct sequences.

Cons: Occlusion; privacy issues. battery limitations. Cons: Not real-time unless | classification from Cons: Needs training data; may
paired with CV/wearables. | CV/wearables. miss subtle context.

Physiological / | Proc: Indirect signs only (face Proc: Best source for Proc: Can simulate fatigue or | Proc: Semantic modeling of Proc: Detects anomalies in

Psycho- stress, movement). HRV/EEG/EDA, stress, fatigue, stress impact on tasks. stress rules (limits, safety physiological patterns.

physiological Cons: Cannot measure cognitive load. Cons: Simulation # actual | bounds). Cons: Needs training from
HRV/EEG/EDA directly. Cons: Privacy-sensitive; may be state; no direct Cons: Needs physiological input. | wearable data.

intrusive. measurements.

Social- Proc: Detects interactions, contact | Proc: Can detect proximity via Proc: Models team Proc: Captures roles, Proc: Detects anomalous

Collaborative density, group behavior. BLE/IMU. workflows, resource responsibilities, coordination team-level patterns (overload).
Cons: Occlusions; multi-person Cons: Limited spatial accuracy; no |allocation. rules. Cons: Requires time-series data
tracking complexity. team-level semantics. Cons: Does not observe real | Cons: Needs real-time data input. | from multiple sensors.

social dynamics.

Equipment & Proc: Identifies visual damage, Proc: Can monitor vibration via Proc: Best for predictive Proc: Enables semantic rules. Proc: Detects anomalies in

Machinery overheating, missing guards. wrist-worn devices (indirect). maintenance; simulates wear, | Cons: Needs correct telemetry | SCADA/PLC signals.

Cons: Cannot detect vibration. Cons: Not reliable for machine load, cycle times. mapping. Cons: Sensitive to telemetry
states. Cons: Requires detailed loss.
machine models.

Process / Proc: Recognizes operation stages | Proc: Captures worker motion Proc: Perfect for full process |Proc: Encodes rules (ISO, SOP), |Proc: Detects process

Production visually (assembly steps). contribution in process. flow simulation, cycle times. |workflow logic. anomalies.

Context Cons: Visibility; cannot interpret | Cons: No understanding of process | Cons: Needs detailed model | Cons: Requires full ontology. Cons: Cannot explain high-level
digital flow. logic. with calibration. semantics alone.

Safety & Risk | Proc: Detects hazards, unsafe Proc: Detects physiological and Proc: Simulates hazards, Proc: Risk reasoning Proc: Excellent for
zones, falls, PPE misuse. micro-behavioral risk precursors. emergency scenarios. (cause—effect rules). anomaly-based safety alerts.
Cons: May miss invisible risks (gas, | Cons: Limited environmental hazard | Cons: Not real hazard Cons: Needs integration with Cons: Requires robust training
COy). sensing. detection; only model-based. |sensor systems. and thresholds.

Resilience & Proc: Detects occupancy for HVAC |Proc: Indirectly detects fatigue for | Proc: Strong for energy, Proc: Encodes ESG thresholds, | Proc: Detects anomalies in

Resource optimization. productivity trends. water, waste, CO, modeling. |sustainability policies. consumption patterns.

Cons: Cannot measure energy Cons: Not suited for resource data. | Cons: Accuracy depends on | Cons: Needs rich metadata. Cons: Only statistical; lacks
flows. model precision. semantics.

Semantic / Proc: Provides raw visual events. | Proc: Captures bio-signals. Proc: Calculates physical Proc: Applies rules, standards, | Proc: Adds explainability to

Ontological Cons: Cannot apply standards or | Cons: Not semantic. state, but not norms. SHACL, compliance. decisions.
reasoning. Cons: Does not handle Cons: Needs ontology Cons: No standalone semantics.

ontologies. engineering.

Therefore, we chose a hybrid approach that integrates DT, KG and XAI-AD into a single
workflow since this is the minimum number of methods to cover all types of context. The
method (Fig. 1) intertwines sensing, modelling, reasoning, and explainable intelligence to
orchestrate a sustainable workplace. It all starts with a deliberately mixed collection of raw data:
CV data, wearable telemetry data, I0T tags, programmable logic controller (PLC) or
supervisory control and data acquisition (SCADA) control logs and even analog agents from

Webot.
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These data streams, which are shown in a PlantUML sequence diagram (Fig. 2), are not
treated as independent channels. Instead, they enter a fusion layer that aligns them temporally
and semantically, so that a single situation can be identified even if the data patterns differ, such
as an operator entering a high-risk area while starting a machine. At this combined level,
classification algorithms interpret the operational state, and a decision-making engine weighs
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By projecting the comprehensive observations in a chart, the system gains the ability to
infer causal relationships, preconditions and corresponding points. This knowledge system can
stabilize the interpretation of events across parts and prevent model deviations when
terminology or processes change. This allows for transferring a contextual understanding to the
XAI-AD. The XAI-AD component does more than just flag anomalies. It also generates human-
readable descriptions, tracks which rules were violated, which sensors contributed most to the
alerts, and how confident the system is in detecting violations.

Along with cognitive elements, DTs encapsulate the physical workplace. By receiving
the same raw data, they can accurately represent the status of machines, the flow of materials,
the movement of personnel and others. When a sensor fails, the DT can fill the gap, predict
short-term conditions such as peak energy consumption, and test mitigation strategies without
interrupting actual operations. Double-feedback data analysis connects the integration layer and
the SW control center, creating a feedback loop that continuously adjusts policies, proactively
organizes maintenance, and ensures a balance between productivity, well-being and
environmental impact.

The biggest advantage of the proposed method lies in overall transparency because the
decisions are made based on a single intelligent system, not isolated dashboards. Prediction and
control signals became clearer, resource use aligned with sustainability commitments and
interpretable warnings strengthened accountability.

However, integrating all these components (Fig. 2) is no easy task. Coordinating data
quality between traditional PLC systems and modern wearable devices is costly, and the
knowledge graph requires ongoing management to maintain consistency with the enterprise’s
classification system. DTs must synchronize almost instantly, which poses challenges for
network infrastructure and network security practices. Furthermore, supporting ESG-compliant
decision-making standards requires cross-functional coordination. If management shifts
priorities or data privacy regulations tighten, the system will adapt quickly or issues being
phased out.

Despite the aforementioned challenges, this method provides a solid foundation for
continuous improvement. By combining rich contextual information, XAl and virtualization
experiments, organizations can gradually create efficient and secure SWs.

To prove the applicability of the proposed method, we did some simulations in the Webots
environment (Fig. 3).

Smart Sustainable Workspace - DT+KG+XAl Monitoring
Environmental / Physical 78%  Global ISSUE Score
Context metrics (per zone):
9
flemp comicrt 78% |, kG:rulesfor comfort, saety, ESG
CO; level 62%
: * XAl anomaly scores from evaluation
Noise exposure 55% data
Lighting adequacy 82%
Dashboard aggregates them into risk
= - categories: Low / Medium / High
Worker Behaviour & Physio 35%
Pastire rickindex 35% Context metrics (per zone)
Micro-break compliance ~ 71% * KG: rules for comfort, safety, ESG
Stress index 48% XAl anomaly scores from evaluation
Equipment & Process 81% Global ISSUE Score
Machine utilisation 81% Context metrics (per zone):
Predicted fallure risk 28% * KG: rules for comfort, safety, ESG
Process bottleneck score  53% * XAl anomaly scores from evaluation

Fig. 3. Simulations in the Webots environment: a) SW; b) Dashboard with measurements.

For simulation in Webots (Fig. 4a), two key components were created in the environment:
DT of the SW with factory and office spaces. Also, two controllers were created: one for data
generation and the other for building a dashboard.

The first controller, “"context_supervisor.py”, simulates the operation of sensors. It reads
environmental parameters such as temperature, CO-, noise, machine load, and worker stress
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every clock cycle and writes them to CSV. This creates a data stream similar to real 10T systems.

There are 10000 generated records which used for the simulation (Fig. 4).

The second controller, "dashboard_controller.py", operates in Supervisor mode, has a
“Display device”, which updates the graphical elements in real time. It reads CSV, calculates
normalized contextual metrics, generates an integral Global ISSUE Score, defines categories
(Low/Medium/High), and draws appropriate blocks on the dashboard (Fig. 4b).

Thus, Webots can simultaneously perform physical room simulation, generate DT data
and display analysis results on a dashboard, providing instant and complete simulation of the
operation of an intelligent monitoring system.

Discussion of the results obtained. The scientific novelty of the proposed method lies in the

creation of a unified hybrid architecture, integrating DT, KG and XAl, which for the first time

combines spatiotemporal physical modeling, semantic ontological interpretation and XAI-AD
for comprehensive context extraction in SWs.

Unlike existing similar approaches, the method provides multimodal integration of
consolidated data, its semantic normalization using KG and reliable deviation detection using
XAl models.

It is shown for the first time that the combination of DT and KG allows for compensation
for the loss of sensor data, and the addition of XAl provides interpretability, self-
explanatoryness and robustness to anomalies.

The method forms a new class of context-oriented systems capable of supporting real-
time decision-making taking into account physical, behavioral, psychophysiological, process
and normative dependencies.

Conclusions. The paper presents a comparative analysis of modern context obtaining methods

from which it follows that no single method can fully capture the diverse and multidimensional

context required in smart SWs. The hybrid integration of DTs, KGs and XAI-AD bridges these
gaps by combining physical modeling, semantic thinking and robust anomaly detection. This

synergy provides high accuracy, interpretability, and robustness to missing or noisy data and a

future-ready framework for context-aware decision-making in SW management. The

applicability of the proposed method was assessed by using semantic, expert and simulation
validation for preliminary accelerated evaluation.
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METO/J BUJJOBYBAHHS KOHTEKCTY B CTIMKAX POBOUYHNX
MNPUMIINEHHAX
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CyuacHe pobode MicIe MBHIKO TpaHCHOPMYEThCS y CKIIaaHe KibepdismuHe cepeqoBHUILe, sIKe TOEAHYE JIFOACH,
TEXHOJIOTi4HI CHCTEMH, OTOUYCHHS, BUPOOHUYI Iporiecy Ta 3HaHHA. L[ OaraToBUMipHiCTs BUMarae Oe3mepepBHE
BUAOOYBaHHS KOHTEKCTyallbHOI iH(OpMAIlii, BKIIOYAIOYM JUHAMIYHY iH(POpMAILil0 IMPO CTaH IPOCTOPY,
o0agHaHHS, JIIOJCH Ta IMPOLECIB, [0 BU3HAYA€ MOMIINBOCTI aIallTHBHOCTI, OS3MEKH Ta CTIHKOTO YIpaBIiHHL. Y
CTaTTI BHM3HAYEHO pOJb KOHTEKCTY SK 0a30BOr0 €JIEeMEHTa aJalTHBHOTO YIPaBIIHHA, PO3KPHTO
MDKIMCIMIUTIHAPHUN XapaKTep KOHTEKCTYJIbHUX JaHUX Ta MOKa3aHo, K iX MpaBUIIbHE BpaxyBaHHs BILTUBAE Ha
Oe3rneky, eHeproe)eKTHBHICTh, MPOYKTUBHICTD Ta 0OPOOYT mpaiiBHUKIB. MeTOMOJIOTIS TOCTIIKCHHS BKITFOUAE
aHali3 JiTepaTypd Ta Cy4YacHUX TEXHOJOTIYHMX pillleHb, CHCTEMAaTHU3AI[I0 THIIB KOHTEKCTY, MOOYIOBY
MOPIBHSUILHOI TaOJIMLI NIepeBar i HeI0JIKIB ICHYIOUHUX METOAIB, a TAKOK BUKOPUCTaHHS CEMaHTHYHOI, €KCIIEPTHOT
Ta CUMYJISIIHOT Baiallii Ijist monepeHpol MPUCKOpeHoT orliHki. OCHOBHI pe3y/IbTaTH MOKa3yk0Th, O MOIi0HI
METOAM MAIOTh CYTTEBI OOMEXEHHs: KOMITIOTCPHUH 3ip CTpakga€ Bill MEPEeKPHUTIB, HAPYIHI CEHCOPH BiA
HETIPUITHATHOCTI IJIs1 KOPHUCTYBava, TN POBi IBIHUKH BiJ CKIIAHOCTI MOJICITIOBAHHS, a Tpadu 3HAHB BiJl BUCOKIX
BUMOT JI0 iHKeHepil 3HaHb. 3alpOMOHOBAHNN METO], 0a3yEThCS Ha TIOPUAHOMY ITiXO0/Ii Ta IEMOHCTPY€E HAWBUIILY
TOYHICTH BUIOOYBaHHA KOHTEKCTY, CTIHKICTh IO MPOTAIHH Y JaHUX Ta MPO30PICTh PillleHh HA OCHOBI MOZETCH
3pO3YMIJIOTO INTYYHOTO IHTEJEKTY Ta CEMaHTHYIHO] iHTerparlii. Pe3ypTaTi MoKa3yoTh, 0 MO AHAHHS (DI3NYHUX,
CEMAaHTHYHUX Ta IIOBENIHKOBUX JDKepen iHpopMamii 3abe3redye HaWIIOBHINTY KapTHHY CTaHy poOodoro
cepelloBHUINA. 3alpOIIOHOBAHUIT METO/I BUIOOYBAHHSI KOHTEKCTY IHTErpye pi3HOpiAHI JaHi Ta MiABHILYE PiBEHb
IHTEJIEKTY CHCTEM YIpPaBIiHHS poOOYMM ImpocTopoM. Pobora crpusie po3BUTKY HAayKOBOi OYMKH B Taiy3i
CTIMKOCTI, KIOep(pI3UUHUX CUCTEM Ta IHTEJICKTYaIbHOTO MOHITOPHUHTY, & TAKOXK 3aKJIaJa€ OCHOBY Ul OOYI0BU
a/IalITUBHOI, JIFOJUHOLEHTPUYHOI CHUCTEMU IIATPUMKH pillleHb Ta CHCTEMH aBTOMAaTHYHOIO KOHTPOJIIO
MIKpOKJIIMaTy, 30UIbLICHHS KUILKOCTI BUPOOHMYMX IHIMIEHTIB, ONTHMI3allii HABaHTa)KEHHS IEPCOHAIY B
pearbHuX poOOYHX MPOCTOPaXx.

Karwu4osi ciaoBa: crifikuii poGouuii mpoctip, BHOOOYBaHHS KOHTEKCTY, HHU(POBUHM IBIHHWK, Tpady 3HAHB,
MAaIliHHE HAaBYAHHS, 3p03YMUIHH IITYIHHN 1HTEIEKT, KOMIT I0TCpHHM 3ip.

42



[HOOPMATHUKA TA MATEMATHUYHI METOZI1 B MOJIEJITFOBAHHI = 2026 = Tom 16, Ne 1

DOI 10.15276/imms.v16.n01.43 Informatics and Mathematical Methods in Simulation
UDC 004.4°4: 004.23 Vol.16 (2026), No. 1, pp. 43-51

PROBLEMS OF AUTOMATIC CODE OPTIMIZATION BY THE COMPILER

I. Zhulkovska?!, O. Zhulkovskyi!,
T. Rudianova?, O. Lebid?, M. Mormul?

!Dniprovsky State Technical University
2, Dniprobudivska str., Kamianske, 51918, Ukraine
2University of Customs and Finance
2/4, Volodymyr Vernadskyi str., Dnipro, 49000, Ukraine
Email: olalzh@ukr.net

Rational use of modern compiler capabilities, in particular automatic SIMD vectorization,
enables significant improvements in computational performance for tasks involving data-
array processing and computer modeling of complex processes and systems. The growing
demand for software performance in scientific computing, big-data analysis, artificial
intelligence, and machine learning emphasizes the importance of exploiting hardware-level
data parallelism. This study investigates the efficiency of automatic SIMD vectorization
provided by the Microsoft Visual C++ compiler in comparison with manual optimization
implemented through AV X2 instructions. To evaluate performance, three implementations
were developed: a scalar baseline version, a compiler-optimized automatic SIMD code, and
a manually vectorized SIMD version using intrinsic functions. Computational experiments
were conducted using the SAXPY operation for arrays sized from 105 to 10°. The results
demonstrated that automatic SIMD vectorization provides up to a 7.5x speedup with an
efficiency of 0.94 for small- and medium-scale problems, effectively utilizing processor re-
sources through aggressive optimizations such as loop unrolling and efficient use of FMA
pipelines Manual SIMD optimization showed stable acceleration of up to 3. for large arrays
but with lower efficiency (0.28-0.49 due to memory-bandwidth limitations and less
aggressive compiler-level transformations. The comparison revealed that automatic
methods are more convenient for developers, significantly reducing the effort required for
writing SIMD code, while manual optimizations remain relevant when scaling to large data
volumes. The findings indicate that the optimal strategy is a combined use of automatic and
manual SIMD transformations, allowing a balance between performance, accuracy, and
development effort, thus ensuring both efficiency and scalability of software solutions in
high-performance computing and computer modeling. Future research will focus on
expanding the experimental base across various processor architectures, analyzing the
interaction of SIMD vectorization with other compiler transformations, and applying ML-
based methods for adaptive optimization-strategy selection.

Keywords: automatic SIMD vectorization, manual SIMD optimization, AVX2, MSVC
compiler, high-performance computing.

Introduction. The rapid development of computing technology [1] and software has
significantly increased the requirements for software performance, particularly in scientific
computing, computer modeling, big-data analysis, and tasks related to artificial intelligence
(Al) and machine learning (ML) [2, 3]. Execution efficiency is critical for high-performance
computing (HPC), as well as for engineering and industrial systems, where computation speed
and result accuracy directly affect the quality of forecasts and decision-making processes [4].
For a long time, performance growth was achieved by reducing transistor sizes and
increasing processor clock frequencies. However, physical limitations rendered this approach
ineffective, leading to alternative solutions [1], such as multi-core architectures, parallel
computing, and the use of SIMD (Single Instruction, Multiple Data) hardware capabilities.
One of the key directions in improving performance is automatic compiler-based code
optimization, which improves execution performance without modifying the source code.
Modern compilers implement a wide range of optimizations, including vectorization, loop
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unrolling and loop fusion, dead-code elimination, function inlining, constant propagation, and
others [5].

Special attention is given to SIMD vectorization, which enables efficient exploitation
of data-level parallelism (DLP) [6]. This approach allows a single instruction to be executed
simultaneously across an entire vector of elements, significantly accelerating array-based data
processing. Such methods are particularly relevant for modeling complex technological
processes and systems [4], as well as for numerical algorithms used in large-scale data
analysis and Al models.

Until recently, most SIMD optimizations were performed manually by programmers,
requiring deep knowledge of hardware architecture and being a labor-intensive process.
However, the advancement of modern compilers has gradually enabled automation of this
process, making it possible to compare the efficiency of manual and automatic SIMD
vectorization.

In this context, the present study focuses on analyzing modern approaches to

automatic SIMD vectorization by compilers and comparing them with the outcomes of
manual optimization in order to assess the advantages and limitations of both approaches.
This allows identification of development trends in code-optimization technologies and
directions for their further improvement.
Related works. Modern compilers perform multistage program transformations at different
representation levels (source — intermediate representation (IR) — machine code), applying a
set of optimization passes. The objective of these passes is to improve execution performance
and hardware-resource utilization without altering the program’s semantics. In recent years,
compiler developers have emphasized combining program data-flow analysis with processor
architectural features to automatically select and tune optimizations [7].

A particularly important direction involves optimizations aimed at exploiting DLP
parallelism [8, 9]. These include [5]: vectorization, SLP transformations (Superword-Level
Parallelism), loop unrolling/fusion, and related transformations that reduce the number of
instructions and improve the utilization of vector-register resources in modern CPUs (SSE,
AVX/IAVX2/AVX-512 for Intel, NEON for ARM architectures, etc.). The practical
effectiveness of such transformations depends on the accuracy of dependence analysis within
loops, the availability of memory-aliasing information, and support for a specific Instruction
Set Architecture (ISA) [10].

The assessment of compilers’ automatic vectorization capabilities is an active area of
research. In [5], a systematic methodology for evaluating auto-vectorizers was proposed,
demonstrating that the presence or absence of useful information in the code strongly affects
the results of auto-vectorization. Moreover, synthetic benchmarks (e.g., the Test Suite for
Vectorizing Compilers, TSVC) do not always capture the practical constraints of real-world
applications. This underlines the necessity of thorough testing and specialized approaches for
measuring compiler capabilities.

An important direction of development involves combining SIMD vectorization with
other compiler transformations, such as loop tiling (which improves cache locality and the
utilization efficiency of the memory hierarchy), software pipelining (which overlaps data
dependencies and balances instruction pipeline utilization), and memory-access optimizations
aimed at reducing latency and avoiding memory-bank conflicts. As shown in [11], the
integrated application of these approaches enables performance levels approaching those of
manual optimization, confirming the potential of multilevel strategies for program-code
optimization.

Recent studies increasingly focus on the application of ML methods for selecting
optimization passes. In [12], an ML model was proposed that predicts the suitability of
vectorization and other optimizations based on code characteristics, allowing compilers to
dynamically adapt their strategies. This opens new opportunities for creating «intelligent
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compilers», capable of learning from examples and accounting for both code properties and
hardware features.

Although modern compilers implement multistage optimization passes and achieve
significant acceleration in many cases, the literature review identifies a number of systemic
limitations that substantially affect the effectiveness of automatic transformations.

For instance, automatic vectorization is effective for regular access patterns, such as
linear matrix indices. However, complex address expressions, indirect indexing through
arrays, or branches within loops limit the compiler’s ability to generate efficient vector code
[13]. Preliminary data transformations (e.g., tiling, data-layout adjustments) are often
required, complicating automation.

The generation of efficient code also depends on the specific hardware architecture,
including vector width, instruction set, and support for predication. Optimizations designed
for the AV X2 architecture may not deliver performance gains on platforms with ARM SVE,
and vice versa. This complicates the creation of universal auto-vectorizers, since each
architecture has unique characteristics that influence vectorization efficiency [14].

Finding the optimal combination of passes and compiler parameter settings
considerably increases compilation time. In ML-based approaches, additional offline training
of models is required to predict the usefulness of optimization passes. This increases build
time and necessitates a trade-off between code quality and compilation cost, especially in
industrial workflows [7].

While ML-based methods for compiler optimization-pass selection show promising
results, the main challenge lies in the need for large training datasets, which may be difficult
to obtain in specific domains or for new architectures. Furthermore, ML models may have
limited generalization ability to unseen programs, reducing their effectiveness in real-world
scenarios. The lack of transparency in decision-making (explainability) within complex ML
models further complicates their integration into industrial compilers, as predicting and
controlling their behavior across different scenarios becomes difficult. These factors increase
the risk of overfitting, where a model performs well on training data but fails to efficiently
handle new or unexpected inputs. Thus, although ML approaches promise improved
optimization efficiency, their application requires careful dataset collection, model tuning, and
ensuring transparency of decisions [15].

All optimization transformations must preserve program semantics. Aggressive

transformations, such as memory-access reordering or speculative vectorization, may require
additional control mechanisms — including memory fences or runtime assertions — to prevent
correctness violations. However, introducing such safeguards can reduce runtime performance
and partially offset the benefits of automatic optimizations [16].
Research Objective. Computational efficiency in computer-modeling tasks largely depends
on the use of SIMD instructions, which enable data-level parallelism in array processing. The
traditional approach of manual vectorization (explicit SIMD) ensures a high degree of control
but requires considerable time investment and architectural expertise. In contrast, modern
compilers — particularly Microsoft Visual Studio C++ (MSVC) — implement automatic
vectorization (implicit SIMD), which can significantly reduce development effort.

The purpose of this study is to investigate the efficiency of automatic SIMD

vectorization in modern compilers using MSVC as a case study and to compare it with
manual code optimization. The work aims to identify the advantages and limitations of
automatic and manual optimization strategies, as well as to develop practical
recommendations for improving program performance in high-performance computing,
particularly in the computer modeling of complex processes and systems.
Main Part. Vectorization is the process of transforming sequential scalar instructions into
vector instructions, which — unlike multithreading models — implements data-level parallelism
(DLP) within a single processor core. This allows a single instruction to be executed over
multiple elements simultaneously, using SIMD instructions as the hardware foundation.
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Modern processors support SIMD through the following extensions [17]: SSE
(Streaming SIMD Extensions) — 128 bit, AVX/AVX2 (Advanced Vector Extensions) — 256
bit, AVX-512 — 512 bit, ARM NEON, and SVE (Scalable Vector Extension).

Theoretical acceleration (Smax) depends on the ratio of the vector-register width to the
size of the data element (Wreg / Welem). For example, for AV X2 with 32-bit elements, up to
eight operations can be performed per clock cycle.

Two approaches to SIMD are distinguished: explicit vectorization (explicit SIMD) —
using intrinsic functions and inline assembly — and automatic vectorization (implicit SIMD,
auto-vectorization), in which the compiler automatically analyzes and transforms the
appropriate code into vectorized instructions without changes to the program source text.
Explicit vectorization ensures full control but requires deep knowledge of the Instruction Set
Architecture (ISA) and reduces code portability. The advantage of automatic vectorization is
reduced development effort; however, its efficiency depends on dependence analysis
algorithms and support for the specific hardware architecture.

The conditions for effective vectorization include regular memory access, the absence
of loop-carried dependencies, proper data alignment, and correct pointer handling (alias
analysis).

The primary performance metrics are execution time (t), speedup (S), and acceleration
efficiency (E, 0 < E <1):

S =Ty /Tvec '

E=S/Smux
where Tscal, Tvec — are the execution times of the scalar (non-vectorized) and vectorized
versions, respectively.

Most modern compilers implement multi-level optimization — from high-level
transformation (source — IR) to machine-code generation. Vectorization is a component of
loop optimizations and machine-dependent optimizations.

GCC supports auto-vectorization at optimization level -O3 and with options such as -
ftree-vectorize and -funroll-loops. It also has good integration with OpenMP SIMD.

Clang/LLVM provides a Loop Vectorizer and an SLP Vectorizer and is oriented
toward flexible tuning. It is widely used in scientific computing projects and Al frameworks.

Intel ICC/ICX is regarded as a reference standard for high-performance computing,
offering advanced heuristics for dependence analysis and optimized generation of
AVX/AVX-512 instructions.

MSVC supports auto-vectorization for loops when using the /O2 or /Ox. optimization
flags. Built-in intrinsic functions in <immintrin.h> allow for explicit SIMD implementation.

Starting with C++17, MSVC also integrates parallel STL algorithms (Parallel Patterns
Library), which combine multithreading with vectorization. This represents a higher level of
automation, relying not only on the compiler’s internal optimization mechanisms but also on
library-level abstractions.

In MSVC, vectorization is implemented based on loop analysis in an SSA-style
intermediate representation (IR). The algorithm checks for loop-iteration independence, the
feasibility of applying predication to conditional branches, the regularity of array indexing,
and proper memory-access alignment. If alignment cannot be guaranteed, the compiler inserts
so-called «safe loads» to ensure correctness.

MSVC applies a combination of strip-mining and vectorization — splitting the loop
into a «vector» part and a «remainder» (tail) executed in scalar mode. This ensures
correctness even for arrays whose length is not a multiple of the vector width. A distinctive
feature of MSVC is its integration of the auto-vectorizer with the Profile-Guided Optimization
(PGO) system: during preliminary program runs, execution statistics are collected, allowing
the compiler to more accurately select loops for vectorization.

To evaluate the efficiency of compiler auto-vectorization and manual SIMD
optimization, three groups of tests were implemented:
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1) a scalar baseline implementation of array-processing algorithms;

2) an automatically optimized implementation compiled with the /O2 and /Ox,
optimization flags that activate MSVC’s auto-vectorizer;

3) a manual SIMD implementation, where the same algorithms were vectorized using
AV X2 instructions from the <immintrin.h> library.

As an example, the SAXPY operation (Single-Precision AxX Plus Y) was computed:

Y, =oX + VY, 1=1...,N,
where N is the array size, o — a constant, X, y — are vectors.
In the scalar baseline version (C++):
for (int i = 0; 1 < N; ++1i) y[i] = a * x[1i] + y[i];

The loop contains a simple linear indexing pattern, no conditional branches, and
regular memory access, making it suitable for automatic SIMD vectorization.

When applying automatic optimization, the Microsoft Visual C++ compiler transforms
the scalar loop into a vectorized loop using AVX2 SIMD instructions. The basic approach
involves loading eight float elements into a 256-bit YMM register and performing
multiplication and addition in vectorized form.

However, in practical implementations within the MSVC IDE, the compiler applies a
more aggressive strategy — loop unrolling and scheduling multiple vector blocks per iteration.
This means that, instead of processing only eight elements at a time, MSVC simultaneously
processes several groups of eight elements, distributing them across different YMM registers
(e.g9.,, ymml, ymm2, ymm3, etc.). Such an approach reduces loop-control overhead,
maximally loads processor pipelines capable of executing several SIMD operations in
parallel, and more effectively exploits FMA (fused multiply-add) instructions, which combine
multiplication and addition in a single cycle.

Thus, automatically generated MSVC code not only vectorizes computations but also
applies advanced optimizations at both the memory and instruction-flow levels. This approach
can be characterized as an aggressive SIMD-vectorization strategy.

SIMD version (AVX2):

1 __m256 avx_a = _mm256_setl ps(a);

2 int 1i;

3 for (i =0; i +7 < N; i+=28) // vector loop

4 {

5 _ _m256 avx_x = _mm256_ loadu ps(&x[i]);

6 __m256 avx_y = _mm256_loadu_ps(&y[i]);

7 avx_y = _mm256_fmadd ps(avx_a, avx_X, avx_y);

8 _mm256_storeu_ps(&y[i], avx_ y);

9 }

10 for (; i < N; ++1) y[i] = a * x[i] + y[i]; // tail loop

In this implementation, vectorization of computations is carried out using AVX2
SIMD intrinsics from Intel. A 256-bit vector type __m256 s employed, corresponding to the
hardware YMM registers of the Intel architecture [18, 19]. Each YMM register can hold eight
single-precision floating-point numbers (float), enabling the simultaneous processing of eight
elements of a float array within a single instruction.

At the beginning, a broadcast operation is performed using _mm256_setl ps(a)
(line 1), which loads the scalar coefficient a into all eight positions of the vector register
avx_a. Next, the vectorized loop (lines 3-9) is executed: _mm256 loadu_ps(&x[i]) and
_mm256_loadu_ps(&y[i]) (lines 5 and 6, respectively) load contiguous subarrays of x and y
into YMM registers. The instruction _mm256_fmadd_ps(avx_a, avx_x, avx_y) implements
the fused multiply-add (FMA) operation (line 7), which is executed in hardware without
intermediate storage of the product, thereby reducing execution overhead and improving
computational accuracy. The result is stored back into memory using _mm256_storeu_ps
(line 8).
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Since the array length N may not be a multiple of the vector register size (eight
elements), a tail loop is used to process the remainder with scalar instructions. This guarantees
correctness for any input size. The same principle is applied in automatic compiler
optimization.

The presented code illustrates a typical SIMD-programming structure, where vector
processing of the main data portion using YMM registers is combined with a tail section for
residual elements. Such an approach efficiently exploits hardware-level data-parallelism
(DLP) while maintaining universal applicability.

Thus, manual SIMD code is optimal in terms of the «purity» and simplicity of SIMD,
but it does not exploit the potential of loop unrolling. By contrast, MSVC auto-vectorization
generates more complex yet more aggressive code, capable of delivering higher performance
on modern CPUs thanks to loop unrolling and maximized utilization of FMA pipelines.
Results and Discussion. The experiments were conducted on a laptop equipped with a 12th
Gen Intel Core i5-12500H 2.50 GHz processor (12 cores / 16 threads), 16 GB of DDR4-3200
MHz RAM, running Microsoft Windows 10. Program development and compilation were
performed in MSVC 2022, targeting the 64-bit (x64) architecture with SIMD AVX2
extensions enabled. Execution time was measured using the standard clock() function from
the <time.h> library.

The program was implemented in MSVC with the following settings:

— Enable Enhanced Instruction Set = Advanced Vector Extensions 2 (x86/x64)
(/arch:AVX2);

— Floating Point Model = Fast (/fp:fast)

Analysis of the obtained results (Table 1) reveals significant differences between
scalar execution, manual SIMD vectorization, and compiler auto-optimization. The execution
time in the scalar version grows nearly linearly with increasing problem size, reaching 4.493
seconds for N =10° (Fig. 1). This is expected, since the absence of data-level parallelism
limits performance to sequential execution of instructions.

Table 1.
Performance metrics of computational implementations
1.0x10° 1.0x108 1.0x107 1.0x108 1.0x10°
Tscal 0.000121 0.00135 0.01445 0.10685 4.493
Tvec 0.000046 0.00049 0.00656 0.04635 1.157
Tauto 0.000016 0.00035 0.00433 0.04599 0.855
Svec 2.61 2.76 2.20 2.31 3.88
Sauto 7.50 3.92 3.34 2.32 5.25
Evec 0.33 0.34 0.28 0.29 0.49
Eauto 0.94 0.49 0.41 0.29 0.66
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Fig. 1. Execution-time dependence on problem size
Manual SIMD vectorization provides substantial acceleration. For N = 10°, execution

time is reduced almost fourfold compared to the baseline scalar version. The corresponding
speedup ranges from 2.2 to 3.88 depending on the problem size (Fig. 2). At the same time,
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hardware-utilization efficiency remains in the range of 0.28-0.49, indicating incomplete
loading of vector registers and potential performance losses due to irregular memory access or

synchronization overheads.
8.0

= Svec ™ Sauto
6.0
4.0
‘dddn
0.0

1E+05 1E+06  1E+07 1E+08  1E+09
N

Acceleration

Fig. 2. Comparison of manual and automatic vectorization performance

Compiler auto-optimization demonstrates even higher performance for small and
medium problem sizes. For N = 10°, a maximum speedup of 7.5x is achieved with efficiency
of 0.94, which is close to the theoretical limit (Fig. 3). However, as data size increases,
efficiency decreases. For instance, at N = 102 it drops to only 0.29, which can be attributed to
memory-bandwidth limitations and the influence of data-layout organization on the
performance of vector computations.

1.0

—e—Evec =—e=Eauto
0.8
0.6
0.4

0.2

Acceleration efficiency

1E+05 1E+06 1E+07 1E+08 1E+09
%
Fig. 3. Comparison of SIMD-resource-utilization efficiency

The results indicate that automatic SIMD vectorization in modern compilers can
deliver performance comparable to or even exceeding manual optimization, particularly for
small- and medium-sized tasks. At the same time, when scaling to larger datasets, the
advantages of manual optimization become more evident due to its ability to better account
for memory-organization specifics and to fine-tune loop parameters. These findings confirm
the necessity of a combined approach, integrating automatic optimization with selective
manual SIMD techniques in performance-critical code sections.

Conclusions. This study analyzed the efficiency of automatic and manual SIMD vectorization
for array-processing tasks in the MSVC environment using AV X2 extension instructions.

Automatic vectorization in modern compilers demonstrates a high level of
performance, particularly for small- and medium-scale tasks. The achieved speedup of up to
7.5x with an efficiency of 0.94 highlights MSVC’s ability to fully utilize processor SIMD
resources through aggressive optimizations, including loop unrolling and the effective use of
FMA pipelines.

Manual SIMD optimization provides stable performance gains when scaling to larger
problem sizes, achieving up to 3.88x acceleration for large arrays. However, its efficiency
remains lower (0.28-0.49) due to memory-bandwidth limitations and the less aggressive
nature of the transformations compared to automatic compiler optimizations.

The optimal strategy for high-performance applications is a combined use of
automatic and manual SIMD optimization methods, which enables a balance between
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performance and development effort, while ensuring the scalability of software solutions in
computational modeling of complex processes and systems.

Future research directions include expanding the experimental base to cover various

processor architectures (Intel, AMD, ARM), analyzing the interaction of SIMD vectorization
with other compiler transformations, and applying ML-based methods for the adaptive
selection of optimization strategies in HPC and computational modeling tasks.
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PamionanpHe BHUKOPHCTAHHS MOMIIMBOCTEH CYYaCHHX KOMIIUIATOPIB, 30Kpema aBToMarmyHoi SIMD-
BEKTOPH3AIlil, J03BOJISIE€ 3HAYHO MiABUITUTHA HMPOTYyKTHBHICTH OOYUCICHD Y 3a/1a9aX 0OpOOKH MacHBIB JaHUX,
KOMIT FOTEPHOTO MOJEIOBAaHHS CKJIaJHUX TIIPOLECIB Ta CHUCTEM. 3POCTaHHS BHMOT JI0 IPOXYKTUBHOCTI
MPOTPAMHOTO 3a0€3MeUYCeHHS Y HAYKOBUX OOYHCIICHHSX, aHAI31 BEJIMKUAX MAHKX, 3a/1a4aX MITyYHOTO IHTEICKTY
Ta MalIMHHOT'O HaBYaHHs POOUTH aKTyaJIbHUM BUKOPUCTAHHS allapaTHOTO Tapajesi3My Ha piBHI JaHUX.

VY poboTi gocmipKyeThes eekTHBHICTS aBToMaTHuHOI SIMD-Bekropu3altii komminstopoMm Microsoft Visual
C++ y moOpiBHSHHI 3 pPy4YHOI ONTHUMI3ali€r0, MO peanidyeTbesi uepe3 AVX2-incrpykuii. ust OIiHKH
NPOJYKTUBHOCTI Oynu po3poOieHi Tpu pearnizanii OOYHCICHB: CKaJisipHa 0a30Ba BEpCis, aBTOMATHYHO
ONTHMI30BaHUI KOJ KOMHUIsATOpa, a Takok pyuHa SIMD-Bepcist i3 3actocyBaHHsM intrinsic-hyHKIi.
O6uKCII0BalIbHI eKCIIEPUMEHTH IPOBEEHO Ha mpukiasi onepauii SAXPY nms macusis posmipom 10%-10°.
Pesymbratm mokazamm, mo aBromatuuHa SIMD-BekTOopm3amis 3a0e3medye TPUCKOPEHHS 10 7.5X i3
edexrusHicTio 0.94 1751 3amau Manoi Ta cepeqHbOI PO3MIPHOCTI, MAKCHMAIBHO BHKOPHCTOBYIOUHM PECypcH
npolecopa 3aBIsIKH arpeCUBHAM ONTHUMI3aLlisiM, TAKAM SIK PO3TOPTAHHS LUKJIIB Ta e€(EeKTHBHE BUKOPUCTAHHS
FMA-konBeepiB. Pygna SIMD-ontuMizanist 7eMOHCTpye CTaOUIbHE NPHCKOpPeHHs 10 3.88X Uil BEIMKHX
MacuBiB, npote 3 HIK40I0 edektuBHicTIO (0.28—0.49) yepe3 oOMEKEHHSI MPOITYCKHOI 3/aTHOCTI mamM’sITi Ta
MEHIIIy arpecuBHICTh TpaHchopmariit. [TopiBHSAHHS MOKa3aio0, M0 aBTOMATUYHI METOAU € OUIbII 3pyIHUMHU
JUIA po3pOOHHKA, TO3BOJISIIOYN 3HAYHO 3MEHIIUTH TPyAOMicTKicTh HamucanHi SIMD-kony. BoxHouac pyuHi
ONTUMI3aIli]l 3aJUIIAIOTECS aKTyaJbHUMH IPH MacIITa0yBaHHI 3a7jad Ha BENHKi oOcarm naHuWx. PesymeraTtn
pobOTH CBi4ATh, IO ONTHUMAJIBHOIO CTPATETIEI0 € KOMOIHOBaHE 3aCTOCYBaHHS AaBTOMAaTHYHUX 1 PYYHHX
SIMD-tpancdopmariiii, 1m0 M03BOJSAE TOCATTH OagaHCy MK NPOAYKTHBHICTIO, TOYHICTIO Ta 3PYYHICTIO
po3poOku, 3abe3medyrodn epeKTHBHICTh 1 MacmTabOBaHICTh MPOTPAMHUX PIlIEHh y BHUCOKONPOIYKTHBHHX
O0YMCIIEHHSIX 1 KOMIT'FOTEpHOMY MoJeNoBaHHl. [lepcrekTHBM MOJanbIIMX JOCII/DKEHb IIOB’s3aHI 3
PO3LIMPEHHAM EKCIepUMEHTAIFHOT 0a3M Ha pi3HI apXiTeKTypH NpolecopiB, aHamizom B3aemonii SIMD-
BEKTOpW3alii 3 IHIIMUMH KOMITUIITOPDHUMH TpaHC(OpMallisiMi Ta 3actocyBaHHsM ML-meronis uis
a/IalITUBHOTO BUOOPY ONTHMI3aIlifHUX CTPATETIH.
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KinpkicTh KOpUCTyBa4iB Mepexi [HTepHET 3pocTae eKCIOHEHIIaNBEHO KOXKHOT0 poKy. B Toi
)K€ 4ac KOXKHOTO IHS 3’SBJISIOTHCS AECSATKH THUCSY KiOEp3JIOYMHIIB, SKi, BAKOPUCTOBYIOYH
cnabki micus iHpopMaLiitHOT cucTeMH, 3/1aTHI BUKpagaTh JlaHi, TOMY TeMa MPOTHCTOSHHS
Kibeparakam € Ta Oyze akTyaJbHOIO 3apa3 i, HaleBHe, 1ie He ofgHe aecsatupiyus. CyuyacHi
TEXHOJIOTIT 3 BUKOPUCTAHHAM MAaTEeMaTHYHOTO aHAJi3y JaHUX JO3BOJISIOTH HPOTHIISATH
NPOTUIPAaBHAM JiIM B MEpEXi Ta XapaKTepH3yIOTh Halll Cy4acHHH eTam pO3BHTKY.
KibepOesneka — KOMIUIEKC 3aXOHiB, SKHHA CHOPSAMOBAaHWN Ha 3IIHCHEHHS 3aXHCTy
pi3HOMaHITHHX iH(pOPMANIHHUX CHCTEM Ta MEpeX Bim kiOeparak. 3miiCHEHHS OXOpPOHHU
JIaHUX 0a3yeTbCs Ha TEePEeIOBUX TEXHOJOTISAX Ta METOMaX 3aXUCTy iH(popMallii, ki B CBOIO
yepry 0a3yroTecsi Ha  (pyHIAMEHTalIbHUX 3HAHHAX MareMaThkd. CaMe Taki po3AiiH
MaTeMaTUKH SIK JIOTiKa, KOMOIHaTOpHKa, MAaTPUYHHUN aHali3, a 0coOJIMBO Teopis rpadis,
abo rpa¢oBi TeXHOJOTii, MalOTh BEIUKUI BIUIMB Ta 3HA4YEHHS cepel yciei KiIbKOCTI
MaremMatuuHuX MeroniB. CTpyHKa cucTeMa CHeLiaibHUX TEPMIHIB 1 TI03Ha4YeHb
MaTeMaTUK{ JI03BOJISIE TPOCTO 1 JOCTYHO OMNKMCYBAaTH CKJIaJHI 1 TOHKI pedi SK
reomeTpuuHo (rpacdu), Tak i anrebpaiuno (Mapwuili). AHami3 HayKOBHX Tpallb TO3BOJIHB
BU3HAYUTH OCHOBHI HANpsIMHU 3aCTOCYBaHHSl BJIACTUBOCTEH, XapaKTepHCTHK rpadiB Ta
rpadoBUX anTOpUTMIB B iH(popMariiiHii Ta KibepHeTnuHil Oe3meni. Cepes HUX BHIUICHO
JOCIIDKEHHS, TOB’s3aHi 13 3acTocyBaHHAM TpadiB B iHQOpPMAIifHMX cHCTEMax Ta ¥y
IporpaMyBaHHI, 3 MOJETIOBAHHSM, aHAIi30M Ta 3acTOCYBaHHAM rpadiB artak, 3
KpunrorpagigHUMH Ta CcTeraHOTpadidYHUMHU MEPETBOPCHHSAMH, 3 MOOYIOBOIO JIepeBa
pillieHs y 3aa4ax IpUHHATTS PillicHh B YMOBaX PU3HUKY i HEBU3HAUCHOCTI. YBary BUCHUX i
HAYKOBIIIB MPUBEPHYIH 1 iHON MaremMaTwdHi Hampsmu. LludpoBe 300paxkeHHs, sSKe B
creranorpadii oOHpaeTbcs SIK KOHTEHHEP, MaTeMaTHYHO MPEACTAaBISIETbCS MAaTPHUIICHO.
[MoBinomiieHHs1, sike BOYAOBYETbCS B KOHTEWHEpP, 1 HE SIBISIETHCS 300pa)KCHHSIM, MOXHA
NPEACTABUTH B MaTPUYHOMY BUIJIA[I, a00 BUKOHATH HOTO MPENpOLECiHT, 3aCTOCOBYIOYH
ITOPUTMHU pobOTH 3 TociigoBHOCTIMH. OTXe, NIMPOKE 3aCTOCYBaHHS MaTEMaTUKU B
iHpopmaniiiHiii Ta kibepOesreni, MaTeMaTWYHUA MiAXiA A0 pPO3POOKM HOBUX Ta
Monmudikamii iCHYIOUMX 3aCTOCYHKIB KiOepOe3nmekum poOHWTh OOTpyHTOBaHMM BHOIp Ta
aKTyaJIbHICTh JAHOTO JIOCHIPKEHHSI.

KarouoBi caoBa: MatemaTmuHi MeToad, KiOepOesmeka, TpadoBi  aNTOPHTMH,
kpunrorpadis, creraHorpadis.

Beryn. V cyuacHOMy CBITI Teopisi TpadiB € OJHIEIO 3 aKTyaJIbHUX Ta €()EKTHUBHUX, CEpell
MaTeMaTHYHUX TEXHOJOri, OCKUIbKM cdepa ii 3aCTOCYyBaHHS OXOIUIIOE Pi3HI 00JacTi
JUSUTBHOCTI JIFO/ICTBA, 30KpeMa y iHpopMaliiiHii Ta KiOepHeTUUH1N Oe3nelti.

AHani3 HayKoOBOi JITepaTypud CBITYUTh PO HAsBHICTH TIJIMOOKOI 3alliKaBIEHOCTI
BUEHHUX JI0 TTPOOJIEMHU BUKOPUCTAHHS IrpadoBUX TEXHOJOTIH y KibepoOesneri. ChopmyBanucs
HACTYIIHI HAaIpsSIMHU 3aCTOCYBaHHS Teopii rpadis:

- Kpunrorpagivsi nepeTBOPEHHs 3a J0MOMOror0 Teopii rpadis;
- rpadu B creraHorpadii;

- rpadu B iHOpMaIliiiHii cucTeMi Ta y mporpaMyBaHHi,

- MOJICJIIOBAHHS,

- aHaJIi3 Ta 3aCTOCYBaHHs rpadiB aTak.

I e 11e He MOBHUM TEpEITiK.
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He MeHmoro mnomymnspHiCTIO Ta  3aTpeOyBaHICTIO, OCOOJMBO B cTeraHorpadii,
KOPHCTYEThCS JiHIMHA anredpa, MaTpUYHUN aHaNi3 Ta omeparlii HaJ MOCIiJOBHOCTIAMHU. A
came:

- BHKOPHCTAHHS CUCTEM aireOpaidyHux piBHsAHB [1,2];

- BUKOPHCTAHHS CIIEKTPAIBbHOTO Ta CHHIYJIIPHOTO PO3KJIaay Marpuils [3-5];

- CTBOPEHHS KPHIITO-CTeraHorpadiuaux mudpis [6].

IlocTranoBka 3agauvi. Memoro poOOTH € aHAI3 Ta JOCTIIKCHHS ICHYIOUHMX MAaTeMAaTHYHHUX
METO/iB, BUKOPUCTAHHS 1X B 00JacTi 3aXxuCcTy iH(popMaii, BU3HAYEHHS IUIAXIB MMOJATBIIOTO
iX pO3BUTKY Ta BUKOPUCTAHHSA B KiOepOe3merri.

Pamku poGotm 0OMeEXKEHiI OMMCOM OCHOBHHMX HAaNpPSMKIB 3aCTOCYBaHHS TIpadoBuX
TEXHOJIOT1M Ta MATPUYHOTO aHaIi3y B iH(opMaIliliHii Ta KiIOepHeTUYHIN Oe3merti.

PosrisinemMo nuTaHHS 1010 3aCTOCYBaHHS rpadiB B iHGOpMAIIHHUX CHCTEMAX.

Jlnst po3po0Oku Ta onucy cxeMu iH(OpMaIiiHUX TOTOKIB B iH(GOpMAIliiiHIA cucTeMi
3pyYyHO BHUKOPUCTOBYBaTH Teopito TpadiB. bByayors iHpopmaliliHy cuctemy sK
OopieHTOBaHHMM Tpad, SKWKA MICTUTh CKIHYCHHY KUIBKICTh BY3JiB — II€¢ KOMIIOHEHTH
iHpopMamiifHOT CcHCTeMH, Ta Jyr, SKi BijoOpakaioTh iH(OpMaIliifHi TOTOKH, TOOTO
B3a€EMO3B’s3KH MK HUMHU. Omnuc cxeMu 1HGOPMAIIMHUX TMOTOKIB MOXKHA 3MOJICIIIOBATH 3a
JIOTIOMOTOI0  MapmpyTiB Tpada, TIOCIiJOBHO TNepepaxyBaBIIM: JpKepeno iHdopMarii,
MPOMDKHY anaparypa Ta oTpuMyBada iHpopMallii, a Takox BU iHpopmallii, sika nepe1aeThesl.
CyMIDKHICTh KOMIIOHEHTIB iH(OpMAIliifHOT cucTeMn Oyze BU3HAYATH MATPUIS CYMIKHOCTI, a
MaTpHIl HIIUJACHTHOCTI — 3B 30K MK KOMITOHEHTaMHu Ta iHdopmMariiHuMu norokamu. Ha
OCHOBI JIaHUX IIUX MaTPUIb MOXKHA Iepen0avynTy 3aco0u 3axucTy iHpOopMaIllii, HapuKiIaI,
PO3MEKyBaHHS JOCTYIY 110 iHpopmartii [3].

Benuka KibKicTh HAyKOBHUX JOCIIKEHb MPUCBSUYEHA PO3POOI Ta YIOCKOHAICHHIO
Mojiele atak y BUMIIANI rpadiB Ais 3a7a4 MOHITOPUHTY KiOepOe3lneku 3 METOH 3aXHCTy
iH(popMmartii.

B pobGori [3] mpeacraBieHa rpadoBO - MaTpuUYHA MOJETb CYNPOTHBHHUKA
1H(pOpMaIifHO-TEXHOJIOTIYHOT CUCTEMH ISl PO3POOKH METOJy TIEPEBIPKH CTIMKOCTI CHCTEMH
3axucTy iHdopMmarii 10 nepeadavyBaHOi 3arpo3H.

Bynyetbcss MaTpulsl CyMIDKHOCTI 3BakeHOro rpada iHdopMamiiiHOi CHUCTeMH, Ha
TOJIOBHIHM JiaroHai SKOi 3HAXOAMTHCSA Bara BEpIIWH, IHII €JIeMEeHTH Iie 1, SKI0 BepIIMHU
3B’s13aH1 pedpoM 1 0 B IpOTUBHOMY pa3i.

Po3rnsaaeTscst MOKIMBUNA CIOCIO MOJENIOBAHHS aTaku 3 BUKOPHCTaHHSIM CYKYIHOI
Mojzienl 1HQOpPMAIIITHO-TEXHOJIOTIYHOT CHCTeMH ¢ cynpoTuBHHKA. [lpumyckaerbes, 1110
3IHCHEHHS BIUIMBY CYNPOTHBHHKA OyJe CHpSIMOBaHO Oe3MocepeHbO Ha 3acO0M 3aXUCTY
(uctkum B Tpadi CUCTEMH), 1 BIUIMB 3/IIMCHIOETHCS YJICHAMHU-BUKOHABIIMHU OpraHizarlii
CYNPOTHBHHMKA. ATaka MOJIEIIOETHCS, BBOASUM HOBUH 3B'SI30K MK BEpIIMHOIO, BiJIOBITHOIO
JI0 aKTUBHOI'O YJIEHA-CYIIPOTUBHUKA, 1 TUM JIMCTKOM Y Tpadi iHHOpMaliifHOI CUCTEMHU, SKUM
BIJIMOBiZJa€ aTaKOBaHOMY 3aco0y 3axHUCTy, IO BiloOpa3uThes y 30ypeHHI MaTpHIl
CYMIJKHOCTI CYKYIHOTO Tpada.

V crarti [7] po3risaaeThest KOMIUIEKCHA MOJIeTIh KibepaTaku Ha OCHOBI Teopii rpadis,
sIKa TIOEHYE KIACHYHI YSIBIICHHS MO0 MOJIETIOBAHHS CKJIAIHUX aTaK 3 PO3MIMPEHHSMH, IO
BPAaxOBYIOTh 3QJIEKHOCTI Ypa3IUBOCTEH OKpPEeMHMX KOMIIOHEHTIB CHCTEMH Ta MEpeXeBUI
CTaTyC KOMIIOHEHTiB. HaBeneHo mpuKIia] OILIHIOBAaHHS CIEHApil0 aTakd Ta 3pOO0JIEHO
BUCHOBKH IIOJI0 MOXJIMBOCTI 3aCTOCYBAaHHS MOJEI JUIsl IPOTHO3YBAaHHS HACII/IKIB aTakKu.

VY po6ori [8], Ha BiamiHy [7], BAKOPHCTOBYETHCS Opi€HTOBaHMIA rpad i Ha HOro OCHOBI
no0y0BaHO TpadoBy MOJIENIb NIPOTUBHUKA 1HPOPMAIIHOI CUCTEMH Ta TIOKA3aHO, SIK 3py4He
yKianaHHsa Tpada, OTpUMaHe 3aBIsSKH po30uBLI rpada Ha KiIacu €KBIBAIEHTHOCTI Ta
HOPS/IKY, MOKE BIJIIrpaBaTH MPUHIMIIOBO BAXXIJIUBY POJIb Y BUPIIICHH] 3a/1a4i 3HUIIEHHS 200
0OMeXEeHHS NISIIbHOCTI 3I0UNHHOI TPYIIH.

B po6oti [9] BupimeHo 3aga4y mifBUIIEHHS €PEKTUBHOCTI CTETaHOCHCTEMHU HUISTXOM
po3pobku Momubikaiii MeToay BOYIOBYBaHHS IMOBiIOMIICHHS, 3amporoHoBaHoro B [10].
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[TinBumenass epeKTUBHOCTI BAANOCS JOCSITTH 3aB/ISIKA 3alPOTIOHOBAHOMY METOY
3HAXO/KEHHS MaKCUMAIBHOTO TMApOCIHONyYeHHS, SK OCHOBHU ajropuTMy BOYHIOBYBaHHS
MOBIJIOMJICHh Ha OCHOBI Teopii rpadis.

OcHoBHa  vacTuHA. Po3rissHEMO TMpUKIaa, SK MOXHA 3aCTOCYBAaTH pO3BUHYTY B
creradorpadii Teopiro rpadiB 0 aIrOpPUTMIB, SKi BXXE MAaOTh NPAKTUYHE 3aCTOCYBAaHHS,
TOOTO 5K 1 HaJlaJli MOYKHA PO3BUBATU MPAKTUYHY TEOPito rpadis.

B po6oti [11] mnpomoHyeThes creraHorpadiuHuil aaropuT™M MPOCTOPOBOI 001acTi
BOynoByBaHHs B muppoBe 300pakeHHs. OCHOBHHM MPUHIIUIIOM PO3POOKU € MiHiMi3allis
BIUTMBIB BOYIIOBAaHOTO TIOBIJOMJICHHS Ha KOHTEHHEep. B OCHOBY airopuTmy IMOKJIaICHO
MOpIBHSHHS ~OITOBUX IOCIIJIOBHOCTEH KOHTEWHEpa Ta TMOBIIOMIICHHS, MOIu(iKaiis
€JIEMEHTIB KOHTEHHEpa BHUKOHYETHCS TUIBKH Y BHIIQJKYy, KOJM BHSIBICHO HECIIBIAIiHHS
BIJIMOBITHUX OITiB. AJTOPUTM J03BOJII€ 3MEHIIUTH BHUKPUBJICHHA KOHTEHHepa, 30epertu
CTATUCTUKH TIEPUIOTO TMOPSAAKY Ta 3a0€3MeYUTH CTIHKICTh [0 HAWOUIbII BiJOMHX
CTaTHCTUYHUX aTaK.

[ToBimomieHHs 1 TiKCeNl KOHTeHHepa po30MBaIOTHCSA Ha MiAmociigoBHOCTI. [ToyaTok
HiAMOCITIIOBHOCTEH KOHTEIHEpa, B SIKi BOY/IOBY€ETHCS TIOBIIOMIICHHS, (iKCYIOThCS B K04l K.
AJe came 1110 3a7]a4y MOKHA BHPIIIKUTH 32 JOTIOMOT0I0 Tpada.

PosrnsiHemo, skuM YMHOM MOKHA (hiKCyBaTH 3a JOMOMOTOIO rpada MiAmoCcIiJOBHOCTI
KOHTeiHepa, B ski BOymoBaHa iHdopmalis, sKy Tpeba mepenatu aapecaTy. OKpiM 1bOTO,
MPOIIOHYETHCS NyOMoBaTH iHQOpMaIlio, sSKy Tpeda mepeciatd. 3a paxyHOK KIOHYBaHHS
BiJUTIKIB iH(OpMaIlii, 110 BOYAOBYETHCS, aITOPUTM IiABUIIUTH CBOIO CTIMKICTh HE TIJIBKHU 10
CTATHCTUYHUX ajie 1 JO0 IHINUX BHJOIB aTaKk TaKWX K, HaMpHUKIAJ, 3allyMIICHHS
CTETOKOHTEHHEpa, a B OKPEMHX BHIIJKaX 10 F'EOMETPUYHHX aTaK, TaKHX SK IOBOPOT Ta
o0pi3aHHSI.

Bysznu rpada — 1ie ctapToBi BiUTIKK MiANOCTIAOBHOCTEH KOHTEHHEPA, B Ikl BOyZIOBaHe
MOB1IOMJICHHS, peOpa — IMOKa3ylTh, 3 AKOI BEPIIMHU rpada MOTpiOHO NepEMICTUTHUCH B 1HIIY,
a caMe Ty BEepIIHUHY, 1100 0JIep)KaTH 3B’ s3HE TOB1IOMJICHHSI.

OCKiNBbKHM € KJIOHM KOXKHOTO BIIJIIKY TOBIJOMJICHHS, TO rpad Oyne mpencTaBisTh
co0010 He JAHIJIOT, a JepeBo — puc. 1.

T — .
ONONGO @

Puc. 1. I'pad-nepeBo po3milieHHs TOBIAOMIICHHS

[Tpu nexomyBaHHI TOBIIOMJICHHS, SIKIO JaHIIOT rpada 1-2-...-N He mae 3B’SI3HOTO TEKCTY
(ryMm B KaHauli 3B’513Ky a00 HABMHCHO HAKJIQJCHUH LIyM, K aTaka Ha CTErOKOHTEHHep, 1HIII
BUJIM aTaK), TO € MOXKJIMBICTh BUKOpUCTATH JIMcTH Tpada 11, 12 a6o 13 i tak gami nl, n2, n3.

JlyOmoBaHHST OKpeMHX OJIOKiB iH(popMallii J1e1o nepeBaHTaXKye KOHTeHHep, ajie Jae
MO>KJIMBICTh MPOTUCTOSTH aTakaM, SIKi BHOCSATh 30ypeHHsI B KOHTEHHEp, HaBiTh MOMITHI OKY,
HaNpUKIaJ, HaKJIalaHHs [IyMy JOCTaTHHO BUCOKOT'O PiBH:, a00 XK TEOMETPUYHUM aTaKaM.

XapaKkTepruCTUKU aITOPUTMIB, 110 ONEPYIOTh 13 rpadamu, 3a3BUYail Ty’Ke 4yTJIHBI J0
croco0y iX MpeICTaBICHHS.

OnHi€ro 3 HAWOUTBII MPOCTUX cxeM 30epiranus rpada [12] e mabauys 36'a3xie -
JTBOBUMIPHHI MacuB, sSIKHA Mae N psAKiB i M CTOBMINB, e M — MakcUMajbHa CTEMiHb
BepimH B rpadi G =(X, E) . Cnrcok cyMiXHOCTI | —T0 By311a 30epiracTbcsi B | — psIKy.

Jlana cxema 30epiraHHs HaJ3BHUYaliHO IMpOCTa MpU peasizaiii, JOCTYN [0 CIHUCKY
CYMIXHOCTI 4Y€proBOro By3ja — JOCTYI JIO BIANOBIAHOTO psjaKa MaTpulli, MoauQikaiis
rpadga MPUBOIUTH JO 3MIHH €JEMEHTIB BIIMOBIIHUX PAIKIB MaTpuill 0e3 TOpyIICHHS
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3arajpbHOl CTPYKTYpHU (SKIIO mpu Momudikaiii He 3MiHIOETBCS M ). OgHAK IS cXeMa MOXKe
OyTH Haa3BUYaiHO Hee(PEeKTHBHOIO, SIKIIO BEIMKAa KUIBKICTh BY3JTIB Tpada Mae CTeMiHb,
MEHIITy (3HaYyHO), HI)K BEPIIMHA 3 MAKCUMAJIbHOIO CTEIIHHIO, OCKUIBKH 11 (CXEMH) BUMOTH JI0
nam'saTi BU3HAYAIOTHCA IK MN «30epe)eHNX) EIEMEHTIB.

Haii6inpm 3py4HOI0 3 TOMISIIY MOXIJIMBOCTEH TpoBeleHHS Moaudikamii rpada e
cXeMma, IO BUKOPHUCTOBYE nose 36'13kig. JlaHa cxeMa MICTUTh TPU OJHOBHUMIpHI MacuBu A,
A, A, mepumi aBa 3 skuX MawoTh goxkuHM Z2|E|, ocranniii — |X|. 3HaueHHAIM

noKax4unka A, (I) € II0YaTOK CIIMCKY CyMiXKHOCTI | —ro By3na B MacuBi A. Skmo A(k)—
e 4eproBuii cycin i—ro Bysna, To A (K) — MOKaX4MK PO3TalIyBaHHs HAaCTYIHOTO HOro

cycina B MmacuBl A. Bix’emHe 3HaYeHHS Ag(k) TOBOPUTH TIPO 3aKIHYCHHS CITHUCKY

CYMIXKHOCTI BY3J1a, 1[0 PO3TIISIAETHCS.
3arajpHa JJOBXKHMHA MAacUBIB IIPU TakoMy criocoOi mpeacraBineHns rpaga — 4| E|+| X |,

Mo 3HayHO Oinmpire, HDK y mepmiid cxemi. OpgHak Monmudikamis rpada BuUMarae Iuiie
HE3HAaYHUX 3MiH y Bike c(hOpMOBaHili YaCTHHI MAaCHUBIB.

Jlpyruii acrmeKkT BUKOPUCTAHHS MaTeMaTHKH B KiOepOes3menmi — 1e pO3BUTOK
MAaTPUYHOTO aHaiizy B creraHorpadii (crmextpanbHuii i cunrymspauii poskiaan (SVD)
MaTpHili KOHTEHHEPa, B SKOCTIi SIKOTO 0OMPAETHCS 300paKEHHS), IKUI IPYHTOBHO 1 JJOKJIaTHO
npezcTasieHo B [3].

Hanpuknan, B poGoti [13] omiHIOeTbCcs 30ypeHHS KOHTEHHeEpa, IpuU HOro
CTEraHOIEPETBOPEHHI, Yepe3 OLIHKY 30ypeHb CUHTYJISIpHUX yKcen oro SVD.

B pobGori [5] mocmimkyerbcsi 1 OOIPYHTOBYEThCS  3B'I30K  YYTJIUBOCTI
CTErOMNOBIIOMJICHHS 1 30ypeHb BIACHUX BEKTOPIB MaTPHIIl KOHTEHHEPA.

IIle omHe CyTTEBE BHKOPHCTAaHHS MaTEMaTHKH — L€ 3aCTOCYBaHHS B Kpumnrorpadii
TaKuX 1HCTPYMEHTIB K MOAYJISIpHI oOuucieHHs, Teopemu Eitnepa ta ®epma, 3acTocyBaHHS
SJINTUYHUX KPUBUX JJISI CTBOPEHHS HHU(POBHUX MiANKCIB, BUKOPUCTAHHS OJHOHAIPABICHUX
GbyHKIH A5 XelyBaHHs MapoJIiB Ta 1HIII.

Posrnsinemo sk MOKHa  BIJOMMM  KpunrorpapiyHuii mudp  TpaHCIO3ULIL
MOU}IKyBaTH 3a JIOTIOMOI'OI0 MaTEMAaTUYHUX OIEpalliii Ha/l MepecTaHOBKAMU Ta aanTyBaTu
Moro g0 crera”orpadii. OCKIIbKM TPAaHCHO3ULIMHMNA MKU(P HE 3MIHIOE YacTOTy OKPEMHUX
JiTep, BiH BCE 1€ CIPUMHATIMBUNA A0 YaCTOTHOTO aHaNi3y, X04a TPAHCIIO3ULIis IIHCHO ycyBae
1H(dopmartiio 3 nap girep. ToMy noJanbIInii PO3BUTOK LHOTO BUAY MN(DPY € aKTyaTbHUM.

Jnst Oyap-KUX IEPECTAaHOBOK 4/ 1 § BHM3HAdeHa omepauis ix 100yTKy £°Q, a Takox
omepallis mepecTaHOBKU 00epHeHoi 10 qanoi 4 .

Jna peamizanii aaroputMy, IO MPONOHYETHCS, MOTPIOHO BMITH PO3B’A3yBaTH
PIBHSIHHSI, €JIEMEHTAaMU SIKOTO € NePeCTaHOBKH. PO3TIIsIHEMO PiBHSAHHS:

H#X=9 (1)

OckinbKH ICHYe Taka TepecTaHOBKa X [Uisi sIKOi BUKOHYEThCs piBHICTH (1) i BOHa
€/IMHA, TO PO3B’s3KOM piBHAHHA (1) €:

X=u"eg (2)

Jlo OGesmocepenHpOro mporecy BOYAOBYBaHHS TOBIJOMIICHHSI TMOTPIOHO BUKOHATH
IPENpPOLECIHT 1 CaMOro IMOBIIOMIIEHHS 1 KOHTEWHepa, B AKOCTI SKOTr0 BHUCTYyNae LU(ppOBE
300pakeHHs B TPpajallisix ciporo, abo X CHHS CKJIa/JI0Ba KOJOPOBOTO 300pa)KEHHS, OCKIITBKHI
30pOBa CUCTEMa JIFOIMHU MEHII YYTJIMBA 10 CHHBOTO KOJIbOPY.

EnemeHTH mNOBiIOMIIEHHS KOIYIOThCS LUbpamu, sIKI HaJeXaThb JeAKi MHOXHHI
M = {1,2,...,k}. EnemeHTn KoHTeliHepa MOCIIIOBHO TPYNyIOThCsA Y ONOKK po3mipom 1X n.
[Tpu BOYIOBYBaHHI MOBIJOMJIEHHS BHKOPHCTOBYETHCS JCSIKUI JOMOMIKHHANA MacuB Masiv, B
SIKOMY 3HaXOIUThCsI K mepecTaHoBOK JoBxHHHU N . Bei mepecranoBku 3aHymepoBati. IIpu
BOY/IOBYBaHHI €JIEMEHTA MTOBIJOMJICHHS 3 KOJIOM | B MacuBi MasiV 3HaXOJIUMO MEPECTaHOBKY
3 HOMEPOM |, IEPEeMHOXKYEMO ii Ha KITF0Y £/, OJIEPIKYEMO TIEPECTaHOBKY (. MacuB masiv He
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MICTUTh TEPECTaHOBKH, AOOYTOK SKOI 3 KIIOYEM 4/ Jla€ TOTOXKHY IEPECTaHOBKY. bioku

KOHTEIHEepa, SKi CKIAaloThCS 3 OJHAKOBHX EJIEMEHTIB, BHITYCKAaIOThCS. EneMeHTH iHIIMX
OJIOKIB MEPECTaBISIIOTHCS 3TiAHO MEPECTAaHOBLI (J TUIBKM B TOMY BUNIAJKY, SKIIO JUIA Oyab-

SIKOT TIapH €JIEMEHTIB, SIKi OOMIHIOIOTHCS MICIISIMH, PI3HUIIA iX 3HAYCHBb HE TMEPEBUIIYE JICIKE
ypucio d .

3anmponoOHOBAaHUI alNTOPUTM HE SIBISETHCS «CIIMMHMY», TOMY IS JCKOJyBaHHS
MOBIIOMJICHHS TIOTP10OHA HASBHICTh KOHTEHHEPA.

[[lo6 nexomyBaTH TMOBIJOMIIEHHS Tpeba pO30WTH MAaTPUIIO KOHTEHHEepa Ta
CTEraHOKOHTEWHEpa Ha OJOKHM TOrO camMoro po3Mmipy, 1o 1 mpu BOymoByBaHHI. [lopiBHATH
BIJIOBITHI OJIOKM KOHTEWHEpa Ta CTEro, sIKIIO0 BOHM CIIBIAIM, TO II€ O3HA4Yae, 10 B OJIOK

TNoBifoMIeHHs He BOYI0BYBanocs. Y MPOTHBHOMY pa3i Tpeba OOUMCIIMTH NEePECTaHOBKY 4

obepHeHy JI0 KIioda £, Ta oOuMciuTH 100yTok h=°g. Onepikany mepecTaHoBKy h

3HaiiTH B MacuBi Masiv. ITopsakoBuii HOMEp, KW BiAmoBimae N, € KOmOM elleMecHTa

BOY/IOBAaHOT'O MTOB1IOMJICHHS.

BucHoBOK. Marematnka — IIe Hayka, sKa /Ja€ MIMPOKE pO3MAITTA IHCTPYMEHTIB 3a

JOTIOMOTOI0  SIKUX MOJKHA CTBOPIOBAaTH BCE HOBI, OUIbII €(QEKTHUBHI, METOAU 3aXHUCTY

iHpopmarii. Tomy i 3HaYeHHS Ta 3aCTOCYBaHHS Y Pi3HUX HalpsMKaX HAYKOBUX JIOCIiIKEHb,

30Kkpema y cdepi iHpopmarliiiHoi Ta KibepHeTHYHOI Oe3neKH, Oyie PO3BUBATHUCS 1 HAalali.

B poGoti mpoBeneHO aHami3 Ta JOCHIIKEHHS JESKUX ICHYIOUMX MaTeMaTHYHUX
METO/IIB Ta 3alpPOTNIOHOBAHO JBa HOBUX AJITOPUTMH, SIK MPAKTHYHA peani3allisi MOKIMBOCTEH
MaTEeMaTHKH JUTsI MOIM(DiKallii BXKe ICHYIOUMX METO/IB.

PosrmsinyTi migxoau A0 3acTocyBaHHS Teopli rpadiB, MaTpUYHOTO aHami3y,
JMCKPETHOI MareMaTuku B iH(opMamiiiHiii Ta KiOepHeTHYHii Oe3meni MOXyThb OyTH
BIIPOBA/DKCHI TIiJl Yac BHUBYCHHS JUCHMIUIIHA «MaTeMaTH4HI OCHOBH KiOepOe3mekuy,
«OcHoBu kpuntorpadiin, «OcHoBHu creranorpadii» Ta IHIIMX AMCUUIUIIH JUIS CTYACHTIB
cnerianbHocTi 125 Kibepbesneka, a TakoK IpH MiArOTOBIH (axiBIIB y Mpoleci HAyKOBO-
JOCTiAHOT poO0TH 200 KypCOBOI YU JIUILIOMHOI POOOTH.
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MATHEMATICS IN CYBERSECURITY
I.I. Borysenko, L.M.Timoshenko, 1.S. Vinkovska

National Odesa Polytechnic University
1, Shevchenko Ave, Odesa, 65044, Ukraine
Email: borisenko.i.i@op.edu.ua

The number of Internet users is growing exponentially every year. At the same time, tens of thousands of
cybercriminals emerge every day, who, exploiting the weaknesses of information systems, are capable of
stealing data. Therefore, the topic of countering cyberattacks is and will remain relevant now and, most likely,
for decades to come. Modern technologies using mathematical data analysis make it possible to counter illegal
activities online and characterize our current stage of development. Cybersecurity is a set of measures aimed at
protecting various information systems and networks from cyberattacks. The protection of data is based on
advanced technologies and information security methods, which in turn are based on fundamental mathematical
knowledge. It is precisely branches of mathematics such as logic, combinatorics, matrix analysis, and especially
graph theory, or graph technologies, that have a significant influence and importance among all mathematical
methods. The structured system of specialized mathematical terms and notations allows complex and subtle
concepts to be described simply and accessibly, both geometrically (graphs) and algebraically (matrices). The
analysis of scientific works made it possible to identify the main directions for applying the properties,
characteristics of graphs, and graph algorithms in information and cyber security. Among them, research related
to the use of graphs in information systems and programming, modeling, analysis and application of attack
graphs, cryptographic and steganographic transformations, and building decision trees in decision-making tasks
under conditions of risk and uncertainty was highlighted. The attention of scientists and researchers was also
drawn to other mathematical areas. A digital image chosen as a container in steganography is mathematically
represented by a matrix. A message embedded in the container, which is not an image, can be represented in
matrix form, or preprocessed using algorithms for working with sequences. Thus, the extensive use of
mathematics in information and cybersecurity, and the mathematical approach to developing new and modifying
existing cybersecurity applications, makes the choice and relevance of this research justified.

Keywords: mathematical methods, cybersecurity, graph algorithms, cryptography, steganography.
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PO3POBKA 3ACTOCYHKY JUIA KPUMIHAJIICTHYHOTI'O AHAJII3Y
ICTOPIi BEGEPAY3EPA

M.B. Biniu', O.A. Cronakesnu', A.O. CronakeBuy>

"Hamionaspuuit yHiBepcuTeT «OJ1echKa MO TeXHIKa
1, IlleBuenka np., Oneca, 65044, Ykpaina
?JlepsxaBHKi1 yHiBEPCHTET iHTENEKTYalbHIX TEXHOIOTIH Ta 3B'I3Ky
1, Ky3neuna Byin., Oneca, 65023, Ykpaina
Email: stopakevich@gmail.com

Be66pay3epu € omHIM 3 OCHOBHHX JDKepel MUPPOBUX AOKA3iB B CYUaCHIH KPUMIHATICTHIII.
IcHytoui iHCTpyMEHTH [UIS KPHMIHATICTUYHOTO aHajily mpodimiB BeOOpay3epiB €
HEJIOCTAaTHhO e()eKTUBHUMH, OCKIUJIBKU BiITBOPIOIOTH 3aKJIAJIeHy B Opay3epu MOIelb JaHHX,
OpI€HTOBaHY Ha MIBHIKICTh PEHACPUHTY Ta ONTUMi3allifo podotm 3 okpemmmu URL-
anpecamu. EKCHEepTU-KpUMIHAIICTH 3MYIIEHI MNpAIOBaTH 3 «CUPUMM» CIIHCKaMH, IO
MICTSITh THCSYi 3alKCIB, BUTpPAYarOYW 3HAYHUN Yac HA BIATBOPEHHS MOCTIAOBHOCTI Iiit
KOPHCTYBaua, py4Hy (iNbTpalilo TEXHIYHUX PEAUPEKTIB, TPEKEPIB, PEKIaMH Ta CIIYKOOBUX
3anmuTiB. MeTa poOOTH MoOJIsATae y po3poOill arOPUTMIB Ta MPOTPaMHOIO 3aCTOCYHKY IS
KpUMIHAJIICTUYHOTO aHami3dy icropii BeOOpaysepa Microsoft Edge, sikuit Tpanchopmye
po3pi3HeHi AaHi MpodiIo y CTPyKTypoBaHy iH(pOpMaIiio, MPUAATHY Ui ONEPAaTUBHOTO
BUSIBJICHHS IHIIMJCHTIB Ta PEKOHCTPYKLIi Ailf KOpHCTyBaya. B 0cHOBY po3po0KH MOKIaACHO
nepexin Big kracuaaoi URL-opieHToBaHO1 Mozemi (XapakTepHOi U CTPYKTYpH 0a3 JaHUX
Chromium) 10 XOCT-Opi€HTOBaHOI MOJEINi MpeAcTaBIeHHS maHuX. Lle# miaxin mo3BoJsIE
arperyBaTH TUTBKH 3Ha4nMi apTedakTH aKTHBHOCTI (icTopito BigBimyBaHb, (aiimm cookie,
3aBaHTaXEH1 (ailIi TOIIO) B XPOHOIOTIYHOMY MOPSIKY HABKOJIO YHIKaJIBHOTO iIMEHi XOCTa.
APXITEKTYpHO pillleHHS pO3JAUJICHE Ha JBI YaCTHHHU: MOXYIL 300py Ta arperamii NaHEUX,
peanizoBaHuii MOBOKO Python 3 BHUKOpHCTaHHSIM ACHHXPOHHUX 3aMUTIB IS IIBUIKOI
00poOKM MacuBiB iH(popMalli, Ta MOAyab Bi3yamizamii Ha 0a3i OiOmioreku Webix, 1110
3abe3neuye BHCOKY NPOINYKTHBHICTB iHTepdeiicy mnpu poOOTI 3 BEIUKHUMHU JAHHMHU.
I'padiunmii iHTepdelic 3aCTOCYHKY J03BOJISE EKCIEPTY MPOBOAWTH OararonpiopuTeTHE
copTyBaHHs Ta (ijpTpalito 3anucis 3a OararbMa KputepisiMu. OcoOIuBY yBary npuaijgeHo
Bisyasi3ailii JIAHIFOXKKIB MEPEXOiB, IO Ja€ 3MOTY BIATBOPUTH TOCIIJOBHICTh iif
MiI03pPIOBAaHOr0 Ha KOHKPETHOMY pecypci. TecTyBaHHS MiATBEPIMIO 30aTHICTh 3aCTOCYHKY
IIBUIKO OOpOONATH HaHI Ta BHUSBIATH PENICBAHTHI JIOKa3HM, 3HAYHO CKOPOYYIOYH dac,
HEOOXiTHUI TS eKCIIepTU3H, MOPIBHIHO 31 3BUYaHUM PYYHUM aHAJi30M «CHPHUX» TaHHX.
Bin 3abe3neuye HaodHEe NpeAcCTaBICHHS IM(PPOBHX MOKA3iB Ta MiHIMI3ye WMOBIPHICTH
MIPOIYCKY BaXKITUBOI 1H(POPMAIIIT ITiJT 9ac pO3CIi yBaHb.

KoarouoBi cioBa: kpumiHamicTHka; aHaii3; Opaysep; icropiss; mpodinb; arperaris;
3aCTOCYHOK; XOCT-OpieHTOBaHa Moeib aanux; SQLite; JSON; Python; JavaScript; Webix.

Beryn. [JocnimpkenHs B ramy3l 1udpoBOi KpUMIHAJIICTHKU BeOOpay3epiB MEpeBa’kHO
30CepeKYIOThCS Ha aHai31 Ta BiIHOBJICHHI 30€peKEHNX B HUX JAaHHUX 3 METOI0 1eHTH (KAl
Ta 300py Ba)JIMBHX JOKAa31iB I10/10 OHJIANH-TIOBEAIHKY 00'ekTa po3ciiayBaHHs. [IpakTuyHo BCi
i1, sIK1 31 CHIOE MT17J03pIOBAaHMM IT1]] Yac BUKOPUCTAaHHS BeOOpay3epa, MOKYTh 3aJIUIIUTH CI1AN
Ha Horo kommn'totepi. ToMy BUBYEHHS LIUX JOKa31B Ha MPHUCTPOI MiA03PIOBAHOTO MOXE HAJAaTH
LiHHY 1HQOPMAIiIO A CIiauuX. BruaydyeHHs Takux JaHuX, K icTopis, daiinu cookie, CICKH
3aBaHTaXEeHb, KeIIl, 30epekeHi maposi 3 BebOpay3epa MpoBOIUTHCS 3a TOTIOMOTOI0 CTIEIiaTbHUX
IPOTpaMHUX 3ac00iB, OIS HAOLIBII MOMMPEHUX 3 AKUX MpHUBeIeHO B [1].

3apa3 eKcepTu-KpUMIiHaNICTH MalOTh BPYYHY aHaJIi3yBaTH BEJIMKY KUIbKICTh BeOaapec
(URL azpec), siki 36epiratoTbes B mpodini Gpaysepa. Ix 1oBomi Bakko aHali3yBaTH BpYy4HY,
OCKUIbKH THUMOBHUI KOpUCTyBad BiABiaye Bix 100 go 500 caifTiB Ha MicAIlb B 3aJ€KHOCTI Bij
fioro cdepu npodeciiinoi aisbHOCTI, a Kinbkicte URL, 3BicHO, Oyne B pa3u OLIbIIO0.
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Pyunwuii anami3 icTopii Opay3epa 3a MicsIlb aKTUBHOCT1 MOXE 3aiiMaTH y eKcriepTa Big 4
10 8 romuH pobouoro yacy. IcHyrodi iHCTpYMEHTHM 4YacTO BUIAIOTh TEXHIYHI TaOmuWIl, SKi
micTate nepenik URL B xpoHnonoriunomy nopsaky. g poGotu 3 AeskMMHU IporpamMamu
noTpiOHi 3HAHHS PO CTPYKTYPY MPOTOKOJIIiB, BEOIpOrpaMyBaHHs, OyJ0By Opay3epiB TOIIO JIs
MpaBUJIBLHOI 1HTEpHpeTalii. 3HaYHUK Yac yXOAuTh Ha (UIBTpAIil0 CMITTEBHX BeOajapec,
peKJIaMu, TPEKepiB, TEXHIYHUX PEAIPEKTIB TOILO.

OcHOBHa TpUYMHA TIOJIATA€ B TOMY, IO BHYTPIilIHIA (opmar 30epiraHHs NaHUX B
Opaysepax po3poOJICHO BUXOASYU 3 KPHUTEPIiB IMIBUAKOCTI BUKOHAHHS TEBHUX (YHKITIH.
OcnoBHoro ogunuIero nanux € URL. Lle 3pyuno mis Opaysepa, HanmpuKiIaa, Mo00 BUIIITUTH
NOKJIMKaHHS, K1 Oynu Bxke BiaBimani unm mpomoxkutu URL mpu BBeneHi Horo movarky B
anpecHuit psaaok. IIpore He 3pydHO aia KOpUCTyBada sikuii orpumye mepenik URL, ski
BiJIKpuBaB Opay3ep, 6e3 cucremaru3ailii i 3 COpTyBaHHSM 3a JIaTOI0 OCTAHHBOTO BHKIIHKY. ba3u
JaHUX MPOQUI0 3 METOW MPHUIIBUALICHHS HE 3aCTOCOBYIOTh MEXaHI3MHU 3a0e3ledYeHHs
IUTICHOCTI — KIJIIOYi, BOyHOBaHI mpoueaypu, mepeBipku Ttomo. [Ipum mpoMy gokiagHa
iH(dopMaIlis sl OTlepaTUBHOTO AOCTyMy 30epiraeThes Tinbku Aiig URL, siki BiABiAyBanuch 3a
ocranHi 3 wmicsans. Iadopmarnis nmpo URL, ocranniil noctyn sikux OyB MOHAA TPU MICSII,
CTHPAETbCA 3 OCHOBHUX TaOiullb, ajle 3aJUINAETbCA B ApyropsaaHux. Ockinibku Qopmar
30epiraHHs Opi€HTOBaHUH Ha e()EKTUBHICTH Opay3epa, TO €JMHUM HUISTXOM 3pOOHTH 11 pydHHM
JUTS JIFOJMHU € CIeliaabHa 00po0Ka JaHUX, arperaitis 31 3MiHOK OCHOBHO1 OJMHHUIII, 1110 HasIBHI
YTUJIITH HE POOIIATE.

Sk yHiBepcallbHI mporpamu AJisg 300py M0Ka3iB, IS SKUX aHaji3 JaHuX NpodiiiB —
avie ofgHa 3 QYHKIIN, TaK i cHemianizoBaHi YTHIIITH JIs i€l 3a7a4i, y IiJIOMY HEIOCTaTHBO
3pyuHi. BoHU mpoCTO MpencTaBisIOTh aHi, BUXOJASYH 31 CXeM, B SIKUX BOHHU 30€epiraroThCs B
npodini Opaysepa. Sk mpaBuIIo sIK mepiri, Tak i Apyri BuaaoTh "cupi" crimcku URL, munraroun
iHTepnpeTallito JoauHi. [Ipu npoMy psia yTHIIT HaBiTh HE MalOTh rpadiuHOro iHTepdeiicy i
npu3HadeHi moo excriopryBaru aani B Excel, XML, HTML Tomo.

L1 pobota mpucBsdeHa po3poOIli 3aCTOCYHKY, SIKUI JO3BOJISIE€ aHAJII3yBaTH aKTUBHICTb
KOpUCTyBaua Opay3epa OUIbIIl 3pyYHUM YHHOM, HIXK 1€ IPOMOHYETHCSA B HASIBHUX ITPOTPAMHUX
3acTocyHKax. Lle J03BONMIMTH ONTHUMI3yBaTH HpoOIec: 3MEHIIUTH KUIbKICTh Yacy Ha aHami3 i
CKOPOTHTH HMOBIPHICTh MPOITYCKY BOKIMBHX JIaHUX.

Meta Ta 3agaui gociaizxeHHsi. MeTa JOCHIKEHHS — pO3pPOOUTH HEOOXi/HI aJrOpUTMH Ta
3poOUTH MPHUHILIMIIOBI MPOrPaMHI PIlIEHHs, K1 MOB'A3aHl 3 MEPETBOPEHHAM 1HpopMaIlii, sika
30epiraeTbcss B mpodini BeOOpaysepa y iH(opMaliiio, ska 3a CXEMOK JaHUX Ta BUAOM
MPEJCTaBICHHS € OLIbII CTPYKTYPOBAHOIO Ta MPUAATHOO 711 KPUMIHAJIICTUYHOTO aHami3y. Sk
BeOOpay3ep Bubepemo Microsoft Edge ming OC Microsoft Windows.
3agaul JOCIIKEHHS.

1. Kopotkuit orisi apxiTekTypu cydacHUX Opay3epiB Ha mardopmi Chromium.

2. KopoTkuii omisii NpuUHUMMIIB poOOTH Ta (PYHKIIOHAIBHHUX MOXKJIMBOCTEH HasBHHUX
3aCTOCYHKIB JIJIs aHai3y NpodisliB KOPUCTYBaUiB.

3. ®opmynroBaHHS MEPETiKy BUMOT 10 HOBOTO 3aCTOCYHKY.

4. BuOip HeoOXiAHMX IHCTPYMEHTIB Ta O0i0mioTeKk Uil BUKOHAHHA 3a7adi po3poOKu
3aCTOCYHKY.

5. Po3poOka yacTuHM 300py JaHUX 3aCTOCYHKY.

6. Po3poOka yacTuHU Bi3yaui3allii 3aCTOCYHKY.

7. TecTyBaHHS 3aCTOCYHKY Ha peanbHOMY npodisii BeOOpaysepa.
ApxitekTypa cyuyacuux oOpay3epiB Ha miargopmi Chromium. bpayszepu Ha 6a3i mardopmi
Chromium Hai611b11 MOMyIspHi cBiTi. Po3mozin kopucrysauiB Opay3epiB Ha moyatok 2025 p.
¥ 3a ocTaHHI 4 pOKU NPOLTIOCTPOBaHMI! Ha puc. 1.

SIK110 aHani3yBaTu MeBHI TEH/EHIIIT, TO MOKEMO BUSBUTH HACTYIIHI: 10J1s1 Opay3epiB Ha
wiar¢popmi Chromium ~ 85% ¥ 3pocrae; minupye Chrome, Edge, Safari; Brpauae mosummii
Firefox. KopuctyBaui Safari — 1ie kopuctyBaui npuctpoiB Apple, a kopuctyBaui Firefox — e
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3HAYHOIO Miporo KopucTyBayi Linux, mesxki ITiBmi ¥ Ti, XTO TIparHe OyTH HE3aJIC)KHUMH Bif
BEJIMKUX KOPITOpAIIiif.

Texnuiuno Bci Opay3epu Ha Tutaropmi Chromium masio BiApi3HAIOTHCS OUH Bl OTHOTO
[2]. Bcee, 1110 cTOCYETBCS OCHOBU — PEHJIEPUHTY, icTOpii, KyKi (cookies), 00paHOro, BHYTPIIIHIX
HacTpoWoK B HUX imeHTHYHO. [Ipoekt Chromium € dopmanbHO HE3aJICKHUM M po3podsie
BIZIKpUTHUH IPOTpaMHUI KOJI, IKUi po3poOHHKH Opay3epiB (Google, Microsoft, Opera Software
Tomio) Ha 0a3i i€l arGopMu JTOMOBHIOIOTH CBOIMH INaTdyaMH W JOJATKOBUMHU MOIYJISIMHU.
Po3pobuuku 6pay3epiB J01aI0Th Pi3HOMaHITHUI (YHKITIOHAT, HATPUKJIAJ IHTETPaIlio JBUTYHA
I, mpuB'sI3KM aKkayHTy 70 IEBHUX CEPBICIB po3poOHKKa Opay3epa, CAHXPOHI3AIlI0 JaHUX MIXK
Opayzepamu OZTHOTO KOpHUCTYyBaua Ha pi3HuX IPUCTPOSIX, HiATPUMKY
VPN/ontumizaropa/ginsrpy  Tpadiky, MIIBHUIIEHHS pIBHA  3aXHCTY, €(QEKTUBHOCTI
BUKOPHCTaHHS PECYPCiB TOLIO.

100 Other &
e SOOI o e e e, J7¥
Engines

P Webkit
\ pemmemml M

: e i
95| e \ Essssd

Chromium

PEPPIPPPPPIPIPIFF
a) DataReportal 2025 p. 6) StatCounter 2021-25 pp.

Puc.1. Po3nozin mixx 6pay3epamu cepell KOpUCTYBauiB YKpaiHu

bpay3ep Edge mae meBHI mepeBaru, siki HMpOSBISAIOTHCS NepeBakHO Tulbkn B OC
Windows: ticHa iaTerparis 3 Windows, Office, Microsoft 365, exoHomis Gatapei, eKoHOMIs
pecypciB OC, SmartScreen, i30is1isi BkIagok (Oiabin Oe3neyHHii MexaHizMm, Hixk Sandbox
peanizoBanuii B Chrome), Copilot sik 1lI-nomiunuk, HalOUIbIIA KITBKICTh (DYHKI[IOHAJIBHUX
MOXJIMBOCTEH rpadiuHoro iHTepdeiicy B MOpiBHIHHI 3 aHamoraMu. JlocTaTHbO 00'€KTHBHE Ta
noBHe nopiBHsIHHS Edge Ta Chrome moxxe Oytu neperisHyTe 3a [3]. Omisin MoxinMBOCTER
iHmuMX Opay3epis Ha iargopmi Chromium npuBeaeHuit B [4].

VY minomy B mpodini 6paysepiB Ha miaardopmi Chromium ocHoBHa iH(opMaIlis mpo
Bi/JIBiLyBaHHA 30epiraeTbcs B ¢opmari 6a3 nanux SQLLite, a mpo HacTpoiiku Opay3epiB — B
JSON. Yactuna nanux (JlokajdbHE CXOBHIILE CAMTIB TOIIO) 30epiraerbes B 1HIIMX (opMmarax,
Hanpukiaj IndexedDB. Cxema 30epiranHsi JaHUX KOXKHOTO Opay3epa 3a3BUYail 10J1a€ MEBHI
napaMeTpH i J1aHi, aje He BUJaJIs€ i He 3MIHIOE CEHC TUX, SIKI peai3yloThCs B BUXITHOMY KO/l
wiar¢popmu Chromium. JleransHuil orian cxemu nanux Opaysepa Edge, npoBenenuii Hamu B
[1].

I[IpuHuunu podoru Ta GyHKUIOHAJBHI MOKJIUBOCTI HAsIBHUX 3aCTOCYHKIB JUISl aHAJI3y
npogiiaiB kopucryBauiB. [Ipodiema O6e3nexu 1aHuX, Ki 30€piraloThCs B JaHUX, PO3MISIHYTA
B [5]. ABTOpH MTOKa3yI0Th, 1110 Maiiye BC1 MOMyJsipHi Opay3epu (kpim Tor) 30epiratoTb KpUTUIHO
BAXJIMBI JIaH1 y JIOMAIIHIX AUPEKTOPiAx 6e3 0coOnuBoro 3axucry. MexaHisMu muppyBaHHs
napodiB i cookies moxkHa o0iiitu, a HTTPS — 3mamaru nuisixom 1H’ €Ki MIK1IJTMBUX KOPEHEBUX
ceptudikariB. TakuM YMHOM, SKIIO € JOCTYI 70 akayHTy Windows KopHcTyBada, OTpUMaTH
BECh 3MICT MpO(dUI0 3 JOMAIIHBOI IMANKA HE € CKJIAJHOK0 3aJadeto. 3HAYHOI MIpOI0
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3aCTOCYBaHHS CTAHJAPTHUX TIAXOMIB A0 30epiraHHs W ImmQpyBaHHA HaHUX B mpodim
MOSICHIOETBCSL THM, 1110 BUXiIHUH Ko Opay3epiB Ha 6a3i miardopm Chromium, WebKit, Gecko
€ 3araJibHOIOCTYIHUM. Bennka KUIBKICTh MOXJIMBOCTEH CydacHUX Opay3epiB, sKi
3aCTOCOBYIOTHCSI HE TUIBKM Il CAaWTiB, ayie ¥ Juia peamizamii 3aCTOCYHKIB 3 TpadidHuM
iHTepdelciB Ha JECKTONm Ta MOOUIBHUX TPUCTPOSIX, MPHU3BOAUTH JIO IOTCHIIIHHUX
BpasnuBocTeld. B 3a3Haveniii poOoTi mpuBeneHi mpukiIagu Kibeparak, sKi iX MOXYTh
eKCIUTYaTyBaTH.

Bunyuaru nani 3 nmpodinto 6paysepa MokHa 4 OCHOBHUMHU THITAMHU 1HCTPYMEHTIB:

- chemianbHl yTWIITH (B TOMY YHWCJII HalMCaHI BJIACHOPYY) , SKI 30MparOTh AaHl i
3aMUCyYIOTh iX B ouH 3 3pyunux ¢opmariB (Excel, HTML 3Bit To110);

— YTWIITH IJIs JOCTYITY JI0 TaHUX Pi3HUX dopMaTiB (TpadiuHe cepenoBHUILe A1 pOOOTH 3
BJ1 SQLite, cnentianizoBani pexakropu JSON, anamizaTopu 1amiy mam'sti TOIIO);

— KOMIUJIEKCHI 3aCTOCYHKH JIJIs 300py KpuMiHanmicTuaHuX ganux 3 OC Ta pi3HUX mporpam,
BCTAHOBJICHUX HA JIUCKY KOPUCTYBa4a;

- crmemiaibHi yTUIMTH 3 TpadiyHUM iHTepdeiicom, SKi NpuU3Ha4YeHi Ajig poOOTH 3
podiiiMu (TIOBHICTIO YM 3 KOHKPETHUM aCIIEKTOM) KOHKPETHUX Opay3epiB.

Omisin HAa HAll MOMISA HAWOUIBII 3pYYHHMX YTWIIT TPhOX THIIB JUid Opay3epiB Ha

wiaropmi Chromium npoBeneHuit sik B po6oti [1], Tak 1 B pobotax [6-8]. B mux pobdorax
PO3MIIHYTI MPOTpamMu JijIsi KOMIUIEKCHOTO 300py J0Ka3iB i 1HIII crienianbHl yTUIITH, BUALICH]
OCHOBHI 1X MOXIIUBOCTI Ta 3p00JIeHUI TOPIBHAIBLHUN aHATII3.
@opMyJ/II0BaHHS MepesTiky BUMOT /10 HOBOIO 3acTocyHKy. Hamra meta — po3pobutu HOBuUi
3aCTOCYHOK it pobotu 3 mpodinsmu Opaysepa Edge mix OC Windows, B skomy 3a 06a3y
knacudikanii iHdGopMalii 3 SKO MpaIoe KOpUCTyBad Oyae B3ATO iM'a XocTa. Tomy mepen
BUJAaBaHHSAM iHopManii B TpadiuHuii iHTEpdeiic KopUcTyBa4a HEOOXiJHO NPOBECTH
MOTIEPEIHIO arperaiito: copMyBaTH Ha 0a3l PO3KMAAHMX AAHMX LUTICHY 0a3y HaHUX IS
aHamizy, ska Oyae 3py4HOI I Tepensiny Ta poOoTH. 3acCTOCYHOK Ma€ BiIIOBIIATH
HACTYITHOMY II€peJiKy BUMOT:

— B ocHoBHOMY opieHTaniss Ha OC Windows, nporte aganrtauist Ajs Ipyrux MOMYJIIpHUX
OC mae O6yTH TpUBIAJIBHOIO;

- 1HTep(eiic Mae Oytu 3po3ymunnMm Oynb-skomy IT-cnemiamicty, HeOuUeBHUHI HMUTAHHS
MaroTh OyTH PO3KPHUTI B JJOBI/II, KA JOCTYIIHa Oe3rmocepeiHbo B iHTepdeiic;

- OCHOBHAa MOBa — YKpaiHChKa, SKIIO 3aCTOCOBYIOTHCS HEBIJIOMI aHIJIOMOBHI
TEPMIHU/CKOPOYEHHS, TO iX MOSCHEHHS YKpPaiHCHKOIO MOBOIO Ma€ peaji3yBaTHCh uepes
MiJKa3Ky Npu HaBeneHH! (tooltip);

— MOJIMBICTB HIBHJIKOI pOoOOTH 3 AaHUMH o6csrom 1o 50 Tuc. xoctiB i 500 Trc. URL;

- pesyasrarom napcury bl ta JSON ¢aiini npodins € JSON ¢aiin 3 arperoBaHuMu
JTAaHUMU;

— YacTUHa Bi3yani3alii Mae BUKOHYBaTHCh Ha Desktop i m0o3BossiTH BiAMIYaTH IiKaBi Ta
HeIliKaBi 3anucy i 30epirati MOMITKH IpU Nepe3aBaHTaKeHHI CTOPIHKK/Opay3epa;

- YacTWHA Bi3yami3zallii Mae 3a0e3MeYUTH MIBHAKY Ta 3py4HY poOOTYy 3 JaHUMH, IO
nependayae peamizalito (QYHKIIH copTyBaHHS (B TOMY 4YHCIi OaraTtompiopuTeTHe) W
Gb1IbTpYBaHHS JAHUX;

- yYacTHHA Bi3yaji3alii Mae MaTu aJanTUBHUM iHTepdelc, sIKuil BpaxoBye MOXKIMBOCTI
ekpaHa B Mexax posmipiB Desktop (MoOuLTpbHa Bepciss umM Bepcis I TUIAHIIECTIB HE
nependavaeThes);

— YacTUHa Bi3yali3allii Mae CKiIaaaTuch 3 4 Bkianok: "BiaBigyBanHsa" (Tabmuis XOCTIB +
iHpopmanii mpo cecii BinBigyBanHs ix URL 3a 3amurtom), "llomrykoBi 3amutu" (3amuTu
nomykoBux cucrteMm), "[Ipo xopucryBaua" (iHopmarllis Npo akayHT, Mapojii, MOBHI
Brozi00anHs), "IIpodins" (KOHTPONBHI CymMH, po3Mip, cTaTUCcTHYHA 1H(opMalis npo daitnu
npodiro).

Bu6ip HeoOxigHmx iHcTpyMeHTIB Ta 0i0jgioTexk I BHKOHAHHSA 3a/4adi Ppo3poldkm
3aCTOCYHKY. B OCHOBY 3acTOCYHKY IMOKJIa/ieHa XOCT-OpIEHTOBaHa MOJENb IPE/ICTABICHHS
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nanux. Ha Bigminy Big opurinansHoi, URL-opienTOBanoi cTpykrypu Chromium, st MOIENb
arperye Bci po3pizHeHi apredaktu (ictopiro, ¢aitnu cookie, nani ¢popm, Kelr) HaBKOJIO iMeHi
xocta. lle 3HaYHO MIABHINYE 3pPY4YHICTh, IIBHAKICTh Ta IIHOMHY aHaNi3y, TO3BOJISIOYH
aHAJIITUKY-KPUMIHAJIICTy OTPUMATH MOBHY KaPTUHY B3a€MOJIi KOPUCTYBa4a 3 KOKHUM CaHTOM.
TakuM 4MHOM, 3aCTOCYHOK PO3JALISETHCA HA JBl YAaCTUHU: YAaCTMHU 300py Ta arperyBaHHs
iH(opMaIlii Ta yacTUHY Bizyasi3alii 3 QyHKIISIMH MOIIYKY, SKa MPALIOE HE 3 TaHUMHU Podiio,
a 3 arperoBaHoro iHdopMaIi€ero.

3aCTOCYHOK PO3IUIMMO Ha JB1 OKpeMi YacTUHH, SIKi OyAyTh pealli3oByBaTuCh Pi3HUMH
MOBaMH IIPOrpaMyBaHHs: YaCTUHY arperailii Ta 4acTUHy rpadiqHoro inrepdercy.

[Tepmia yacTiHA 3aCTOCYHKY peaidye Habip alrOpuUTMIB il BUITYYCHHS, OUUIIICHHS,
MEPETBOPEHHSI Ta arperaiii JaHux 3 npod o Opay3epa y onucanuii crienudikoBanuii opmar
JSON. Monayne BpaxoBye peaibHi MpOOJIeMH IUTICHOCTI JaHWX, yCyBa€ HeiH()OpMaTHBHUI
«rym» (JIOKaJIbHI aJipecH, J1aHi PO3IIMPEHHS ) Ta J1oa€e iH(OpMaIliio, MOB'sI3aHy 3 Ie0JIOKAIlI€I0
xocTa. ns peanizaiii mepmoi YaCTUHU 3aCTOCYHKY OyZIeMO BUKOPHCTOBYBATH TUCTPUOYTUB
Anaconda Ha 6a3i Python 3.12.

Cepen cranmapTHux 0i0mioTeK OyneMO BHKOPHUCTOBYBATH: asyncio i e(heKTHBHOI
po0OOTH 3 COTHSIMHU OJJHOYACHUX MEPEKEBHX 3'€/THaHb, datetime, ipaddress miis mepeBipku 30HHA
(;moxanbHa, TiobaneHa) IPv4, json, os, re, socket, sqlite3, typing, urllib mus po3ourts URL Ha
KOMIIOHEHTH (CXeMa, XOCT, TOpT, HUIAX, HMapaMmeTpu) W JJIs1 HOpMauli3allii Ta MepeBipKu iX
KOPEKTHOCTI.

Cepen HecTanaapTHux 0161ioTek Oyaemo BukopuctoByBati: Cipher — s BuydeHHs
napodiB 3 mpodimto, ifaddr ans Bu3HauenHs nepeniky [P-anpec mepesxxeBux kapr, 3aaissaux OC,
maxminddb asns poboTH 3 TOKaILHUMHU TeosoKaliiHuMu 6azamu nanux MaxMind, pythonping
JUIs pearizamii ping-3alMTiB 3 MOMJIMBICTIO HACTPOHKM NPHUIYCTHMOTO Yacy Ta iHIIUX
napamerpiB, simple cache g KellyBaHHsS pe3y/nbTaTiB BUKOHAHHS BUTPAaTHHUX 3a 4acoM
GyHKIIH (MEpeKEeBUX 3alUTIB), A BUKIMKY Kpunrorpadivanx ¢ynkniii Windows 3 meToro
nemudpalii naposo.

Jpyra yactuHa peanizye BeGiHTepdeiic A1 Biyani3alli Ta aHaai3y OTpUMaHUuX JaHHX.
Jns peanizauii BeGiHTepdeiicy OynemMo 3acTocoByBaTH MoOBY JavaScript 3 KOMILIEKCHORO
010110TEKOI0 KOMIIOHEHTIB, OCKUIBKM HaM MOTPIOHO peasi3oByBaTu iHTepdeNc AecKTOI-
3acTOCYHKY. OCHOBHHUM KOMIIOHEHTOM € TaONMIs JaHUX, 3MICT SIKOi Mae TIeHepyBaTHUCh
JUHAMIYHO TpU NPOKPYTLI 3 METOI MIABUIIEHHS epeKkTUBHOCTI poOotu. IIpokpytka,
¢inbTpalis, COpTYBaHHS 3 JAHUMHU 00CATaMM B IECATKU THCSAY 3alKCiB Mae OyTH MUTTEBOIO. Y
L1JIOMY KpUTEpPisIMH 17151 BUOODPY 010;110TeKH rpadiYHUX KOMIIOHEHTIB Oy/1yTh:

— HAasBHICTb KIIIOUOBHX KOMITIOHEHTIB Ta 1X (yHKI[IOHAIbHI MOXIIMBOCTI;

— MPOAYKTHUBHICTH TAOIMIIb: BipTyati3alis, epeKTUBHICTh 3acTocyBanHs DOM Opaysepa,
MiATPUMKA BEJTMKUX JIaHUX U piBEHb MacIITabOBaHOCTI;

— noTpiOHUIM (QyHKIIOHAT Mae OyTHM OE€3KOIITOBHUM W HE CTaBUTH BHUMOTU 1O
IPOTPAMHOTO KO, IKHI BUKOPHCTOBYE 010110TEKY;

— po3Mip 616710TeKH;

— HasBHICTb JJOJATKOBUX IHCTPYMEHTIB, SIKi CIIPOIIYIOTh PO3POOKY;

— MOXKJIMBOCTI CTHJII3aIlii;

— SIKICTh JIOKyMEHTaILli.

[IpoBenenuit mopiBHsUIbHMN aHami3 psay Oibmiotexk (Webix, Kendo UI, Ext JS,
DevExtreme  Tomo) 3ynmuHuMB Ham  BuOip Ha  Webix. 3rigHo 3 JaHUMH
nocnipkeHHs [9] datatable miei 0i16mioTexn 3a0e3nedye MOPIBHSAHMNA 3 IHIIUMH PIIIEHHSIMU
piBeHb IPOAYKTUBHOCTI i BINOBIa€ BUMOTaM MaciTaboBaHocTi. Texx came miaATBepIKYEThCs
B EKCIIEpUMEHTAIBHOMY JOCIIUKeHHI YKpaiHChkux BYeHux [10]. B mimomy Webix,
0E3KOIITOBHA BEPCis, MA€ JOCTATHIO JJIS HALIKMX 33/1a4 (PYHKIIOHAJBHICTD.

Po3poOka wacTuHm 300py AaHuX 3acTOoCyHKy. Cxema maHux s 300py iH(opmarii,
Opi€eHTOBaHa Ha XOCT npoutocTpoBaHa Ha UML-niarpami kinacis (puc. 2).
3amoBHEHHS ITI€1 CXEMH BUKOHYETHCS 3T1THO 3 pPO3POOIECHUM aJITOPUTMOM.
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ANTOpUTM BUXOAMTH 3 BU3HAUEHHS I1100anbHOr0 [P, KOpeKTHOrO X0CTa Ta KOPEKTHOrO
url.

I'moGanpauit IP — ne IP, skwmit: 1) € kopektHOrO IPVv4 anpecoro; 2) He € IP agpecoro
ajlanTepiB BHYTPIIIHBOI Mepexi; 3) He BXOAUTH JI0 MEPeJiKy BHYTPIIIHIX aapec, Ha KIITAJIT
0.0.0.0, 127.0.0.1, 192.168.. Tomio.

KopekTtHuii xocT — 1€ X0CT, sikuid: 1) sikio mictuth 1P, To e rmobanshwmit IP; 2) sxmio
11e iM'sl, TO BOHO TIOCHJIA€ThCs Ha TobansHuit IP; 3) He mictuth ineHTHdiKaTop Mmoxyis Edge,
T00TO He BianoBigae "“[a-z]{32}$"; 4) He € BHYTpilIHLOIO cTOpiHKOIO Edge, TOOTO HE BXOAUTH
1o nepeniky: "about", "edge-urls", "accessibility", "apps", "app-service-internals" Torro.

Kopexrauiit URL — ie URL, sikuii: 1) nounnaetbes 31 cxemu http / https / ftp; 2) mictuth
IM'sE XoCcTa 4M ipv4 aapecy W 1el XOCT KOpeKTHHi; 3) y nijomy Biamosigae ctpyktypi RFC
3986.

() Host

ocookie controls me'radataI

odownloads

ogeolocation

oshortcuts

ourls
topsite
media seed refresh time
oauth_used_time
ipvd
zoom_level

il

‘@navigation_historﬂ
title

(C)cookie_controls_metadata id

last_update last_visited_time visit_count
o num visits 1ReE VIS, time
https_used port B -

port

http_last_update
https_last_update

P

g

(© Geolocation (ODownloaditem
country uld . visit_duration
iso_code arget_pa from url
city starr__rlme -
atitude received_bytes transition
longitude total_bytes
time_zone state
danger_type
interrupt_reason
end_time
opened
last_access_time
referrer
(©) ShortcutURL site_url
tab_url
hits tab_referrer_url
port last_modified
last_access_time mime_type

Puc. 2. UML niarpama cxeMu J1aHHX, SIKY 3aIlIOBHIOE TTapcep

Kpoxku BUKOHAHHS aaropuTMy.

K1. 36ip ycix ynikaneHux URL angpec 3 6a3 nanux. [{ns uporo 3acrocoByerbes SQL komanaa
SELECT DISTINCT. Bubipka mnpoBoauthcs 3  webassist.navigation history.url,
history.urls.url, favicons.icon_mapping.page url, topsites.top_sites.url.

K2. Buninenns kopektaux URL Ta xoctiB. 1 1[bOTO BUKOHYETHCS.

®opmysanHs 00'eqnanoro nepeniky Bcix URL all url list 3 Buganennsm ny6mikaris.
Po3ninenHs nepeniky Ha nepenik KopeKTHUX Ta HekopekTHux URL.

Buninenns 3 nepeniky kopektHux URL nepeniky yHIKaJbHUX XOCTIB 3 TOPTaMHu.
Po3nineHHs nepeniky Ha nepennik KOPeKTHUX Ta HEKOPEKTHUX XOCTIB 3 MTOPTaMH.
BumaneHnHst XoCTiB BiIOMUX TpEKepiB, PEKJIAMHUX CUCTEM TOIIIO.

Nk =
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6. Bunanenus nokanpHuX [P anpec Ta xoctiB, 3 HUMH noB'si3anux. [P agpecu 30uparoTbes
3 KOXXHOTO MEPEXEBOT0 MPHUCTPOIO0 3 BUKOpHUCTAaHHAM (yHKuid 6i0miorexku ifaddr. dami
BOHU TIEPEBIPSAIOTBCS HAa JOCTYIHICTH 3a JomomMoror ping (6i6mioreka pythonping).
OcranHili eram - OTPUMYIOTBCS XOCTH, ToB's3ani 3 [P  3a  momomororo
socket.gethostbyaddr(ipaddr).
K3. 3anoBHenHs cioBHuKa search queries dict mepenikoM 3amuTiB 10 MOIIYKOBHX CHCTEM
(Google, Bing Tomo). 3anmutu OoTpUMYIOThCS NUIIXOM JekonyBaHHs URL, B sikux 3amucani
nomrykoBi 3anutu B hopmari RFC 1738. Bei nonani B cnoBauk URL BunanstoTecs 3 3i0paHux
NEPBUHHUX JAHUX.
K4. 3anoBHenHs cioBHHKA site_dict IepBUHHIMHU JaHUMH B1JIHOCHO XOCTIB (3a pHc. 2)
K5. 3aBantaxkennst 3 (aitmy JSON preferences iHdopmaiiii mpo ocTaHHI OHOBICHHS KYyKi
BIJTHOCHO HAsBHHUX XOCTIB (3 BpaxyBaHHSAM MpOTOKONy). KOHKpeTHI 3HaYeHHA KyKi He
3aBaHTaXylThcs. Lle Ham J103BOJIsI€ OTpUMATH JaTy OCTAaHHBOTO BiJIB1IyBaHHS XOCTa.
K6. 3aBantaxkenns 3 ¢aitiny JSON preferences 30epekeHHX PEXUMIB MacIITaOyBaHHS ISt
KOYKHOTO XOcCTa. 30epeeHHs] BETUYMHU IPOBOIUTHCS B moyie zoom_level 3amucy mpo xocT B
cioBHUKY. Lle HenpsmMuii BKa3iBHUK Ha Te, IO iHPOpMAIIisi KOPUCTYBaYeM YBKHO YHTAJIACK.
K7. 3aBantaxkenns 3 ¢aitny JSON preferences uacy aBropusauii Ta URL 3 sikoro Oyma
npoBefcHa aBropm3allis 3a mexaHizMom OAUTH. 36epexeHHS 4acy MPOBOAUTHCS B TOJIE
oauth used time 3amucy mpo XOcCT B CJIOBHHKY site_dict.
K8. 3aBanTaxkenns 3 Tabmuui Bl topsites.top_sites mepeniky HalOUIbII BiABIIYBAHUX CAMTIB.
30epeKeHHs pe3ynbTary MPOBOJUTHCA B topsite 3amucy Mpo XOCT B CIOBHHUKY site dict.
K9. 3aBanTaxkenns 3 b/[ history.downloads nepeniky 30epeeHnX 3aBaHTaKEHb. 30€pEKESHHS
pe3ynbTaTty npoBoauThes B nojie downloads 3amucy npo xocT B clioBHUKY site _dict.
K10. 3aBanraxenns 3 b/ media device.media_device salts mepeiniky XOCTiB, SKUM J03BOJICHO
JOCTyHn 10 MynbTuMenia mnpuctpoiB. IIpm o0poOii Tpeba 3BepHYTH yBary, Io
B storage key Moke OyTH IMpHUCYTHBO OIHOYACHO JIeKiJbKa XocTiB yepe3 0. Hampukman, me
Mmoxke Oytu https://linguacoach.appspot.com/*Ohttps://pronunciationchecker.com. 36epexxeHus
JIaTH OCTAaHHBO1 reHepallii coli mpoBoaAUThCs B mosie media_seed refresh time 3amucy mpo xoct
B CIIOBHHKY.
K11. OtpumManHs a5 BCiX XOCTIB 3 JoOMeHHUMHU iMeHamu [P aipec 3 BukopuctaHHsM crparerii
ACUHXPOHHOTo oTpuMaHHs IP-agpec ans crnucky TOMEHHHMX IMEH 3 OOMEXEHHSIM LIBUAKOCTI
3aIUTIB, MapajelbHUM BUKOHAHHSM Ta KEITYBaHHSM PE3YJbTaTiB.
Otpumanns [P agpec npoBOAUTHCS HACTYITHUM YHHOM:
1. Inimiamizamis o0'ekta ooOmMexxeHHs mBUAKOCTI (AsyncRateLimiter):
— npuiiMae periameHnt pobotu "Token Bucket";
— 3amyckae ¢oHOBMM 1MK1I nomoBHeHHs TokeHiB  (_refill loop) uepes
asyncio.create task();
— TONOBHEHH: BiOyBaeThes KoxkHi 0.1 cek 3 iHKkpeMeHTOM rate per sec * 0.1;
— Metoa acquire() O710Kye BUKOHAHHS 10 OTPUMaHHS TOKEHA Yepe3 LUKII IEPEBIPKHU 3
asyncio.sleep(0.005).
2. IligroroBka ganux y resolve hosts ipv4 async:
— yHi(IKaIsg CIUCKY XOCTIB 31 30epekeHHsIM nopsnky yepes dict.fromkeys();
— PpO3IUICHHS Ha KENIOBaHI/HEKENOBaHI XOCTH 3 BHKOPHUCTAHHSM TJIO0AIBHOTO
cnoBHuKa dns_cache;
— ininiamizanis DNS-pe3onsepa 6i6miorexu dns
resolver = dns.asyncresolver.Resolver(configure=False)
resolver.nameservers = [dns_server]
3. TlapanenpHe BCTaHOBIEHHS BiAMOBIIHOCTI (PE30JIBIHT):
— CTBOpEHHS cemadopa asyncio.Semaphore(concurrency) st 0OMeKEeHHS
OIHOYACHUX 3aIlNTiB;
— 3amyck acuHXpoHHMX worker'iB  depes asyncio.create task() misi  KOXKHOTO
HEKEIIOBAHOTO XOCTa;
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— BUKOpHCTaHHS asyncio.gather() 11t ouikyBaHHs 3aBEpIICHHS BCiX 3a1a4.
4. OOpoOKa pe3ybTariB:
— ans [P-agpec mpssMuM 3aITUCOM Y pe3yibTaTH (Pe30JIBIHT HE MOTPIOCH), TaHI MalOTh
GbITBTpYBaTUCH HA BXOI, 1€ JUTs O€31EKH;
— U1 JIOMEHIB — BHKJMK resolve one 3 ovikyBaHHsAM TOKeHa limiter.acquire() Ta
acuHXpoHHUM 3armuToM 10 DNS yepes resolver.resolve(host, 'A’).
5. 30epekeHHs pe3ylbTaTiB y Kell 3a jgoromororo simple cache.save key().
6. 3aBepiieHHsS poOOTH:
— 3ynuHKa oOMexyBaua depes limiter.close() 3 Bimminoro 3amaui_refill task.cancel();
— 00'eTHaHHS KEIIOBAaHHUX 1 HOBUX PE3YJIbTaTiB.
B pesynbrari orpuMaemMo ciioBHHK opmary {xoct: [Pv4-anpeca}.
K12. Orpumanns indopmarii moa0 reoiokarii XocTiB 3 BUKOpUCTaHHIM JiokanbHoi B/I. Ilpu
HassBHOCTI HOBOi Bepcii b/l mporpama mae ii 3aBaHTa)kyBaTH. 3alMTH MalOTh KEIIYBaTHCh.
30epekeHHsT pe3yabTary MPOBOAMTHCS B MoJie geolocation 3amucy MpPO XOCT B CIOBHHKY
site_dict.
K13. 3anoBHenHs nomie navigation history, main_history, favicon 3a HasBHOCTI iH(pOpMarii
npo BiamoBinHui 3amuc URL, sAKkuil CTBOpIOEThCS B 3amKcy BiJIMOBIAHOIO XOCTa B
CIIOBHUKY site dict.
K14. 3aBantaxkennsa 3 BJl history mepeiniky BiJBiAyBaHb, SIKHH 3allUCY€TbCS 3a HAsBHOCTI
iHpopmanii B BiamoBigauii 3anmuc URL, sikuii CTBOPIOETHCS B 3alKCy BiIIOBITHOTO XOCTA.
HeoOxinnuit SQL-3anut HacTynHUI:
SELECT
u.url AS url,
v.visit_time AS visit_time,
printf('%d:%02d:%06.3f",
cast((v.visit_duration/1000000) / 3600 as integer),
cast(((v.visit_duration/1000000) % 3600) / 60 as integer),
(v.visit duration/1000000.0) % 60.0
) AS visit duration,
COALESCE(u_from.url, '') AS from_url,
v.transition as transition
FROM visits v
JOIN urls u ON u.id = v.url
LEFT JOIN visits v_from ON v_from.id = v.from_visit
LEFT JOIN urls u_from ON u_from.id = v_from.url
ORDER BY u.url, v.visit_time DESC;
K15. 3aBanraxkenns 3 bJ| shortcuts 114nabHUKIB pydHOTO BBEACHHS a/1pECH, IKHH 3aITUCYETHCS
3a HasBHOCTI iH(Qopmanii B BigmoBiguui 3amuc URL, sgxuif cTBOproeThCcs B 3ammcy
Bi/nmoBiIHOTO X0cTa. HeoOximuuit SQL-3anuT HacTymHMii:
SELECT url, SUM(number_of hits) as noh, max(last_access_time) as lat
FROM omni_box_shortcuts WHERE keyword="" GROUP BY url ORDER BY noh
DESC
K16. 3aBantaxxenns 3 b/l logindata nepeniky 30epekeHMX MapoiiiB, SKIIO JOCIIIKEHHS
MIPOBOJAUTHLCS 3 BAKOPHUCTAHHSIM OOJIIKOBOTO 3aIUCy KOPUCTYyBaJa.
Crnouatky 3aBaHTa)XyeMo Kitod 3 (paitmy Local State
with open(storage path + "Local State", 'r') as file:
enc_key = json.loads(file.read())['os_crypt']['encrypted_key']
enc_key = base64.b64decode(enc_key)
enc_key = enc_key[5:]
dec_key = win32crypt.CryptUnprotectData(enc_key, None, None, None,
0)[1]
Jani orpumyemo mapoib Ui NOTpiOHOTro 3HaueHHs mnoiyis password value Tabmuii
logins
cipher = AES.new(dec_key, AES.MODE_GCM, nonce=enc_pwd[3:3+12])
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dec_password=cipher.decrypt and_verify(enc_pwd[3+12:-16], enc_pwd] -
16:])
K17. CtBopennst cnoBauka user data dict.
K18. 3anuc B cnoBHuK iH(MopMarii npo daiau mociimkyBaHoro npodumo (mara, po3mip,
KOHTpPOJIbHA CyMa).
K19. 3aBantaxkenns 3 ¢aiina 3a json preferences path indopmarii npo BiracHMKa akayHTa
Microsoft, sikuit miakmrouenuii 1o Edge.
K20. 3aBantaxxennsst 3 JSON ¢aiina preferences indopmaniii mpo MOBHI BIOIOOAHHS
KOpHCTYyBaua.
K21. 3aBantaxkenns 3 JSON daiiny preferences iHpopMmalii mpo 3akyiakiu KOpUCTyBayva.
K22. 3aBanraxennsa 3 b/ shortcuts indopmarii npo momrykoBi 3anuté kopuctyBada. SQL-
3allUT Ma€ HACTYITHUIN BUIIISL

SELECT  url, contents, keyword, SUM(number_of_hits) as noh,

max(last_access_time) as lat

FROM omni_box_shortcuts WHERE keyword!="" GROUP BY url ORDER BY noh

DESC
B B/I 30epirarotbcs uiie gaHi 3a 3 Micsis. Ajie el nepenik MoxHa 00'etHaTy 3 iHdopmalri€ro,
siKa 3amrcana B search_queries_dict 3a Bech nepion npodinto (Brmyuntn 3anutu 3 URL xocTiB
MOIIYKOBUX CHCTEM, SIKI HE MalOTh OOMEKEHUI TepMiH 30€pEKEeHH).

K23. Arperamisi maHux 31 CJIOBHHKIB TakdM YHHOM, MO0 3amucatv iH(oOpMaIio mpo
BinBinyBaHHs URL 3aBaHTa)keHHS B XOCTaX B XPOHOJIOTIYHOMY IMOPSJKY 3a CECisIMH 3
po3mnppPOBKOIO KOIB transition (MpUYMHA TEPEXOAY).

K24. 3anuc arperoBanux nanux B JSON daiin ans momaneiioi poboTu yepes rpadidyHui
iHTepdeiic.

Po3pobka yacTunu Bizyauaizauii 3acrocynky. ['padiunuii inTepdeiic 3acTocyHky mae OyTu
3pydyHUM POOOYMM THCTPYMEHTOM JUIsl KPUMIHAJICTA Ta CIeIiamicra 3 KibepOe3mneku, siKuit
BUKOHYE HU3KY 3ajad, SKi HEOoOXigHl ans mochijpkeHHs. OCHOBHa MeTa 3aCTOCYHKY -
Bi3yasi3alisi JaHMUX, KUIbKICTh SKHX MOXe OyTH JOBOJII 3HA4HOK. 3aCTOCYHOK Mae€
BukonyBatuch Ha [IK (Desktop).

Cepen Benukoi KimbkocTi BifBimanux URL 1ikaBUMH MOXYTh BHUSIBUTHUCH JOBOJI
HeOararo. SIKII0 KpUMiHAJICT 3Ha€ MO0 LIyKaTu (Yac, calfTH), TO cucrema (iIbTpiB Mae
JIOTIOMOT'TH SIKHAWIIBU/IIIIE OTPUMATH TO3UTUBHUIN pe3ynbTar. SKIo Xk Hi, TO cUcTeMa QUIBTPIB
Ma€ J03BOJIMTH He 3abiaykaTu B 0Oe3nmiui HemoTpiOHO1 iH@opmarii. 3acTOCYHOK He Mae
nependayaTd BUKOHAHHA SIKICh IHTEJEKTYalbHMX oOIlepalliii, Horo 3ajada - 3HaWTH I[iKaBl
3anucu Bpy4Hy. [loganeimmii ix aHai3 — e BKe crpaBa JIIOJUHHU-CIIeIiaicTa.

Jetanizyemo 3micT 4 BKIaI0K 1HTEpPECy, epeiK sSIKuX 3a3Ha4eHUi B BUMOrax.

Bxuagka "BiaBinyBanHs" Ma€e MiCTUTH:

1. Ttabnuiro 3 iHpOpMaIli€O PO XOCTH, SIKA MAE:

— TONA: XOCT, CTaryc, JaTa OCTaHHbOTO BIJBINYBaHHS (Yac BiJoOpa)kaeTbCs B
MiJKa3li NPy HaBEeIEHH1), KIIbKICTh BI3UTIB, JOKaIllisg (PI3UYHOI TOYKH JOCTYITY
(Access Point), IPv4 aapeca, KUIBKICTh 3aBaHTaXEHb, HasABHICTH B Tom 20
(mpu3HaK), koedilieHT MacmTaOyBaHHs, HAsABHICTh aBTOpW3allii (MpPHU3HAK),
HasBHICTh aBTopu3auii uepe3 OAUTH (mpusHak), 03B Ha 3aCTOCYBAaHHS
MYJIBTUME/ia TPHUCTPOiB (IPU3HAK), BBEIEHHS 3 aJPECHOT0 psaka Xoda OU B
OJTHOMY BHUMAJIKY (TIPU3HAK);

— OaraTompiopMTeTHE COPTYBaHHS 3 BpaxyBaHHSIM THUIy JaHUX, fKe 3a

3aMOBUYYBAaHHSIM BEIEThCS MO JIaTi OCTAHHBOTO BIJBIAYBAaHHSI B 3BOPOTHOMY
TIOPSIJIKY;

— BigoOpakaTH Bci JaH1 6e3 po30MBaHHS HAa CTOPIHKU;

— no3BoiATH oTpumarH iHpopmaunio npo IP aapecy/I'eonokariro 3a JOMOMOro0
HasBHUX CEPBICIB IUISIXOM KJIAIIAHHS TI0 BIAMOBIIHIM KOMIPIIl 3aI1Cy;
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— MOXJIMBICTh BCTAHOBJIIOBATH IMO3HAUKY JJISi KOXKHOTO 3aMUCy MPSMO B TaOJIHIIL:
[1KaBO, HE LIKaBO, HE IUBUBCH,
— MOXJIMBICTH BIJKpPHUBATH iH(OPMALIifO PO BiABIAYBaHHS KOHKPETHOTO XOCTa
2. bineTpu A Tabnuii 3 iHGOpPMAaIIi€r0 PO XOCTH, K1 PO3IUISIOTHCS Ha:

— OiHapHi (TOKa3yBaTW/HE TMOKa3yBaTH): IiKaBl, NEPETNIIHYTI, HE MEPENISIHYTI, 1M03a
TOP 20, 6e3 noriny (To0TO Takxi, Ha SKi KOPHCTYBa4 HE aBTOPH3YBABCs);

— 1HTepBalbHI (ata 3, 1ara 1o);

— TEKCTOBI 3 BUKOPHCTAHHSM PETYISIPHUX BUPA3iB (XOCT, 3arojioBOK, IP);

— 1Hmi (kpaiHa Gi3UUHOI TOUYKH JOCTYITY XOCTa TOIIIO).

3. nepeBoBHIHY TabmuIlo 3 iHdopmariero po BiaBiayBanas URL 3 xocra, sika:

—  3aMOBHIOETHCS KOJIU OOMPAETHCS KOHKPETHUH XOCT B TaOnuui (KJIaaroTh MO Horo
IMeHi);

—  Bi3yalli3ye€ i€papxiro BUIAY CAWT -> JAHITIOKOK -> url;

— € MEHIIOIO 32 BUCOTOI Tabnwuil 3 iH(opMalliero Mpo XOCTH, MPOTe Moxe OyTH 3a
noTpedu po3IInpeHa Ha BECh EKpaH;

— BigoOpakae 3a JOMOMOTOIO JepeB iH(OpMAIlit0, BiICOPTOBAHY 3a JIAHIIOKKAMHU
Bi/J[BilyBaHb B 3BOPOTHOMY XPOHOJIOTTUHOMY MOPSAKY;

— B KOXXHOMY JAHITIOKKY BimoOpaxkae nuisix URL, 3aroioBok CTOpiHKH, TOJAaTKOBY
iH(pOpMaLlifo 3 TMOSICHEHHSMH, Yac BinBigyBaHHs koxxHOro URL Ta QinanpHMii yac
BiJIBITyBaHHS JIAHITIOXKKA,

— JI03BOJISITH KOPHCTYBa4deBl MEPEUTH HA TMEBHI CTOPIHKM KIJALlaHHSAM, aje 3
MOTIEPEPKEHHSIM PO HEOOX1THICTh 3pOOUTH 11e 0OMiPKOBAHO.

4. ¢insTpu ans nepeBoBHIHOT Tabnui 3 iHpopmariero mpo BigBigyBanHa URL 3 xocTa 3a
3arosioBkom Ta URL.

Bxuagka "[TonrykoBi 3anutu" Mae MiCTUTH TaOJNHIIIO, SKa:

—  MICTHUTb MOJIS: 3alHT, CTaTyC, Jara, KUTbKICTh 3alUTiB, MOIIYKOBUK;
— BijoOpakae BCi JaH1 0€3 CTOPIHOK;
— JI03BOJISIE pealli3yBaTH TEKCTOBUH MONIYK 110 3aIIUTaM;
—  7103BOJIsIE pOOUTH BUOIPKY 110 OKPEMOMY CTaTyCy Ta MOLIYKOBUKY;
—  JI03BOJISIE TPOBOJUTH OAraToNpiOpUTETHE COPTYBAHHS.
Bknanka "IIpo kopuctyBaya" Mae MiCTUTH 4 TaOmuIIi:
— mapamerpu akayHta Edge;
— 30epekeHi mapoini (Bi3yallizyBaTH HE MOTPIOHO, aje MpH HEOOX1THOCTI BOHM MOXYTh

OyTu ckomiiioBaHi B Oydep oOMiHY);

— MOBHI Bnofo0aHHs (MOBa, KUTbKICTh MEPEIISIIiB, KUTbKICTh MEPEKIaIiB),
—  3aKJIaJKH.

Bxnaaka "Ilpodinp" mae mictutu Tabmuiro "3MICT AOCHIKYBaHOTo mpodiuto" 3
iH(popMali€eto po ¢aitau npodiito, 3 SKMX OTPUMaHO 1H(GOPMAIIiI0 3 TAKUMH TOJISIMHU: Ha3Ba
eJeMeHTy, nuUisx, Tum (manka/JSON/SQLite), nata cTBOpeHHs Ta OCTaHHBOI 3MIHM, XelI (aiina
B ¢popmari SHA-256.

[Tpu npoexryBaHH1 TpadiyHoro iHTEpdeiicy OyneMo OpieHTYBaTUCh Ha 3aCTOCYBAHHS
Ha JIeCKToN MoHiTopax. L{e 03Hayae HassBHICTh MOHITOPY, SIKU MpAIto€ B aTbOOMHIN pO3ropTIi
3 BIAHOIIEHHSM PO31THHOI 31aTHOCTI OJIU3BKHUM 110 16:9.

Sk 6a3y Bi3pMeMO KiacuyHui iHTepdeiic 3 6inmum ponom. Hlpudt — Roboto abo Oymab-
akui 1HmmNA sans-serif. bazoBuit po3mip— 16 px (~12 pt B HOpMambHOMY MacmiTadi).
CranpaptHuii komip mpudra — yopHuil. CTaHZapTHUH KOJIp €JIEMEHTIB BIUIUBY —
ceitnmoronyouii  (#1CAI1CI1). CrangmapTHuii KOJip PSAAKY 3arojioBKiB  Tabmumi  —
cBiTnogionerosuii (#F4F5F9).

VY uinomy 3a 6a3y Bi3bMEMO cTaHAapTHE O(POPMIICHHS KOMIOHEHTIB 3 TAOIHUIll CTHIIIB
webix 0e3 0coONMBHX HalalITyBaHb. SIK mkepeno rpadiyHuX 1KOHOK OylaeMo 3aCTOCOBYBATH
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ikonkn 3 kojekmii Material Design (mdi) [11]. Sk mxepeno IKOHOK, peai3oBaHUX 3a
noroMororo mpudra, OyaemMo 3acToCOByBaTH iKOHKH 3 KonekIlii Font Awesome (fa) [12].

Mu maeMo po3pobutu 4 ekpanu, siki OynyTh B MeKax OHOTO BikHa. [[j1 nepeMuKkaHHs
MK eKpaHaMH BUKOpUCTaeMo BKJIaku (Tabs), mpoTe He CTUCHEHI, a pO3rOpHYTI Ha BECh €KpaH.
L{i Bkyagku OyayTh PO3MIITYyBaTUCh 3BEpXy 4 €KpaHiB, MigKpeciaeHHs Oyae imeHTudiKyBaTu
came Ha sIKifl BKJIJIi MU 3apa3 3HaXOIUMOCh.
IlepeBipka po6oTH 3acTOCyHKY Ha TecToBOMY npogini. Ha xomm'roTepi 3 moyarky TpaBHS
2025 p. Oyna BcTanoBieHa omepaniiiHa cuctema Windows 3 Opayzepom Edge, sika mamaini
OHOBJIIOBaJIach aBToMaTu4HO. [Ipodhisib HakoTIMYyBaBCs 3 TpaBHs 110 KiHIA BepecHs 2025 p. B
Toi yac mpamroBana 132 Bepcis Opaysepa. [Iporsrom 3a3HadueHOTO MEPioAy MEpersaanuch
HOBHUHHM, YMTAJACh IOMITA, MPOBOJMIACH MOKYIKAa TEXHIKH, POOMIUCH MONIYKOBI 3allUTH Ta
BiJIBIIyBaJINCh CAaliTH 3 METOIO ONTAHOBYBaHHS aceMOiepa x86, cucremu BepcTku Typst. 3 KiHIIA
CepIHs YacTKOBO B IIbOMY Opay3epi IIykajlach Ta uuTajgach iHQopmallis, MoB's3aHa 3a
TEMaTHUKOIO MaricTepCchKoi poOOTH.

[Ticnst 360py iHopmarii Oynu copmonani 18a JSON daitnu, siki MICTATH iHPOpMAILTito
npo 216 xoctiB Ta 103 momrykoBux 3amura.

Jani 3 nuMu JaHUMH MOXKHA TIPALIOBAaTy Yepes3 Bi3yalbHY YaCTUHY 3aCTOCYHKY.

Komist ekpana 3 BIKHOM KOpHCTyBaya ITiCIsl 3aIlyCKy Bi3yaJlbHOI YaCTHHHU 3aCTOCYHKY
MoKa3aHa Ha puc. 3.

BigsigysanHs Mowykosi 3anuTu Mpo kopucTyBava Mpodins
Nepernag xocris QinwTp XOCTiIB
Host Sts LastVisit v # LC IPv4 address DW TP ZM LG OA MD HS neras 01.06.25
opensource.microsoft.com ? 29.09.25 = 13.107.213. 45 1 ; Datano 09.11.25
chrome.google.com ? 29.09.25 3 = 142.258.186.206 5 s XocT (regexp)
rts.ua ? 27.09.25 5 = 194. 28. 86.254 URL Title (regexp)
samsung-online.com.ua ? 25.09.25 [ ] 157. 98.210.214 1Pv4 (regexp)
wazza.com.ua ? 25.09.25 = 185. 68. 16.144 Kpaina dis. AP Bei
rewall.com.ua ? 24.09.25 3 = 89.184. 91. 35
slovnvk ua 7 230925 5 L5 172. 67.155. 66 GinTPyBATH XOCTH
1 L
Llixasi (1) ( Ouensca (X) ( B yepai (7) ( Moaa top ( Bea norivy ( Bea 3axauor ( 4 Mpu2HaKoBHIA QINLTP XocTie
lonosHa [0BiAKa no BKNaayi ®insrp URL

TPOYMTEIATE TEKCT A0 KiHUA MPU NEPLIOMY BIAKPUTTI l Page URL (regexp)

Cxema poBoTH 3 Licto BKNAAKOKD HACTYNHa )
Page title (regexp)

+ 3BEpXy PO3MILLEHA TABNWLA XOCTIB (AOMEHHHUX IMeH CITIB). 33 3aMOBUYEHHAM TaBNWLA MICTUTL BCI XOCTH, AKI YK 3HaiaeHi 8 npodini
+ 3HM3y Ta cnpasa Bif TABNMLY CTOATL CHCTEMH hinbTPaLl, AKi 4O3BONAIOTE SMEHILMTH KiNbKICTE 3aNKCis, i3 AKMMM Be4ETLCA POBOT,
+ B TabnuUi peanisosaHa hyHKLIA MPIOPMTETHOrO ABOCMPAMOBAHOTO (asc/desc) CopTyBaHHA. [Lns Toro, o6 COpTYBATH 3a NpiopiTETOM

AATMALIATL MARAR FASIAIIAM AA ATABALMIAL AR el

®inbTpyBath URL

=

Puc. 3. Bikno iHTepdeiicy kopucTyBaya micis MepIioro 3aBaHTaxeHHs iH(opMmartii, 310paHoi 3
npodins

B mepiomy psaky moka3zaHWi 3arajJbHHi 3aroJIOBOK 3aCTOCYHKY 3 MOTo Ha3BOIO Ta
1H(opMarri€eo mpo po3poOHHKA.

B npyromy psiaky mokasasi JOCTYIHI BKJIAAKH (Tabu) i BiAMIYEHO 1110 3apa3 BiAKpUTa
BKiIanka "BinBigyBanHs".

B tperbomy psinky po3mimieHa citka 5x2. B monmanemomy OynemMo mocuiaaTtuch Ha ii
€JIEMEHTH SIK (PSIIOK, CTOBIIELB).

B (1,1) 1 (1,2) citku po3mimieHi 3aronoBku ¢peiimie. B (2,1) po3mimnieHa tabmurs 3
MTOBHUM IEPETIKOM XOCTIB.

B zaromoBky Tabmmmi "LastVisit" mnokazaHo copsMyBaHHS BHHU3, LI0 O3Ha4ae
coptyBaHHs B 3BOopoTHOMY (desc) mopsiaky. IP aapecu BimoOpaxkeHi Tak, o0 Oyino 3pydHO
BUAUIATH OKTET YHM TPYNH OKTETiB B ajpeci (COpTyBaHHS 3a MOTPEOOI MPOBOAUTHCS
MOCTIIOBHO 3a OKTeTamMu). baummo, mo 3 aBox xoctiB Oynu ckadani ¢ainu (DW), a npu
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BBEJICHHI chrome.google.com 3acTocoByBaiach Migka3ka B apecHOMY PSIKY, TOOTO aapeca
BBOJIUJIACH BPYUHY.

B (2,2) po3mimieni HeGiHapHi GiabTpu TaOIUINl XOCTIB, 32 3aMOBUYBAaHHSM BOHHU BCl
BIJIKITIOYCHI OJTHUM BHMHKa4deM. [HTEpBall BCTAHOBIIOETHCS 32 3aMOBYYBAHHSIM BiJ MEPIIOTO
3HANIGHOTO 3aKCy IO TOTOYHOT JIaTH.

B (3,1) po3mimeni GinapHi ¢inbTpu Tabmuii xocTiB. BoHM peanizoBaHi sSK OKpemi
BUMHMKaui 1 32 3aMOBUYYBAaHHSM BC1 3HaXOAAThCA B cTaHi "yBiMkHeHO" (1).

B (4,1) po3mimeno iHdopMmalliiiie MOBiIOMICHHS JJisi KOPUCTyBaua, MPUBEICHE B
MMOBHOMY BHIJISIZII B MIOTIEPEAHBOMY IT1IPO3ILII.

B (4,2) po3mimeni ¢instpu st URL. Bonu Takox, sk i B (3,1) MatoTh 0MH BUMHUKaY.

st BigMiueHHS IIKaBUX CAWTIB CEpey TUX, B SKUX Oyila aBTOpH3allisi, BCTAHOBUMO
¢inbTp I X BimoOpaskeHHs. BiaMiTuMo, Hanpukiaa, He 3HIMaoun (GiIbTp, SK MiKaBl XOCTH
discord.com i rozetka.com.ua, a sik HerikaBi — my.plag.com.ua i account.ukr.net. B pe3ynbrari
i 3MiHU OynyTh 3adikcoBaHi Ha €KpaHi i BITHOBIATHCS MPH HACTYIHOMY 3arycky. Pesynprar
BHOIpKH IMOKa3aHUH Ha pucC. 4.

Mepernag xocTis

Host Sts LastVisit v # LC IPv4 address DW TP ZM LG OA MD HS
github.com ? 22.09.25 60 L] 14@. 82.121. 3 10 10 S22 v -
accounts.google com ? 21.09.25 44 S 173.194.222. 84 18 v
discord.com ! 11.09.25 32 I+l 162.159.128.233 v N 4
accounts.ukr.net X 25.08.25 6 || 212. 42. 75.253 v
rozetka.com.ua I 26.06.25 38 = 104. 18. 19.199 122
my.plag.com.ua 5 10.06.25 39 = 188.114. 97. 11 v

4 |
Llikasi (1) ( [ususea (X) ( B uepsi (7) ( Mo3a top ( Be3 norivy Be3 3aKa4ok (

Puc. 4. Bubipka XocTiB, B sKuX Oyna aBTOpH3allii Ta BCTAHOBJECHHS OIIHOK IIKaBOCTI
1HdopMmarii

Bubepemo 3a 1onomoroo QiiabTpy XOCTIB BCIX XOCTH, SIK1 BIIOBIAAIOTH PETYISIPHOMY
BUpasy "n.*?7soft. Pe3ynprar Bubipku nokasanuit Ha puc. 5

Mepernsg, xoctis OinbTp XocTiB

Host Sts Lastvisitv # LC IPv4 address DW TP ZM LG OA MD HS
Mlatas 01.06.25

a

nirsoft.net ? 23.09.25 2 B 107.199.138. 58 2 v Taramo 08.11.25

XocT (regexp) n.*7soft
URL Title (regexp)
1PvA (regexp)

Kpaina §i3. AP Bci

( QiNbTPYBATH XOCTH
1 M

Lyiasi (1) ( Duewecs (X) ‘ Bepsi (?) ( Mo3a top ( Bea noriy ( Bea 3akayoK ( 4 Mpnanakoswit GinkTp xocTia
Puc. 5. BigoOpakeHHs BCIX XOCTIB, 5Kl BIMOBIAIOTH PETYIIPHOMY BHpa3y "n.*?soft.

Harucuemo Ha iM's xocTa il nepenisiHeMO HIDKHIN (peiim. Pe3ynbrar nokaszanuii Ha puc. 6.

IHdopmMaLlia npo eifginani URL 3 nirsoft.net {3 Visit Time/Period Info

NirSoft - freeware utilities: password recovery, system utilities, desktop uti  2025-08-25 12:14:34  BisuTig: A=2/H=1

-

NI 1 (15 URL): 3 hitps://www.nirsoft.net/ (kiHews 25.08.25 12:14:34) Binginatu URL &
/- NirSoft - freeware utilities: password recovery, system utilities, de 0:01:05 LINK 4\, CHAIN_START
farticles/ : Articles, Tips and Tricks, and more... 0:00:40 LINK
4 4

Puc. 6. BinoOpaskenns indopmarii npo BiasigyBanHs URL B HIkHbOMY (peiimi BKIaaAKH
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[TepemMkHEMOCH B TOBHOCKPAHHUMN PEXUM, HAaTHCHYBIIHN Ha IKOHKY B 3ar0JIOBKY TaOIHII
i BIIKpUEMO JIepeB MEPIIOTO JIAHIIOXKKA, PE3YNIbTAT 32 SIKUM ITOKa3aHHii Ha puc. 7.

Inpopmauia npo BiasiaaHi URL 3 nirsoft.net I3

LT (15 URL): 3 https://www.nirsoft.net/ (kineub 25.08.25 12:14:34)

1 Nirsoft - freeware utilities: password recovery, system utilities, desktop utilities

farticles/ : Articles, Tips and Tricks, and more.

farticles/view-edge-history html : View Edge Web browser history with BrowsingHistoryView tool

futils/browsing_history_view.html : BrowsingHistoryView - View browsing history of your Web browsers

futils/chrome_cache_view.html : BrowsingHistoryView - View browsing history of your Web browsers

Jutils/chromecacheview.zip : yeniwHo 542 k6

/web_browser_tools.html : Web Browser Tools Package

Jutils/chrome_history_view.html : ChromeHistoryView - View the browsing history of Chrome Web brow

Jutils/chromehistoryview.zip : ycniwHo 692 k6

Jutils/chrome_history_view.html : ChromeHistoryView - View the browsing history of Chrome Web brow

/web_browser_tools.html : Web Browser Tools Package
Jutils/my_last_search.html : My Last Search Package
/web_browser_tools.html : Web Browser Tools Package

fcomputer_forensic_software.html : Computer forenistic software

Puc. 7. [lepermsan nanmroxka BiasigyBanas URL xocTta nirsoft

[lepemknemo mnorouny Briaaky Ha "[lomrykoBi 3amutu", BCTaHOBHMO

Visit Time/Period

0:00

0.

02:10

Info

Binginatn URL A

LINK A\, CHAIN_START

LINK

LINK

LINK

LINK

(®CronitoBaTH B BydEp 06MiHY
LINK

LINK

(®CkonitoBaTy B Bydep O6MiHy
BACK

BACK

LINK

BACK

LINK, CHAIN_END

¢ineTp "typst" #

BIIMITUMO BC1 3allHMCH SIK HellikaBi. Pe3ynprar 3anuTy noka3zaHuit Ha puc. 8.

3anut

typst

bib to dict typst

Join sequence typst

page numbers typst

typst 1.5 line spacing
typstapp

typst bibliography post edit
typst check block paragraph
typst create package

typst dash

typst equation align left

typst link properties

funet lmsrar

|

[Nepernsg NOLWYKOBKX 3aMUTiB

A Sts MowyKoBHK
JNata #
v v
X 01.09.25 google.com o
X 03.09.25 1 google.com
X 04.09.25 google.com
X 31.08.25 1 google.com
X 06.09.25 google.com
X 01.09.25 1 google.com
X 26.08.25 google.com
X 06.09.25 1 google.com
X 04.09.25 google.com
X 04.09.25 1 google.com
X 26.08.25 1 google.com
v  na ae ananin ram 5O

Puc. 8. Pe3ynprar no3HauyeHHs NOUTYKOBUX 3alIUTIB KOPUCTYBaYa, sIKi MICTATh CJI0BO "typst" sk

HEIIKaBi

3mict Bkiaaku "Ipo kopucryBauya" nmokazanuit Ha puc. 9. Cuctema 316pajno J0CTaTHHO
iHpopMaLii — He TUTbkH TenedoH i emein (ski Manu OyTH Ha 4Yac peecTparii AINCHUMH,
3amasaHi Jyisi 0e3nekn), ajne i po3mudpyBaia psa mapotis (X MOKHA CKOIiOBaTH B Oydep).
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NapaMeTpu akayHTa Edge 36epemeHi naponi

MNapameTp 3Ha4eHHA URL LOG PWD
In's (First name) Fatrick “ hitps:/faccounts.ukr.net/widget/login a a8 3
Mo 6aToxos (Last name) Volkerding http://access.clavirate.com/ L] @
flokaya (Location) UsA https://access.publons.com/ @ @
Ten. Homep 140812345678 https://accounts.google.com/v3/signin/ a @
Emaitn info@slackware.com https://discord.com/login a a
Tum akayTy (secount type) 1 - 3pafiwi https:/fwww.facebook.com/login/ ® L]
Bikosa rpyna (age group) 3-21+ https://login.live.com/ppsecure/post.srf a @

4 P YA |2

MoBHi BNoA0GaHHA 3aKnagku

Moga Mepernapis Mepeknapie URL Add Date
de 36 0 < hitps:/fwww.ukr.net 150625103633
en 1580 22 hitps:f/www typst app/ 030725192413

fr 21 0 https://source.chromium.org/ 02.09.25 13:45:23

it 14 0

ja 19 4

pl 8 0

ro 26 0

4 P YA |2

Puc. 9. 3micr expana "IIpo xopucrysaua"

Hapemuri, 3mict Bkiaaku "[Ipodins" mokazanuit Ha puc. 10. HasBHiCTh XemniB Ta aat
(baiiB 103BONHUTH 3aXUCTUTUCH BIJ MiAMIHU TPOdiIFO.

3micT gocnigxysaHore npodinio kopucTysaya

Ha3sBsa Winsax Tun CTBOpeHui 3MiHeHui SHA-256

%LOCALAPPDATA% c:\Users\wiw\ AppData\ Local Nanka 30052510:5531 290925141325  N/A

%EDGEUSERDATA® %LOCALAPPDATAS\Microsoft\Edge\User Data Nanka 300525125531 200025181225  N/A

NokansHuit cTax %EDGEUSERDATAS\Local State JSON 300525125531 2909251871225  7i3cBald209edf0c6d8ale7b5ca19a2042607c8d9M0a1 b2c34e516a7bBeIa0
%PROFILEPATHS %EDGEUSERDATA%\Defauit Nanka 300525132231 290925181225  N/A

HacTpoiiku %PROFILEPATH?:\Preferences JsON 300525132231 200025181225  2a0d5f7celb3ddfba7coe0bd2i3adc5e6b7dBcof0al bac3ddesia7bBeddd
3aknagkn ®aiin He 3Hailenni (€ B cTapux BepCiAx) JSON

Web Asistant %PROFILEPATHS:\Web Assist SQUITE 30052513:22:31  29.09.2517:5525  4aSo6e7dsedfDalb2c3d4est6a7bscad0elf2a304c5d6e718001a2b3cAd5e6!
Favorite Icons %PROFILEPATH%\Favicons SQuITE 300525132231 200025175515 f0el 506877! 3c201e010a8b7chd5e413a2b 1c09eETTabbSCA
Tonosi caifTn %PROFILEPATH®\Top sites SQUITE 3005251322:31 280925182200  1234567890abcdel1234567690abcder1234567890abcdel1234567890abcgel
IcTopin %PROFILEPATHS\Hfry SQUITE 30052513:22:31 2909251471225  alb2 718293a4h5¢60728f20123456789abcdef0123456789abcdef!
Wenawwit gocTyn %PROFILEPATHS:\Shortcuts SQUITE 300525132231 29.09.2516:12:25  B9abcdef0123456789abcdei0123456780abodef0123456789abcdef01234567
Coni Meaia npUcTROiE %PROFILEPATH?:\Media Device Salts SQUITE 30052511:26:11 200025181225  5e6i7a829c0d1e2f3adb5e6d7e810a001c203ed152607CBAe0r a2b3cAdSes
Norinw Ta ww(posaHi napon %PROFILEPATHS\LoginData SQUITE 30052513:22:31  2109.2510:12:25  c304eSf6a7bBeod0e112a304c5d66718091a203c4d5e6r7a800c00 1 €2f3a4b5
] »

Puc. 10. 3mict Briaaku "Ipodins"

Takum 4MHOM, yci c(pOpMOBaHI BUMOTH 3aCTOCYHOK BUKOHYE. TecTyBaHHS MOKa3alo
Ipane3aaTHICTh yCiX (YHKIH, 10 MPOJeMOHCTPOBAHO HA PUCYHKAX.
BucnoBku. IIpoBenena po3poOka 3aCTOCYHKY JUIsl KPUMIHAJIICTUYHOTO aHaMi3y mTpodiiro
Opaysepa Microsoft Edge. B ocHOBY 3acTOoCyHKy MOKIajJe€Ha XOCT-OpPiEHTOBaHA MOJIENb
npenacTaBieHHsa gaHux. Ha Biaminy Big opuriHanbHoi, URL-opieHTOBaHOi CTpYKTYypH Mozeni
nanux maargopmu Chromium, s Moaenb arperye Bei po3pizHeHi apredaxru (icropito, daitnu
cookie, mani ¢opmM, Kenr) HaBKOJIO iIMeH1 XocTa. L{e 3Ha4HO MiABUIIYE 3pYIHICTh, IBHAKICTh Ta
IMOMHY aHai3y, J03BOJISIOUYM aHATITUKY-KPUMIHANICTY OTpUMATU MOBHY KapTUHY B3a€MOJIl
KOpPHCTyBada 3 KOXXHUM caiToM. TakuM YHMHOM, 3aCTOCYHOK PO3MITISETHCS HA JIBI YaCTHHH:
YacTHUHM 300pYy Ta arperyBaHHs iH(opMallii Ta YacTUHY Bi3yanizauii 3 GyHKIISIMU MOLIYKY, SKa
MpaIfioe He 3 TaHUMH TTPodiTro, a 3 arperoBaHoro iHpopMartieto. [lepima yacTuHa 3aCTOCYHKY
HamucaHa MoBowo Python i peamizye HaOip anropuTMiB A BHIIYYEHHS, OUYHILEHHS,
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MIEPETBOPEHHSI Ta arperaiii JaHux 3 npodiao Opay3epa y onucanuii crenudikoBanuii popmar

JSON. Monayne BpaxoBye peanbHi MpoOJIeMH IUTICHOCTI JaHUX, YCyBa€ HeiH(pOpMaTHUBHUN

«rym» (JIOKaJIbHI aJipecH, J1aHi PO3IIMPEHHS ) Ta 1oaa€ iH(hOopMalIlito, MOB'sI3aHy 3 TEOJIOKAIIIEI0

xocra. Jlpyra yactuHa peanizye BeOiHTepdelic 11 Bizyanizalii Ta aHaIi3y OTpUMaHUX JaHHX.

OO6pana sk 6a3a mis iHTepdeiicy KomIiekcHa 6i0mioTeka koMrmoHeHTIB Webix miaTBepaniia

CBOIO e(DEeKTUBHICTH JJIs1 pOOOTH 3 BeTMKUMU obcsramu qanux (10 50 000 3anuciB) 6e3 3HAYHUX

3aTpuMOK mpu 3MiHI (ineTpiB. [IpoBeaeHe TecTyBaHHS MiATBEPAMIO, IO PO3pOOICHUI

3aCTOCYHOK MOBHICTIO BiJIIIOBiJIa€ BUMOTaM, CPOpMYIHOBAaHIUM BHXOASYH 3 aHAJI3y NepeBar i

HEJOJIIKIB ICHYIOUMX THCTPYMEHTIB. 3aCTOCYHOK IPH3HAa4YeHO IS (haxiBIiB 3 KibepOe3neku Ta

IIPaBOOXOPOHHMX OpraHiB Ykpainu. oro BUKOpHCTAHHS 103BOJHTH IPHUIIBUIIINTH IIPOLEC

KPUMIHQIICTHYHOTO aHali3y, 3a0e3redytoud OidbIl MOBHE Ta HAOYHE IIPEICTaBICHHS

U(POBUX JOKA31B, 0 BAXKIUBO VIS CYIOBOTO Mporiecy. [lonanbmmm po3BUTKOM 3aCTOCYHKY

Moke OyTH anmamnTamis 10 iHmmMX OpaysepiB Ha 6a3i Chromium, okpemMuii aHaji3 AisIIbHOCTI

pO3LIMpEHb (3apa3 BOHA BUIIYYA€ThCs), aHAI3 CHHXPOHI30BAaHMX HE JIEKIJIBKOX MPUCTPOSIX

npodiniB, aHami3 3MICTY 3aKelIOBaHUX JaHHUX Opays3epa, aHaii3 3MICTy XocTy 0e3 Horo

BiJIBilyBaHHS KOPHCTyBa4YeM 3 3acTocyBanHsM LLI1.
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DEVELOPMENT OF AN APPLICATION FOR FORENSIC ANALYSIS OF WEB
BROWSER HISTORY

M.V. Vidin!, O.A. Stopakevych!, A.O. Stopakevych?
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1, Shevchenko Ave., Odesa, 65044, Ukraine
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Web browsers are one of the main sources of digital evidence in modern forensics. Existing tools for forensic
analysis of web browser profiles are not effective enough. This is because they reproduce the data model embedded
in browsers. This model is focused on rendering speed and optimization of work with individual URLs.
Consequently, forensic experts must work with "raw" lists containing thousands of entries, spending considerable
time recreating the sequence of user actions and manually filtering technical redirects, trackers, advertisements,
and service requests. This study aims to develop algorithms and software applications for the forensic analysis of
Microsoft Edge web browser history. These will transform fragmented profile data into structured information
suitable for rapid incident detection and user action reconstruction. The development is based on transitioning
from the classic, URL-oriented model characteristic of the Chromium database structure to a host-oriented data
representation model. This approach allows significant activity artifacts, such as visit history, cookies, and
downloaded files, to be aggregated in chronological order around a unique host name. The architectural solution
is divided into two parts: a data collection and aggregation module implemented in Python using asynchronous
requests for fast processing of large amounts of information, and a visualization module based on the Webix library,
which ensures high interface performance when working with large data sets. The application's graphical interface
allows experts to perform multi-priority sorting and filtering of records according to multiple criteria. Particular
attention is paid to the visualization of transition chains, which makes it possible to recreate the sequence of actions
of a suspect on a specific resource. Testing has confirmed the application's ability to quickly process data and
identify relevant evidence, significantly reducing the time required for examination compared to conventional
manual analysis of “raw” data. It provides a clear representation of digital evidence and minimizes the likelihood
of missing important information during investigations.

Keywords: forensics; analysis; browser; history; profile; aggregation; application; host-oriented data model;
SQLite; JSON; Python; JavaScript; Webix.
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JOCJIIGKEHHA ITPOLHECY KEPYBAHHS TEIVIOBUM KOM®OPTOM Y
IMTPUMIIINEHHI

€. K. Bocko6oitauk®, O. O. Boiiko?

HamionanpHuii TeXHIYHUN YHIBEpPCHUTET «JIHITPOBCHKA MOTITEXHIKA»
19, JImutpa SABopHunpkoro mp., duinpo, 49000, Ykpaina,
Emails: voskoboinyk.ye.k@nmu.one?, boiko.o.o@nmu.one?

[ToOynoBaHa cTpyKTypa CHCTEMHM KepyBaHHS TeIUIOBUM KomgoptoMm Pospobneno mozeni y
rpagiyHOMy cepenoBHIL iMiTariiiHoro MozenoBaHHs. [IpoBeneHO iMiTalliiiHI eKCTIepUMEHTH 13
BpaxyBaHHAM 3MiH: THIy OJry, IIBHAKOCTI OOMIHy pEYOBHH, CEpElHBbOI TeMIlepaTypu
BHUIPOMIHIOBAHHSI, BiTHOCHOI IIBHJKOCTI PyXy MOBITps, BIJHOCHOI BOJIOTOCTI. 3alpOIOHOBaHA
crcTeMa 3a0e3redye MATPHMKY IPOrHO30BaHOI cepemHboi ominkn PMV Ha 3amaHoMy piBHI 3a
HOpMaJTbHUX YMOB. [Ipw ToripIieHHI YMOB €HEprOBUTpPATH 3aIMIIAIOTECS HA PIiBHI TPaIWIIHHOL
CHCTEMH KepyBaHHs TeMIepaTyporo. [Ipy MOKpalleHHi yMOB CHCTEMa OIICHHS aBTOMATHIHO
BIKITIOYAETbCS, IO 3MEHIIYE CHEPrOBUTPATH. BpaxyBaHHS BIIHOCHOI BOJIOTOCTI JIO3BOJBIE
0OMEXyBaTH CHEPrOBHTPATH IIULIXOM KOpPEKIii OOMEXEHOi MPOTHO30BaHOI omiHkm PMV.
3MEHIIICHHS BIJCOTKA BIIXWJICHHS NPU TEPEMHMKAHHI 3BOPOTHOrO 3B’S3KY INJBHILYE SIKICTh
(YHKIIOHYBaHHS CHCTEMH. 33 HAUTIPIIIMX YMOB CHCTEMA IMATPHMYE MapaMeTpH MIKpPOKITIMATY Ha
PIBHI TpaauMIIHHOTO KepyBaHHs TEMIIEPATypOlo, 10 MATBEPKYE il HaiiHICTh. 3alPONOHOBAHO
CTPYKTYypy CHUCTEMH KEpyBaHHS TCIUIOBKMM KOM(GOPTOM 3 BHKOPUCTAaHHSM iHmekcy PMV sk
KepoBaHoi 3MiHHOT. OOIPYHTOBAHO HEOOXITHICTh BPaXyBaHHs BIITHOCHOI BOJIOTOCTI IIPH PO3PaXYHKY
oOMexeHoi nporHozoBaHoi omiHkd PMV. BusHaueHo MexaHi3M —MIABMILEHHS — SIKOCTI
(YHKIIIOHyBaHHS CHCTEMH 33 DPaxyHOK aJalTUBHOIO IEPEMHKAHHS 3BOPOTHOTO 3B’SI3Ky MDK
JACHIM Ta OOMEXEHMM 3HadeHHAM PMV. BuKopHCTaHHS CHCTEMH [O3BOJSIE 3MEHIIINTH
SHeproBuTpaT abo MATPUMYBATH iX HA PIBHI TPaJMINHUX CHCTEM KEpPyBaHHS TEMIIEPAaTYpOIO.
Pimennss wmoxke Oyrer 3acrocoBaHe y OaraTOKIMHATHMX OyHIBISIX OIS TIABHIICHHS
€Heproe(eKTUBHOCTI Ta KoM(OpPTy KOpUCTyBadiB. Po3poOka METOMMKHI HAJAIITYBAaHHS MapaMeTPiB
CHCTEMH Ta TCPCIICKTHBHA peai3aris Oe3lepepBHOrO KepyBaHHS BIOKPHUBAE MOXIIMBOCTI U
iHTerpatlii y Cy4acHi CHCTEMH «PO3YMHOTO OyIHHKY.

KimouoBi cioBa: TemoBuii  kom(opT; JIBOMO3MIIHMIA peryssTop; eHeproedeKTHBHICT;
IMITaIIiiHe MOJICITFOBAHHS, MAaTeMaTHYHa MOJICIIh; iIeHTU(]IKAITiS, aBTOMATH30BAHE KEPYBaHHSL.

Beryn. Ha eBponeiicekiit 6ipxxi EPEX SPOT 12 rpyans 2024 poky Ha MKy LiiHa eJIeKTpOeHeprii y
®eneparusHiii PecryOmii HimMeyurna cranosmia 936 € 3a MBt-ron., y ®@paniysbkiii PecrryOmiy
Jie JUKEpeNIoM eJNIeKTPUKH € atoMHa eHepreruka 275 €, a y PecryOmini [lonmbla enexrpuxa skoi
BUPOOJIETHCS CTAHLISIMU TpalforouMu Ha Oypomy Byruut 164 € [1]. KparHe niiBuilieHHs LiHU Y
HiMeyunHi MOB’s3aHO 3 HU3bKOIO BITPSHICTIO B €BpOIIi, 1110 Y CBOIO Yepry J03BOJIMIO HAPOCTUTH
BUpOOITOK enekrpoeHeprii y ®panuii Ha 56 atomHuMX peakropax o mikoBux 51960 MBrT [2] Ta
30UTBIIMTH TPUOYTKH 3@ PaXyHOK BHCOKOI BOJIOTHJIBHOCTI Ha pUHKY. He3Bakaroun Ha HaJUTHIIKA
EJIEKTPOSHEPTi y JESKUX MOCTAuYaJIbHUKIB CTPYKTYpa pUHKY €Bporeiickkoro Coro3y mpusBena Jio
7100aIbHOTO 30UTBIIIEHHS I1iH Y OLIBIIOCT KpaiH WiIeHIB.

Oxpim ¢panmy3pkrx AEC i komreHcarlii maaiHHS BHPOOJICHHS €JIEKTPOCHEprii 3
BITHOBITIOBaHMX Jkepen y HiMeuunHi BUKOPHCTOBYIOTHCS Ta30Bi CTaHLi, 10 MPU3BOAUTH [0
30UTBIIICHHST TIONMTY HAa JIAHWK eHepropecypc. Y 3B’s3Ky 3 IIUM KOMIIAHIS TTOCTAYaJTbHUK
npupoaHoro razy Eon Energy minsummna iau Ha 24,3 %. PaxyHOK 3BU4aifHOT HIMEIBKOI pOIH, SIKa
cnokuBae 6u1st 1800 M3 mpupomHoro razy 30uibmmBes 3 2530 € mo 3145 € [3]. Cepennst miHa 3a
eNeKTpoeHeprito s HaceneHHs y Himewunni cranoButs Ot 400 € 3a MBT-Toz. [4]. V cBoto uepry
OenepanbHe BiZIOMCTBO 13 3aXHCTy HACEJCHHS BXKE 3aKIMKAJIO TOTYBATHCS IO JIOBIOCTPOKOBHX
BIIKITFOYEHD €JIEKTPOEHEPrii [ 5], micIs 4oro BiIOYA0CS 3HECTPYMIIEHHS IIEHTPATLHOTO palioHy MicTa
Tro0inTeH [6].
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[TpoGmemn nmesikux kpain €Bponelicbkoro Coro3y 3 eJEeKTPOSHEPTI€r0 TMOTIPIIYIOThCS Y
3B’3KY 3 MEPCHEKTUBOIO 3MEHIIICHHsT a00 BiZIMOBH BiJ il mocrauanHs cycinamu. Tak Hopgeris sika
HE BXOUTH 10 ckiany €C Ta He 0OMexeHa HOro 3aKOHOIABCTBOM PO3TIISIIAE MMUTAHHS BIZIMOBH BiT
MIOCTABOK €JIEKTPOEHEPTii 70 1HIIMX KpaiH y 3B’SI3Ky 3 IMIBUIICHHAM BHYTPIIIHIX IiH Ha Hel [7].
[IIBeris 3BuHyBauye HiMeudunHy y 30UIbIICHHI IIIH HA €JICKTPOCHEPTIIO Y 3B’SI3KY 3 3aKPHUTTSIM ii
AEC omHak He MOXe 3YMHUTH TOCTaBKH TI0 IHTEPKOHEKTOpaM TakK sIK 1€ 3a00pOHSETHCS
3akoHogaBcTBOM €C [8].

V curyariii, o cKJanacs €MHAM IIIIIXOM €KOHOMIi €HEpropecypciB y JOMOTOCTIOAAPCTBI
3QJIMIIAETHCS 3MEHILICHHS 1X BHKOPUCTaHHS. BpaXoByrouH, 1110 TOJIOBHMM CIIO)KUBA4YeM €HEpril y
JTAHOMY BUIIAJIKy € CHUCTEMa OIMaJeHHS HAMIPOCTIIIMM IIUIIXOM 3MEHIICHHS BUTPAT SIBILSIETHCS
MIBUILEHHST €(PEKTUBHOCTI KEpPyBaHHS HEI. TakuM YMHOM TIUTAHHS JOCIIKEHHS IPOLECY
KEpyBaHHS TEIUIOBUM KOM(OPTOM Y TIPUMIIICHHI 3 METOI0 3MEHIICHHS €HEPrOBUTpAaT €
AKTyaJIbHHAM.

Merta. Po3poOka Ta HOCIIDKEHHS CHCTEMH KepyBaHHs TEIUIOBUM KOM(OPTOM Yy HPHMIILIEHH]I Ha
0a3i JBOMO3MIIIHOTO PEryJsTopa 3 YpaxyBaHHSIM IIPOTHO30BAHOI CEpemHbOi OmMiHKH PMV
(Predicted Mean Vote), mo 103Bojste 3a0€3MEUUTH EHEProe)eKTHBHICTh Ta MiIATPUMKY
MIKpOKJIIMATY BIIOBITHO /10 IHAWBITYaTbHUX Ta 3MIHHUX YMOB IepeOyBaHHsI JIFOAUHU.

OcHoBHa yactuHa. JlOCIDKEHHS TIpOLieCy KEepyBaHHS TEIJIOBUM KOM(OPTOM y TPHMIIIEHH]
BHMAarae BU3HAYCHHS Jlialla30HIB 3MiHM TPOTHO30BAHOI CepeHbol OliHK PMYV, mporHo3oBaHoro
nporeHTa HepaoBosieHnX PDD, croxuBaHOT MOTY)KHOCTI Ta TEMIIEpaTypH y TMPUMIIIECHHI IIPU
PI3HHMX 3HAYCHHSX HAIAINTYBAHb CUCTEMH KEPYBaHHS. Y PEaIbHUX YMOBAX JUIS IIHOTO MOTPIOHO
MAaTH TPUMIIICHHS 3 MITPUMKOIO TTapaMeTpiB MIKPOKIIMATy Ha 3amaHoMy piBHI. OKpiM TOro yac
TaKUX JOCTIPKEHb BUMIPIOETBCS JecSTKaMy 10 Ta MoTpedye 3HAYHMX BHUTpPAT €HEPropecypcis.
Buxomsun 3 1poro OibIn eEeKTHBHIIMM € TPOBEACHHS IOCTIDKEHb Y BCHOMY Iiara3oHi
HaJIAIITyBaHb CUCTEMH KePYBaHHS IUISIXOM MOJICITFOBAHHSI.

BpaxoByroun BHIle O3HAaUeHE Ta pE3YJAbBTATH JOCIIDKEHb MOXIIMBOCTI 3HIDKEHHS
CHEProBHUTPAT 33 PaXyHOK KEPyBaHHs CHCTEMOIO ONAJICHHS Ha IMiJICTaBi TEIIOBOr0 KoMdopty [9]
po3po0IieHa CTPYKTYpa MOJICII CUCTEMH KEpyBaHHS TETUIOBUM KOM(OPTOM Y MpUMIIICHHI Ha 0a3i
JIBOMO3MIIIHOTO perymsTopa (puc. 1).
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Puc. 1. CrpykrypHa cxema MOJENi CHCTEMH KEpyBaHHS TEIJIOBUM KOMQPOPTOM ¥y
MpUMIIIEHH] Ha 0a31 TBOMO3UIIIMHOTO PETYISITOpa

[ToGymoBa cuctemu Ha 6a3i TBOIMO3UINIMHOTO PETYISATOPA TIOB’sI3aHa 3 TUM, 10 OUTBIIIICTD
CYJaCHHUX MOOYTOBHX €JIEeKTPOOOIrpiBayiB MAOTh PETYIISTOP MOTYKHOCTI Ta MPALIOIOTh Y PEKUMI
BKJTIOUEHUI/BUKIItoueHnil. 3 4773 macnsHuxX oOirpiBaviB 3apeecTpoBaHMX B IHTepHeT MarasuHi
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Pozetka 35 MaroTh mporpamHe KepyBaHHs, 10 ckiaay 104 BXOIUTh NaTYMK TEMITEpaTypH Ta TUIbKA
HaNIOpOXKdi — [iHA SKUX Y J1Ba TPH Pa3y BUINA 3a 3Buuaiii mozeni Ta csirae 10000 rpB. peanizyroTh
Oe3niepepHe KepyBanHs [10].

BigmoBimHo 10 monepeqHiX MOCHiKEHb aBTOpiB [9] mpu po3podiii Mojeni CHCTeMH
KepyBaHHsI TETUIOBUM KOM(OPTOM Y MPUMIIIICHH]I Ha 0a3i JABOMO3MIIIHHOIO PETYIISATOpa BpaxoBaHa
HEOOXIJIHICTh CTBOPEHHS MeXaHi3My OOMEXKEHHs CIIOKHMBAaHHS —eHepropecypciB  (puc. 1).
OOMeXyroue 3HaueHHs IMPOTHO30BAaHOI cepemHboi OmHKKM PMV po3paxoByeThcss Ha TiJICTaBi
BXi/IHUX TapaMeTpiB BiNOBIIHUX THIIOBMM YMOBaM — poOOTI TPaJMLIiHOI CHCTEMH KepyBaHHS
Temrieparyporo 'y mnpuminieHdi [9]. oku miiicHe 3HaueHHs PMV  nopiBHroe abo Ouiblie
00MEXKYI0YOT0 Y SIKOCTI 3BOPOTHOT'O 3B’S13Ky BHKOPHCTOBYEThCS BOHO. Ko jiiicHe 3HaueHHs: PMV
CTa€ MEHIIMM 32 0OMEKYyIo4€e Ha BiJICOTOK BIIXWJICHHS CIIOKUBAHHS €HEPrOPECYPCIB 30UIBITYETHCS
y TIOPIBHSHHI 3 TPaJUIIIHHOI0 CHCTEMOIO, TOMY y SIKOCTI 3BOPOTHOTO 3B’SI3Ky BUKOPHCTOBYETBHCS
0o0OMEXyro4e 3Ha4YeHHs, 10 3a0e3neuye CIIOKUBAHHS EHEPropecypciB Ha piBHI TPaMIIHOL
CHCTEMH.

JocnipKkyBaHHS BUKOHYBAJIOCS IUISIXOM BapilOBaHHs TapaMETpiB CUCTEMH KEepPyBaHHS:
THITY OJATY, IIBUJIKOCTI OOMIHY PEUYOBHH, CEPEIHBOI TEMIIEPATypH BUIIPOMIHIOBAHHS, BiIHOCHOT
HIBUIKOCTI TIOBITPsI, IMOYATKOBOi BIJHOCHOI BOJIOTOCTI TMOBITpPS, TOYATKOBOI TEMIIEPATYpH Y
NPUMIIIIEHHI, BIJICOTKA BiIXMJICHHSI, YCTABKH IPOTHO30BAHOI CepeIHBO1 OIliHK PMV.

VY tabmumi 1 HaBe#eHi pe3ynbTaTd MOJETIOBAHHS 3MIHM THITy OAATY Yy Jiana3oHi
0,30+2,00 k0. [laHi siKi HEe BIUIMBAIOTH HA XapaKTep MPOIIECy KePyBaHHS BUITYYEHI JIst SMEHIIICHHS
00csTy TabnuIl Ta moJjerieH s anamzy. PMV Bifmnosiiae cepeHbOMY 3HAUEHHIO MIPOrHO30BAHOL
cepenHboi omiakd, PDD cepeiHhOMyY 3HAUSHHIO MPOrHO30BAHOTO MPOIICHTA HEBIOBOJICHHX, TMiH.
MIHIMATBHIA TeMmepaTypl y npumilieHHi, TMakc. MakCUMabHIN TeMreparypi y npumimieHHi, B
CriokuBaHii eHeprii, AE pi3HUII CIOXKUBAHOT €HEprii CHCTEMH KePYBaHHS TEIIIOBUM KOM(OPTOM Ta
TpaauiiiHoi. JletanpHime gianazon 0,80+1,20 k1o HaBeIeHO Ha puC. 2.

Taoauns 1.
PGSYHLTaTI/I MOJCJIIFOBAHHA 3MIHU TUITY OJATY
No Tun oxsry, PMV § .PVMVu PDD TI\C/)IIH., TMOaKC., E, kBr-rox. AE,
KJIO 0OMeXeHUIH IIACHUN C C kBtrox.
1 0,30 -0,23 -2,00 76,61 16,96 17,91 0,36 -0,03
2 0,90 -0,23 -0,39 8,25 16,96 17,91 0,36 -0,03
3 0,95 -0,14 -0,23 6,11 17,59 18,48 0,48 0,09
4 1,00 -0,22 -0,23 6,12 16,99 17,95 0,39 0,00
5 1,05 -0,30 -0,23 6,14 16,40 17,44 0,21 -0,18
6 1,10 -0,43 -0,27 6,55 16,00 16,00 0,00 -0,39
7 2,00 -0,43 0,58 12,03 16,00 16,00 0,00 -0,39

VY nmianazoni 0,30+0,90 k10 po301KHICTS MK JIHCHOIO MPOTHO30BAHOIO OLIHKOIWO PMV
Ta OOMEXEHHsSM mepeBuulye 5 % (YOpHa Ta uyepBOHA XapaKTEPUCTHUKM), IO BiJNOBIJA€
30UIBIIEHHIO €HEProBUTpPAT IO BIAHOIIEHHIO 1O TpaiuliiiHoi cucremu. Tomy Ha naHii
JUISHLI CUCTeMa KepyBaHHS BUKOPHUCTOBYE B SIKOCTI 3BOPOTHOTO 3B’sI3Ky oOMexkeHy PMV. ¥V
niana3oni 0,90+1,10 ko cucrema niaTpumye aiicny PMV Ha piBHi ycTaBku -0,2 BiANOBITHO
JI0 HAJIAIITYBaHHS JBOIO3UIIIIHOTO perynsTopa MnpH IbOMY €HEprOBUTPATH HE TEPEBUILYIOTh
BUTpATH TpaauiiiiHoi cuctemu. Y mianmazoni 1,10+2,00 ko mgiticna PMV  mepeBuiye
3HaYeHHs YCTaBKU CHCTEMHU KEpyBaHHS, OMNMAJEHHS HE Mpalloe, €HEProBUTPATH BiICYTHI.
3miHa HajamTyBaHHS BiaxwieHHS 3 5 % mo 1 % (puc. 3, cuHA XapakTEPUCTHKA) 3MEHIIIYE
eHeproButpatH y aianaszoni 0,90+1,00 k0 10 piBHS TPaAULIHHOI CUCTEMHU.
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Puc. 2. Pe3ynbraT MO/I€TIOBaHHS 3MiHU THITY OJIATY

Ha puc.2 JopHa xapakTepucTHKa BifnoBigae miiicHiii PMV npu Bigxuiensi 5 %; cuus
— niicHii PMV npu BinxunenHi 1 %; yepBoHa — oomexeHiit PMV.

Pesynprati MonentoBaHHSA 3MiHM HIBHJIKOCTI OOMiHY PEYOBHH HaBeCHI y TaOi. 2.
3HaueHHs mapaMmerpy mnoAainserscs Ha Tpu nianazonHu: 0,80+1,10 mer — 30inblIeHHS
E€HEPrOBUTPAT 10 BIIHOIICHHIO JI0 TPAIUIIiIHOI cucTtemu, oomexkennss PMV, 1,10+1,25 mer —
BIJIITPALIIOBAHHS 3MIHU MMapamMeTpy AJs MIATPUMKH 3a1aHoi yctaBku PMV ta 1,25+2,20 ko —
nificna PMV nepeBullye 3HAa4eHHS YCTaBKH CHUCTEMH KEPYBaHHS, OINAJCHHS HE TIPAIIOE.
Heranpaime miama3ox 1,00+1,30 ko HaBeneHO Ha puc. 3.

Taoauns 2.
Pe3ynbrat MozeIOBaHHS 3MIHH IIBUIKOCTI OOMiIHY pEYOBHH
[IBuakicTe
0OMiHy PMV PMV TwMmiH., Twmakxc., E, AE,
Ne N . N PDD
PEYOBHUH, 0OMeXeHUIH IIACHUI °C °C kBtrox. kBt'ron.
MeT
1 0,80 -0,23 -1,86 69,93 16,96 17,91 0,36 -0,03
2 1,10 -0,23 -0,38 8,07 16,96 17,91 0,36 -0,03
3 1,15 -0,19 -0,23 6,10 17,24 18,17 0,41 0,02
4 1,20 -0,30 -0,23 6,14 16,40 17,44 0,21 -0,18
5 1,25 -0,43 -0,24 6,23 16,00 16,00 0,00 -0,39
6 2,00 -0,43 0,69 15,10 16,00 16,00 0,00 -0,39
—
S 0.5 I B —
N 1.05 1.1 115 1.‘2 1.‘25 1.3
Is MIepnakicte 00Miay peroBuH, MeT
g T
gio ———_‘_____-
= “q——_____ i
e |
s'l 1.05 1.1 e Hiﬂh“ﬁ"l‘.iluﬁ o e 1,‘2 1.25 1.3
=17 \
6 \N i
[ —

1 LO5 1.1 L15 L2 1.25 1.3
IIpnakicT 06Mioy peTonRE, MCT

Puc. 3. Pe3ynbrar MoJie0BaHHS 3MIHU HIBUAKOCTI OOMIHY PEYOBUH
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PesynpTaTi MOJENIOBaHHS 3MIHU CEPEAHBOI TEMIIEPATypH BUIPOMIHIOBAHHS HaBEICHI
y Tabnwuii 3. 3HaYeHHs mapaMeTpy MOAUTIETbCS Ha Tpu fianazoHu: 16+23 °C — 30uIbIIeHHAS
E€HEPTrOBUTPAT MO BIJHOIICHHIO JO TPaIULIMHOI CHUCTeMH, oOMexeHHs PMV, 23+25 °C —
BIJIIpAIfOBAaHH 3MiHM TapameTpy Ui MiATPUMKHU 3a1aHoi ycraBku PMV Tta 25+35 °C —
nificna PMV nepeBulye 3Ha4eHHS YCTaBKHM CHCTEMH KEpYyBaHHS, OIMAJICHHS HE MPAIIOE.
Heranpuime gianason 21+27 °C HaBeneHo Ha puc. 4.

Taoauns 3
PesynpTaT MOJIENIIOBaHHS 3MIHU CEPEIHBOI TEMIIEPATypH BUIIPOMIHIOBAHHS
Cepennst PMV .
No Temmneparypa OOMEIKCHI RMV § PDD TwmiH., Twmaxkc., E, AE,
BUIIPOMIHIOBAHHS, 5 JIACHUNI °C °C kBt-rox. kBt-rox.
°C
1 16,00 -0,23 -0,98 25,43 16,96 17,91 0,36 -0,03
2 22,00 -0,23 -0,44 9,09 16,96 17,91 0,36 -0,03
3 23,00 -0,10 -0,23 6,13 17,92 18,82 0,57 0,18
4 24,00 -0,20 -0,23 6,12 17,13 18,09 0,41 0,02
5 25,00 -0,30 -0,23 6,14 16,40 17,44 0,21 -0,18
6 26,00 -0,43 -0,26 6,35 16,00 16,00 0,00 -0,39
7 35,00 -0,43 0,60 12,53 16,00 16,00 0,00 -0,39

[Ipu BUKOHAHHI JOCIIJDKCHHS yJOCKOHAJIEHA MOJE/b MPUMIIICHHS BUKOpHCTaHa 0Oe3
JMHAMIYHOI 3MIHM CEpeIHbOI TEeMIlepaTypd BUIPOMiHIOBaHHA. [y 1poro BWIIydeHa ii
YacTHHA, siKa 3a0e3medye iMITallilo BKIIIOUEHHS Ta BUKIIOUEHHS OOJaJHaHHS y MPUMILIECHH]
[9]. e moB’s3aHO 3 THM, IO y JAHOMY JOCIIDKCHHI yCl TOKA3HUKA BU3HAYAETHCS B
YCTAICHOMY peXuMi. TakuM YHHOM CTaTUYHE 3HAYEHHS CEpPEeIHbOI TeMmIepaTypu
BUITPOMIHIOBaHHS 3a0e3redye OUTbIY HAOYHICTh Ta CIPOIIYE aHAJi3 HOT0 BIUIMBY Ha MPOIEC
KepyBaHHS.
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E, xBr*roa.

Puc.4. Pe3ynbrat MoeIIOBaHHS 3MIHU CEpEAHbOT TeMIIEpaTypH BUITPOMIHIOBAHHS
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PesynpTaTi MOzCIIOBaHHS 3MIHHM BIAHOCHOI IIBUIKOCTI MOBITPSl HaBeNeHI y Tabnuii 4
Ta Ha puC. 5. 3HaueHHsS MapaMeTpy MNOAUIseTbcs Ha Tpu amianazonu: 0,05+0,10 m/c —
BIJINpaIOBaHHS MOCTIHHOI M1HCHOT MPOrHO30BaHOi cepeanboi oninku PMV, 0,10+0,15 m/c —
BIJIIPAIIOBAaHHs 3MIHM NapameTpy AJIs MiATPUMKH 3a1aHoi yctaBku PMV Ta 0,15+0,3 m/c —
30UTBIIIEHHS €HEPTOBUTPAT IO BITHOIICHHIO J0 TPAAUIIIIHOI ccTeMH, oOMexxeHHs: PMV.

Taoauns 4.

PesynbraTt MozeIFOBaHHsI 3MiHH BITHOCHOI IIIBUIKOCTI TTOBITPS
Biguocka PMV PMV Twin, | Twmakc, | .= AE,

No MIBUIKICTH . NV PDD o o kBT TOX

. oOMeXeHui | mifcHAN C C KBT-'rom.
TIOBITPSI, M/C .

1 0,05 -0,30 -0,23 6,15 16,46 17,49 0,26 -0,13
2 0,10 -0,30 -0,23 6,14 16,40 17,44 0,21 -0,18
3 0,15 -0,17 -0,23 6,14 17,37 18,33 0,48 0,09
4 0,20 -0,23 -0,41 8,59 16,96 17,91 0,36 -0,03
5 0,25 -0,23 -0,52 10,66 16,96 17,91 0,36 -0,03
6 0,30 -0,23 -0,61 12,75 16,96 17,91 0,36 -0,03

R \ |
l]{US 0.1 0.15 0.2 0.25 0.3
Binnocna msuakics nositps, wie

5 \ |
0.05 0.1 0.15 0.2 0.25 0.3

Binnocna meukics nositps, m/e

U8 ‘//\
i _ / N\

\ |

6

H].l]i 0.1 0.15 0.2 0.25 0.3
Binnocna memaricTs mositps, m/e

— N\

"

=
B

E, kBr*roju.

| |

0

i]z.ﬂi 0.1 0.15 0.2 0.25 0.3
Binnocna meukicrs nositps, m/e

Puc. 5. Pe3ynbTaT Moie1t0BaHHS 3MiHH BIJJTHOCHOI IITBUIKOCTI MTOBITPS

PesynpTat MoieTIOBaHHS 3MIHH MMOYaTKOBOI BiTHOCHOT BOJIOTOCTI MOBITPS HaBE/IeH Ha
puc. 6. [laginHs 3HAUYeHHS 0OMEXEHHS MMPOrHO30BAHOI cepeHbOi OIliHKH PMV 1oB’s3aHo0 13
3MEHILIEHHSM TeMIIepaTypu Npu 301IbIICHH] 3HAYEHHS BiTHOCHOI BOJIOTOCTI, 1[0 TMPU3BOIUTH
10 po30ikHOCTI 3 AiiicHoro PMV 1o 5 % Ta BiacyTHOCTI 0OMekeHHs. 3HaueHHS MapaMerpy
noninseTbcsi Ha ABa miamaszonu 20,0-54,0 % — BiampaifoBaHHA 3MiHU Tapamerpy Uit
MIATPUMKH 33/1aH0i ycTaBku PMYV Ta 55,0+60,0 % — onaneHHs HE TpaIlroe.
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PMV
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Puc. 6. Pe3ynbrar MoienoBaHHS 3MIHU TOYATKOBOI BIIHOCHOI BOJIOT'OCTI MOBITPS

3a pe3ynbTaTaMH aHaNi3y OTPUMAHHMX JAaHUX EKCHEPUMEHTY BCTAHOBIICHO, IO MPH
po3paxyHKy oOMmexeHHs PMV HeoOXiHO BpaxoByBaTH IMOTOYHE 3HAYEHHS B1IHOCHOI
BOJIOTOCTI TOBITpSL Uil 3a0e3neueHHs] OOMEKEHHs BUTpPAT CHEPropecypciB y BChOMY
Jiama3oHi 3MIHM JaHOTO TMapamerpy. Pe3ynbraTh MoOJENIOBaHb 3  YpaxyBaHHSIM
3alpONOHOBAaHMX 3MiH HaBeneHi Ha puc. /. [lopiBHSHHS MOJENOBaHb 3MIHM 1HIIUX
napaMeTpiB 3 pe3yJabTaTaMd, IO BPaxOBYIOTh [ifiCHE 3HAYEHHS BIIHOCHOI BOJIOTOCTI
[MOKa3aJio iX BiAMOBIAHICTb.
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Puc. 7. Pe3ynbrar MojentoBaHHS 3MIHM [OYAaTKOBOi BIJHOCHOI BOJIOTOCTI TOBITPS 3
ypaxyBaHHSM MPU po3paxyHKy oOMekeHHss PMV BiTHOCHOT BOJIOTOCTI TTOBITPS

PesynabTat MopentoBaHHS 3MIHM TIOYaTKOBOi TeMIlepaTypH TOBITpS HaBeleHl Yy
Tabmuii 5 Ta Ha puc. 8. 3HaYeHHs MapaMeTpy MoJaUIseThes Ha aBa Aianazonu 10,0+16,5 °C —
BIJIITPALIIOBaHHS 3MIHU MapameTpy Ui MIATPUMKH 3a1aHoi ycraBku PMV ta 16,5+20,0 °C —
OIAJIEHHS HE MpaLIoE.
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Tabauus S.
Pe3ynpraT MOJIENIOBaHHS 3MiHU MIOYAaTKOBOI TEMIIEPATypH MOBITPS
IToyarkoBa
No | Temmeparyp PMV § .PUMV“ PDD TI:/IIH., TlviaKc., E, AE, kBT Tox.
aTmoBiTps, | OOMEXeHMH | HiHCHHUI C C kBt-rox.
°C
1 10,00 -0,30 -0,25 6,30 16,51 17,28 1,58 -0,24
2 10,50 -0,30 -0,25 6,28 16,50 17,28 1,45 -0,25
3 11,00 -0,30 -0,25 6,27 16,50 17,27 1,34 -0,25
4 11,50 -0,30 -0,24 6,26 16,49 17,27 1,27 -0,22
5 12,00 -0,30 -0,24 6,24 16,48 17,27 1,15 -0,23
6 12,50 -0,30 -0,24 6,22 16,47 17,28 1,04 -0,24
7 13,00 -0,30 -0,24 6,20 16,47 17,28 0,93 -0,22
8 13,50 -0,30 -0,24 6,18 16,46 17,30 0,82 -0,23
9 14,00 -0,30 -0,23 6,16 16,45 17,31 0,72 -0,21
10 14,50 -0,30 -0,23 6,12 16,44 17,33 0,57 -0,27
11 15,00 -0,30 -0,23 6,11 16,43 17,36 0,48 -0,25
12 15,50 -0,30 -0,23 6,10 16,41 17,40 0,34 -0,27
13 16,00 -0,30 -0,23 6,14 16,40 17,44 0,21 -0,30
14 16,50 -0,36 -0,28 6,65 16,50 16,50 0,00 -0,41
15 20,00 0,10 0,16 5,53 20,00 20,00 0,00 -0,29
150 1 12 13 14 15 16 17 18 19 20

10 11 12 13

14 15 16 17 18 19 20
IlonaTkona TemnepaTypa nositps, °C

Puc. 8. Pe3ynbraT Mo/ie0OBaHHS 3MiHU MIOYAaTKOBOI TEMIIEPATypH MOBITPS

Pe3synbraT MOAEMOBaHHS 3MIHM YCTaBKM NPOTHO30BaHOi cepelnHboi oniHku PMV
HaBesleH1 y Tabmuii 6 Ta Ha puc. 9. 3Ha4eHHs MapaMeTpy MOJUIIETHCS Ha JIBa Jiala3oHH -
1,0+-0,3 — onanenns He mnpamoe Ta -0,3+1,0 — BigmpaifoBaHHS 3MIHH HapameTpy JUls

HIATPUMKH 3a/1aHo0i ycTaBku PMV.

it 0.8 0.6 0.4 -0, 0 0.2 0.4 0.6 08 1
N Veramka uporsosonanof cepemnnof oninkn PMV
0
£ 20
Z 10}
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Puc. 9. PesynbraT MoaenoBaHHS 3MIHU YCTaBKH MPOTHO30BAHOI cepeHbOI olliHk PMV

imsen PMY

0 0.2 0.4 0.6 0.8 1
BKA NPOTHOIOBAROT cepeanLoT oninkn PAMYV
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Taoauns 6.

Pe3ynbraTty MozeIrOBaHHsI 3MIHHM YCTaBKH MPOTHO30BaHOI cepeiHbO1 omiHKu PMV

Ne Y;T\:;lu\;;(a o 61:6'\)22/}114171 H;II:)/IH\I{II;'I PDD Tlf(le" Twmaxc., °C | E, kBr'roxm. AE, kBt'Top.

1 -1,00 -0,43 -0,35 7,50 16,00 16,00 0,00 0,00

2 -0,30 -0,43 -0,35 7,50 16,00 16,00 0,00 0,00

3 -0,20 -0,30 -0,23 6,14 16,40 17,44 0,21 0,00

4 -0,10 -0,19 -0,13 5,36 17,19 18,15 0,41 0,00

5 0,00 -0,09 -0,04 5,05 17,99 18,89 0,58 0,00

6 0,10 0,02 0,06 511 18,85 19,70 0,76 0,00

7 0,20 0,13 0,16 5,59 19,67 20,50 0,96 0,00

8 0,30 0,22 0,25 6,37 20,43 21,30 1,13 0,00

9 0,40 0,33 0,35 7,59 21,37 22,22 1,34 -0,17

10 0,50 0,44 0,45 9,23 22,37 23,20 1,55 -0,14

11 0,60 0,54 0,55 11,26 23,29 24,12 1,73 -0,14

12 0,70 0,65 0,64 13,71 24,21 25,04 1,92 -0,10

13 0,80 0,76 0,74 16,48 25,14 25,97 2,12 -0,10

14 0,90 0,87 0,84 19,81 26,09 26,91 2,34 -0,09

15 1,00 0,98 0,94 23,61 26,92 27,84 2,58 -0,08
JocnimkenHs BIUMBY BifAcoTka BiaxuienHs (puc. 10, Ttabmn. 7) mnokaszamu, IO

fioroznauenns y miamazoni 0,50+4,00 % 3abe3mnedye eHEeproBUTpaTH Ha PiBHI TpPaJHUIIHHOT

CUCTCMU  KCPYBAHHS

TEMIEPATypol0 y MPUMILIEHHI.

XapakTepucTUKu

BIJIIIOBITHI

BiXmiIeHHIO | % JUIsl KOXKHOTO 3 PO3MIIIHYTHX TTapaMeTpPiB HaBENICHI HA pUCYHKaX 3-6.
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Puc. 10. PesynbTaTel MOZICITIOBaHHSI 3MIHU BIIXUJICHHS

3

4

5
Binxnnenns, %

Pesynbratu MozentOBaHHs 3MIHU BIIXUJICHHS

Taoauus 7.

No Bigxunenns, % Eclo, kBt rog. Emet, kBT roa. Etr, kBt'rox. Evel, kBt'rox.
1 0,50 0,36 0,36 0,36 0,36
2 1,00 0,36 0,36 0,36 0,36
3 4,00 0,36 0,36 0,36 0,36
4 4,50 0,56 0,56 0,57 0,30
5 5,00 0,56 0,56 0,57 0,58
6 10,00 0,56 0,56 0,57 0,58

MojentoBaHHS 3a HAWCKIAIHIIIUX YMOB Yy MPUMIIIEHHI BIANOBIAHO 10 cTaHAapTy [11]
konu ycraBka PMV nopisaroe 0,0, Tun omsry 0,3 ko, mBUAKICTE 0OMiHy pedoBuH 0,8 mer,
cepenHe 3HaueHHs BumnpoMiHioBaHHs 10 °C [12], BigHOocHa mBHAKICTH moBITps 0,3 M/c,
noyatkoBe 3HaueHHs Temneparypu 10 °C ta BigHOCHA BosioricTh noBiTpst 20 % mokaszaino, 110
CUCTEMa HE B 3MO31 3a paxyHOK KepyBaHHS TUIbKM OOIrpiBaue€M JOCSAITH TEIIOBOTO
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KOM(pOPTY TOMY KEpyBaHHsS BUKOHYEThCA 3a OOMEKEHOI IPOTHO30BAHOK CEPEIHBOIO
ouinkoto PMV. Jliliche 3HaueHHs PMV BuxoauTh 3a Jiama3oH JIOIYCTHUMOTO I1HTEPBAIY
BUKOPUCTAHHsS +2+-2, Temmeparypa y HpHUMIIIEHH] MATpUMyeThbcss Ha piBHI 19,6 °C,
€HEproBUTPATH CTAHOBIATH 2,12 kBT. TOA.

3a pe3ynbTaTOM JOCIHIUKEHb BCTAHOBIIEHO, IO pO3po0Je€Ha cHucTeMa KepyBaHHs
TEIUIOBUM KOM(OPTOM y TNpuMilleHHI Ha 0a3i JBOMO3MLIHHOIO peryisropa 3ade3nedye
HIATPUMKY TEIUIOBOrO KOMGOPTY Ha 3aJaHOMYy pIBHI 3a HOPMaJbHMX YMOB. 3a yMOB
HiABUIIEHUX EHEPrOBUTPAT MJs MIATPUMKH TEIUIOBOTO KOM(OPTY MO BiJHOIICHHIO [0
TPaJULIMHOT CUCTEMHU KEpPYBaHHS TEMIIEpaTypol0, BUKOHYETbCS OOMEKEHHsI IPOrHO30BaHOL
cepennboi ouinku PMV Takum dumHOM 100 piBEHb €HEProBUTpAT OyB aHAJOTIYHUN 10
TPaJULIiMHOT cMcTeMH. 32 yMOB BCTAHOBJICHHSI A1HCHOTO 3HaUY€HHs IIPOTHO30BAaHOI CepeHbOL
ominku PMV BuIe ycTaBKM 3 ypaxyBaHHSM HaJAIITYBaHHS JIBOMO3UIIIITHOTO peryisTopa
ONaJCHHsA BHUMHUKAeTbCcA. TakuM 4YMHOM JlaHa cucTeMa 3a0e3nedye KepyBaHHsI TEIJIOBUM
KOM(OPTOM y IPUMIIICHHI TaK 100 pPiBEeHb €HEProBUTPAT OYB HMKUYIM 200 aHAJOTIYHUM 10
TPaJULIMHOT CUCTEMU KEPYBaHHS TEMIIEPATYpOIO Y IPUMIIIEHHI.

BucHoBkH.

1. OGrpyHTOoBaHa Ta 3alpolOHOBaHA CTPYKTypa CHUCTEMHM KEpyBaHHS TEMJIOBUM
KoM(pOpTOM Yy TNpUMINICHHI Ha 0a3l JBOMO3UIIIHHOrO pEryasTopa Ha IiJICTaBl SKOT
po3pobiieHa Mozeb y TpadiyHOMY CEpeoBHILI iMiTaliiiHOro MoAentoBanHs Simulink ams
matematuyHoro nakery MATLAB.

2. IIpoBeieHO OCHiKEHHS IPOLECY KEepyBaHHS TEIUIOBUM KOM(OPTOM 3a YMOBHU
3MiHH THITY OJATY, IIBUIKOCTI OOMiHY PEYOBUH, CEPEIHBOI TEMIIEPAaTypH BHIIPOMIHIOBAHHS,
BIJTHOCHOI IIBMJKOCTI Ta BOJIOTOCTI MOBITPsA. BU3HaueHO, IO 3alponoOHOBaHAa CHUCTEMA
KEepyBaHHS 332 HOPMaJbHHX YMOB Yy NpPUMIIICHHI 3a0e3medye MiATPUMKY MPOTHO30BAHOI
cepenuboi ouiHku PMV Ha 3amaHomy piBHI, OpH TMOTIpUIEHI YMOB €HEPrOBUTPATH
HiATPUMYIOThCS Ha PiBHI TPaIWIiHOI CHCTEMH KEepyBaHHS TEMIIEPaTypolO y MPUMIIIEHH], a
IpY NOKpAILEHH] CUCTEMA OIAJIEHHS HE MPALIOE.

3. BukopucTtanHs 3ampornOHOBAHOI CHCTEMH KEpyBaHHS TEIUIOBUM KoMdopTom
3a0e3meuye 3MEHIIEHHS! €eHeproBUTpar abo MiITPUMKY iX Ha PiBHI TPAJULIHHOI CHCTEMH.

4. JInst oOMeXeHHSI €HePrOBUTPAT BIAMOBIIHO J0 3MiHU BIAHOCHOI BOJIOTOCTI MOBITPS 11
3HaYeHHs HEOOXIJTHO BPaxOBYBaTH INpPH PO3PAaXyHKY OOMEXKEHOi MPOrHO30BaHOI CepelHbOl
ominku PMV.

5. IlixBuieHHs sKOCTI (YHKIIOHYBaHHS CHUCTEMH KEpYBaHHS TEIJIOBUM KOM(pOpPTOM
3a0e3MeuyeTbcsl 3a paxyHOK 3MEHIICHHS BIJICOTKA BIIXWICHHS SIKAW BIJAMOBITAE 3a
NEpEeMHUKaHHs 3BOPOTHOTO 3B’SI3KYy MIX MJIMCHUM 3HA4YeHHSM IPOTHO30BaHOI CeperHbOl
ok PMV Ta 0OMeXeHnM.

6. 3anpornoHoOBaHe pillIeHHS 32 HAUTIPIIMX YMOB y MPUMIIIEHH] 3a0e3neuye MiATPUMKY
napaMeTpiB MIKpPOKJIIMATy Ha pIBHI TPAJUIIIHOI CHUCTEMHM KEpyBaHHsS TEMIIEPaTypolo y
3B’A3KY 3 HEMOXKJIUBICTIO JOCSTHEHHS TEMJIOBOTO KOM(OPTY TUIBKU 3a paXyHOK KepyBaHHS
OTIJICHHSIM.

7. lloganpiuM  HANpsIMKOM JOCHI/DKEHHS € pOo3po0Ka METOJMKHM HaallTyBaHHS
napaMeTpiB CHUCTEMH KEpyBaHHS TEIJIOBUM KoMGOpTOM y TpuUMIIIEHHI Ha 0a3l
JIBOTIO3UIIITHOTO peryisTopa Ta po3poOKa Oe3nepepBHOT CUCTEMHM KEPyBaHHS TEIIOBHM
KOM(pOpPTOM.
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RESEARCH ON THE PROCESS OF CONTROLLING THERMAL COMFORT IN A
ROOM

Ye. K. Voskoboinyk?, O. O. Boyko?
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19, Dmytra Yavornytskoho Ave., Dnipro, 49000, Ukraine
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The structure of the thermal comfort control system is designed. Simulation experiments taking into account
changes in clothing type, metabolic rate, average radiation temperature, relative air velocity, relative humidity is
conducted. the system operation with traditional indoor temperature control is compared. The proposed system
ensures the maintenance of the predicted average PMV estimate at a given level under normal conditions. When
conditions deteriorate, energy consumption remains at the level of the traditional temperature control system.
When conditions improve, the heating system is automatically turned off, which reduces energy consumption.
Taking into account the relative humidity allows you to limit energy consumption by correcting the limited
predicted PMV estimate. Reducing the percentage of deviation when switching feedback improves the quality of
system operation. Under the worst conditions, the system maintains microclimate parameters at the level of
traditional temperature control, which confirms its reliability. The structure of a thermal comfort control system
based on a two-position regulator using the PMV index as a control variable is proposed. The need to take into
account relative humidity when calculating the limited predicted PMV estimate is justified. A mechanism for
improving the quality of system operation is determined by adaptive switching of feedback between the actual
and limited PMV values. The use of the system allows reducing energy consumption or maintaining it at the
level of traditional temperature control systems. The solution can be used in multi-room buildings to increase
energy efficiency and user comfort. The development of a method for setting system parameters and the
prospective implementation of continuous control opens up opportunities for integration into modern "smart
home™" systems.

Keywords: thermal comfort; two-position regulator; energy efficiency; simulation modeling; mathematical
model; identification; automated control.
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AHAJII3 E@GEKTUBHOCTI BUSBJIEHHSA ATAK
3 BUKOPUCTAHHSM WAZUH SIEM

€.0. Cesacreest, M.O. ILOBraHbl, LB. JIiMap},2

! lepxaBHuil yHIBEpCUTET iHTENEKTYaIbHUX TEXHOJOTIH 1 3B’ 3Ky
1, Ky3neuna Byin., Oneca, 65023, Ykpaina
2[HKeHepHO-TEXHONOT YHMH iHCTHTYT «bioTexHika» HarionansHoi akanemii arpapHux Hayk
26, Masiibka gopora, Xmioogapceeke, Onecbkuil paiioH, 67667, Ykpaina
Emails: zdelan2018@gmail.com, seva.odessa@gmail.com, quantum.biology@outlook.com

VY poboti mpoBeneHO KOMIUIEKCHUH aHami3 edpekrtuBHocTi SIEM-cucremnm Wazuh ms
MOHITOPHHTY Ta BHSBIICHHS KiOepaTak B iH(opMariiiHuX cuctemax. JlocimimKeHO
apXiTEeKTypy CHCTEMH, NPUHOMIM i poOOTH, BKIIOYAIOUM IPOIEC KOpENALil MOfii, Ta
(YHKIIOHATBHI MOJMJIMBOCTi. 3MOJENBOBAaHO YOTHUPH THIOBI araku: SQL-iH'exmis,
ShellShock, HeaBTopu3oBaHuii mpuxoBanuii nporec Ta DDoOS Ha KiHIEBI TOYKH, ITi1'€THAHI
a0 Wazuh. IIpoanainizoBaHo J0TH, NpaBHia KOpewsilii Ta pe3yiabTaTH AETEKTYBaHHS.
Bcranorneno, mo Wazuh edexTuBHO BHABIsie BeO-aTaku 3a BOYIOBaHMMH NpaBHJIaAMHU
(100% ycmixy ans SQL-in'ekuii Ta ShellShock), ane ans HeaBTOPH30BaHHMX IPOLECIB
noTpiOHi kKacToMHI npaBuia, a DDoS He netekryeThes 06e3 noaatkoBux MexanizmiB (HIDS,
I abo KOMIUIEKCHUX TMpaBWJI KOpeuslii). AKTyalbHICTh 3yMOBJIEHAa 3POCTaHHSIM
Kibep3arpo3: 3a JaHUMU JOCHTiKeHb, Wazuh TeMOHCTpye BUCOKY e(DEeKTUBHICTD Y XMapHUX
CepelOBHINAX, TEHEPYIOUN THCSAYi allepTiB mpH cuMyismii atak. [IpakTiuHe 3HauCHHSA
poOoTH moJIsTae y BIPOBAIKEHHI METOIOJIOTIT KOMIUIEKCHOTO aHami3y edexktuBHOCTI SIEM-
cucteM Ha npukiani Wazuh Ui migBUIIEHAS PiBHS 3aXHUIICHOCTI iHQOPMAIIITHIX CHCTEM.
OtpumaHi pe3ynbTaTé A03BOJISAIOTH ONTHMI3yBaTH MTPOIECH MOHITOPHHTY, KOPEJIALIl Oxii
Oe3IeKN Ta pearyBaHHS Ha IHIMJICHTH B KOPHOPAaTHBHUX CEPENOBHUINAX. 3alPOIOHOBAHI
pIlIEHHST [IOJO BJOCKOHAJIEHHS TMpaBWJI JIETEKTYBaHHs Ta IHTErpamil J0JaTKOBUX
MeXaHi3MiB Oe3MeKH MOXYTh OyTH BHKOpPHCTaHi HpH MOOYAOBI OararopiBHEBOi cucTeMu
Kibep3axucry.

OCHOBHI 3aBJaHHs: BUBYEHHS apXiTekTypu Wazuh, MoJentoBaHHs THUIOBHUX Kibepartak,
aHaJli3 pe3yJIbTaTiB IETEKTYBaHHS, OLliHKA €(DeKTUBHOCTI BOY/I0BAHUX Ta KACTOMHHX TIPaBHJI
KopeJisiii, a Takox (opMyBaHHsS BUCHOBKIB. Pe3yinbTaTH MOXYTb 3aCTOCOBYBATHCS IS
onTuMi3alii kibepOe3nekr B KOPIOPATUBHIX MEPEkKaX, OCBITHIX pOorpaMax Ta ayIauTax.
Kuarouosi cioBa: SIEM, Wazuh, BusiBiIeHHS aTak, MOHITOPHUHT O€3MEKH, KOPEIAIis MOIiH,
YIpaBIiHHS IHIIMJCHTAMH.

Beryn. V cyuacHoMy mudpoBOMy cepeoBulli Taki kibepaTtaku, sk SQL-in'exii, ShellShock,
npuxoBaHi mnpouecu Ta DDoS, mpoAoBXyrOTh 3alMIIATHCS CEPHO3HOI 3arpo30r0 s
iHopMaliifHUX cUCTeM. 3TiAHO 3 JOCTIIKEHHSMH, 3arajbHa KiJbKICTh KiOepaTak 3HA4HO
3pocia y 2024 porri, mpu4oMy BeO-BpaszJIMBOCTI Ta aTaKW Ha JOCTYIHICThH MOCITAIOTh Cepe/t
HalimomupeHimux BekTopiB Hamamgy [1]. Lli Tumm aTak XapakTepU3YIOThCS BHUCOKOIO
e(EeKTUBHICTIO Ta MOXYTh 3aBJIaTH 3HAYHOI IIKOAM OPTaHi3allisiM, 10 BHUCYBa€ BUMOTHU JO
CBOEUACHOTO BWSIBICHHS Ta OIMEPAaTUBHOTO pearyBaHHs Ha HuX. SIEM-cucremu, 3okpema
Wazuh, 3a6e3ne4ytoTh KOMIUIEKCHUHN TiAX1J 0 MOHITOPUHTY MOJ1H Oe3MeKku, aHaji3y JIOTIB 1
pearyBaHHS Ha HIIMJICHTH B peanbHOMY 4daci. Wazuh, 3acHoBana Ha OSSEC, inTerpyethcs 3
Elastic Stack (Elasticsearch, Kibana, Filebeat) i miarpumye ¢ynakuii HIDS, FIM ta SCA, o
poouTS ii MpUBabIUBOIO JUI OpraHizauii [2].

[IpobGnema momsirac B Tomy, 1m0 ehexTuBHICTE Wazuh 3aexXuTh Bijl SKOCTI HaJalITyBaHHS
MpaBWJI KOpENALii Ta iHTerpamii JT0JaTKOBUX IHCTPYMEHTIB JJIs CKJIAJHUX aTak, TaKUX sK
DDoS. locnimxeHHs: TOKa3ylooTh, 110 BOYI0BaHI MpaBuiia eeKTUBHI ISl BeO-aTak, ajie s
DDoS notpibHi cnenianizoBaHi MEXaHi3MHU, BKIIIOUAIOUYH aHali3 MepexxeBoro Tpadiky ado LI
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Meta aociaimxeHHs. MeTol aHOTO OCHIDKEHHS € KOMIUICKCHA OIliHKa €(eKTHBHOCTI
SIEM-cuctemu Wazuh y BusBneHHi kibepatak. Y pamkax JOCTIKEHHS epe10adyeHo aHai3
apXITEeKTYpHUX OCOOJMBOCTEH Ta MPUHIMIIB (PYHKIIIOHYBaHHS JaHOi cucteMu. [IpoBoauThCS
MOJICTTIOBAHHSI ~XapakTEpHUX THUMIB arak, Bkmouyatoun SQL-in'exmiro, ShellShock,
HECaHKITIOHOBaHI TpuxoBaHi mporecu Ta DDoS. BukoHyeTbcss anHaii3 JIOTIB Ta OIliHKA
e(eKTUBHOCTI BOYZIOBAaHUX 1 KACTOMHHUX IpaBWJI Kopessiii. Ha 0cHOB1 oTpuMaHMX pe3yibTaTiB
(bOpMYIOTHCS TPAKTUYHI PEKOMEHAAIIIT 010 ONITUMI3allii BAKOPUCTAHHS CHCTEMH OC3IEKH.

Amnani3 ocranHix jmkepen. SIEM-cuctemu BifirparoTh KiItO4oBYy poJib y BUSIBICHHI Ta
pearyBaHHI Ha KiOep3arposu, sk 3a3Ha4eHO B JOCIIHKEHHSX, IO MiIKPECTIOTh HEOOX1AHICTh
Kopensiii moxiit mist BignmomimHocTi crangapram PCI DSS, GDPR i NIST [4]. Wazuh
BUPI3HAETHCS BIAKPUTUM KOJIOM, aréHTaMH JUIsi MOHITOPUHTY KiHIIEBUX TOYOK 1 MOMJIMBICTIO
inTerpartii 3 Elastic Stack, o 3a06e3nedye rHydKicTh Y po3ropTasHi [5].

HocnimxenHs mokasye, mo Wazuh neMoHCTpye 3HauHY €QEKTHBHICTh y BHUSBIICHHI
BeO-aTak, 30kpema SQL-in'exuiit Ta ShellShock. Ie 3a0e3neuyeTbes 3aBASKHA POLIUPEHOMY
HaOopy BOYIOBaHMX WPaBWJI KoOpemslii, mo O0a3yloThCsd HA CHUTHATYPHOMY aHaji3l Ta
BpPaxOBYIOTh CydacHi BekTopw aTak [6]. CucremMa 3/1aTHa ONEPATUBHO 1MEHTU(IKYBATH
CTaHAapTHI MAOIOHM aTak, IO poOUTH 1i €PEeKTUBHUM IHCTPYMEHTOM [JIsl 3aXHUCTy BeO-
iHppactpykrypu. Ilpore mns DDoS-arak Wazuh mae oOMexeHHS dYepe3 BiJCYTHICTb
BOYIOBaHOTO aHAJi3y MepexeBoro Tpadiky, 10 BUMarae iHTerpaiiii 3 iIHCTpyMEHTaMH, TAKUMU
sk Suricata a6o III-momemi [7]. ¥V konTekcti Ykpainu, ne kibepOesrexka KpUTHIHOL
iH(dpacTpykTypH € npioputeToM, Wazuh po3risiaeThes sk EKOHOMIYHO BUT1THE PIIICHHS [
oprasxizarii [8].

[lepcriekTHBHI HampsiMH BKJIIOYAIOTh BHUKOPUCTAHHS MAIIMHHOTO HAaBYaHHS s
AaHOMAIIIKHOTO JIETEKTyBaHHS yepe3 iHTerpaiito 3 Elasticsearch abo OpenSearch, mo moxe
MIJBUINUTA €(PEKTUBHICTh BHUABJICHHS CKIagHuX arak [9]. Kpim Ttoro, mocmikeHHS
HaroJIOMy0Th Ha BAKJIMBOCTI MOEIHAHHS TEXHIYHUX PIIICHb i3 HaBYaHHSIM KOPHCTYBadiB
npuHIMnaM kioepririeru [10].

ApxitekTypa Ta npuHuun poéorn Wazuh. Wazuh — e cyuacna SIEM-cuctema 3 BiIKpuTHM
K0J10M, po3pobiena Ha ocHoi OSSEC (Host-based Intrusion Detection System). Ii mogynsna
apxiTekTypa 3ade3neuye MaclITaboBaHICTh, THYUKICTh 1 BUCOKY ITPOYKTHUBHICTh MpU 00pOOIIi
BEJIMKUX OOCSTIB MOAiN Oe3neku. € Y4OTUPH OCHOBHI KOMIIOHEHTH CUCTEMH [4].

Arentn Wazuh — 11€ J€rKoBICHI MpOTrpaMHI KOMIIOHEHTH, 110 BCTAHOBIIIOIOTHCS Ha KIHIICBI
TOYKH (cepBepH, poOoUi CTaHIii, XMapHi IHCTaHLIT). BiAnoBigaoTh 3a 30ip 1aHUX Y peaIbHOMY
yaci, BKJIIOYal04d CUCTEMHI Jiory, iHTerpanito 3 OC A MOHITOpUHTY (aiiiIoBOi LIJTICHOCTI
(FIM), mepeBipky koH¢irypauii (SCA) Ta iHBEHTapu3allil0 MPOrPaMHOro 3abe3NeyeHHS.
ArenTu 0€3MeYHO MepearoTh 111 1aHi Ha cepBep Wazuh depes 3ammudpoBaHuil KaHal.

CepBep Wazuh (Manager) BUKOHYE (YHKIIIO LEHTPAIbHOTO KOMIIOHEHTY s
NpUIOMY TaHUX BIJl areHTiB. 3a0e3MeuyeThCs Ipolec AeKOAyBaHHS, HOpMai3alii Ta aHali3y
BX1/1HO{ iH(opMaIlii 3 BUKOPUCTAHHIM MeXaH13My KOpeJIsLii Ha OCHOBI MpaBuJl. [lo KIH04OBUX
(GyHKII cepBepa HaJEKUTh aHAJI3 JIOTIB IIJISXOM IMOPIBHSIHHS OTPUMAHUX MOAIN 13 0a30r0
CUTHATYp JUIs 1leHTHdikalii BitoMux 3arpo3. PeanizyeTbes Kopemsmis MOAiN, 10 J03BOJISIE
BUSIBJISITH CKJIQJIHI OarartoeTamHi aTakd 4Yepe3 aHaji3 IOCHIIOBHOCTEH B3a€EMOIOB'SI3aHUX
nonii. [lependaueHo ¢GyHKIIOHAT aBTOMAaTU30BaHO1 BIAMOBI/I HA 1HIIUAEHTH, KU BKIIIOUAE
3aIlyCK CIIeHapliB pearyBaHHs IpU BUSABIIEHHI 3arpo3, 30kpema O6okyBanHs [P-anpec.

Ianexkcarop Wazuh (Indexer) BukoHye posb cxoBHIla JaHUX. BiH iHaEKCYe, 30epirae Ta
3a0e3mnevye MBUAKAN MOITYK YCIX HOPMaJli30BaHUX MO OE3MEeKH Ta aJiepTiB, M0 HAIXOIATh
BiJ cepBepa Wazuh. IloGynoBanuii Ha ocHoBi OpenSearch/Elasticsearch, mo 3abe3neuye
Ha1MHICTD 1 TOPU30HTAIILHY MacCIITa00OBaHICTb.

HNam6opn Wazuh (Dashboard) — me BeG-iHTepdeiic ans Bi3yamizamii naHuX,
noOynoBanuii Ha 0a3i Kibana. Hagae amminicTparopaM I1HTYITMBHO 3pO3yMisli MaHeni
KepyBaHHs, rpadikd Ta IHCTPYMEHTH Ui MOHITOPMHTY CTaHy O€3MeKH, PO3CIiyBaHHS
IHIIUICHTIB 1 aHAJTI3Yy TEHIEHITIN.
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B3aeMonisi KOMIOHEHTIB BiJIOYBAa€ThCsl HACTYITHUM YMHOM. ATEHTH 30MparOTh J1aHi Ta
nepenaoTh ix Ha cepBep Wazuh. CepBep aHanmizye iH(QOpMAaLil0, 3aCTOCOBYE IpaBHIIa
Kopesinii Ta reHepye aneptu. Lli anepru depes interpoBanuii Filebeat BimmpasistoThes 10
Ianekcaropa nns 36epiranns. [lambopna, y cBOr 4epry, 3amurye AaHi 3 [HiekcaTopa depes
REST API i BinoOpakae ix kopucTyBadeBi. Bcs koMyHiKkallisi Mi>k KOMIIOHEHTaMHU 3axHIIcHa
3a ornomoroto mudpysanas TLS, a ans KoHIASHIIIHHIX JaHUX BUKOPUCTOBYETHCS QJITOPUTM
AES-128. ApxitekTypa, modymoBana Ha ocHOBI cTeKy Elastic (a6o OpenSearch), 3a6e3neuye
HE JIMIIE BUCOKY HPOAYKTHUBHICTb, aje ¥ JIErKICTh 1HTerpamii 3 IHIIUMH IHCTpYMEHTaMH Ta
riatopMamH, 1110 BKa3aHo Ha puc. 1.

Wazuh Agent

Kna(:'rel% Wazuh Knacrtep Elastic

[ > Wazuh API Kibana Plugin £
! ! \

o I = — g
| ‘ |
Cepnep Wazuh > Filebeat - Cepnep Elastic

Kopucrtysadi Wazuh
GUI

Puc. 1. Apxitexktypa Wazuh

3aranpHuii  anroput™  (ynkuionyBanus SIEM-cucremu Wazuh (puc. 2) €
OaraToeTarmHuM HUKIIYHUM IIPOIIECOM, CIIPSIMOBAHUM Ha MEPETBOPEHHS CHPUX JIaHUX 3 PI3HUX
JUKEpeN y CTPYKTYPOBaHi Ta IPiOpUTE30BaHi CIOBIIEHHS TIPO 3arpo3u. Moro MoxkHa yMOBHO
MOJJIUTH Ha YOTUPH OCHOBHI (pa3u.

daza 300py Ta MIATOTOBKM JaHUX — NPOIEC IHIIMIIOETHCS TICHS IMOYaTKOBOTO
HalalTyBaHHs (KOH(piryparii) cuctemu aamiHictpatopoM. AreHTH Wazuh, BcTaHOBJIEHI Ha
KIHIEBUX TOYKax, Oe3mepepBHO 30MpalOTh CHCTEMHI JIOTHM, METpPUKH Oe3leKdu Ta IHIIy
peneBanTHy iHpopMariro. Lli gani nepenarotbest Ha cepBep Wazuh, e BOHU IPOXOAATH €Tall
Bepudikamii Ta TmepeBipkM Ha akTyaJbHICTh. HeakTyanbHi a0o0 TMOIIKOMKEHI JAaHi
BiIKUal0ThCsA. KopekTHl mofii moTiM NMpoxonaTh HepefoOpoOKy Ta HopMalisaliio, 1€ ix
INPUBOAUTHECS JI0 €IMHOTO CTaHJIAPTU30BAHOTO (opMary, 3pO3yMUIOr0 JUIsl MOAANBIIOTO
aHaJIi3y, HE3aJIeKHO BiJl MOYATKOBOTO JDKEpEa.

®aza aHamizy Ta KOpeJsLii CTAHOBUTh KOHLENTYalbHe sipo QyHKIioHyBaHHS SIEM-
cucremu. Ha 1iboMy erarti 3/11HCHIOETHCS. HU3KA MTOCIIIOBHUX MPOLEAYpP aHATITHUYHOT 00pOoOKHU
HOpMaJli30BaHMX JaHuX. [IpoBoauThcs arperauist Ta GpuIbTpalis o1, 110 103BOJISE YCYHYTH
nyOmroBaHHs  1HQoOpMarii Ta BiAQUIBTPYBaTH CTATUCTHUYHUN IIyM. BuKOHyeThcs
PEKOHCTPYKIIisl TOCHIJOBHOCTI Jiif 3TOBMUCHHKA IIJISIXOM 00'€/JTHAHHS PO3PI3HEHUX MOMIN y
€MHUN ClIeHapii aTaku 3 ineHTudikariei ii cecii. HaibimbI ckiraiHO0 POIEypOIO BUCTYIIAE
0araTOKpoKOBa KOpeJAllis, siKa TIPYHTYETbCS HA 3aCTOCYBaHHI MNpaBWJI 1 EBPUCTHYHHUX
ITOPUTMIB U1l BUSIBJICHHS CKJIAJHUX OaraTOETalHHWX CIIeHapiiB Kommpomertaiii. MeToro
06araToKpoKoBOi KOpesslii € ineHTH(]iKalis B3a€MO3B'SI3KIB MIX PI3HOPIAHUMHU TMOAISIMU
0e3meKu, M0 HaJeXaTh O €IWHOTO BEKTOpa aTakd. THUIOBUM TPUKIAIOM MOXKE CIYKHTH
KOpEJIsiLis CPOOH HECAHKIIIOHOBAHOTO JIOCTYIY 3 MOAAIBIINM BIIPOBAPKEHHSAM HIKIJIMBOTO
MIPOTPaMHOTO 3a0€3IMeUeHHS, 10 J03BOJISIE 1MeHTU(IKYBATH CKOOPAMHOBAHI Jlii 3TOBMHUCHHUKA
B iHpopManiiHiil cucremi.

®da3a omiHKM pu3MKIB Ta mpioputesauii. [licas igeHTudikamii NOTEHUIMHUX 3arpo3
cucreMa 3JIMCHIOE OIIHKY iX KpuTHuHOcTi. Ha pmaHoMmy erami BHUKOHYEThCS —aHaii3
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MOTEHIIIHHOTO BIUIMBY aTak Ha 1HPPACTPYKTYPY 3 METOIO BU3HAYCHHS MACIITa0lB MOKIIMBHUX
30uTKiB. [IpoBOIUTHCS MpiopuTe3allis BUABICHUX 3arpo3 MUIAXOM iX pO3MOIiUTY 32 PiBHAMHU
HEOE3MeKH BIAMOBIIHO A0 3aJaHUX IMOJITHK Oe3mekd. 3AIMCHIOEThCS (PuIbTpallis Moaiid Ha
OCHOBI paHXyBaHHS JJIs1 €JIIMiHAIlT MAJIO3HAYYIIUX CIIOBiIIeHb. Lle 3abe3mneuye KOHIIEHTpaLito
yBaru Ha HAMKPUTHUYHIIIMX 3arpo3ax Ta IMiABHINYe eEKTUBHICTh pearyBaHHs Ha 1HIMICHTH.

®da3za reHeparii pesynabrary. [lopii, mo TpOWNUIM BCi MOMEpenHi eTamu Ta OyiH
1meHTH()IKOBaHI K 3arpO3H, MMOPIBHIOIOTHCSA 3 0a3010 MpaBwWil. Y pasi 30iry TeHEpYEThCS allepT,
KM 30epiraeTbcs B iHAEKcaTopl Ta BimoOpakaeTbcs B mambopni. DiHanbHUM KPOKOM €
CIIOBIIIEHHS aJIMIHICTpaTOpa MPO BHUABICHUN IHIIMACHT Yepe3 HAJAIITOBAaHI KaHAIHM 3B'S3KY
(e7eKTpOHHA TOIITA, MECEH/IKEPH TOIIO).

Taxkum unHOM, TipuHITUN poOboTr Wazuh 3a0e3neuye He JuIe TaCUBHUM 300D JIOTIB,
aye ¥ aKTUBHUH, IHTEJICKTyaTbHUHN aHali3 OC3MEeKH, 10 O03BOJISE BUSBISTH SIK MPOCTI, TakK 1
CKJIaJTHI KOOPJIMHOBAaHI aTaku, 10 JETaJbHO MOKa3aHO Ha PHUC.2.

OnuTYBAHHA
AreHTIB-I#epe

IMeperipka
AKTYATEHOCTI

epenobpobka

Arperauia ta BiaHoBneHHS BinnoeneHHs
(pineTpania XOAY aTakH cecii aTaxmu

Bararokpokosa
KOpenania

IlpiopaTezania

3anoBOILEHAE
JIory npo

npasHia -
3arposy

@

Puc. 2. ITpuniun podotu Wazuh

Mozae/iloBaHHS aTaK Ta aHAJI3 pe3y abTaTiB. {151 eKkcriepuMeHTaNbHOT OLlIHKY €()eKTUBHOCTI
SIEM-cucremun Wazuh 0yiio po3ropHyTO CHeIliali3oBaHe TECTOBE CEPEIOBHUIIE, CXeMa SIKOTO
mpejcTaBieHa Ha pHC. 3. Moro apxiTekrypa Oymna peamizoBaHa Ha 0asi mmardopmm
BipTyanizauii VirtualBox Ta iMmiTyBasia TUTIOBUI CETMEHT KOPIIOPATHBHOT MEPEXK, 1110 BKIIFOUAE
KPUTUYHI KOMIIOHEHTH 1HQpacTpyKTypu. Takuil miaxia 103BOJIMB Y KOHTPOJbOBAHUX YMOBAX
BIJITBOPUTH peajIbHI clieHapii KibepaTak 0e3 pU3uKy sl MPOAYKTUBHUX CHCTEM.

OCHOBHUM KOMITOHEHTOM CTEH/y BUCTYIHUB cepBepHuil kinactep Wazuh, posropuytuit
Ha BIPTyaJibHIM MammHi 3 omnepariidHoro cucremoro CentOS. Ileit kimactep BKIOYaB Tpu
kitouoBi Moaymi: Wazuh Indexer ans innekcariii ta 30epiranns nofiit 6esnexu, Wazuh Server
(Manager) s aHamnmizy Ta Kopessiii BXiIHHUX JaHuX, a Takoxk Wazuh Dashboard na 0asi
Kibana ans Bisyamizauii anepTiB 1 MoHITOpUHTY. OKpemMo Oyia HajamToBaHa KiHIEBA TOYKa
nia ynpasiaiaasM OC Ubuntu, Ha skiii OyB BcTaHoBieHUi serkoBicHuil arent Wazuh. Lleit
areHT BIANOBiAaB 3a 30ip CHCTEMHHUX JIOTIB, MOHITOPUMHI aKTUBHOCTI Ta Iepeaady BCiel
iH(popMallii Ha HEHTPaJIBLHUNA cepBep IS MOJANBIIOTO aHAMTI3Y.

Jlyig MoJletoBaHHS aTaKyloouoi JisSJIbHOCTI BUKOPUCTOBYBAJacs BIpTyaslbHAa MallllHA 3
muctpuOytuBom Kali Linux, skuif € cTaHZapTHUM 1HCTPYMEHTOM IIEHTECTEpIiB 1 MICTHTh
HEOOXITHUN apceHan YTWIT s TpoBeAcHHS KiOepartak. llg mammHa, mo imiTyBana

88



[HOOPMATHUKA TA MATEMATHUYHI METOZI1 B MOJIEJITFOBAHHI = 2026 = Tom 16, Ne 1

3IOBMHUCHHKA B TJIOOQNBHIA Mepexi, Oyna BHKOPHCTaHA IS TOCHIJIOBHOTO TPOBEICHHS
YOTHPHOX THIIIB aTak Ha 3axuileHy KiHneBy Touky (Ubuntu): SQL-in'ekuii, ShellShock,
3aITyCKy HeaBTOPHU30BAHOTO MPUXOBAHOTO Mporiecy Ta DDoS-araku. Best MepexeBa B3aeMotist
MK KOMIIOHEHTaMH Oyia 30cepe/KeHa B MeXax 130Jb0BaHoi jokanbHO1 Mepexi (LAN), mo
3a0€3MEeYNII0 YUCTOTY CKCIICPUMEHTY.

AJMIHICTpaTOp CHCTEMH 3/1MCHIOBaB MOHITOPUHI TOJiil Ta aHai3yBaB pe3yJabTaTd
JeTeKTyBaHHs yepe3 BeO-inTepdeiic Wazuh Dashboard. Taka koHbirypaiiist CTeHy 103BOJINAIIA
KOMIIJIEKCHO OIIIHUTH 31aTHICTh Wazuh BUSBISATH Pi3HOPIAHI 3arpo3H — BiJ] UILOBUX BeO-aTaKk
JIO CKJIAJIHUX MEPEKEBHX HaIaiB, a TAKOK BU3HAYUTH MEX1 HOro BOyJ0BaHOTO (PyHKITIOHATY.
CrpyKTypHa cXxeMa pOo3rOpHYTOTO BipTyaJbHOI'O CEpelOBHIIA ITOKa3aHa Ha puc.3.

3/1I0BMHMCHHK

T aobanbaa
Mepexa
|
g
LAN} ’

‘Wazuli SIEM

‘Wazuh Indexer

‘Wazuh server E | Linux
1

i
I

3 ; Endpoint
1 i ‘Wazuh isidngd
i 3 dashboard

i

‘Wazuh Agent

ApxmiHicTpaTop
cucremu

Puc. 3. TecroBe cepenoBuiie

JU1si KOMIUIEKCHOI OLIIHKM MOXKJIMBocTel nerekTyBaHHs SIEM-cuctemu Wazuh Gyno
3MOJICJIbOBAHO YOTHPU THUNHM KibepaTak, [0 PENpe3eHTYIOTh pi3HI KJIacu 3arpo3: BiJ
HOLIMPEHUX BeO-Bpa3IMBOCTEN 10 CKIAJHUX MEpPEKEeBUX aTak. MeTor excrnepumeHTy Oyina
KUIbKICHA OIlIHKA €(DEKTUBHOCTI BUSBJICHHS LIUX aTak BOYJJOBAaHUMHU Ta KACTOMHUMHU 3ac00aMH
Wazuh, a Tako’x sIKICHMI aHai3 XapaKTepUCTUK TeHEePOBaHMX MOJIiH O€3MeKH, TAKUX K PIBEHb
KPUTHUYHOCTI, BIAMOBIAHICTH HOPMATUBHUM BUMOI'aM Ta 1H(OPMAaTUBHICTB JIOT1B.

[Tepmroro 3MoenpoBaHO0 aTtakoro Oyia SQL-iH'ekiis. Ha kiHmeBiil Touil 3 areHToM
Wazuh 6yno posropuyro BeO-cepBep Apache. Jlyist imiTamii aTakv 3 MaIllMHU 3JIOBMUCHHKA
(Kali Linux) Oymo BUKOpHUCTaHO YTHIITY curl Juis BiANpaBKH cIELiaIbHO CPOPMOBAHOTO
HTTP-3anuty 3a aapecotro http://<IP_mimi>/users/?1d=SELECT+*+FROM-+users. Lleit 3anut
MmicTUB BcTaBKy SQL-komy, THMOBMH JUIsl eKCIUTyaTalii Bpas3iuBocTed BeO-70AaTKiB.
3aBnanHaM Wazuh Oyno mpoaHaii3yBatu JOrH aocTyny Apache Ta iieHTHU(IKyBaTH O3HAKU
1H'eKii.

Jam Oyno BiaTBOpeHO ekcruryararito Bpa3nuBocTi ShellShock. s araka cipsimoBana
Ha 0araToKOMIIOHEHTHY 000J0HKY Bash. Jlnis 1 MoaentoBaHHs Takoxk Oylio 3acTocoBaHo curl,
ane 3 Mmoau(ikoBaHuM 3arosioBkoM User-Agent, skuii MicTuB mkipmusuid ko1 () { :; }; /bin/cat
/etc/passwd. Lls KOHCTpyKIisi, HaJiclaHa Ha BeO-cepBep, 110 BUKOPHCTOBYE ypas3siMBi Bepcii
Bash, no3Bossie BUKOHYBaTH JOBUIbHI KOMaHAM Ha cepBepl. MeToro Oyno mepeBipUTH, YU
3naTHU Wazuh BUSBUTH TaKHil HETpUBIaIbHUN BEKTOP aTaku B MOTOLI MEPEXEBUX JIOTIB.

Tperim ertamom craso BHSBICHHS HEaBTOPH30BAHOTO NPUXOBAaHOTO Tpormecy. Ha
KIiHIIEBii TOYI OyIo 3amymieHo ciyx0y netcat (nc) y pexumi mpociyXxoByBaHHs nopty (nc -
8000), mo imiTyBano Oeknop abo HecaHKI[IOHOBaHUH cepic. OckiIbKM BOY/IOBaHI MpaBuiia
Wazuh He opieHTOBaHI Ha JETEKTYBaHHS MOJMIOHMX MOl 3a 3aMOBUYBAHHSIM, JJIS 1€l METH
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OyJsi0 morepeaHs0 po3pobiieHo Ta JojaHo kacTomHe mpapwio kopemsmii (ID 100051), sike
aHaJi3yBaJlo BUBIJl KOMaH/H PS HAa HAsIBHICTb Mi03P1INX MPOIIECIB.

UYereproro Ta (iHanpHOIO arakor Oyna emyssmiss DDoS. Jlns i mpoBeneHHS 3
aTakyrouoi MaliuHu Oyio BHKOpuUCTaHO yrwiitTy hping3 i3 mapamerpamu -S —flood -p 80
<IP_mini>. [{g komanna iHimitoBasia MacoBe HajacwianHsa SYN-maketiB Ha 80-i mopT i,
CTBOPIOIOYM HABAHTAXKCHHS, XapaKTEpHE JUIsl aTaku TUIy "BigMoBa B oOciyroByBanHi". Llei
EKCIICPUMEHT MaB Ha METi BUBHAYUTH MEX1 MOXJIMBOCTeH Wazuh B IeTEeKTYBaHHI MEPEKEBHX
aHoMautiii O6e3 3alTy4eHHs CIeliali30BaHuX MOAYJIB aHami3y Tpadiky, Takux sk NIDS.

Taoauuns 1.
Pe3ynbTaTi BUSBIICHHS aTak
Araka Bussneno [pasumno PiBens BiamosigHicTe BUMOTaM
SQL-in'exrris Taxk 31103 7 PCI DSS, GDPR, NIST
ShellShock Taxk 31168 15 PCI DSS, GDPR, NIST
[IpuxoBanuii mporiec Taxk 100051 7 Hewmae
DDoS Hi - - -

AHani3 joriB Ta ayauT. ExcriepuMeHTanpsHO MinTBeppkeHo edexTuBHicTh SIEM-cuctemu
Wazuh y BussnenHi arak tuny SQL-iH'ekuiga. AHai3 XypHaly Mojii 3adikcyBaB yCHILIHY
ineHTudikamnito 3anuty 3a npaBuiaoM kopeisii 31103 3 piBaem 3arposu 7. Ilpotsirom 24-
TOJIMHHOTO MOHITOPUHTY 3apeecTpoBaHo 277 mofiit 6e3neku, 3 skux SQL-1H'ek1is craHOBUIIA
0,36% Bixm 3aranpHOi KiMbKOCTI iHIHMIeHTiB. Cucrema 3abesmeuymiia TMOBHY (hiKcalito
napaMmeTpiB aTaku, Bkitouatoun [P-anpecy mkepena (192.168.8.102), meron 3anuty (GET) Ta
minboBuii URL. YacoBuii aHami3 BUSBHB HEPIBHOMIPHICTh HaBaHTKEHHS 3 IIKOBHMHU
nepiogamu aktuBHOCTI 0 08:00, 09:00, 12:00 ta 15:00. BOynoBaHa BiIMOBIAHICTh MpaBHiia
31103 mixuapogaum cragaaptam Oesrmeku (PCI DSS, GDPR, NIST 800-53) pobuts iioro
0COOJIMBO aKTyaJbHUM JJIsl OpraHi3alliil 3 MiJBUIIEHUMH BUMOTaMH JI0 3aXHUCTy iH(opmarlii.
Ha puc. 4 nmpencraBieHo CTaTHCTUKY BUsBIICHHS aTaku SQL-iH'ekii.

OuHamika KinbKoCTi noain 6esnekuw 3a roanHaMu nobu

70 68

KinskicTe nopii 6esnekn

o & ) )
o5 <5 <5 <5
& & o

HYac nobun

)

Puc. 4. Cratuctuka Businenns araku SQL-1H'exuii cuctemoro Wazuh

JliHiitHUM rpadik JEMOHCTPYE YITKO BHpPaXXEHY HEPIBHOMIPHICTH Yy PO3MOALT MOJIN
Oe3neku MmpoTaroMm ao6u. MakcumanbHa akTUBHICTH 3adikcoBana o 09:00 roauni, KoIu
cucreMa 3apeectpyBana 68 iHmmaeHtiB. Jpyruii mik cmocrepiraerbes o 15:00 romuni (62
nojii), mo Moxe OyTH TMOB's3aHE 3 MiJIBHUILEHOK aKTHUBHICTIO KOPUCTYBadiB y poOOYMii yac.
[Tepiox 3 08:00 go 09:00 xapakTepu3y€eThCs PI3KUM 3pOCTAaHHSIM KUTBKOCTI o1 Ha 51%, 110
BIJINIOBiJJa€ MOYATKy poOOYOro JIHS Ta aKTHUBi3allii MepexxeBoi akTuBHOCTI. Y nepioz 3 09:00 1o
12:00 criocTepiraeThbCs MiIaBHE 3HUKEHHS TTOKA3HUKIB 710 52 MO/IiH, 3 MOJaIBIINM 3POCTaHHIM
1o 62 moxiit o 15:00 roauui. OTpuMaHi JaHi MiATBEPAXKYIOTh HEOOXITHICTH aanTHBHOTO
HajamrtyBaHHs mpaBuin kopensiii  SIEM-cuctemun Wazuh 3 ypaxyBaHHSIM 4acOBUX
0COONIMBOCTE MepekeBoi akTUBHOCTI. [lepiogu TMIKOBOrO HaBaHTaXEHHS BHUMAararTh
MIIBUIIEHO1 yBaru JI0 sIKOCTI ACTEKTYBaHHS Ta OTIEPAaTUBHOCTI pearyBaHHs Ha 3arpo3Hu.
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ExcniepumenTtanbHo miaTBepmkeHo edhextuBHicTh SIEM-cuctemun Wazuh y BusiBnenHi
KPUTUYHHMX Bpa3IMBOCTEH KOMaHAHOTO iHTepmperaropa bash. 3adikcoBano ycmimHy
inentudikamito araku ShellShock 3a mnpaBunom xopemsmii 31168 3  mpuCBOEHHSIM
MaKCHUMaJIbHOTO piBHA 3arpo3u 15. CTaTUCTUYHUI aHAJi3 3aCBiAYMB PIBHOMIPHHIA PO3ITOILT
oAl 0e3meKnu MpOoTATroM J100M 13 cepelHboro iHTeHcuBHIcTIO 4,4G monii 3a 24-ToauHHUN
nepion MoniTopuHry. Cucrema 3abe3mneumsia KOMIUICKCHY (iKcalilo mapamMeTpiB aTakH,
BKJIFOYAIOYM PEECTPAIII0 YaCOBHUX MITOK, 1ICHTU(]IKAIIF0 areHTa MOHITOPUHTY Ta JCTaIbHY
KJacuQiKaIiio TUITY 3arpo3u. AHaNI3 JUHAMIKY TOJ(1H Oe3MeKy BUSIBUB CTa0ITbHY aKTHBHICTh
13 HE3HAYHMMH KOJIMBaHHSAMHU mTpoTsaroMm rmepiogy 3 18:00 mo 15:00 nactymHoi mo0Ow.
BceraHoBNIeHO KOMIUIEKCHY BigNOBiIHICTH mpaBmwia 31168 MibKHApogHUM CTaHAApTaM
iHopmarmiitnoi Oesneku, Bmodaroun PCI DSS, GDPR, NIST 800-53, TSC ta MITRE
ATT&CK framework. IIpucBO€HHS MakKCHManbHOTO piBHS 3arpo3u (15) cBimYUTH MpO
Kiacu(ikaiio JaHOTO THUIY aTaKd SIK KPUTUYHO HEOE3NMeYyHOi 3 BHUCOKHUM IOTEHIIIAJIOM
KOMITPOMETAIIi1 CUCTEMH.

Tennosa kapTa po3noainy pieKie 3arpo3 3a roanHamn nobn

200

00:00
o

175

03:00
=

150

06:00
o
@

5

09:00

100

Yac nobn
MITOL 9.L2IHENIHS L]

15:00 12:00
@ o

18:00

8 ] 3 1

21:00
o

| T ) ' g ) | -0.0
1 3 5 7 10 12 15
Pigexb 3arposu

Puc. 5. Crarucrtuka susBieHHs atakd ShellShock cucremoro Wazuh

TennoBa kapTa IEMOHCTPYE YITKY KOPENALII0 MIX 4acoM JIOOM Ta IHTEHCHUBHICTIO
3arpo3 Oe3nekn. MakcuMmanbHa KOHIIGHTpallis MOJii BHCOKOro piBHS 3arpo3 (12-15)
cnoctepiraerscs B nepion 3 12:00 mo 15:00 roaun, mo BiAmoBigae miky 0i3HEC-aKTUBHOCTI.
[Tepiox 3 09:00 o 18:00 xapakTepuszyeThcs CTa0lTLHO BUCOKOIO YACTOTOO MO CePeTHBOTO
Ta BHCOKOTO piBHIB 3arpo3 (7-15), mo cTtaHoBUTH mpuOIU3HO 65% BijJ 3arajibHO1 KIIBKOCTI
iHnuaenTiB. HaliBuia iHTeHcuBHICTD 3adikcoBana o 15:00 roauni 1yist piBHA 3arposu 15, mo
MiATBEPKYE KPUTUYHICTH JAaHOTO mepiony st cuctemu Oesmeku. Hiunumit mepiox (00:00-
06:00) nemMoHCTpy€e MIHIMAJIbHY aKTUBHICTh 3 MIEPEBAKAHHIM IO HU3BKOTO Ta CEPEIHHOTO
piBHiB 3arpo3 (1-7). OTpuMaHi AaHi MiATBEPIKYIOTh HEOOXIJAHICTH AJANTHUBHOI MOJITHKU
Oe3reku 3 JUHAMIYHUM HaJAIITYyBaHHSIM TPABWJI KOPENAIli BIAMOBIIHO J0 YacCOBHUX
0CcO0JIMBOCTEH MEpexKeBOi aKTUBHOCTI.

ExcriepMeHTanbHO BCTAHOBJIEHO HEOOXIAHICTH CIELiali30BaHUX IMPaBUI KOPEJSIil
JUIsS IEeTEKTYBaHHS HEAaBTOPU30BAHUX MepexeBHX ciyxk0. CTBOpEHHS KacTOMHOIO MpaBHiIa
100051 3abe3mevniio TEXHIYHY MOMIIMBICTH ifeHTH(]ikamii mpouecy netcat (nc -1 8000).
Cratuctuunuii ananiz 3agikcyBaB 4,4 MinbloOHM MOAiM Oe3neku MpoTAroM 24-roAMHHOTO
nepiony, 3 skux 0,002% cTaHOBUIM IHIIMICHTH, BUSIBICHI KACTOMHUMHU TipaBuiamMu. Cucrema
3a0e3neunia KOMIUIEKCHY (DiKcallilo mapamMeTpiB IHIUAEHTY, BKIIOYAIOUM YacoBY MITKY,
1IeHTU(IKALII0 areHTa MOHITOPUHTY Ta Kiacu(ikaliio THIy 3arpo3u. AHaji3 4acoBOTO
PO3MO/ILTYy AKTUBHOCTI BUSIBUB PIBHOMIPHY IHTEHCUBHICTB MOJI1H 13 HE3HAUHUMH KOJMBAHHIMHU
B niepiona 3 18:00 mo 15:00 HacTymHOT 106H.
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[TopiBHANBHMI aHaAi3 TMIATBEPAUB CYTTEBY PI3HUIIO MK BOYJOBaHUMH Ta
KacTOMHUMH pimeHHsaMH. [IpaBuino 100051, nemMoHCTpyO4YM TeXHIUHY €(EeKTHBHICTb, HE
BIJINTOB1/1a€ MDKHAPOIHUM cTaHaapTam iHdopmartiiinoi 6e3nexku (PCI DSS, GDPR, NIST 800-
53), mo oOMexye Horo 3aCTOCYBaHHS B OpPraHi3allisix 3 BUCOKUMU PEryISTOPHUMHU BUMOTaMH.
OTtpumaHi pe3yabTaTH OOIPYHTOBYIOTh HEOOXITHICTh CTAHIAPTHU30BAaHUX IMMIAXOMIB [0
PO3pOOKH KACTOMHUX HPABUII KOPEJISLIi.

MNopieHAneHa edeKTUBHICTL piaHuX TUNiB npasun Kopenauii 8 Wazuh
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Puc. 6. Cratuctuka BUSIBJICHHS HEABTOPU30BAHOTO IIPUXOBAHOTO MPOIIECY

[TopiBHsIbHUYN aHAaNI3 €(PEKTUBHOCTI MPABHII KOPEMSIii BUSABIISAE CYTTEBI BIAMIHHOCTI
MK KaTeropisimu. BOynoBaHi npaBuia /it Be0-aTak JeMOHCTPYIOTh ONTUMANIbHI TTOKa3HUKA
edextuBHOCTI netekTyBaHHs (100%) mpu HU3bKOMY PiBHI XMOHMX CIIpalboBYyBaHb (2%) Ta
BUCOKIH BigmoBigHOCTi cTanmapram (95%). KactomHi mpaBuia i BUSBICHHS MEPEKEBHX
MPOLIECiB, He3BaXKaloun Ha TexHIYHY eekTuBHICTH (100%), XapakTepu3yloThCs MiIBUILIECHUM
piBHEM XHOHMX crparboBYBaHb (15%) Ta 0OMEKEHOI0 BIAMIOBIIHICTIO PETYISITOPHUM BUMOTaM
(10%). HaitHmk4i NOKa3HUKHM e€(EeKTHBHOCTI 3a(iKCOBaHO Yy KAaCTOMHMX MpPaBHUI IS
nerektyBaHHss DDoS-atak: HynboBa edexTuBHICTH aAerekTyBaHHSA (0%) npu BUCOKOMY pPiBHI
XUOHUX CTIpanbOBYBaHb (25%) Ta MiHIManbHI{ BiAMOBIIHOCTI cTangapTam (5%).

ExcnepumenTtanbae nocmimkeHHs MoxiauBoctedr Wazuh monao inentudikaiii DDoS-
aTak MPOBOAMIIOCS 3 BUKOPUCTAaHHAM YTHIITH hping3. ['enepartisi iHTeHCUBHOTO TOTOKY SYN-
nakeTiB Ha nopT 80 3 IHTEHCUBHICTIO MOHAJ 40 MakeTiB/C HE BUKIMKAJIA peakiii CUCTEMH
Oe3neky. MOHITOPUHT aKTHUBHOCTI HPOTArOM TECTOBOrO Iepiofy 3adikCyBaB TIOBHY
BIJICYTHICTh JIETEKTYBAHHS aTaKW, HABIThH MICIs IMIUIEMEHTAIII]l CIeIladi30BaHNX KACTOMHHUX
npaBui Kopessauii. OTpuMaHi pe3ysbTaTH CB1YaTh PO CTPYKTYPHI OOMEKEHHS apXiTeKTypu
Wazuh B ananizi mepexxeBoro Tpadiky peasbHOT0 4acy, 110 3yMOBJIEHO OPIEHTAIIIEI0 CUCTEMU
Ha aHaJli3 MOJIM Ha piBHI XOCTa Ta J0JAATKIB. Pe3ynpTaTu AOCHIPKEHHS MiATBEPIKYIOThH
HEOOXIJTHICTb PO3pPOOKH CTaHAAPTU30BAHUX TIAXOIIB /10 CTBOPEHHS KAaCTOMHUX IPaBUI
Kopesiuii Ta 1HTerpauii 3 cremiagizoBaHUMU CUCTEMaMHU aHajli3y MepexeBoro Tpadiky. s
e(EeKTUBHOTO BHUSBJICHHS CKJIQJHUX MEPEKEBHX aTaK pPEKOMEHJOBAHO BIIPOBAKCHHS
MeXaHi3MiB MAallIMHHOTO HaBYaHHS Ta IHTETPalliio 3 CUcTeMaMy BUsBIEHHS BTopraHeHb (NIDS).
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IHTEHCUBHICTL MepeXeBoro Tpagiky nia 4ac DDoS-aTaku

—— HopManbHWA Tpadik
= Tpadik nig yac DDoS-aTakK
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Puc. 7. Pesynprat Bukonanas DDoS-aTaku 3a qoromororo yTuitité hping3

I'padix nemoHcTpye pi3Ky 3MiHY IHTEHCUBHOCTI MepexeBoro Tpadiky mig yac DDoS-

ataku B niepion 3 16:30 mo 16:45. Cepennst iHTeHCHBHICTH Tpadiky 3pocia 3 HopManbHHX 50
HakeTiB 3a XBWIMHY A0 noHaj 2000 makeTiB 3a XBUJIMHY, L0 CTAaHOBUTh 30UIBLICHHS Ha
npubimzno 4000%. Ilepiox aTaku XapakTepU3yeThCS CTAOUTBHO BHUCOKOIO IHTEHCHBHICTIO
Tpadiky 3 He3HAUHUMHU (DIYKTYyaIlisIMU, 110 TUIIOBUH AJisi ckoopauHoBaHux DDoS-atak. Ilicns
3aBepIIeHHs aTaku o 16:45 cmocrepiraerbcs pi3Ke MOBEPHEHHS 10 HOPMAIBHOTO DIBHA
Tpadiky. OTpumaHi JdaHi MIATBEPIKYIOTh, IO TPaAMLiiHI mpaBuna kopemanii Wazuh,
OpIEHTOBaHI Ha aHaJi3 MOIM Ha PiBHI XOCTa, € HEe(hEKTUBHUMH JJIsi BUSBIICHHS aHOMAil
MepexkeBoro tpadiky. Biacytricts peakiii cucremu Ha 4000% 3poctanHs Tpadiky CBIIYUTH
npo HEOOXiAHICTh iHTErpamii 3 CHemiaji30BaHMMH CHCTEMaMH MOHITOPHHTY MEpeXeBoi
AKTHUBHOCTI.
BucHoBku. IIpoBereHe AOCHIKEHHS JIO3BOJNIMIIO BCTAHOBHUTH KOMIUIEKCHY —OIIHKY
epexktuBHocti  SIEM-cuctremu Wazuh y  BuUSBIEGHHI pi3HUX THMOIB  KibepaTak.
ExcrieppuMeHTaIbHUM IUISXOM JOBEACHO BHCOKY PpE3YJIbTAaTHBHICTh CHCTEMH MO0
ineHTudikaii Be0-3arpo3, 3okpema SQL-in'exuiit Ta atak Tunmy ShellShock. L epexTuBHICTH
3a0€3Meuy€eThCsl PO3BUHEHOID CHCTEMOIO BOYJOBAHUX MPABUIJI KOPEJSAIi, IO BiJMOBIIAI0Th
MDKHapOJAHUM CTaHJapTaM iH¢popMariiiHoi 6e3neku, Bkitoyatoun PCI DSS, GDPR ta NIST
800-53. Cucremuuii anamiz apxitektypu Wazuh BHSBHB 3HaYyHI OOMEXKEHHS MIOAO
JICTEKTYBaHHA CKJIQJHUX MEpEeKeBUX aTak. EKCHepuMEHTalbHO MiATBEP/KEHO IOBHY
BIJICYTHICTh peakuii cucremMu Ha DDoS-araku HaBiTh HpU BUKOPUCTaHHI CHEI1AJILHO
pPO3po0JIEHNX KaCTOMHUX MpaBui Kopensuii. BcraHOBIEHO, 110 11e OOMEXEeHHS 3yMOBIICHE
(GbyHIaMeHTaJIbHUMU OCOOJIMBOCTSIMU apXIiTEKTYpH, OPIEHTOBAHOI MEPEBAXHO Ha aHaJII3 MMOA1M
Ha PiBHI XOCTa Ta JIOAATKIB.

JleranpHuil aHami3 e(QeKTHMBHOCTI pI3HUX TUIIB MpaBWi KOpEsAlUli IOKa3aB, IO
KaCTOMHI IpaBHJIa JJIsl BUSBJICHHS HECAHKI[IOHOBAaHMX MPOIIECIB, HE3BAXKAIOUM HAa TEXHIUHY
e(eKTUBHICTh, XapaKTEPU3YIOThCS BUCOKMM piBHEM XHOHUX crpanpsoByBanb (15%) Tta
MiHIMaJIBHOIO BIIMOBIIHICTIO perynsaTopHuM Bumoram (10%). Ile cyrreBo obOmexye ix
3aCTYCyBaHHS B OpPTaHi3allisix 3 BACOKMMHU BUMOTAaMH JI0 BIAMOBIAHOCTI cTaHaapTaM. Ha ocHOBI1
OTPUMAHUX Ppe3yJbTaTiB pPO3pOOJEHO KOMIUIEKC PpEKOMEHJAlid II0J0 IiJBUIIEHHS
e(eKTUBHOCTI CUCTEMH O€3MeKH. 3ampolOHOBAHO apXITEKTYPHI pILIEHHS LIOJ0 1HTerparii
Wazuh 3 cnerianizoBaHMMU CUCTEMaMH aHali3y MepexkeBoro Tpadiky, TaKUMH K Suricata Ta
Zeek. OOGrpyHTOBaHO JOUUIBHICTh BIPOBAHKEHHSI MEXaHI13MIB MAIIMHHOTO HaBYaHHS Ha 0asi
Elasticsearch/OpenSearch 7151 TpoakTHBHOTO BUSIBICHHS aHOMAJTiH.

BusHaueHO TEpCreKTHBHI HAMpsSMH MOJAIBIIMX  JOCTIDKEHb, Cepell  SKHX
NPIOPUTETHUMH €: PO3poOKa CTaHIAPTU30BAHMX METOJIB CTBOPEHHS KAaCTOMHHUX MpaBUII
KOpEeJISIIIii, o 3a0e3mnedars BiAMOBIIHICTh MIXKHAPOIHUM CTaHIapTaM; CTBOPEHHS aIallTHBHUX
QITOPUTMIB JUIS BUSBJICHHS CKJIQJIHUX OaraTOETalHUX aTak; BIPOBA/KEHHS 1HTENEKTYyaJIbHUX
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CHUCTEM MOHITOPHHTY MEpeXeBoi akTUBHOCTI. OTpuMaHi pe3ynbTaTtu cBig4arh, mo Wazuh €
e(pEeKTUBHUM pIIICHHSAM s TOOYJOBH CUCTEMH O€3MeKH, MpoTe HOro MaKCHMallbHa
e(DEeKTUBHICTh JOCATAETHCS JIMINE TMPHU peaiizaiii KOMIUIEKCHOTO MiAXOAy A0 iHTerparii 3
JOJTATKOBUMH  THCTPYMEHTAMH MOHITOPHHTY. 3alpoONOHOBaHA METOJOJIOTIS  JO3BOJISE
CTBOPHUTH 0araTopiBHEBY CHUCTEMY 3aXHCTY, 3[aTHY €(EKTHBHO MPOTHUIIATH PI3HOMaHITHUM
kibep3arpo3am Cy4acHOro uGpoBOro CEpeIOBHINA.
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ANALYSIS OF THE EFFECTIVENESS OF DETECTING ATTACKS
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This paper provides a comprehensive analysis of the effectiveness of the Wazuh SIEM system for monitoring and
detecting cyberattacks in information systems. The architecture of the system, its operating principles, including
the event correlation process, and its functional capabilities are examined. Four typical attacks are simulated: SQL
injection, ShellShock, unauthorized hidden process, and DDoS on endpoints connected to Wazuh. Logs,
correlation rules, and detection results are analyzed. It was found that Wazuh effectively detects web attacks using
built-in rules (100% success for SQL injection and ShellShock), but custom rules are required for unauthorized
processes, and DDoS is not detected without additional mechanisms (HIDS, Al, or complex correlation rules). The
relevance is due to the growth of cyber threats: according to research, Wazuh demonstrates high efficiency in cloud
environments, generating thousands of alerts during attack simulations. The practical significance of the work lies
in the implementation of a methodology for comprehensive analysis of the effectiveness of SIEM systems using
Wazuh as an example to improve the security level of information systems. The results obtained allow optimizing
the processes of monitoring, correlating security events, and responding to incidents in corporate environments.
The proposed solutions for improving detection rules and integrating additional security mechanisms can be used
in building a multi-level cyber defense system. The main tasks are to study the architecture of Wazuh, model
typical cyberattacks, analyze detection results, evaluate the effectiveness of built-in and custom correlation rules,
and draw conclusions. The results can be used to optimize cybersecurity in corporate networks, educational
programs, and audits.

Keywords: SIEM, Wazuh, attack detection, security monitoring, event correlation, incident management.
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OIIIHKA CTIMKOCTI CTETAHOT PA®IYHOT O METOAY 3 KOJOBUM
YHPABJIIHHAM JJISA PI3BHUX KJIACIB KOHTEUHEPIB
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[IpencraBneHoO pe3ynbTaTH EKCIEPUMEHTAIEHOTO TOCITIKSHHS BIUIMBY BUOOPY KOIOBOTO
cloBa Ha HANIHICT CHPUHHATTSA Ta CTIHKICTH cTeraHorpagidHoro BOyIOBYBaHHS B
300pakeHHs. PoOoTa opieHTOBaHa Ha MiAXiJ i3 KOJOBUM YIIPABIIHHAM, SIKHHA ITO3BOJISIE
KOHTPOJIIOBATH TNPOIEC NMPUXOBYBaHHA iHpoOpMaLil depe3 mapamMeTpH KOZOBHX CTPYKTYp
0e3 3MiHM OOJacTi TpeAcTaBIeHHS NaHWX. J[OCHIIKeHHS BHKOHaHO Ha Habopi 3 500
300paxxeHb, KIacu]iKoBaHUX 3a PIBHEM TEKCTYpOBAHOCTI (IMIalKi, CepeHbOTEKCTYPOBaHI,
BHCOKO/IETANII30BaHi Ta 3MilllaHi), 0 Jajo 3MOTy BCTAHOBHTH 3aKOHOMIPHOCTI MiX THIIOM
KOHTeWHepa, BUOOPOM KOJIOBOTO CJIOBA Ta BiJHOBIIOBAHICTIO MPHUXOBAHOTO MMOBIIOMIICHHS
micnst JPEG-ctucky. ¥ Mexax eKCIIepUMEHTY PO3TIISAAINCS IIICTh THUIIB KOJOBHX CIIB!
nocriiine  (Const), nusbkouacrotne (LF), xombGinoBane uuspkouactotHe (LF-C),
cepenupodactotHe (MF), Bucokouacrotrne (HF) Ta Bent. [ns kokHOTO 300paskKeHHS
3IiHCHIOBaNIOCS BOYIOBYBaHHS i TOJaJbIlIe BiJHOBIICHHS HAHUX IICIS CTHUCKY Ha PIiBHAX
skocti QF=10...100, a edekTuBHICTP OIliHIOBajacs 3a TMOKAa3HUKOM OITOBHX IOMHIIOK
BigHOBICHHsA. OTpHMaHI pe3ylbTaTH MIATBEPAWIN, IIO BHOIp KOJIOBOTO CJOBa Mae
BHU3HAYaJFHAUN BIUIMB Ha CTIHKICTh MPUXOBaHOI iHPOpPMAILIii, TOII K PI3HAL MiX KJIacaMu
300pakeHb-KOHTCHHEPIB CIpaBIsI€ BIIUyTHUH, aje HETOPIBHAHHUI 3a MacmTaboM e(exT.
BcraHOBIIEHO, 1110 HU3BKOYAaCTOTHE KOJOBE CJIOBO 3a0e3ledye ONTHMAaIbHY CTIHKICTh s
QF>20, Toxi sk MOCTifiHE KOJOBE CIIOBO € e(heKTHBHHUM IIPH KOpPCTKOMY ctucky (QF<20).
BucokouacToTHe KOJOBE CJIOBO JIOLIJIBHO 3aCTOCOBYBaTH JIMIIE Yy CLEHapisxX, ne
NpIOPUTETOM € 30epekKeHHss MaKCHMallbHOI Bi3yaJIbHOT SIKOCTi, a CTIHKICTh HE €
KpUTUYHOIO. Bent KojoBe CJIOBO MPOAEMOHCTPYBaJO HAaWMEHIIMH PO3KUJ IOKAa3HHKIB
BIZICOTKY TOMMJIOK NPH BHJIYYEHHI cepell YCiX KiaciB 300paxkeHb, MiATBEPIKYIOUH CBOIO
YVHIBEpCAIBHICTh 1 PIBHOMIPHHN CHEPTeTHYHHHA PO3MOALT y mpocTopi Youmra-AmnaMapa.
3anpornoHoBaHi peKOMEH AT JO3BOILTIOTE (POPMYBATH aJaliTHBHI CHCTEMH CTeraHorpadii
3 KOJIOBHM YIPAaBIiHHAM, 3/IaTHI aBTOMATHYHO MiAOMPATH YaCTOTHUH MpPOQib KOJOBOTO
CJIOBA BiJIMOBITHO /IO BIACTUBOCTEH KOHTEWHepa Ta PiBHSA OYiKyBaHOTO CTHCKY. OTpuMaHi
pe3yapTaTH MOXYTh OYTH BHKOPWCTAHI UL TiIBUIICHHS e(QEKTHUBHOCTI M HaIiifHOCTI
creraHorpadiuHUX METO/IIB Y IPAKTUYHUX CHCTEMaX.

KarouoBi cioBa: creranorpadis, JPEG, kojoBe yrpasiiHHs, KOJOBE CJIOBO, IEPETBOPEHHS
Younuia-Anamapa, 6eHT-QyHKIIl, CTIHKICTS.

Beryn. VYV cydacHy emoxy CTPIMKOIO PO3BUTKY LH(PPOBUX TEXHOJIOTIH 4YacTka
MYJIbTUMEIIMHUX JaHUX Yy CBITOBOMY Tpadiky MOCTiHO 3pocTae. 300pakeHHs, ayaio- Ta
BiJleodailsin cTaqu OCHOBHUMH HOCISIMU 1H(opMalii B cOIliaIbHUX Mepexax, 3aco0ax MacoBoi
KOMYHIKaIlii, eJeKTpOHHIN KoMepllii Ta HayKoBUX IutaT¢opmax. Taka TEHAEHIS BiJIKpHBA€e
HOBI MOXJIMBOCTI /Ui OOMIHY JaHMMH, ajieé BOJHOYAC CTBOPIOE CEpHO3HI BUKIHMKHU Y cdepi
iH(popMariifHoi Oe3neKu.

OpuuM 13 HalleeKTUBHINIMX HaMpsMIB 3axUCTy 1HGopmaiii B MyJIbTUMEIIHHUX
cepelloBUIAX € cTeraHorpagis — Hayka TIpo TPUXOBYBaHHSA (pakTy mepeaaBaHHs
noBiiomieHHs. Ha Bigminy Bifg kpunTorpadii, mo Mackye 3MICT JaHUX, cTeraHorpadis
JI03BOJIsIE TpUXOBaTH caM (akT iX ICHyBaHHS, BOYIOBYIOUM CEKpeTHY iHQopMmalioo y
3BUYAHI Memiao0’eKTH. 3aBIsIKA I[bOMY BOHAa HaOyBa€ OCOOJMBOTO 3HAYEHHSI Y KOHTEKCTI
3axXMCTy KOMYHIKallii, IM(POBUX MpaB, a TAKOXK MPOTHAIT iHPOpMaLIHHUM aTakam.

106



[HOOPMATHUKA TA MATEMATHUYHI METOZI1 B MOJIEJITFOBAHHI = 2026 = Tom 16, Ne 1

CyuacHi creranorpadigai MeTOAM PO3BUBAIOTHCS B YMOBaX MiJBUIEHUX BUMOT JI0 iX
epexTuBHOCTI. OLIHIOBaHHS SIKOCTI TAKMX METOMAIB 0a3yeThCsl Ha CYKYITHOCTI KPHUTEPIiiB, 110
BHU3HAUYAIOTh MPAKTUYHY NPUAATHICTH AITOPUTMY Y PEAbHUX YMOBaX BUKOPUCTAHHS.

[To-mepiie, BaKIMBOK XapaKTEPUCTHKOI € HAJIHHICTh cupuitHaTTs (perceptual
reliability) — smaTHicTh cTeraHomoBimoMiIeHHsT 30epiraTd BHCOKHI piBEHb BI3yalbHOI YH
aKyCTUYHOI SIKOCTI Ticisi BOyIOBYBaHHS JOAATKOBOi iH(popmarii. Bynb-ski cnoTBopeHHS,
MNOMITHI JUIsl JIIOJUHM YW JIETEKTOBaHI aBTOMAaTHU30BAaHUMH 3acO0aMU KOHTPOIIIO SKOCTI,
MOXYTh CBIIYUTH IpPO HASBHICTb MpHUXOBaHOI iH(OpMAamii Ta 3HWKYIOTH EPEKTHUBHICTH
CUCTEMH.

JIlpyruM KpHUTEpieM € MpOITyCKHA 37aTHICTH (capacity), TOOTO KiIBKICTh iH(opMaii,
Ky MOXJIMBO TMPUXOBATH 0O€3 IMOPYIIEHHS HAIIHHOCTI CHPUHHATTS Ta CTIMKOCTI. Bucoka
MPOITyCKHA 3/IaTHICTh 3a0e3Meuye MOXKIIMBICTh MEepeAaBaHHs 3HAYHUX OOCSTIB JIAHUX, OJHAK
YacTO CYMPOBOKYETHCS KOMIIPOMICOM 13 JIOTPUMAHHSM IHIIUX KPHUTEPIiB cTeraHorpadivyHoi
SIKOCTI.

Tperiit aciekT — CTIHKICT 4O aTaK IPOTH BOYAOBAHOTO MOBiIOMIIEHHS (robustness). Y
NPaKTUYHUX CIIEHAPIAX MYJIbTUMEAINHI (haiiiim MOXKYTh MiJIaBaTUCS CTUCHEHHIO, (iIbTparii,
MEPETBOPEHHSIM 4YM TepeKoAyBaHHIO. EdexTuBHuil creranorpadiyHuii MeTOJ TMOBUHEH
rapaHTyBaTH BiTHOBJICHHS IPUXOBAHOTO MOBIIOMJICHHS HABITh IICIS TAKUX CIIOTBOPEHb.

Hapemri, He MeHII BaXIUBUM KPHUTEPIEM € CTIHKICTh JI0 CTEraHoaHalizy
(undetectability), TOOTO 3HaTHICTH ANTOPUTMY NPOTHUIISTH CTATUCTUYHUM 1 MAalIMHHUM
MeTOoJIaM BUsBIIEHHS (hakTy mpuxoByBaHHs. Came 1ieil mapamMeTp BU3HAYa€e pealbHy CTIHKICTh
CTETaHOCHCTEMH Ta 1i 3/MaTHICTh 3a0e3nedyBaTH HEMOMITHUH OOMIH iH(pOpMAI€ Y
BOPOKOMY CEPEIOBHUIIL.

Jnist GUIBIIOCTI Cy4acHHWX CTEraHOrpagiuHUX METONIB JOCSATHEHHS ONTHMAJIbHOTO
OanaHcy MiX HaJIHHICTIO CIPUIHATTS, TPOIMYCKHOIO 3/IaTHICTIO Ta CTIHKICTIO 70 aTakK MPOTH
BOYZOBaHOTO TOBIJJOMJICHHS 3a0€3MeUy€eThCsl IUIIXOM BHKOPHCTaHHS 00J1acTeil IepeTBOPEHb
— TaKMX sIK JTUCKpeTHe KocuHycHe neperBopeHHs (DCT), nuckpeTHe BeiBiIeT-NepeTBOPEHHS
(DWT) abo cunrymspuauit poskian (SVD). Poborta B nux mpocTopax 103BoJisi€ €(hEeKTUBHO
pPO3MOAUIATH 3MIHM Yy TPUXOBAHOMY HOCII, 3MEHIIYIOYM Bi3yaJlbHI CHOTBOPEHHS Ta
TM1IBUIIYIOYHU CTIHKICTH JI0 aTak.

OnHak TakWi MiAXiA Mae HU3KY CYTTE€BUX HENOJIKIB. BHUKOHaHHSA mepeTBOpeHb
BHUMarae 3Ha4HUX OOYHUCIIIOBAIBHUX PECYpPCIB, OCOOIMBO MpPU pOOOTI 3 BUCOKOPO3AUTEHUMU
MyJabTUMeAIMHUMEU 00’ ekTaMu. KpiM Toro, 6araTopiBHeBa CTpyKTypa ajJTOPUTMIB YCKIIAHIOE
peanizaiio Ta aHaji3 METOIB, 3HIKYE iX IIBHAKOMII0 Ta CTBOPIOE TPYAHOIII TiJ Yac
aganTanii 1o pi3HuX GopmariB TaHUX.

AJbTEpHATUBHUM IIJISXOM MiABUIIEHHA €()EKTUBHOCTI € BUKOPUCTAHHS KOHLIEMIIi
KogoBoro ympaBiiHHS (code-based control), ska m03BOJsS€ BIUIMBAaTH Ha MPOLEC
BOyJIOBYBaHHSI HE 4epe3 3MIHY 00JIacTi NpPEICTaBICHHA JaHWX, a 4Yepe3 KepyBaHHS
BHYTPIIIHIMH KOJOBHUMH CTPYKTypamMH caMoro moBiomieHHs. CyTh MigXOAy TMOJSrae y
TOMY, 1110 BUOIp KOJOBHX CJIIB, IXHSI KOMOIHAIISl Ta CIOCIO pO3MOIIYy B KOHTEHHEPI MOXKYTh
BU3HAYaTH, SKUM CaMe YMHOM 3/1HCHIOEThCS BOYJIOBYBaHHs, 3a0€3MeUylOud ONTHUMAJIbHHUN
KOMIIPOMIC MIDK HAIIHHICTIO CHOPUWHATTSA, CTIMKICTIO 1O aTak NpOTH BOYAOBAHOTO
MOB1JIOMJICHHS Ta MPOITYCKHOIO 3J]aTHICTIO.

KonmoBe  ympaBimiHHS — BIAKPUBaE  MOXJIMBICTH  (OPMYBaHHS  aJalTUBHHUX
cTeraHorpaiuHuX CHUCTEM, Y SKUX [IOBEJIHKAa alrOpUTMYy BH3HAYAETHCS HE JIMIIE
napaMeTpaMH CUTHajly, a i BIAaCTMBOCTSAMHU KOJIOBUX KOHCTpyKIii. Lle mo3Bosise OymyBaTu
Jeruri, MBUAINI Ta BOAHOYAC OUIBII THYYKI METOMHU, SIKI MOXYTh MiIJIAIITOBYBATHCS IIiJ
YMOBH cepefoBHINa abo THIT 3arpo3u 0€3 HEOOXi1MHOCTI OOYHMCIIIOBAHO CKIIATHUX MEPEXOIiB
JI0 1HIIKX MTPOCTOPIB.

[Ipore, icHyrOul JOCHIJKEHHS METOJIB 3 KOJOBHM YIPaBIIHHAM MpoBoAMIUCS 0e3
ypaxyBaHHsS OCOONMBOCTEH KOHTeHHepiB. 3a3BuWyail aHaji3 3/1iiCHIOBAaBCA Ha y3arajibHEHIH
BUOIpIi 300pakeHb, Oe3 mgudepeHmiamii 3a iX CTPYKTYpHUMH a00 CTaTHCTHYHUMH
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XapaKTepUCTUKaMH. Takuil MiAXix J03BOJSE OIIHUTH 3arajibHi TEHJEHIIi, OJIHAK HE
BpaxoOBYE€, 110 BIACTUBOCTI OKPEMHX 300pa’keHb MOXKYTh ICTOTHO BIUIMBATH Ha €(EKTUBHICTD
QITOPUTMY BOYOBYBaHHS.

OcobnuBuil iHTEpeC CTAaHOBUTH NHTAHHS, SK pi3HI KOHTEHHEpH 3a0e3NedyloTh
CTIMKICTB 10 aTaK, CIPSIMOBAHUX MPOTU NIPUXOBAHOI'O MOBIJOMJIEHHS, HacaMIlepe] — 10 aTak
ctucHeHHsM (Hanpukiaa, JPEG-kommpecii). Came CTHCHEHHS € OJHIE0 13 HAHIOIIMPEHIINX
TUITB BIUIMBY Ha MYJbTUMEIINHI JaHi, TOMY BOHO Ma€ BHpIIIAJbHE 3HAYCHHS IS
MPAKTUYHOT OLIHKK HAJIHOCTI CTETaHOTPadiYHOrO METOY.

BoaHovac BIUIMB pi3HUX KOJOBHUX CJIIB Ha CTIHKICTh MOBIAOMJICHHS P BUKOPHUCTAHHI
pI3HUX THIB KOHTEHHEPIB [0 LBOTO 4Yacy 3aJMIIAE€THCS NPAKTHYHO HEAOCHIHKEHUM.
HeBimoMo, 4M iCHYIOTh 3aKOHOMIPHOCTI, SIKI MOB’SI3YIOTh CTPYKTYPY KOHTEHHEpa 3 piBHEM
30epekeHHs BOyqoBaHOi iH(oOpMaIii Mmicas arak CTUCHEHHSIM, 1 Y MOXKHA II0 3aJICKHICTh
BUKOPUCTATHU JAJIS M1JIBUILIEHHS €(EKTUBHOCTI CUCTEMH KOJOBOI'O YIPABIIHHS.

Mertoto pobOTH € aHami3 BIUIMBY pI3HUX KOJOBHX CIIB Ha CTIMKICTBH
cTeraHorpagiqyHoro MeTojxy 3 KOJOBUM YIPABIiHHSAM Y KOHTEKCTI BMKOPHMCTaHHS pPi3HUX
THUIIB 300paKeHb-KOHTEHHEPIB.

JIOCIJDKEHHST  CIIPSIMOBAaHE Ha BUSBJIGHHS 3aJIKHOCTEH MK CTPYKTYPHUMH

XapaKTEepPUCTHKAMH KOJIOBHX CIiB, BJIACTHBOCTSIMH KOHTEHHepa Ta piBHEM 30epeskeHHs
MpUXOBaHOi iH(opMaIii mcis i atak, 30KpemMa — aTak CTHCHCHHSIM.
AHagi3 JiTepaTypHHX [uKepeia. Y CydacHii HayKOBil JIiTepaTypi MpEICTaBICHO 3HAYHY
KUIBKICTh POOIT, TMPHUCBAYCHUX ITOCIIKEHHIO cTeraHorpadii, il mMeTonmiB Ta MiAXOMIB 10
3axucTy iH(popMmanii y nudpoBux Hocigx. JIOCTHIIHUKH 30CEpEKYIOTh YBary Ha pi3HHX
acmekTax Ii€i mnpoOieMu: BiA pO3POOKH anropuTMiB BOYIOBYBaHHS TOBIIOMIJIEHb Y
IPOCTOPOBii o0macTi Ta OONACTSIX TIEPEeTBOPEHh OO KOMOIHOBAaHUX TIOPUIHUX CXEM,
iHTerpamii mudpyBaHHs, a TAaKOX 3aCTOCYBaHHS TNIMOOKOTO HABYAHHS MJIS ITiIBUILEHHS
HAIHHOCTI CHOPUHHATTA Ta IHIOIMX XapakTepUCTUK MeToxy. Y OimbmiocTti myOumikamin
HiAKPECITIOEThCSl BAXKIIUBICTh 3a0€3MEUCHHS] OJJHOYACHO BHCOKOI MPOIMYCKHOI 37aTHOCTI,
HAJIAHOCTI BIJIHOBJICHHS TIOBIJOMJIEHHS Ta CTIHKOCTI JIO arak, OJIHAK ICHYE CYTTEBa
IpOTalMHA Y JOCTIKEHHSX, 0 TU(EPEHIII0I0Th MOBEIIHKY aITOPUTMIB 3aJI€KHO BiJ THILY
KOHTEIHepa 1 CTPYKTypH KoJoBHX ciiB. Came Il aclleKTH CTAHOBJIATh aKTyaJlbHUH 1HTEpec
JUIS IOJAJIBIIOTO PO3BUTKY CTETaHOTpa(iuHUX METOIB 3 KOJJOBUM YIIPABIIHHSIM.

Po6ora Chinnusami M. ta cniBaBropiB [1] mpononye riopuany cxemy IWT+SVD i
JIEMOHCTPY€, IO TO€AHAHHS LIIOYHUCEIBHOTO BEUBIET-NIEPETBOPEHHS 13 CHHTYJISIPHUM
PO3KIIaOM MIiABUIIYE HAAIMHICTD CHPUHHATTS 1 CTIMKICTE BOYJOBaHOrO 300pa’K€HHS B
YMOBax pi3HHUX IIYMOBHUX Mojenei; aBTopu Takox Haganu GUI ans Bi3yanbHOI i KiTbKICHOT
OLIIHKM pPEe3yJbTaTiB, 10 MiJBUIILYE BIATBOPIOBAHICTh IXHIX €KCIEpUMEHTIB. BogHouac y
CTaTTi BIACYTHIA CUCTEMHUI pO3IJIsL] BIUIMBY PI3HUX KJIAciB KOHTEHHEPIB (HApUKIIa, TIajIKi
a00 BHCOKOYACTOTHI 300pa)K€HHsI) Ha MOBEIIHKY QJITOPUTMY, 1 HMUTaHHS POJi CTPYKTYpH
KOJIOBUX CJIB y 3a0€3MEYeHHI CTIHKOCTI JI0 KOHKPETHHX aTak (30KpeMa CTHCHEHHSIM)
NPaKTUYHO HE TMiJHIMAETHCSA, Yepe3 M0 Pe3yabTaTH BAXKKO EKCTPAIOIIOBAaTH Ha 3a/ady
nmudepeniianii KOHTEHHEpPIB.

Kumar N.N. i ciBaBTOpH y ctarTi [2] noennyots 2D-SWT 3 XaOTHUHUMHU TEXHIKAMU
JUIs TIONEepeHbOro IM(pyBaHHS Iepea BOYIOBYBAaHHSAM, IO € KOPUCHOIO 1/1€€r0 JUis
MIBUIIEHHS 3aXWIIEHOCT! TOBIJOMJICHHSI; TPOTOTHI TMOKA3y€ MPAKTHYHICTh MIAXOAY IS
MIBUJIKOTO JOCIHIPKEHHS IHTETPOBaHUX cXeM IudpyBaHHs 1 creranorpadii. Onnak gopmar i
o0csar po6oTH 0OMEXKYIOTh INIMOMHY €KCIIEPUMEHTAIBHOTO aHaNi3y: aBTOPU BUKOPUCTOBYIOTh
HEBEJIMKI/CTaHIapTHI HAabopu TecToBUX 300paxkeHb 1 0a3oBi merpuku (PSNR/SSIM), He
MPOBOJISYN JIOCTIPKEHHSI 3aJIeKHOCTI BiJ THUIIB KOHTEWHEpIB ab0 JETaJbHOTO aHali3y
MOBE/IHKH MiCTIs pI3HUX PIBHIB CTUCHEHHS.

Mandal P.C. i cniBaBTopu mpononyiots y [3] ocHoBany Ha IWT cxemy QVD-LSB 3
aKIIEHTOM Ha BHCOKY €MHICTb BOYJIOBYBaHHS 1 IEMOHCTPYIOTb PETEIbHI €KCIEPUMEHTH, IO
Jla€ MIIHY TEXHIYHY OCHOBY JUII METONOJIOTIi 1 TIOKa3zye, SK ONTUMI3yBath bpp 0e3
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KatacTpoiyHOTO TOTIpIIeHHsT SKOCTi. BomHouac, sik 1 B 0arathbox MOAIOHMX pOOOTax,
nepeBipka BHKOHaHA Ha THUIOBOMY HaOOpi 300pakeHb 1 HE BKIIOYA€ CTATUCTUYHOI
kinacudikamii KOHTEHWHEpiB 3a iXHIMH BJIACTUBOCTSAMH, a TAaKOXX HE aHaji3ye, K pi3HI
KOHCTPYKLIi KOJAOBUX CIIB (HANPHKIAM, Pi3HI KOAW BUIIPABICHHS MOMHJIOK YU PO3MOALTY
0iTiB) BILTMBAIOThH HA BiTHOBJICHHS ITICJIS CTUCHEHHS.

Marepianmu nocnimkenns Nagini R. V. S. S. S. ta cniBaBropiB [4] mpo multi-image
crera”orpadir JeMOHCTPYIOTh MEPCIEKTUBHICTD MAXO0AY PO3MOAUTY J01aTKOBOI iH(opMartii
MK KiJTbKOMa HOCISIMH SIK CIIOCOOY TiABUIIMTHU 3arajibHy CTIHKICTh 1 HANIWHICTh CIPHMHSTTS,
IpOTE€ MPAKTUYHI EKCIEPUMEHTH 3]eOUIbIIOr0 BHUKOHYIOTBCS Ha TOMOIEHHHUX abo
CHHTETUYHUX MHOXXHHAX 300pakeHb; O TOro X 3acTtocyBaHHa DNN/CKkIamHuX cTparerii
PO3MOAUTY YCKIIAIHIOE 1HTEPIIPETAIII0 TOTrO, KA CaMe BJIACTHUBICTh KOHTEHHEpa (TeKCTypa,
CIIEKTP YacTOT TOILO) BIAIMOBIJA€ 3a Kpally CTIHKICTh 10 cTHCHEeHHs. Uepes ne multi-image
MIIX11 Aa€ KOPUCHI 17T s TABUILEHHS XapaKTepUCTUK cTeraHorpagiyHuX METO/IB, aje He
JI03BOJISIE OI[IHUTH B3a€MO3AJISKHOCTI TUITY «CTPYKTYpa KOJOBOTO CIOBA — THUIl KOHTEWHEpa —
BIJICOTOK ITOMMJIOK ITICJISI CTUCHEHHS.

Cucremarnunuii oryisig Apau R. Ta cmiBaBropiB [5] nae mmpokuii CTpyKTYpOBaHUiA
OTJISiI CydyaCHUX MIAXOAIB JI0 MPOTUMII CTATUCTUYHOMY CTEraHOaHalli3y, MiAKPECTIOIYU
yCTaJIeHI TPEHAM Ta METOAOJOTIYHI MPOTATMHM: 30KpEeMa, aBTOPU MPSMO 3a3HAYAIOTh
HEJIOCTaTHIO PI3HOMAHITHICTh TECTOBMX HAOOpPIB 1 Opak AOCIIKEHb, IO IU(EPEHIIOI0TH
MOBEJIHKY aJTOPUTMIB 3a THUIIOM KOHTeHHepiB. Lle orismoBe [Kepeno Ciyrye BayKIIMBHM
HIATPYHTAM A7 (OPMYIIIOBAaHHS apryMEHTY PO HEJOCTATHICTh JOCHIKEHb caMe B IMUTaHHI
B33a€MO/Ii1 KOJIOBHX CIIiB 1 BIACTHBOCTEW KOHTEWHEpa NP aTakax CTUCHEHHSIM.

Hapemri, po6ora Angulakshmi M. it Deepa M. [6] momae TIpyHTOBHHI OIJISII
Cy4acHUX HEHpOMEpEeKEBUX MIIXOMIB IO creraHorpadii, BKIIOYAIOYM apXITEKTypH THILY
enkozaep/nexonep ta GAN-mozeni, siKki IeMOHCTPYIOTh BUCOKY MPOAYKTUBHICT 1 HaTIHHICTh
cnpuitHaTTa. [lpore Taki MeToau, TONPH CBOi IepeBarn y TIMOOKOMY NPUXOBYBaHHI
iHpopMalii, 3aJIMIIAIOTBCA  3A€0UIBIIONO  «UOPHUMHM  CKPUHBKaMU» 3  OOMEXEHOIO
iHTepnpeToBaHicTio. Tomy i L€l aHaNITUYHOrO JOCHIKEHHS BIUIMBY CTPYKTYPH
KOJIOBUX CJiB, 3aKOHOMIpHOCTEH iX B3aeMOAil 3 THUIOM KOHTEWHepa Ta MOLIYKY
KOHTPOJIbOBAHUX IapaMmeTpiB BOYJOBYBAaHHSA OUIbLI NMPUAATHUMHU 3aIMIIAIOTHCS KIACHYHI,
nobpe gopmanizoBani meroau (IWT, SVD, QVD-LSB Tomo), siki 3a0e3ne4yoTh MOKIUBICTh
MaTeMaTHYHOTO OIHCY Ta BIATBOPIOBAHOTO aHAII3Y.

Hosuii HanpsiM y cteraHorpadgii moB’s3aHUi 13 BUKOPUCTAHHAM METOIB 3 KOJIOBUM
YIpaBJIiHHAM, $IKI J03BOJSIOTH KepyBaTH IpolecoM BOyAOBYBaHHS 1H(opmaiii Ha piBHI
OKpeMHUX KOJOBHUX CIIIB sIKMil OyB Bmepuie mnpejacraBieHuil B poboti [7]. B poGoti [§]
3alpoNOHOBAaHO cTeraHorpaiyHuil METoJ Ha OCHOBI 0araTopiBHEBHX KOJOBHMX CIHIB, IO
3a0e3nedye MiABMILIEHY CTIMKICTh J0 aTak 1 J03BOJIIE€ THYYKO PO3MOAUIATH HAaBAHTAXKEHHS
MDK PI3HUMH €JIeMEHTaMU KOHTEWHepa, OJJHOYACHO 30epiraroyi BUCOKY SKICTh 300paKeHHS.
B poGoti [9] posmmpeHO KOHIENIiI0 Ha IU(pPOBE BiJeO Ta 3alpolOHOBAHO CIIiMe
JNEKOyBaHHS, IO Ja€ 3MOTY BIJIHOBIIOBAaTH BOymoBaHy iH(dopmaliito 0e3 JoCTymy 10
OpPUTIHAIBHOTO KOHTEWHepa, MiABHMILYIOYH MPAKTHUYHY 3aCTOCOBHICTH METOAY Y PEabHHX
cucTeMax rnepefadi gaHuxX. Y mojanblmiid po0oTi [10] merampHO M0CHiKEeHO €()EKTUBHICTH
CJIIIIOTO JEKOJYBAaHHS 1 MOKa3aHO, IO ONTHUMI3allis CTPYKTYPHU KOJOBUX CIIIB 1 aJlTOPUTMY
BOYJIOBYBaHHSI J103BOJISIE 3HAYHO 3MEHIIUTH WMOBIPHICTh TOMMJIOK BIHOBJICHHS MPHU PI3HUX
yMOBaxX aTak Ta PIBHAX CTUCHEHHs. Lli JOCHTIJKEHHS OKpECIIOIOTh MEPCIEKTUBU PO3BUTKY
cTeraHorpagii HOBOro MOKOJIIHHS, /1€ KOJOBE YIPaBIiHHS BUCTYIA€ KIHOYOBUM MEXaHI3MOM
HiABUILIEHHS CTIMKOCTI Ta eeKTUBHOCTI BOYI0OBYBaHHS 1H(OpMALLii.

He3pakaroun Ha HasIBHICTh Cy4acHHUX POOIT, MPUCBIYEHUX METOJaM creraHorpadii 3
KOJ/IOBUM YIIPABIIHHAM Ta iXHIO €(peKTUBHICTh, Y HAYKOBIM JiTepaTypi BiICYTHI CUCTEMAaTHYH1
JOCTIPKEeHHS, sIKI O JeTajdbHO aHalli3yBajM BIUIMB THUILy KOHTEHHEpa Ha XapaKTePUCTHKU
TaKUX METOJiB. 30KpeMa, HE PO3IJISIHYTO, SIK Pi3HI BJIACTHUBOCTI 300pa)KeHb YU BiI€O —
TEKCTypa, CIEKTPaJbHI KOMIIOHEHTH, 4YacTOTa JeTalied — B3aEMOMIIOTH 13 CTPYKTYPOIO
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KOJOBUX CIIB 1 BU3HAYAIOTh CTIHKICT, [0 arak, BKIIOYHO 3 CTHCHEHHSAM Ta 1HIIUMH
NOUIMPEHUMH METOAaMu BTpy4yaHHs. Lle cTBOpIOE MOMITHY mporaiuHy, SIKy akTyajlbHO
3aIMOBHUTH JUIsI PO3YMIHHS peanbHOi e(heKTUBHOCTI cTeraHorpadii 3 KOJOBUM yIPaBIIHHSAM Y
pi3HOPIAHUX HU(PPOBUX KOHTEHHEPAX.

Onuc ekcnepuMeHTy. MeToro eKcriepuMeHTy OyIio 3’sicyBaTH, K BUOIp KOJOBOIO CJIOBA IS
BOYZIOBYBaHHS BIUIMBa€ Ha CTIMKiCTh mnpuxoBaHoi iHopmauii 10 JPEG-cTucky B
300paxeHHIX PI3HUX TUMIB. J{OCHIKEHHS CIPAMOBYBAJIOCS HA BCTAHOBJICHHS B3a€MO3B’SI3KY
MK CTPYKTYPHHUMH OCOOJHMBOCTSIMH 300pa)K€Hb, XapaKTEPHUCTUKAMU KOJOBHX CIIB 1
TOYHICTIO BIJIHOBJICHHS ITOBIJIOMJICHHSI ITiCis CTHUCKY. B ekcriepumenTi Bukopuctano 500
300paxkens ¢opmary PNG, posnoxpinenux Ha uotupu kiacu (pic_pngl...pic_png4)
BIIMMOBIIHO 10  piBHA  iX  TEKCTYpPOBAHOCTI: TIaKl, CEPEeTHBOTEKCTYPOBaHI,
BUCOKOJIETaIi30BaH1 Ta 3Mimani. Taka kimacudikaiis nana 3MOry OXONUTH IIUPOKUI CHEKTP
CTPYKTYpHUX 1 CHEKTPAJIbHUX XapaKTEPUCTHK 300pakeHb, IO € BAXJIMBUM JUJIsl KOPEKTHOI
OLIIHKH BILJIMBY BUOOPY KOJOBOTO CJIOBA HA CTIMKICTh MpuxoBaHoi iHpopmanii. Po3rmsaamucs
IIiCTh BapiaHTIB BUOOpPY KOJOBUX CIiB, Kl HaBeleHI B Ta0u. 1 i3 BiANOBIAHUM KOXXHOMY
KOJIOBOMY CIIOBY IIEpeTBOpEHHsIM Y onma-Aamapa: nocriiina (Const), HuzpkovactotHa (LF),
Hu3pkouacToTHa KoMmbOiHoBana (LF-C), cepemupouacrorna (MF), Bucokouacrorna (HF) ta
Bent. Ili BapianTm BHW3HAYalOTh, SIKI caMe KOCQIIIEHTH YaCTOTHOI 00JIaCTI 3a3HAIOTh
Monuikamii mig yac BOyJOBYBaHHS, (JOPMYIOUM TaKMM YHHOM Pi3HI Mpodiii KOMIIpOMicy
MK HATIMHICTIO CHPHUHATTS CTETaHOIOBIAOMIJICHHS Ta HOrO CTIMKICTIO JI0 CIOTBOPCHB,
CIPUYMHEHUX CTHUCKOM. YcCi KOJOBI clioBa MOOYyAOBaHO Ha OCHOBI ¢yHKIiN Younma, 1o
3a0e3nedye pPIBHOMIPHUN pO3MOJUT BIUIMBY Ha 3afaHy TpaHCHOPMAHTY NEPETBOPEHHS
Yonma-Anamapa. Taka moOynoBa rapaHTye KOHTpOJbOBaHe 1 30aiaHCcOBaHE BTpy4YaHHS y
CTPYKTYpY 300paskeHHs. BunstkoM € 6enT-k0m0Be cioBo (Bent), sike copmoBane Ha OCHOBI
OeHT-QYHKIIT — CHeNiaJbHOr0 KJiIacy MaKCHMAallbHO HEB3a€MHOKOPEThOBAHUX OyIeBUX
dymkuiit [11, 12]. Moro emepris piBHOMIpHO pO3CiIO€TBCS MO BCiX TpaHCHOPMAHTAX
npoctopy Yomma-Anamapa, CTBOPIOIOUM Maike 130TPOMHMN BIUIMB Ha YacTOTHY 00JacThb.
Came ToMy Bent-komoBe cI0BO MOXE BBa)KaTUCS €TaJOHHUM IPUKIAAOM OanaHcy MIXK
XAOTHYHICTIO Ta TAPMOHIMHOIO PIBHOBArol0 B YaCTOTHOMY IPE/ICTaBJIECHHI.

Jnst  KOXKHOTO 3  KJacy 300pakeHb MPOBOJWIIOCS BOYAOBYBaHHS JIOJATKOBOT
iHpOpMAIlil 3 BUKOPUCTAHHAM TOCITIIOBHO KOKHOTO 3 IIECTH BapiaHTiB kojoBux ciiB (Const,
LF, LF-C, MF, HF Ta Bent). KoxHne 300pa)keHHs-KOHTEHHEP OTPUMYBAJIO OJHAKOBUA 0OCST
NPUXOBAaHUX JAHMX, W0 JO3BOJSUIO TOPIBHIOBATH €(QEKTHBHICTh PI3HUX KOJOBHUX
KOHCTPYKIIIH y OJTHAKOBHX YMOBAaX.

ITicns BOynOBYBaHHS KOXKHeE cTeraHomnoBiomieHHs mignaBanocss JPEG-ctucky 3
BU3HAUEHUMHU PIBHAMU SKOCTI, IO IMITYBajJO THUIOBI CIOTBOPEHHS, JO SKUX MOXYTh
HNOTPAIJIATH MYJIbTUMEIiNHI (aiinn y peanbHUX YyMmoBax mnepenaui. [licis cTUCHEHHS
MPOBOAMIIOCS] BITHOBJIEHHSI MPUXOBaHOi 1HGoOpMaIlli, 1 17 KOXKHOIO E€KCHEPUMEHTAIbHOIO
CIIEHApil0 0OYMCITIOBABCSA BiJICOTOK OITOBHUX MOMIJIOK BiTHOBIICHHSI.

Takum 4YwHOM, Tmpoleaypa JMO3BOJISUIA CHUCTEMAaTHYHO OINHUTH BIUIMB BHOODPY
KOJIOBOTO CJIOBAa Ha CTIHKICTh NPUXOBaHOI iHoOpMalii, a TakoXX MNPOCTEXKHUTH, SK THII
300pakeHHI-KOHTEHEpa (TTaaKe, CepeaHbOTEKCTYpOBAaHE, BHCOKOJAETANli30BaHE abo
3MilIaHe) MoAyJo€e eheKTUBHICTh BOYJOBYBaHHs Ta BigHOBIeHHA. Llel minxin 3a0e3nedyuB
peNpe3eHTaTUBHUN 1 KOHTPOJIbOBAHUN €KCIIEPUMEHTAILHUN MalJaHYuK ISl TOPIBHSJIBHOTO
aHaJIi3y KOJOBUX KOHCTPYKIIIH y KOHTEKCTI PI3HUX CHEKTPAIIbHUX NPOdiiB KOHTEHHEpA.
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Pe3yabTaTn Ta 00roBopeHHsi. Jlayi MM TIPEACTABISIEMO PE3YJBTATH JOCIHIKEHHS BIUTUBY
BUOOPY KOJOBUX CIiB Ha CTIMKICTh creranomneperBopeHHsi 10 JPEG-cTucky s pizHuX
KJIaciB 300pakeHb. {151 KOKHOTO €KCIIEPUMEHTAIBHOTO CIIEHApil0 OOYMCITIOBABCS BiJICOTOK
OITOBMX TOMHJIOK BIJHOBJCHHS TMICIs CTHCKY. Y3arajibHEHI JaHi 3a BciMa KJacaMu
300pakeHbh Ta BapiaHTaMH KOJIOBUX CJIiB HaBeleHI y Talj. 2, IO JO3BOJISE TOPIBHATH
e(eKTUBHICTb KOXHOI KOJOBOI KOHCTPYKII Ta MPOCTEKUTH 3aKOHOMIPHOCTI B3a€EMOJIT MiX
CTPYKTYPHUMU XapaKTePUCTUKAMH KOHTEHHEpa 1 TUIIOM KOJIOBOTO CJIOBA.

Taboauus 2.

BincoTok 0iTOBUX MOMMIIOK AJIsE KOXKHOTO KJIaCy 300pa)KeHb 13 3aCTOCYBAHHSAM PI3HUX
KOJIOBHX CIIiB

Martpuus I'pyna
300pakeHb
pic_pngl 228 159 109 73 3.9 1 03 01
i 234 169 12 8.5 5 2 09 04
Iocriitaa (Const) RIEELUE
pic_png3 228 163 109 8 4.9 2.2 1.2 07
pic_png4 227 16.2 11 7.8 4.8 2 1.1 05
pic_pngl 42.3
HuzpkogactoTHa pic_png2 42
(LF) pic_png3 41.8
pic_pngd | 42.2
pic pngl | 447 364 265 159 9.3 6.7 45 2.8 0.8

HusekouacToTHa

A, pic png2 | 447 361 268 174 108 82 57 36 1
(LF-C) pic png3 | 445 356 262 154 75 49 29 15 03
pic png4 | 451 362 259 152 79 53 32 16 04
pic_pngl 45.6 38 28.2 18.4 8.8 5.9 4.4 3 0.8
Cepenmbouactorsa | pic png2 | 455 376 284 20 109 79 6 42 13
(MF) pic png3 | 453 371 276 188 73 46 3 1.7 04
pic png4 | 46 38 277 178 74 46 3 18 05

pic pngl | 498 496 494 493 492 49 486 479 439
Bucokouactora | pic_png2 | 498 497 495 493 492 489 484 473 412

(HF) pic png3 | 498 49.7 495 493 492 489 486 476
pic pngd | 498 497 495 494 492 49 486 477
461 42 379 343 304 269 214 144
463 421 382 347 31 279 226 154
461 418 379 345 308 274 217 139
462 419 379 344 31 276 224 149

w w ks~ D
S ENTNEN NN

AHani3 pe3ynbTaTiB eKCIEPUMEHTY J03BOJISIE 3pOOUTH KUTbKA KITFOUOBUX BHUCHOBKIB.
[To-nepmre, sixk BUAHO 3 HaHUX Tabi. 1.2, 3eI€HUM KOJHOPOM BHJIUICHI HaWOLIbII e(heKTHUBHI
KOJ/IOBI CJIOBa, SIKI JEMOHCTPYIOTh HAaWHIKYMHA piBEHb OITOBHX IMOMMJIOK BiJHOBJIEHHS 1
MOXXYTb OyTH PEKOMEHJIOBaHI Il TPAKTUYHOTO BUKOPUCTAHHS B CHCTEMax cTeraHorpadii 3
KOZOBHUM yIpaBmiHHIM. [lo-apyre, SIKIO He OUIKYETHCS BIUIMBY aTaK CTHCHEHHSM, JOIIHHO
BUKOPHCTOBYBATH BUCOKOYACTOTHE KOJIOBE CIIOBO, OCKIJIKM BOHO 3a0€3Meuye MakCHUMaIbHY
Ha/IHHICTh CHOPUNHATTS KOHTEWHepa 1 MiHIMalbHI Bi3yallbHI CIIOTBOPEHHS, OJHAK HOro
criikicte 10 JPEG-cTtucky Ta 1HmUX BTpy4YaHb TMpakTUYHO BiAcyTHSA. [lo-Tpere,
HU3bKOYAaCTOTHE KOJIOBE CJIOBO IIOKa3ye BHCOKY €(EKTUBHICTb NpPHU CEpeAHIX pPIBHIX
ctucHeHHs 10 QF=20; nmns 1me OUIBII >KOPCTKOTO CTUCKY OIIBIN JOUUIBHUM CTa€
3aCTOCYBaHHS KOJIOBOTO CJIOBA, II0 BILIMBA€E HA TMOCTIMHY CKJIal0BY, OCKUIBKH BOHO 30epirae
B1JIHOBJTIOBAHICTh OiTiB HaBiTh y CUJILHO CTHCHYTHUX 300pa)KEHHSIX.
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Posnonin epekTMBHOCTI KOJOBHUX CIIB TaKOX 3aJIGKUATH Bia Kiacy 300pakeHb. Jlis
INaAKUX 300paxeHpb (pic_pngl) HU3BKO- Ta CepeAHbOYACTOTHI KOJOBI ClIOBa 3a0€3MEeUylOTh
CTaOUTbHO HU3BKHUM BiJICOTOK MOMUJIOK, TOJ1 SIK BUCOKOYACTOTHI KOMIIOHEHTH Maii’ke 0/1pa3y
BTpa4yaloTh BOyZOBaHy IiH(GOpMAIil0 TpH CTHUCKY. Y CEpeAHbOTEKCTYpPOBaHHMX Ta
BHCOKOJIETATI30BaHUX 300paxkeHHSIX (pic_png2—pic_png3) mepeBara KOJOBHX CHIB, IO
BIUIMBAIOTh Ha HU3BKI Ta CEpPeIHI YacTOTH, MEHII TOMITHA, TPOTE BOHH BCE OIHO
MEPEBEPIIYIOTh BHCOKOYACTOTHI BapiaHTH 3a CTIWKICTIO. 300pa’KeHHsI 3MIIIAHOTO THITY
(pic_png4) NeMOHCTPYIOTH MPOMIXHI pe3ylbTaTH, MPH koMY Bent-komoBe cioBo 30epirae
nepenbauyyBaHU  piBEHb BITHOBJCHHS JJIs BCIX TPy, IO CBIIYUTH TPO HOro
YHIBEpPCAIBHICTb.

Bent-kogoBe cioBo, OyBIIM peami3aliel0 MaKCUMAaJIbHO HEB3a€EMHOKOPEIbOBAHUX

OyneBux (QyHKUIH, 3abe3nedye pIBHOMIPHHHA PO3MOALT €Heprii Mo Bcix TpaHc(opmaHTax
Yonma-Anamapa. 3aBAsKd LbOMY BOHO JEMOHCTPYE BHCOKY CTIMKICTh HE3aJeKHO BIJ
CHEKTPAIBHOTO Hpodimo 300paKeHHS Ta PIBHA CTHCKY, HOCTYIOBO 3HIKYIOUM KUIBKICTh
MTOMUJIOK 31 30ubIeHHsM KoedirienTa sikocti JPEG.
BucHoBkH. Y po0OTi MPOBEICHO CUCTEMHE EKCIICPUMEHTAIBHE JJOCIIPKEHHS BILTUBY BHOOPY
YaCTOTHOT'O KOJIOBOTO CJIOBA Ha CTIMKICTh cTeraHorpadiyHoro BOyJ0ByBaHHS B 300paxeHHIX
pi3HuX TUMiB. Pe3ynpraTé mokasanau, 0 CTPYKTypa KOJOBOTO CJIOBa iCTOTHO BIUIMBA€E Ha
01TOBY MOXMOKY BiTHOBJICHHS IICJISl CTHCKY, @ XapaKTep 3aJIe)KHOCTI 3MIHIOEThCS 3aJIEKHO BiJ
KJacy 300pakeHHA. BIumB Tumy KOHTeWHEpa Ha CTIHKICTh TaKOX BHSIBICHO, OJHAK BIiH €
BiTYYTHO MEHIINM MOPIBHSIHO 3 €eKTOM BUOOPY KOJOBOTO CIOBA:

1. BcranoBieHo, M0 HU3BKOYACTOTHE KOJIOBE CJIOBO 3a0e3medye Haillkpamiuii OanaHc
MK HaJIIHHICTIO CIIPUMHSTTA Ta CTIHKICTIO [T 300paskeHb mpu piBHsAX sikocTi JPEG QF > 20.
st sxxopetkux yMoB cTUCKY (QF < 20) edekTuBHIIMM € KOJOBE CJIOBO, IO BIUITMBAE HA
noctiiiHy ckinaaoBy (Const), OCKUTBKM BOHO J03BoJisie 30epiratv  BiJIHOBIIOBAHICTh
MPUXOBaHUX JAHUX HABITh Y CHUIBHO CTHCHYTHX KOHTCHHEpax.

2. JIns cuenapiiB, e CTIMKICTh O aTak HE € KPUTUYHOIO, JIOIIIIBHO BUKOPHUCTOBYBATH
BHCOKOYAaCTOTHE KOJIOBE CJIOBO, IO 3abe3rnedye MiHIMalbHI Bi3yajbHI CIOTBOPEHHS
KOHTeHHepa Ta BUCOKY HaJIHHICTb CPUNHSATTS.

3. Bent-kogoBe CiIOBO MPOIEMOHCTPYBAIO CTaOUTbHI pPE3YyNbTaTH IS BCIX THIIB
300pakeHb 1 piBHIB CTUCKY, IPUYOMY PO3KHUJ BIZICOTKIB MOMMJIOK BUSIBUBCS HaiiMeHInM. Lle
HIATBEPKYE YHIBEpCAIbHUM XapakTep HOro CHEKTPaJbHOIO PO3MOJLITY Ta MOKIMBICTh
BUKOPHUCTaHHA Bent-KoJOBHX CIiB SK €TAIOHHUX a00 KOHTPOJIBLHUX KOHCTPYKIIH y cucTeMax
cTeraHorpadii 3 KOJOBUM YIPaBIIHHSIM.

4. Y uizoMy MOXXHa CTBEP/KYBaTH, 110 BHOIp KOJIOBOTO CJOBa CIiA 3A1HCHIOBATU
a/IalI TUBHO:

— g QF > 20 — nepeBara HU3bKOYaCTOTHUX KOJIOBUX CIIIB;

— g QF <20 — mocriitHe KOJI0BE CIIOBO;

— SKIIO0 BAXKJIMBOKO € HE3AJICKHICTh CTIMKOCTI CTEraHOMOBIIOMJIEHHS BiJ KJacy

KOHTelHepa — Bent Kko10Be CJI0BO IEMOHCTPYE TaKi BIACTUBOCTI.

OtpumaHi pe3ynbTaTd (HOPMYIOTH OCHOBY JUISl TOJANBIIOT PO3POOKH aJanTHBHUX
cTeraHorpagiyHMX CHUCTEM 3 KOJOBUM YIpPAaBIIHHAM, Jie¢ BHOIp YacTOTHOro mpodiiro
KOZIOBOTO CIIOBa MOX€ aBTOMATHYHO IiUIAIITOBYBATUCSA TiJ CHEKTPalbHI BIACTUBOCTI
KOHTEIHepa Ta O4iKyBaHHI pIBEHb CTUCKY.
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ASSESSMENT OF THE ROBUSTNESS OF A STEGANOGRAPHIC METHOD
WITH CODE-BASED CONTROL FOR DIFFERENT CLASSES OF CONTAINERS

Kilko V.V., Sokolov A.V.

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine

The paper presents the results of experimental research on the influence of the choice of codeword on the
reliability of perception and robustness of steganographic embedding in images. The paper focuses on an
approach with code control, which enables the control of information hiding through code structure parameters
without altering the data representation domain. The research was conducted on a set of 500 images classified by
texture level (smooth, medium-textured, highly detailed, and mixed), which enabled the establishment of
patterns between the type of container, the choice of codeword, and the recoverability of the hidden message
after JPEG compression. Six types of codewords were considered in the experiment: constant (Const), low-
frequency (LF), combined low-frequency (LF-C), medium-frequency (MF), high-frequency (HF), and Bent. For
each image, embedding and subsequent recovery of data after compression were performed at quality levels
QF=10...100, and the efficiency was evaluated by the recovery bit error rate. The results confirmed that the
choice of codeword has a decisive influence on the stability of the hidden information, while the difference
between the classes of container images has a noticeable but incomparable effect in scale. It was found that the
low-frequency codeword provides the optimal robustness for QF>20, while the constant codeword is effective
for hard compression (QF<20). The high-frequency codeword is advisable to use only in scenarios where the
priority is to preserve maximum reliability of perception, and robustness is not critical. The bent codeword
demonstrated the smallest spread in the percentage of errors during extraction among all image classes,
confirming its universality and uniform energy distribution in the Walsh-Hadamard domain. The proposed
recommendations allow the formation of adaptive steganography systems with code control, capable of
automatically selecting the frequency profile of the codeword according to the properties of the container and the
level of expected compression. The results obtained can be used to improve the efficiency and reliability of
steganographic methods in practical systems.

Keywords: steganography, JPEG, code control, codeword, Walsh-Hadamard transform, bent functions,
robustness.
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MOJE/JTIOBAHHSI KOMBIHOBAHOI AKYCTHYHOI CUCTEMM BUSIBJIEHHS
TA AKTUBHOI MPOTHUAI MOBITPSIHUM LIJISIM
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[IpencraBneHo pe3yibTaTH PO3POOKHM Ta MOJETIOBAHHS IHTETPOBAHOI CHUMYJIIIIIHHOL
CHCTEMH, IO TOEAHY€E MiJCUCTEMY ITAaCHMBHOT aKyCTHYHOT JIOKAL] Ta MiACHCTEMY aKTHBHOI
MPOTHIIl TOBITPSHAM LiISIM. 3allPONOHOBAHO TETEPOTECHHY AapXiTeKTypy CEHCOPHOTO
MacHBY, sIKa CKJIQIA€THCS 3 IBOX BY3bKOCIIPsIMOBaHUX («shotguny) Ta JBOX BCECTIPSIMOBaHUX
(«omni») MiKpO(OHIB, 1 AITOPUTMIYHO pPeai3yeThCsl 3 BUKOPUCTAHHSIM 3BKEHOTO METOIY
HaiiMeHnmx kBajpatis (WLS). [IpoBeaeHo NOpPIiBHAUIBHUN aHAITI3 TOYHOCTI JIOKami3alii Juis
WLS i xinacuunoro OLS y nmianma3oHi cHiBBigHOIICHHS curHan/myMm Bim —10 mo +20 nb.
Hoseaeno, mo WLS 3a0e3neuye 3HWKCHHS CepeIHBOKBAIPATUYHOT MOXMOKU JOKaTi3arii
Oinpl HiK yaBiui 3a HE3bKOro SNR. [Ipyra yactuHa poOOTH NMpPHUCBSYEHA OLIHIOBAHHIO
001i0BOi e(heKTUBHOCTI aJaNTHBHOIO METONY HaBeAeHHs «Pure Pursuity y peamicTUuHHX
yMOBaxX i3 IOyMaMH, YacOBHMH 3aTPUMKaMH Ta OOMEKCHHSM MAaHEBPEHOCTI DPaKETH.
Pesymbratt  MiATBEPIKYIOTH KPUTUYHY pOJB TOYHOCTI JIOKami3amii Ta JAMHAMIYHOTO
HaBe/ICHHS Y (OpMYBaHHI 3aranbHOl e()eKTHBHOCTI CUCTEMHU «BHSBICHHS — YPaXKCHHSD.
KnrouoBi ciioBa: macuBHa akyCTHYHA JIOKALis, 3¢HITHO-PAKETHHH KOMIUIEKC, 3Ba)KCHHH
MeTOJ] HaWMeHINX KBazapatiB, Pure Pursuit, AMOBIpHICTH ypaskeHHS, CHMYIAIiiiHE
MO/JICTIFOBAHHS.

Beryn. CydacHi yMOBHM BelGHHS OOHMOBHX Iiif Ta OXOpPOHHM KPUTHYHOI 1H(QPACTpyKTypu
BUCYBAIOTh IJIBUIIIEHI BUMOI'M J0 3aco0iB BHSBICHHS NOBITPSIHUX 3arpo3. OcoOnuBy
HEOE3MeKy CTaHOBIISATh MaJOPO3MipHI HU3BKOJITal0ul 00’ €KTH, 30KpeMa Oe3MIOTHI JTiTaIbHI
amapaTH Ta KpuJiaTi pakeTH, 10 YCKJIAIHIOE TX BUSBJICHHS TPAJULIHHUMH paaionoKalitHuMu
CUCTEMaMM uepe3 Majly €(QEeKTHUBHY IUIOILY pPO3CIIOBaHHS Ta MOXJIMBICTb MaHEBpPYBaHHS
no0m3y penbedy MmicueBocti [1].

Y umifi curyamii macMBHI AKyCTMUYHI CHUCTEMH JIOKali3alii pO3MISIAIOThCA  SIK
NEepCHeKTHBHA ajbTepHaTHBa abo0 JIOMOBHEHHA J0 pajionokauii. [lacuBHa akycTuka
3a0e3neuye NPUXOBaHICTh pOOOTH, BIAHOCHO HU3bKY BapTICTh pO3rOPTaHHs Ta IEBHY CTIMKICTh
JI0 pajiioeNIeKTPOHHMX 3ac001B MPUAYILIEHHS, 110 pOOUTH ii MPUBAOIUBOIO JUI 3aCTOCYBaHb y
chcTeMax MPOTHIIT MaluM TOBITpSHUM UM [2]. EdexkTHBHICTh aKyCTHYHHX ITiJXOJIB
3HaYHOI0 MIpOI0 3aJ€KUTh BiJl apXiTEKTYpH CEHCOPHOTO MAacCHUBY Ta METOMAIB O0OpoOKH
CUTHAJIIB, 30KpeMa B1J] OL[IHIOBaHHS pi3HULb yacy npuxonay curtaiis (TDOA) 1 BukopuctaHHs
CTATHCTUYHO OOTPYHTOBAHMX MPOLEIYp OLIHFOBaHHS MONOXKEHHS [3].

BinpmiicTs icHYyFOUMX TOCTIIHKEHB 30CEPEKEHO Ha 3a1a4ax JIOKasli3allii Ta OIIHFOBaHHS
TOYHOCTI BU3HAUEHHSI MOJIOXKEHHS I[UIi, MPU LOMY PIAKO MPOBOIUTHCA KIJIBKICHUHN aHai3
BIUIMBY BHOOpY KOH(iryparii CeHCOpiB 1 aJrOpUTMIB OIIHIOBaHHS Ha KIHIEBY OOWHOBY
e(EeKTUBHICTb IHTETPOBAHOI CUCTEMH «BHSIBIIEHHS — ypa)K€HHs». 3aJHUIIAETCS HETOCTaTHBO
BUBYCHUM, SKAM YHHOM 3MIiHM B apXiT€KTypi MacwBy Ta B TPOLEAYPax 3Ba)KyBaHHS
BUMIPIOBaHb TPAHCIIOIOTHCS y 3MiHY HMOBIPHOCTI ypaKeHHsS LIl 3a PeaJiCTUYHHX YMOB
orepaTHBHOI poOoTH 3ac00y mpoTuii [4].

VY po6oTi 3anporoHOBaHO KOMIUIEKCHY CUMYJIALIHHY MOJETb, 1110 MOEIHYE MiACUCTEMY
MaCUBHOTO aKyCTHYHOTO BMSIBJIICHHS, aJlTOPUTMH Jiokamizauii Ha 6a31 TDOA Ta nuHamiuHy
MoJieTh 3ac00y aKTUBHOI MPOTHAIl. Y MeXax i€l MOJeNi JOCTiKEHO BILUTUB KOMOIHOBAaHUX
KoH(QIrypamiii MikpooHHHUX MacHBIB (BYy3bKocmpsiMoBaHi «shotgun» 1 BcecnpsiMOBaHi
«omni») Ta 3aCTOCYBaHHS 3BaXEHOTO MeToNy HaiMeHIIMX kBaapariB (WLS) Ha TouHiCTh
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nokamizamii (RMSE) nipu pi3nux piBHsAX croiBBigHOmeHHs curHain/mryMm (SNR). JlogatkoBo
OLIIHEHO e(peKTUBHICTh METOTy HAaBEJICHHS pakeTH ThIty «Pure Pursuit» y 3ajadi nepexorsieHHs
32 peaiCTUYHHX OOMEKEHb MAaHEBPEHOCTI PAKETH Ta HASBHOCTI CTOXACTUYHHUX IMOXHOOK Yy

BUMIPIOBAHHSX.
Meta po6oTu. OCHOBHOIO METOI0 JaHOi POOOTH € po3poOKa, Ballijallis Ta JOCTIIKCHHS
KOMIIIEKCHOI CUMYJISIIIHOI MOZEN IHTErpoBaHOI CHCTEMH «aKyCTHYHa JIOKaIlisi — 3aci0

aKTHUBHOT TMPOTHII(», sAKa J03BOJSE KUIBKICHO OI[IHIOBAaTH BIUIMB apXITEKTypHUX 1
QITOPUTMIYHUX  DIIIEHb IJCUCTEMH BUSBJICHHS Ha KIHIEBY OIEpaTUBHO-O00HOBY
e(eKTUBHICTh KOMILIEKCY. Mojienb modyqoBaHa Tak, o0 BiATBOPIOBATH PEATICTHYHI YMOBH
OTIEPATUBHOTO 3aCTOCYBAHHS: Bapiallii CIIBBIHOIIECHHS CUTHAJ/IIYM, CTOXaCTHYHI TTOXUOKHU
BUMIpPIOBaHb, a TAKOXXK KIHEMAaTH4YHI ¥ TaKTHYHI OOMexeHHs 3aco0y ypaxkeHHs. [locraBnena
MeTa rnependavae OTpUMaHHs KUTbKICHUX MeTpUK (30kpema RMSE noxkanizanii Ta iMOBIpHOCTI
YPaKEHHs) ¥ CUCTEMHHUI aHalli3 3aJeXHOCTeH MK MapaMeTpaMu CEHCOPHOI MiJCHCTEMH,
METOAaMU OOPOOKH JaHUX Ta PE3YJIbTATOM MEePEXOTICHHS.

Jlnist TocArHEeHHs 1i€i MeTH c(hOpMyIbOBAHO Ta Peai30BaHO HU3KY HayKOBO-TEXHIYHUX
3anad. [lepma 3agada nossirae B po3poOili Ta MOPIBHSUIBHIN OIIHIII METOMIB JIOKATi3aIii st
JIBOX CEHCOPHHUX KOH(Iryparliii: KOHTPOIBbHOI (YOTUPH BCECIIPSIMOBaHI MIKPO(POHH — «OMNi»)
3 BHUKOPUCTAHHSAM KJIIACHYHOTO MeTOoAy HaiWMmeHmuX kBazapaTiB (OLS) Ta mpomoHOBaHOI
KOMOIHOBaHO1 KOH]irypatii (1Bi BYy3bKOCTIPSMOBAHI1 1 1BI BCECIPSIMOBaH1) 13 3aCTOCYBaHHSIM
CTaTUCTHYHO OOTPYHTOBAHOTO 3BAXEHOTO MeToNy HaiimeHmmx kBazapaTiB (WLS). s o6ox
BapiaHTIB NependavaeThCsi YNCENbHUM €KCIepUMEHT y mupokomy mianazoHi SNR i3 meToro
OLIHKH CTa0UILHOCTI alTrOPUTMIB, PO3MOJUTY TMOXHOKH Ta CTaTUCTUYHUX XapaKTEPUCTUK
OLIIHOK ITOJIOKEHHS L1JTI.

Jpyra 3amadya cnpsMOBaHa Ha KUIbKICHY OLIHKY KiHIEBOi OOHOBOi e(eKTUBHOCTI
3aco0y aKTUBHOI MPOTH/II MPU BUKOPHCTAHHI aJallTUBHOIO AJITOPUTMY HABEICHHS PaKETH
tuiy «Pure Pursuit». ¥ mexax mi€l 3a1a4i MOJICIIOIOTHCS PETICTHYHI OOMEXEHHS: 00MeKeHa
MaHEBPEHICTh 1 eHEPTeTUYHHM JTIMIT PaKeTH, BUMIQJAKOB1 BTPATH CYIPOBOY LiJI1 Ta 3aHMKEHUN
piBerbr SNR y ceHcopHiii migcucremi. BuB4aeTscsi 3anexHICTh HMOBIPHOCTI YpaXXeHHS Bij
KJIIOYOBUX TapaMeTpiB CLEHapilo, 30KpeMa BiJ MIBUAKOCTI Lidi, Ta B3a€MO3B’A30K MiX
TOYHICTIO JIOKaJIi3allii ¥ yCHIIIHICTIO EPEXOIJICHHS.

OuikyBaHMil pe3ynbTaT poOOTH — HAJAHHS KUIBKICHUX JO0Ka3iB e(EeKTUBHOCTI

IHTErpOBaHOIO MiIXOYy: MMOKA3aTH, HACKUIBKH 3aCTOCYBaHHS KOMOIHOBaHOro MacuBy i1 WLS
3HIKYE TOXHOKY JIOKai3alii MOpiBHAHO 3 KIACUYHOIO apXiTEKTYpoIo, 1 5K 11e, y CBOIO Yepry,
MIJBUILYE WMOBIPHICTh Ypa)kK€HHS HpH pealicTUYHuX ymoBax. Kpim Toro, pobora Mmae
OKPECJIUTH MPaKTUYHI peKOMEeHallli 10/I0 IPOEKTYBAaHHS CEHCOPHOI MiACUCTEMH Ta BUOODPY
ITOPUTMIB HaBEAECHHS JJISl CUCTEM MPOTUJIITI MaJIUM MOBITPSHUM LIISIM, @ TaKOXK BU3HAUUTH
HanpsAMH MOAATBIINX JOCHIIPKEHb 1 BJOCKOHATIEHHS MOJIEIi.
OcHoBHa vacTuHa. JlJI1 JOCATHEHHS MOCTaBIE€HOI MeTH Oyslo po3po0JEHO KOMIUIEKCHY
JIBOBUMIPHY CHUMYJIALIHHY MOJIENb, KA IMITye MOBHUM IIUKJI POOOTH 1HTEIPOBAHOI CHCTEMH
npotuii. ApPXITEKTYpHO MOJENIb CKIAJA€ThCsl 3 TPHOX KIIOYOBUX, B3a€EMOIIOB’S3aHUX
MICUCTEM.

[lepmoro € migcucreMa aKyCTHYHOTO BUSIBJICHHS, IO BIJMOBIJA€ 3a MOICITIOBAHHS
¢iznyHoro piBHsA. BoHa iMiTye reHepaiilo TOHAJIBHOTO aKyCTHYHOTO CUTHAITY MOBITPSHOIO
L1J1JTI0, 1OTO MOIIMPEHHS B CEPEAOBHUILI 3 YpaxyBaHHSIM Ir€OMETPUYHOTO 3aTyXaHHs (00epHEHO
NPOMNOPLIHHO BiJICTaH1) Ta JOJaBaHHS aAUTUBHOTO O1JIOTO TayCOBOTO IIYMY, 1110 BU3HAYAETHCS
3aJaHUM piBHEM cIHiBBiAHOMIEHHS curHain/mym (SNR). g mizcucrema Takox MOJENIOE
OpUiOM CHTHaJy MIKpO(OHHMM MacHMBOM, 3aCTOCOBYIOYM JO HBOTO BIJMOBIJHI Jiarpamu
CIIPSIMOBAHOCTI.

Jlpyroro € mifcucrema JioKali3amii, sKka BUKOHY€ MEPBUHHY Ta BTOPHUHHY OOpOOKY
nanux. BoHa oTpuMye 3Mo/1e1b0BaH1 CUTHAIU 3 MIKPO(OHIB, 3/1IHCHIOE OIIHKY PI3HUIh Yacy
npubyTTst (TDOA) Mixk mapamu CEHCOPIB Ta, HA OCHOBI IMX JaHUX, BUKOHYE 004nciIeHHs 2D-
koopauHat mum. L migcucrema peanizye ABa pPi3HI aNrOpUTMU MYJbTHIATEpailii s
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MOPIBHSUIBHOTO aHAITI3Y: 3BUYaiHUI MeTo HaliMeHIIuX KBaapatiB (OLS) Ta 3BaxkeHuit MmeTon
HaliMeHmux kBaapatiB (WLS).

TpeTboto € mijcucTeMa akTUBHOI POTH/IIT, IO IMITYE JIOTIKY Ta JUHAMIKY MOOUTBHOTO
3eHiTHO-pakeTHOro komiuiekcy (3PK). Bona ¢yHKIioHye sk CKiHueHHH#T aBroMaT [5],
OTPUMYIOYM KOOPJAMHATH BiJ MifCHCTeMHU JioKami3amii. Ha OoCHOBI mux naHWX Ta BIIACHOL
noriku, 3PK mnpuiimae pimieHHs Mpo NEPEeXOIJICHHsS, MOJEIIOE TMOMIT pPakeTH 3a 3aJaHuM
METOJIOM HaBEICHHS Ta BU3Ha4Ya€e (PpakT ypaxeHHs abo npomaxy [6].

3arajbHUM BUTIISA] TOJIOBHOTO BiKHA CUMYJISIINHOT MOJIeNi, 110 Bi3yali3ye OJHOYACHY
poboTy BCiX TpbOX MifCHCTEM, HaBeAeHO HAa pUCYHKY 1. Ha Hbomy BimoOpaxeno 2D-kapty
orepaTUBHOI 00CTaHOBKHU 3 no3ulisMu Mikpodonis (M1 — M4), 3aco0y ypaxenus (3PK) ta
110ro 30HO010 €(PEeKTUBHOCTI, a TAKOXK peabHi (OTPHUMaHi BiJl MOJIEII pPyXYy) Ta OLliHEeH] (OTpUMaHi

B1JI ITIJICHCTEMH JIOKaJIi3aIlil) TPAeKTOPIii IIiIeH.

M3 (shotgun), Has.: -39.3°
AHimauisa (Yac: 51.6c, Kaap: 258) | 3PK: MEPE3APAAKA (a0 58.6¢) %0°

A MikpodoHu 45°
+ 3PK

3oHa BusBNeHHA 3PK
Bopoxa uinb 180°
Cain

OuiHeHa Uinb
PeanbHa TpaekTopis
OuiHeHa TpaekTopia
PakeTta

TpaekTopia pakeTn
SHULEHHs!

Y (MeTpu)

270°
M4 (shotgun), Has.: -127.7°
20°

200 800 270°
X (MeTpu)
M1 (omni) M2 (omni) M3 (shotgun) M4 (shotgun)
0.002 0.002
0.001 0.001
0.000 0.000 0.000 0.000
0.

.001 N
-0.002 =000 -0.002

0.0 05 1.0 15 2.0 0.0 0.5 1.0 5.7 20 0.0 0.5 1.0 15 2.0 0.0 05 1.0 15 2.0
Yac (¢)

Amnnityna

Puc. 1. 3arajbHU BUTISAA CUMYJISIIAHOT MOJEN 1HTETPOBAHOI CHCTEMHU «BUSBICHHS —
YpaxeHHs

MikpodoH M1 (Omni) MikpodoH M2 (Omni)
90° 90°

270° 270°
Puc. 2. Jliarpamu cripsMoBaHOCTI BcecnpsiMoBaHuX MikpodoriB (M1 ta M2) y monspHiit
CHCTeMi KOOpIUHAT

B ocHOBi Mojeni BHUSABIEHHS JIEKUTh NPUIYIIEHHS, 110 moBiTpsHa ik (BITJIA)
TreHepy€e TOHALHUN aKyCTHYHUI CHTHA Ha JJOMIHAHTHIN 4acToTi f. 1 mpocToTh, y Moaei
e CUTHAJ MPEJICTaBICHO Y BUTJIS/AI CHHYCOI U 3 aMILTITy1010 A:
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s(1) =Asin(27Tf0t) (1)

[Mommprotouncey Bix mkepena (Iiai) 3 KOOpAHMHATAMHU (xT,yT) no k-ro mikpodoHa,
PO3TANIOBAHOTO B TOYII (xk,yk), CHTHAJI 3a3HA€ IBOX OCHOBHUX BIUIMBIB: 3aTyXaHHs, 00EpPHEHO
MIPOIOPIIIHHOTO BiJICTaHI dk, Ta YacoBOi 3aTPUMKH T, KpiM TOro, Ha BXOA1 KOXHOTO
Mikpo(oHa ToAa€eThC aIUTUBHUNM OUTHH rayciB IIym nk(t). TakuM YUHOM, MPUHHATHHA k-M

MIKpPO(OHOM CHUTHAIT rk(t) OTIMCY€EThCS PIBHIHHSM:
A (2)
= —si -7 )+
rk(t) dk sm(2Trf0(t rk)) nk(t)

JIe BIJICTaHb dk Ta 4acoBa 3aTpUMKa Ik BU3HAYAIOTHCA SK:

dk=\/(xT—xk)2+(yT—yk)2, rk=dk/c (3)

IpUYOMY ¢ — IIBHJKICTH 3BYKY, a nk(r) — agUTHBHUHN Oinuid rayciB myMm. [IoTyXHICTD IIymy
nk(t) BH3HAYAETHCS 4epe3 mapameTp crhiBBigHomeHHs curHan/myM (SNR), mo 3amaerbes y

nerubenax (ab):
SNR = 10log (P /P ) (4)

ne P ta P — cepeaHst MOTYKHICTh CUTHAJY Ta IIYMY BiJIIOBiTHO.
§ n
Busnauenns koopauHaT 1im Oasyerbest Ha metoni TDOA. Jlns uporo cmoyaTky
HEOOXiJTHO OLIHUTH Pi3HUII B yaci mpuOyTTs curHamy Af 0 MK KOXHHUM k-M MiKpO(OHOM Ta
ormopHUM MikpodoHOM (B 1aHil po6oTi — MikpodoH 3 iHaekcom 0). Ls orinka ?k , SHAXOMATECS

3a JIOMOMOTOK0 METO Ty y3arajibHeHo1 B3aeMHO1 kopesiii (GCC-PHAT), sikuii mrykae vacoBuii
3CYB 7, 1[0 MAaKCUMIi3ye (BYHKIIIFO KOpEeJIsIiii Misk curHaizamu [7]:
oC
~ 5)
T _=argmax rlr + (
o= argma O(t) k(r T)dt
T — 0
ne rO( 1) Ta rk(t) — CUTHAIIU, IPUIHATI OMIOPHUM Ta kK-M MiKpo(OHOM BiAmoBinHO. OTpUMaHUI

MacHUB YaCOBHX 3aTPHMOK [?l 0,?2 O,...,?N_IO] € BXIJHAMHM [JaHUMH OIS HiJCHCTEMH

JIOKasi3argi.

OTpuMaHuii HaGip OI[IHOK Pi3HHUIb Yacy IpUOYTTA [T .. .,?N _y 0] € BX1THUMH TaHUMHU

1,0
JUI 3a/a4i MyJibTUJaTepalii, ska MOJsIrae y po3B’s3aHHI CUCTEMM HETIHIMHMX pIBHSIHb
BITHOCHO HEBIAOMHUX KoopauHaT mum (x, y). KoxHe piBHAHHA k& B cuCTeMI ONHCYE
rinep6oiyHy KpUBY, 110 BiJNOBIJa€ BUMIPsHINA 4acoBii 3aTpUMILi ?k 0

\/(x —x )+ =y ) —\/(x —x ) +(y—y ) =c "r:k’o (6)

ne k mpobirae 3HaueHHs Big 1 1o N — 1 (kinbKicTh MikpoQoHIB MiHyc onopHuit). Llg cuctema
€ HaUTHIIKOBOIO 1 PO3B’SI3YETHCS YMCEIbHUMH METOJIAMH, MiHIMI3YIOUH CYKYITHY TOXHOKY [8].
KirouoBuM acrekToM JaHOi poOOTH € MOPIBHAHHA JBOX PI3HUX MiIXOMAIB 10 pO3B’sI3aHHS L€l
CUCTEMHM, 1110 Oe3MocepeqHhO IMOB’sI3aHl 3 JIBOMAa PI3HUMU KOHQITYpalisiMH CEHCOPHOTO
MacHBy.

[lepma koHirypaiiis, KOHTPOJbHA, CKJIQJA€TbCI 3 YOTUPHOX  1JEHTUIHUX
BCECTIPSMOBAaHUX MiIKpo(oHiB. BoHu npuiimMaroTh CUTHaN Ta HABKOJIMIIHIM IIyM OJHAKOBO 3
ycix HampsiMkiB. JIyisg 1i€i OAHOPIAHOI CHCTEMH BHUMIPIOBaHb IMPUPOAHO 33aCTOCOBYBATH
3BHUailHuii Metoa HaiimeHmmx kBaapartiB (OLS). Lleli merox MiHiMi3ye cyMmy KBajpariB
pi3HULL (HEB’ 5[301<) MDK po3paxoBaHuMH Ta BuMipsHumMu TDOA, mpumyckarouu, 1o Bci
BUMIpIOBaHHS Tk , MIOTh OJIHAKOBY HaJliHICTh (OTHAKOBY AucHepcito noxuoku) [9]:

’
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N-1
R (xy)= 2 ((r (x) =7 (x)) =7 )= mi )
= — — -
oLs XY Z 1( r ley) =7 (xy Tk,O) min
ne rk(x,y) Ta ro(x ,V) — Ie TeOpEeTUYHi 4acu IpUOYTTA (PO3paxoBaHi 3 dk /cta do/ c), a ?k 0

— BuMipsina TDOA.

Jlpyra xoH(irypamis, NpONOHOBaHA, € KOMOIHOBAHOIO Ta CKJIAQNAETbCA 3 JIBOX
BCECIPSMOBAHMX («omni») Ta ABOX BY3bKOCHPSIMOBaHUX MiIKpo(oHiB Tuiry «shotguny.
BysbkocnipsiMoBaHi MIKpOQOHM MarOTh BY3bKHI TOJIOBHHUH TIENIOCTOK, IO JO3BOJIAE iM
JOCSTaTH 3HAYHOTO KOe(IIieHTy MiACWICHHS CHUTHAIY Ta MPUAYIISHHS IIyMYy 3-1o3a oci. B
Mol 1i MIKpOOHH JWHAMIYHO HABOISATHCS Ha TOMEPEIHIO OILIHEHY MO3MINI0 Iii, 110
3abe3neuye 3HauHe JTokanbHe mokpamieHas SNR [10] (B maniii mozeni oninene sk +15.6 1b).

Ile cTBOpIOE HEOAHOPIAHY CHUCTeMy BuMiptoBaHb: oOmiHKM TDOA, orpumani 3
BUKOPUCTAHHSM «shotgun» mMikpodoHiB, € 3HAYHO HAMIMHIIIMMHU (MArOTh MEHITY TUCIIEPCIIO
NOXMOKM), HIX OL[IHKH BiJl «omni» MiKpo(oHiB, 0COOIMBO NpU HU3BKUX 3arajdbHuX SNR.

3acrocyBanass OLS 10 Takoi CHCTEMH € CTaTUCTHYHO Hee()EKTUBHHM, OCKLIBKU BiH
ITHOpPYE II0 PI3HUIK0 B HaidHOCTI. Tomy mis KoMOiHOBaHOI KOH(iryparii mpornoHyeThCs
3BakKeHU# Meroj HaiiMmeHmux kBampatie (WLS) [11, 12]. WLS wmiHimi3ye cymy KBaapaTiB
HEB’s130K, 3BAKCHMX 3a iXHBOI HaJIHHICTIO. BaroBuii koedimieHT w, s koxxuoi TDOA-

OIIIHKHU ?k 006Hpa€TbC$I 00EpHEHO MPOMOPIIHHUM 10 11 qucnepcii O‘%DOA L [13]:
__ 1 (8)
w —_—
ko 52
TDOA,k

2

TDOA
2 . . 2 o

Ha OIIOPHOMY (00) Ta k-My MikpodoHi ((;Tk). KoxHa 3 nux nucnepciii, y CBOI 4epry, 00epHEHO

Hucniepcis noxubku TDOA o 3aJISKUTH BiJl CYMH TUCTIEPCiii MOXMOOK CUTHAIIIB

npornopiiiitHa epexruHoMy SNR Ha qanomy Mikpodosi [7]:

©)

o2 =2+¢? , lox—
TDOAK 0 k i SNR
I
Takum unnom, TDOA-ouiHku, oTpuMadi 3 napu «shotgun»-mikpodoHiB, MaTUMYTh

HallMEHIIly JUCIEepCiio 1, BIAMOBIIHO, HaHOUIbIIY Bary w. Ile no3Bonse anroputmy WLS

OpUIUIATH OlblIe yBard HAaAIMHUM JaHUM 1 MeHIIe — 3amymiaeHuM. Oynkuis BTpat WLS,
10 MiHIMI3YEThCS, MA€ BUTJIAL: |
_ (10)
RWLS(x’y) = kgl Wk((rk(x’y) - To(xay)) _?k,()

Le#t miaxia 103BOJIsIE KOPEKTHO IHTETPYBATH MEepeBaru By3bKOCIPSIMOBAHUX CEHCOPIB
Ha aJITOPUTMIYHOMY PiBHI, LII0 € KJIFOYOBOIO T1MIOTE3010 MEPIIOi YaCTUHU JTOCIIIKEHHS.

OnineHi koopAauHaT LIl (x, y), OTpUMaH1 BiJ HIJCUCTEMHU JIOKali3allii, CIyTryloTh
BX1IHUMH JaHUMHU I1IE€BKa3aHHA ISl TPEThOI KIIIOUYOBOI KOMIOHEHTH MOJENi — MiACUCTEMHU
akTuBHOI mpotuaii. g migcucrema iMiTye NMOBEAIHKY Ta KIHEMATHKY 3€HITHO-PAKETHOI'O
komruiekcy (3PK) B pamkax peamicTUYHOIO CIIeHapito MepexXornyIeHHs.

Jlorika po6otu 3PK omucyerbcs y Burisanal ckiHueHHoro astomaty (Finite State
Machine, FSM) [6, 14], 1110 € MOMUPEHUM ITiIXO0M ISl MOJICTFOBAaHHS. aBTOHOMHHX CHCTEM.
ABTomar Bu3Hadae omnepauiiiHuii mukin 3PK uepe3 Hu3ky mociinoBHuX craHiB. ba3zoBum
ctanoM € «QOuikyBanns» (Idle), B sskomy 3PK rotoBuii mo nii Ta Ge3mepepBHO OTPUMYE
OHOBJIECHI AaHi Mpo 1111k, Kou 1Tk moTparuisie y 300y ypaxxeHHs, BiI0OyBa€TbCs IEpeXi/l y CTaH
«3axomnensus» (Engaging), ne iMiTyeTbCs TakTM4YHa 3aTpPUMKa Ha IMIATOTOBKY A0 MYCKY
, 10 BHOCUTH eneMeHT BapiatuBHOCTI. Ilicns 3arpumku BigOyBaeTrbes «llyck»

)2 = min

T

launch_delay
(Launched), i 3 11bOrO MOMEHTY aKTHBYETHCS MOJEIb KiHEMAaTHKH Ta HAaBEICHHS DPaKETH.
HesanexxHo Bim pesynbraTy ataku (ypakeHHs 4um npomax), 3PK mepexomuts y cran
«Ilepeszapsaka» (Reloading), ne BiH HeaKTHBHUHN TPOTATOM (HIKCOBAHOTO Yacy, IMITYIOUH Yac,
HEOOXIiTHHIA Ha MiArOTOBKY JI0 HACTYITHOTO TIEPEXOTICHHS.
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KitouoBuM e1eMEHTOM JIPYToi 3ajadi JOCTIDKESHHS € MOJIC)Ib HaBEJACHHS PAKEeTH, 1110
akTUByeTbcst y craHi «llyck». J[ns KinbKICHOI OIIIHKM €(EeKTHBHOCTI BUKOPUCTOBYETHCS
aJIalTUBHUI METOJ| MPOIOPIIHHOro mepeciiayBanus, abo «Pure Pursuit». Ha Bigminy Bix
MPUMITHBHUX METOJIB, IO CIIPSIMOBYIOTh PAKETY Y CTATUYHY TOUYKY, PO3PaXOBaHYy B MOMEHT
nycky, «Pure Pursuity € nuaamiuanm nporecom. Ha KOXKHOMY KpOIll cuMyJIsiiii At, cucrema

HaBEJICHHS PaKeTH OOUYHCIIOE Oa)KaHWW BEKTOpP HAMPIMKY d 4 (#), mo Bexe Bix MOTOYHOL
€S

- -
MO3UIIIT PaKeTH Pm(t) JI0 IOTOYHOT OLIHEHOT MO3MIT 1111 PT( 1):
—_
P (=P () (11)

m

= =3
P (0=p ()]
T m
Jlnst 3a0e3neueHHs] pealiCTHYHOCTI MOJIeNi, Ha KIHEMaTHKy paKeTH HaKJIaJeHO JBa
dynnamenTansHuX ooMexenHs. [lo-nepiie, pakera mae ikcoBaHy MBUAKICTH v (y AaHil
m

d
des

(r)=|

po6oti 180 m/c). [lo-apyre, BBeIeHO OOMEKEHY MaHEBPEHICTh: pPakeTa HE MOXE MHUTTEBO
e
. [ o - o
3MIHHTH CBili IOTOYHUI BEKTOP HAMPAMKY V . (¢) Ha Gaxanmuii d J (). BBeieHO MaKCHMAaTbHY
11 es
KYTOBY HIBHJIKICTh PO3BOpOTY pakeTn @ . Lle o3Havae, mo 3a Kpok Af, BEKTOp HANPIMKY
max

MOKE IOBEPHYTHCS JIHMIIE Ha MaKCHMalbHUH KyT 0 =@ -At. ®akTHUHUNA HOBUHN
max max

—_
- - .
HaNPSIMOK V (1 + Ar) 3HAXOAUTBCSA MUIIXOM MOBOPOTY V . (1) B 6ik d d (¢) nma KYT, 110 HE
1r i es
nepesuiye 60 .
p H—Iy max

TakuM 4YWHOM, OHOBIIEHHS TO3MII pakeTH Ha KOXHOMY KpoIll BiAOyBaeThCs 3a

BHUPa30M:

P (1+A)=P ()+7 (1+A)v A (12)
m m dir m

Kpim KiHEeMaTHYHUX, Y MOZEIb IPYTOTO EKCIIEPUMEHTY BBEICHO 1 1HII «peaTiCTUIHI»
cToxacTuyHi Ta TakTu4Hi (akropu. EdextuBnicts 3PK TecTyeTrhcssi B yMoBax CyTTE€BO
3alIyMJICHUX BXiTHHX JaHuX, mo Bianosigae au3zbkomy SNR (SNR = -5 1b). Kpim Toro, icaye
HEHYJIbOBa HMOBIPHICTh BTPAaTH CYNPOBOAY Lidi, IO Ha MOTOYHOMY KpOIl HifcucTeMa
JIOKai3alii He HaJacTh OHOBJIICHMX KOOPIWHAT, 3MYIIYIOYM pakeTy JeTiTh "Bcmimy" 10
OCTaHHbBOI BiioMoi no3uiii. Hapemri, paketa Mae 0OMeXeHHs MajuBa 1 MoXe nepedyBaTH B
MOJIbOTI JIMIEe OOMEXEHHI dYac, Micias 4Yoro araka BBaXkaeTbcs HeBaasorwo. llepexomneHHs
BBAXXAETHCS YCHIIIHUM, SKIIO BIJCTaHb MDK PaKeTOI0 Ta PEaJbHOI0 MO3MIIEI0 I CTae
MEHIIIOO 3a 3aJIaHUH pajilyC ypaKeHHs Rk.

Pe3yabTaTn MoaeoBaHHA Ta ix aHamxi3. {1 Baninamii po3po6iaeHoi Mojieni Ta KiJIbKiCHOTO
MOPIBHSIHHSI QJITOPUTMIYHUX Ta apXITEKTYpHHX pILIIeHb OYyJ0 MpPOBEACHO JIBa KIHOUOBUX
00YMCITIOBAIBHUX eKcriepuMeHTH. [lepimnii 3 HUX, MPUCBSUEHUH BUPIMIEHHIO MepIIoi 3a1adi
JIOCHIKEHHS, TOIATaB B OILIHII TOYHOCTI Ta CTaOIIBLHOCTI IMACUCTEMH JIOKATi3alll NUIIX0M
HOPIBHSAHHS IBOX CUCTEMHUX KOH(]irypauiil. [lepma koHdirypartiis, KOHTpOJIbHA, CKIaaanacs
3 YOTHPHOX BCECIPSAMOBAHUX CEHCOpIB («4 'omni'») 3 00poOKOI NaHUX 3a JOIOMOTONO
3BMUaiiHoro merony HaiimeHmmx kBazapariB (OLS). [lpyra, mnpornoHoBaHa, BKJIOYajia
KoMOiHOBaHMI MacuB («2 'shotgun'+ 2 'omni'») 3 00poOKOI0 32 JOITOMOTOI0 3BaKEHOTO METOTY
HalimeHIux kBajpariB (WLS).

st 060x koH(iTypariii Oyno mpoBeneHo cepito 3 10 cumymsiii Ha KOXKHIN TeCTOBIN
TOYIl JUId YyCEpeAHEHHsS pe3yibTarTiB. MojeIoBaHHS MPOBOIWIOCS y IIMPOKOMY Jiama3oHi
criBBinHoteHHs curaan/myM (SNR) — Bin -10 n1b (qye ckiaaHi yMOBH BusiBIIeHHS) 10 +20
nb  (cnpusTiuBi  yMOBHM). SIK IHTerpajJibHy METPHUKY SIKOCTI BHMKOPHCTOBYBalacs
cepenHpokBagparnuHa moxuoka (RMSE) noxkamizarii, mo moka3ye cepeaHe BIIXHICHHS
OLIIHEHO MO3M1i{ BiJl peasbHOI.

Pe3ynbrati 00YMCITIOBATIBHOTO €KCIIEPUMEHTY 3BeieHO y Tabmuirl 1 Ta BizyamizoBaHO
Ha PUCYHKY 3.
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Taoauns 1.
[TopiBHSAIBHI PE3yNbTaTH TOYHOCTI JIOKaJI3arii Ayt koHdirypamid WLS ta OLS

SNR | RMSE 2 «shotgun + 2 omni | STD «2 shotgun + 2 omni RMSE «4 omni STD «4 omni
(1b) (WLS)» (m) (WLS)» (m) (OLS)» (m) (OLS)» (m)
-10 1.248 0.075 2.713 0.162

-5 0.702 0.034 1.559 0.062

0 0.395 0.033 0.890 0.041

5 0.224 0.010 0.483 0.029

10 0.124 0.006 0.274 0.010

15 0.070 0.004 0.154 0.008

20 0.040 0.003 0.084 0.005

3 —4— KoHdirypauis '2 'shotgun' + 2 '‘omni' (WLS)'

KoHgirypauis '4 'omni' (OLS)'

1.25m

CepeaHboKBagpaTU4Ha noxubka (RMSE), meTpu
o
o \umo'T' w

0.03

-10 5 0 5 10 15 20
CnisBigHoweHHA curHan/wym (SNR), ab

Puc. 3. 3anexunicte Tounocti nokamizaiii (RMSE) Bix SNR

AHani3 OTpUMaHMX JAHHMX JI03BOJIAE 3pOOMTH KUTbKa KIIIOUYOBHX BHMCHOBKIB.
[TporonoBana koHpirypauis «2+2 WLS» neMoHCTpye CyTTEBO BHIIY TOYHICTh JIOKai3allii
HOPIBHSHO 3 KOHTPOJIbHOIO «4 omni OLS» B ychomy nocniaxyBaHomy aianazoHi SNR.

Haii6inpin moka3oBoro € pi3HHMLA B o00iacTi HU3bkux 3HadyeHb SNR, ska €
HaANCKJIaIHIIIOK 1 BOJHOYAC HAWBAXIIMBIIIO JIsl MTACUBHUX aKkycTuyHUX cucteM. [Ipu SNR
=-10 nb, npononoBana cucrema (RMSE 1.248 M) 3a0e3neuye TouHICTh y 2.17 pa3u Bullly, HIXK
koHTpobHa (RMSE 2.713 wm). lle miaTBepaXye OCHOBHY TilOTe3y: 3BOXKEHHUU METOM
HalimeHIux kBajpatiB (WLS) epexkTuBHO BUKOPHCTOBYE MepeBaru reTreporeHHOro MacuBy.
Anroput™ KopekTHO ineHTu(ikye TDOA-BuMiproBaHHs, oTpuMaHi 3 «shotgun» Mikpo¢oHiB
(e epextruBHMI SNR 3HaYHO BUIIMI 3aBISKH MPUIYIICHHIO IIyMY), 1 HaJa€ iM OLIbIIOI Bark
IpY po3B’sA3aHHI cucTeMu piBHsAHb. Ha nmpoTtuBary, OLS onHakoBO BpaxoBye BCi BUMIpIOBaHHS,
JTO3BOJIIOUHN «IIIYMHHM)Y JJaHUM BiJl «0OMNi» CEHCOPIB MOTIpLIyBaTH 3arajbHy TOYHICTb OL[IHKH.
3i3poctannsaM SNR nepeBara WLS-cucremu 30epiraerbcesi, xoua abcoI0THA Pi3HUL TOXUOOK
3MEHIIY€EThCS, OCKIIbKM OOWJBI CHUCTEMHM IIOYMHAIOTh IMpalloBaTdU B YMOBaxX BHUCOKOI
JOCTOBIPHOCTI BUMipIOBaHb.

OTpuMaHi y MepIIOMY €KCIIEpUMEHTI JaHl MiATBEp/UKYIOTh, II0 KOMOIHOBaHa
apxiTeKkTypa ceHcopiB y noegHanHi 3 WLS-00po6koro 31aTHa 3a0€3MeYnTH BUCOKY TOYHICTh
IiJIeBKa3aHHS HABITh 332 BKpall HECTIPUATIMBUX aKyCTHYHUX yMOB. Lle mae 3mory nepeitu 10
BUPIIICHHS APYroi 3aaayi JOCHIHKEHHS: 3’CyBaTH, YHM JOCTAaTHBO I[i€l TOYHOCTI [Tt
e(eKTUBHOI'O MEePEXOIUIEHHS L1, Ta 5K 1151 €(EeKTUBHICTD 3aJI€KUTh B1Jl TapaMeTPIiB CaMoi L.

Jnst uporo Oyso MpoOBEAEHO APYruil 0OYMCIIOBATBHUN E€KCIIEPHUMEHT, L0 MOJEIIOE
MOBHUH IWKJ TIEPEXOIUICHHS 3 BHKOPHCTAHHSIM aJalTUBHOTO MeToay HaBeneHHs. 1100
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HaOJNMM3UTH YMOBHU 0 PEATICTUYHUX, Y MOJENh OyJIO CBIJOMO BBEIIEHO HH3KY <OKOPCTKHX)

TaKTUYHUX Ta KIHEMAaTUYHUX OOMEXEHb, OMMCAHUX Yy METOAOJOrii. 30KpemMa, MOICIIIOBAHHS

npoBoamiocs pu Hu3bkomy SNR (-5 1b); BuKopucToByBasiacs moBinpHa pakera (v = 180
m

M/C) 3 OOMEXKEHOI MaHEBPCHICTIO Ta OOMEXEHHUM 4YacoM MojboTy (20 cek); Takox Oyso
BBEZICHO 5% MMOBIpHICTh 3pHBY CYIPOBOY IIiJIi HA KOKHOMY KPOLI.

VY 1bOMy €KCIIEpUMEHTI OIIHIOBAJIaCS WMOBIPHICTh ypaXK€HHS Il 3aJIGKHO Bijg ii
BJIACHOI IIBHJIKOCTI, sika BapitoBanacs Big 40 m/c o 120 m/c. J{nst KOXKHOT TOYKH IIBHIKOCTI
Oyno nposeneno 300 cuMyIALIHHUX TPOTOHIB JIJIsl OTPUMAHHS CTATUCTUYHO 3HAUYIIIO1 OI[IHKH.
PesynbraTu HaBeseHO y TaOuuUIl 2 Ta HA PUCYHKY 4.

Taoauus 2.
VIMOBIpHiCTb ypa)kKeHHs IiJIi IPU BUKOPUCTAHHI aJATHBHOTO METO/y HABEICHHS
IIBraxicTs mimi (Mm/c) P P (%)
40 91%
50 87%
60 87%
70 63%
80 81%
90 79%
100 69%
110 49%
120 29%

100

80

60

40

VIMOBIpHICTb ypaxeHHs, %

20

40 50 60 70 80 90 100 110 120
WenakicTe wini (6MJA), m/c

Puc. 4. 3anexHicTb IMOBIPHOCTI NEPEXOIUIEHHS BiJl IBUAKOCTI LiJIi I a1lalTHBHOT'O METOLY
HaBeJICHHS

AHani3 pe3yabTaTiB APYroro €KCHEpPUMEHTY HIATBEPIKYE KPUTUYHY Ba)KIUBICTh
BUKOPUCTaHHS aJalTHMBHOTO METOJy HaBeJeHHA. HaBiTh 3a CYKYNHOCTI HECTIPHUATIUBUX
dakropiB, meron «Pure Pursuit» aeMOHCTpye BHCOKY €(DEKTHUBHICTH MPOTH LiJeH, 10
PYXalThesl 3 BIAHOCHO HU3BKOIO MIBUAKICTIO, Jocsararouu 91% HMOBIpHOCTI MepexOorieHHs
Ut il 31 mBuakictio 40 m/c.

31 3poCTaHHAM MIBUIKOCTI LIl CIOCTEPIraeThCsl OUiKyBaHe, aje HelliHiiHe 3HMKEeHHS
edextuBHOCTI. Lle maaiHHg MMOBIpPHOCTI MepexoIuieHHs (Hanpukiaa, 10 29% npu 120 m/c)
MOSACHIOETbCS HE CTUIBKM IMOXMOKaMM JIOKaji3alii, CKUIBKM CyTO KIHEMaTHYHUMHU
oOMexeHHs MU camoi pakeTu. [loBiibHa pakeTra 3 OOMEXKEHOIO MAaHEBPEHICTIO (PI3UYHO He
BCTHTa€ KOMIIEHCYBATH LIBUJIKE MEPEMIIICHHS 1[Il Ta BUMTH B TOUKY IEPEXOIUIEHHS B MeXax
CBOT0 eHepreruyHoro mimiTy. HeBenukuit ctpubok edextuBHOCcTI B paitoHi 80-90 m/c moxe
OyTH TOB’SI3aHUM 31 CTOXAaCTHYHOIO TNPHUPOAOK MOJENI Ta OCOOIMBOCTSIMHM TIe€OMETpii
NepEeXOIUIEHHS Y KOHKPETHOMY CIIeHapii.
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3aranoM, pe3yabTaTH JPYroro EKCIepUMEHTY IOBOISATH, IO BHUCOKOI TOYHOCTI
nokamizamii (mocarnyroi 3apasiku WLS) HemoctaTHRO camiii mo co0i. [ns peamizamii 1€l
TOYHOCTI Y BHCOKMH ITOKa3HUK HMOBIPHOCTI NMEPEXOIUICHHS HEOOXiAHO BHKOPHCTOBYBATH
aJaNTUBHI METOJU HABEACHHS, 3/JaTHI KOMIICHCYBAaTH MOXUOKHU BUMIPIOBaHb Ta MAaHEBPH I[iTi
B pEaJIbHOMY Yaci.
BucHoBKH. Y X0/1i BAKOHAHOTO JOCIIIKEHHS OYyJI0 PO3pOO0ICHO Ta BaJIiIOBAHO KOMIUIEKCHY
CHUMYJIALIHHY MOJIENb, IO IHTETrpye MiJJCHCTEMY MTACUBHOI aKyCTUYHOT JIOKAIII] Ta MiJICHCTEMY
aKTHBHOT IPOTHU/IIT MOBITPSHUM I11IsiM. Po3po0iieHa Mojienb J03BOIIIIA KIJTbKICHO OIIHUTH Ta
MOPIBHATH KIIOYOBI apXiTEKTYpHI Ta aJrOPUTMIUHI DIlICHHA, IO BIUIMBAIOTH HA 3arajbHY
e(eKTUBHICTh CUCTEMH «BUSBIICHHS-YPAKCHHS.
3a pe3ympTaraMu MEpUIOrO OOYHMCIIOBAIBHOTO EKCIEPUMEHTY Oylo KUTBKICHO
JIOBEJIEHO TiepeBary MpOMOHOBAaHOI KOMOIHOBAaHOI apXiTEKTypH CEHCOPHOI'O MAacCHBY.
Kondirypamis, mo ckiIagaeTbcss 3 ABOX By3bKOocHpsiMoBaHuX («shotgun») Ta 1BOX
BCECIPSMOBAaHKUX («omni») MIKpOQOHIB, y MO€AHAHHI 31 3BAKEHUM METOJIOM HANMEHIINX
kBagpatiB (WLS), mponeMoHCTpyBajia 3HAYHO BHILY TOYHICTH JIOKaJi3alii MOPIBHSHO 3
KOHTPOJIbHOIO CHCTEMOIO. 30KpeMa, B YMOBaX HHU3BKOTO CIIIBBITHOILIEHHS CHUTHAJ/IIyM,
NPOTIOHOBAHWH MiAXiA 3a0e3meynB miABHIIEHHS TOYHOCTI (3HIKeHHss RMSE) y 2.17 pasis,
niaTBepaAuBLIH, 10 WLS-anroputm epekTHBHO BUKOPUCTOBYE HAAIMHIIII BUMIPIOBaHHS BiJ
«shotguny cencopis.
3a pe3yapTaTamMu APYroro eKCHepUMEHTY, 1110 MPOBOJUBCS B PEaliCTUYHUX YMOBax 3
ypaxyBaHHSIM KiHEMaTHYHHX Ta TAKTHYHUX OOMEKEHb, OyJI0 OLiHEHO 00HOBY e()eKTUBHICTD
KOMIUIeKCYy. JloBeneHo, [0 AJisl YCHIIIHOTO MEPEeXOIUIEHHS MaHEBPOBOI Wi KPUTHYHO
HEoOX1THE BUKOPUCTAHHS aJalTHBHOTO METONy HaBeaeHHs «Pure Pursuity, sikuii J03BOJIUB
JIOCSATTH BHMCOKHX ITIOKa3HUKIB HMOBIPHOCTI IepexoruieHHs, 30kpeMa 91% mmsa wimi 31
mBUAKICTIO 40 M/c. Takum 4rHOM, POOOTa JOBOIUTH, IO €PEKTUBHICTh CY9aCHOI CUCTEMH
AKyCTMYHOI MPOTHIl 3alleXKUTh BiJl CUHEPTii TPhOX KOMIIOHEHTIB: apXiTEKTYpPH CEHCOpIB
(koMOiHOBaHMIT MacuB), anroputmy o0pooku (WLS) ta anroputmy HaBeneHHs. [lomambii
JOCTIIKEHHS MOXYTh OyTH CHpSMOBaH1 Ha po3mHpeHHs Mozeni it 3D-npoctopy Ta aHami3
CKJIQ/IHIIINX aKyCTUYHUX €(EKTIB.
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MODELING OF A COMBINED ACOUSTIC DETECTION AND ACTIVE
COUNTERACTION SYSTEM FOR AERIAL TARGETS
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The paper presents the results of the development and modeling of an integrated simulation system that combines
a passive acoustic localization subsystem and an active counter-measure subsystem for aerial targets. A
heterogeneous sensor array architecture is proposed, consisting of two narrow-beam (‘shotgun’) and two
omnidirectional (‘omni’) microphones, which is algorithmically implemented using the Weighted Least Squares
(WLS) method. A comparative analysis of localization accuracy for WLS and classical OLS is carried out over a
Signal-to-Noise Ratio (SNR) range from —10 to +20 dB. It is proven that WLS provides a reduction in the Root
Mean Square Error (RMSE) of localization by more than twofold at low SNR. The second part of the work is
devoted to evaluating the combat effectiveness of the "Pure Pursuit" adaptive guidance method under realistic
conditions with noise, time delays, and limited missile maneuverability. The results confirm the critical role of
localization accuracy and dynamic guidance in shaping the overall effectiveness of the "detection-to-engagement"
system.

Keywords: passive acoustic localization, surface-to-air missile system, Weighted Least Squares (WLS), Pure
Pursuit, probability of kill, simulation modeling.
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[IpencraBneHo HOCIiIKEHHS HOBOI KOHIICTIIIT MTiABUIICHHS KiOep3aXxHCTy — KOTHITHBHOTO
piBH: Oe3mneku, SKUi QYHKIIIOHYE SK JOTaTKOBHH IHTEICKTYAIBHUH Map HaJl MPUKIATHIMHA
cepBicamu iH(popMariitHuX cucteM. OCHOBHA ifes MOJISATa€ y CTBOPEHHI HPOTPaMHOL
Ha/OyIOBH, 3[IaTHOI PO3Ii3HABATH 3MICT 3alMTiB, HAMIPH KOPHCTYBauiB Ta HETHUIOBI Iii y
MepexxeBoMy Tpadiky. 3anpornoHOBaHa apXiTeKTypa BKJIIOYAE TPU B3a€EMOIIOB’13aH1 MOAYJII:
NepIInii BUKOHYE aHali3 TeKCTOBUX 3alUTIB 1 KOHTEKCTY X BUHUKHEHHS, IPYTHH BUSBJISIE
MOBE/IIHKOB] BiJXMUJICHHS Ha OCHOBI YaCOBHX IOCIIJIOBHOCTCH MO, a TPETiil 3MiHCHIOE
00’€eIHAHHS Pe3yJIbTATIB IS OLIHKH 3arajisHOr0 PU3UKY Ta MPUHHSTTS PillIeHb ITPO AOCTYII.
Jns moOynoBH IUX MOIYJTIB BHUKOPHUCTAHO CydYacHI HEHpOMepekeBi TEeXHOJNOril —
TpaHCc(OpPMEpHi, PEKYpPeHTHI Ta aBTOCHKOACPHI MOJENi, IO JO3BOJIAIOTH CTBOPIOBATH
a/laliTUBHI MOJIITUKK pearyBaHHs. PeaizoBaHO MPOTOTHII iHTEIEKTYAIFHOTO CEpBicy, SKHi
aHaJi3ye TEKCTOBI JaHI, aKTHBHICTh KOPHCTYBa4a i KOHTEKCTHI mapaMmeTpu Ta (opmye
pilIeHHS: MO3BOJHUTH JMif0, BHMAaraTH JOJAaTKOBE IiITBEp/DKEHHS abo 3a0lOKyBaTH
onepamiro. OTpUMaHi pe3yNbTaTH IOKAa3yHOTh BUCOKY TOYHICTh BHSBICHHS PH3HKIB 1
3[ATHICTh CHUCTEMM 3MEHINYBAaTH KUIbKICTh MOMHIIKOBHX CIIpalfoBaHb. Y pOOOTI TaKOX
PO3TMIISTHYTO MHTAHHS 3aXMCTY MPUBATHOCTI, MOSICHIOBAHOCTI PIllIeHb 1 HamilHOCTI poboTH
Mojienield. 3alporoHOBAaHO IIOETAIlHY CTPATerilo BIPOBA/KEHHS KOTHITHBHOTO pIBHS
0e3IeKH y MPOMHCIIOBHX Mepekax, IM(POBHUX ABIMHMKAX Ta KOPIIOPATUBHHUX CEPEOBHUILAX,
110 CTBOPIOE OCHOBY JIJIsI IIEPEXO/1Y Bijl pEaKTUBHHUX JI0 Ilepe10adyBaIbHUX CHCTEM 3aXHCTY.
KirouoBi cioBa: KorHiTHBHA Oe3rieka, PiBeHb OC3MEKH CHUCTEM, IITYYHHHA IHTEICKT,
MallMHHE HaBYaHHs, IIOBEIIHKOBHH aHaii3, TIOSCHIOBAaHI pIIIEHHS, IHTEJIEKTYyasbHi
NOJITUKY, KOHTEKCTHHH pU3MK, UIHMGpOBUHA JBifiHWK, Oe3nedHa aBTeHTHdIKALis,
KiOep3axucr.

Beryn. CydacHi cucteMu O€3meKH MEpPeXOsiTh Bi TPAAMIIIHOTO KOHTPOIIO JTOCTYIY 0
KOTHITUBHHUX apXIiTEKTyp, 110 BPAaxXxOBYIOTh KOHTEKCT, MOBEIIHKY Ta HaMipH KOpPUCTYBaya.
Knacuuni metoau ayreHTudikaiii BUSBIAIOTbCA HEE(PEKTUBHUMHU y AMHAMIYHUX IUGPOBUX
cepeloBUINax, TOMY BUHUKAE MOTpeda y 6araTopiBHEBUX PILIEHHSX, 3/1aTHUX aHAJlI3yBaTH HE
JIMIIIE 3aIIUT, a i HOro CeMaHTUKY Ta MOBeAIHKOBI 03Haku. KornituBuuii piens 6e3nexu (CSL)
— e IHTeJeKTyalbHa Haj0yloBa MPHUKIAIHOIO pIiBHA, sSKa OI[HIOE 3alUT pa3oM 13
TE€XHIYHMMH, YaCOBUMHU Ta MOBEAIHKOBHUMHM MapaMeTpaMu, BUABIILE€ aHOMAJIi Ta 3amobirae
PHU3UKOBHUM MisiM. AKTyanbHICTh BIpoBa/keHHss CSL BU3HAYaeThCsl B 3pOCTaHHSAM KUIBKOCTI
BHYTPIIIHIX I1HLIWJEHTIB, YCKJIAQJAHEHHSM TIOBEAIHKOBUX IMAaTEpHIB y TiOpUAHUX HUPPOBUX
CepeloBUINaxX Ta MOTpedoI0 y MOSCHIOBAHUX 1 mpo3opux cucremax LI B Mexax mapagurmu
Zero Trust.

Orasaa jgireparypu. Y Cy4acHHUX JOCHIDKCHHSX KiOepOe3neKu CHOCTEPIraeThCs TEHICHIIIS
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Mepexoly BiJl PEaKTUBHUX METOJIB J0 KOTHITUBHUX apXiTEKTyp, SIKi 3/1aTHI BPaxOBYBAaTH
MOBEJIHKY, KOHTEKCT Ta Hamipu KopucTyBada. KmacumuHi migxomu 10 ayTeHTH]iKamii Ta
aBTOpM3allii, 3aCHOBaH1 Ha (PIKCOBAHUX MPABUIIAX, BUABISIIOThCSA HEIOCTATHBO €(PEKTUBHUMHU B
YMOBaX JUHAMIYHHUX HU(POBUX EKOCHCTEM.

Benuka kinbkicTh gociimpkens (Vaswani et al., 2017; Hochreiter & Schmidhuber, 1997;
Kipf & Welling, 2016; Pang et al., 2021) onucye BUKOpUCTaHHS TTTMOOKUX HEMPOHHUX MEPEK
— TpaHchopMepiB, PEKYpeHTHUX Ta TpadoBUX MOJEICH — Uil aHai3y TEKCTIB,
MOBEIHKOBUX MaTEepHIB Ta BUsBiIeHHS aHoMmauid. [Ipami Demertzis, Iliadis, Karamchand Ta
iHmuX aBTopiB (2018-2024) neMOHCTPYIOTh PO3BUTOK KOHIICTIIii KOTHITUBHUX OIEpaIliiHux
HEHTpiB Oe3IeKu, 3JaTHUX IO€JHYBAaTH MAIIMHHE HAaBYaHHs, KOHTEKCTHY AaHAJITHKY Ta
npuHiunu Zero Trust Architecture.

Oxkpewmi pobotu (Gaspar et al., 2024; Patil et al., 2022; Arreche et al., 2024) npucBsiueHo
nosicHIOBaHOMY mITy4HoMY 1HTeNekTy (Explainable Al), skuit 3abe3nedye Mmpo3opicTh
NPUKRHATTA pillleHb cucTeMaMu Oe3neku. Takoxk 3HauHa yBara MpHIUISIEThCS aCIIEKTaM privacy
by design (Zhang et al., 2024) — 3axucTy NPHUBATHOCTI Ta €TUYHOCTI OOPOOKU NaHUX Y
nporiecax KOTHITUBHOTO aHAaJIi3y.

[TpoBenenuii anami3z jgiTepaTypd CBIIYUTH, IO IHTErpalis CEMAaHTHUYHUX, MOBEIIHKOBHUX 1

KOHTEKCTHUX MOJIEJICH Y €IMHY KOTHITUBHY CTPYKTYPY € MIEPCIIEKTUBHUM HAIPSIMOM PO3BUTKY

cuUcTeM KiOep3axucTy, SKUH J103BOJIE€ IEPEUTH B PEAKTUBHUX 10 IepeadadyBabHUX

MeXaHi3MiB MTPOTH/IIT 3arpO3aM.

Meta po6oTH. MeTOr TOCIIKEHHS € PO3pO0JICHHS CUCTEMHOT MOJIEIi KOTHITUBHOTO PiBHS

6esnexn (Cognitive Security Layer, CSL), sika pyHKIIOHYE SIK iHTE€JIeKTyaIbHa HaJ0y10Ba Hal

npukiaaaauM piBHeM OSI. Po6ora cripsiMmoBaHa Ha:

1. Omnwuc apxitexktypu CSL i npuHImmiB ii moOy 0BH.

2. Po3poOneHHsl anropuUTMIB aHaji3y HaMipiB KOpPHCTyBada, MOBEIIHKOBUX BIIXWUJIEHb Ta
KOHTEKCTHUX PHU3HKIB.

3. CrTBOpeHHs NOSACHIOBaHOrO MexaHi3my 3nuTTs pusukiB (Explainable Risk Fusion) s
MPUAHATTS aJaNTUBHUX PIllICHb.

4. OOrpyHTyBaHHS €TUYHUX NPUHLHUIIB YIIPOBAI)KEHHS KOTHITUBHUX CHCTEM Y IPOMHUCIIOBI,
KOPIHOpaTHBHI Ta XMapH1 CEPEJOBUILA.

Bukiag ocHoBHOro marepianay. MeTomosoriyHa OCHOBA JOCHIDKEHHS TPYHTY€EThCS Ha

MOETHAHH] CUCTEMHOT0, KOTHITUBHOTO Ta MAalIWHHOTO MiJXOJIB, IO JO3BOJISIE IHTETPYBATH

aHAITUYHI, TOBEIIHKOBI i KOHTEKCTHI aCIIEKTH Y €AMHY MOJENb KOTHITUBHOI Oe3neku [4], [5],

[15]. Takuii migxim BiANOBiIa€ Cy4YaCHUM TEHJICHIISIM PO3BUTKY IITYYHOTO IHTENIEKTY Ta

Ki0ep3axucTy, e KIIYOBY pOJIb BiAIrpae B3a€EMOAIS MK JIOJAMHOIO Ta IHTEJIEKTYyaJbHUMHU

oOuuncIIOBAIBHUME CTpyKTypamu [12], [13].

OCHOBOIO METOJIOJIOT] € MPEICTaBIeHHs! KOTHITUBHOTO PIBHS O€3MEKH SK MeTapiBHS,
KU MOEHYE TPU aHATITHYHI KOHTYPH:

CemaHTUYHMI aHaNi3 HaMipiB KOPUCTYBaya, peasi3oBaHUN yepe3 MOoJeNi MPUPOIHOL
MoBH (sentence-transformer, MiniLM, MPNet), 1o 3a6e3nedytoTs po3yMiHHS 3MICTY 3alUTIB
1 KOHTeKCTy BukoHaHHs [1], [9].

[ToBeniHKOBY aHANIITHKY, sika 0a3yeTbcs Ha MOCIIOBHOMY aHali31 il KOpUCTyBaya 3a
JIOTIOMOT'OI0 PEKYPEHTHHX Ta aBTOeHKoJiepHuX HelpoHHuX Mmepexk (GRU-AE, CNN+LSTM)
[6],[10], [16].

KoHTekcTHY OIIIHKY pHU3MKY, fKa BpaxoBye MepexeBi, reorpadiddi Ta
aBTeHTH(IKaliHHI (JaKTOPH JOCTYILY, T03BOJISIIOYHM JUHAMIYHO KOPUTYBATH MOJITHUKU Oe3MeKn
BIJIMOBIAHO A0 3MiH cepenoBuia [7], [8].

st cuHTE3y pe3yNbTaTiB IUX KOHTYPIB BUKOPUCTAHO MEXAHI3M KOTHITUBHOTO 3JIUTTS
pusukiB (Explainable Risk Fusion), sikuii ¢opmye iHTErpanbHUi MOKa3HUK OE3MEKU Ha OCHOBI
BaroBMX Koe(ili€HTIB T0CTOBIPHOCTI KO3KHOT Mojieni. Take pimeHHs 3abe3neuye aJanTUBHICTh
CHCTEMH 10 3MIHHHUX CLIEHapiiB KOPUCTYBAIbKOI MOBEIIHKU Ta MiHIMI3y€e XHOHI CIIpalfOBaHHs
y nuHaMidHUX KiOepindpacTpykrypax [18], [20].MeTomonorisi TakoK BPaxOBY€ MPUHIIUITHA
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Zero Trust Architecture — BiACyTHICTb anpiopHOi AOBipH 10 OyAb-IKHX Cy0 €KTIB AOCTYIY, a
TaKOX BUKOPHUCTaHHS mosicHioBaHux moxenen (Explainable Al) mns mpo3opocTi mpuidHITHX
pitens [7], [19], [22]. ETnuna KOMIIOHEHTa MOCIIHKCHHS PEalli3ye€ThCsl depe3 KOHIICIIIIIo
privacy by design, mo nepeadadae 3He0COOJICHHS MOBEAIHKOBHUX JIAHUX 1 3aXUCT MPUBATHOCTI
Ha BCiX eramax oOpoOku [23].3aramom 3ampONOHOBAHUN METOJOJOTIYHHUH MiIXiJ TOETHYE
aQHAJTITUYHI BJIACTUBOCTI IITYYHOTO IHTEJEKTY, MPUHIUIKA KOTHITUBHUX HAayK Ta IHXKEHEPIIO
Ki0ep3axucry, (OpMyHOUHM OCHOBY JUIS MOJANBIIOI PO3POOKM KOTHITMBHHX IOJITHK Y
MIPOMHMCIIOBUX 1 KOPIIOPATUBHUX 1H(PpacTpyKTypax HOBOro nmokoiinas [11], [14], [17]

Apxitektypa CSL MiCTUTB TPU OCHOBHI MOJIYJi:

Monyns A (Intent + Context) — BHU3HAYa€ CEMaHTHUKY 3allUTy KOPHCTyBada 4epe3
sentence-embedding Ta Mmeranani (endpoint, metox, reonokartisi, MFA).

Monyns B (Behavioral Anomaly Detection) — BukopuctoBye GRU-Autoencoder abo
ID-CNN+BiIiLSTM asnist BUSIBICHHS BiIXWICHb y mociigoBHOCTI moxint (keypress, click, API
call).

Fusion / Policy Engine — ¢opmye iHTerpoBaHmii MoKa3HUK KOTHITHBHOTO PU3UKY:

Reog = wi(1 = Cint) + WaSanom + WaRetx

1 mpuitmae pimeHHss: allow, step-up MFA, block.

Ha pucynky mnomaHo y3aralbHEHY apXiTEKTypy KOTHITUBHOTO pIiBHA O€3MEKH
(Cognitive Security Layer, CSL), sika BinoOpakae Joriky oOpoOKH 3aluTiB KOpUCTyBaya BiJ
MOMEHTY HAJXOJDKCHHS 10 NMPHUHSATTS pilieHHs cucteMoro Oesmeku [1], [5], [7], [16]. s
CXeMa JIEMOHCTpY€E, K 00 €IHYIOTbCS TPU KIIOUOBI CKIAJOBI KOTHITMBHOTO aHamizy —
CEMaHTHYHA, TOBEIIHKOBA Ta KOHTCKCTHA — Yy €JMHY IHTETPOBAHY CHCTEMY OIIHIOBAaHHS

PU3HKY.
BxigHui 3anut
(Request)

TekcT 3anuty, MeTaEaHi MMocnigoBHicTb Aii

Mogaynb A Mogaynb B
(Intent + Context) (Behavioral Anomaly Detection)
C_int R _ctx S_anom
________ ) A [N, — N A

+" Sentence-embedding \\) ‘/'/ MeTapaHi \\) """ MocnigosicTs nogiii >~
. (MinLM/MPNet) - “__ (Geo, MFA, Endpoint) - s .__ (GRU-AE/CNN+BILSTM) .-

| S_anom

(BneBHeHicTb y Hamipi) KOHTEKCTHUI puank) (OuiHka aHomanii)

Fusion / Policy Engine
(Explainable Risk Fusion)

R_cog
|HTEerpanbHUi puauk)

/

PilweHHs
(allow, step-up MFA, block)

Puc.1. ApxiTeKTypa CUCTCMHU ITIOSACHIOBAHOT'O OI_[iHIOBaHHSI pI/I3I/IKiB KOpUCTYBAllbKUX 3aIIUTIB

VY BepxHiil YaCTHHI CXEMH PO3TALIOBAHO BX1JHUH 3alUT KOPUCTYBAUa, SKHUI MICTHUTb TEKCTOBY
yacTuHy (Hampukiaa, API-3anut abo komaHay) Ta cympoBigHI MeTajaHl (TeoJioKallis, THII
HPUCTPOIO, CI0ci0 aBTeHTH(IKAIIT). 3aUT MepeJaeThes 10 JBOX MapayeIbHUX MOIYJIiB:
Monyne A (Intent + Context) BUKOHYye ceMaHTHUHUIN aHAJI3 3Ty, BU3HAYAI0UH HOTO
3MICT 1 Hamip KOpHCTyBaya 3a JONOMOror Mmozeinei sentence-embedding (MiniLM a6o
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MPNet). OgHouacHO MOAYJIH 00pOOIISIE KOHTEKCTHI MTapaMeTPH, Taki K MICIE MiIKITI0YCHHS,
OararodakTopHa aBTeHTH(DIKAaIig Ta KiHIIEBAa TOYKA OCTYIy. Pe3ynbTaToM € Ba MOKa3HUKU:

C_int — yIeBHEHICTh CHCTEMH Y TPaBUIILHOCTI PO3MI3HAHOTO HaMipy;

R_ctx — oIiHKa KOHTEKCTHOTO PU3HUKY.

Monyns B (Behavioral Anomaly Detection) anasizye mociiIOBHICTb /il KOpHCTyBaya
— HATUCKaHHA KiaBim, BUKIMKH APl abo KIiKM — 3 BHKOPHCTAaHHSIM PEKYpEHTHHX 1
sroptkoBuX HelpoHHUX Mepex (GRU-AE, CNN-+BiLSTM) [6], [10], [20]. Pe3ynbratom €
S _anom — oIliHKa MOBEAIHKOBOI aHOMATi.

Otpumani Tpu mnapamerpu (C int, R ctx, S anom) HagxomsATe y UEHTpanbHUI
komrnoHeHT — Fusion / Policy Engine (Explainable Risk Fusion). Lleii moxynb BHKOHYE
KOTHITUBHE 3JIUTTSl PU3HKIB, OOYUCIIIOIOUN 1HTETpalbHUM Mmoka3Huk Oe3neku (R cog), sxuit
BPaxOBY€E BaroMicTh KOXXKHOTO THITy curHainy. [lani ¢opmyeThes nmosicHioBaHe pitneHHs (allow
/ step-up MFA / block), mo 3abe3nedye amanTuBHICTH 1 Mpo30picTh cuctemu [7], [8],
[18].Takum 4yMHOM, CXe€Ma ULIIOCTPYE MOBHHMM IMKJI KOTHITMBHOTO aHAJI3y 3amuTy — BiJ
pO3Mi3HAaBaHHSA HaMipy /[0 OI[HKM TMOBEIIHKOBUX PHU3HKIB 1 NPUUHATTS MOSCHIOBAHOTO
pimenHs. Taka apXiTeKTypa J03BOJII€ MiHIMI3yBaTH KUTBKICTh IOMIJIKOBHX OJIOKYBaHb,
HiABUIIUTH TOYHICTh BU3HAUEHHS aHOMaJill Ta peanidyBaTd npuHuunu Zero Trust Al y
KOPITOPATHBHUX 1 MPOMHCIIOBHX iH(pacTpykTypax HoBoro mokouinus [14], [19], [23].

Anroputm CSL Inference Service ckialaeTbes 3 TpbOX KIIFOYOBHUX (PYHKIIOHATBHUX
YaCTHUH.

[Mepumii eran — FUSION RISK. Ileii 010k 00’€Hye TpU MMOKa3HUKHU: YIIEBHEHICTb
CHUCTEMH Yy TPaBWIBHOCTI HaMipy KOpHCTyBada, pIiBEHb IIOBEIIHKOBUX BIAXWIEHb 1
KOHTEKCTHUI pu3uk joctyny. KoxkeH 13 mapaMeTpiB Mae BJIaCHY Bary y poO3paxyHKy, II0
JIO3BOJISIE CHCTEMi aJalTHBHO pearyBaTd Ha 3MiHM CEPENOBHINA W THUIHM KOPUCTYBAIbKOL
AKTUBHOCTI. 3aB/ASKH LIbOMY OL[IHKA PU3UKY € THYYKOIO Ta TOYHIILIOO.

Hpyruit etann — POLICY DECISION. Ha ocHOBI OTpUMaHOTO piBHSI PH3UKY CHCTEMa
npuiiMae pilieHHs Y¥ JO3BOJIMTH /110 IPU HU3bKOMY PU3HKY, BUMAaratu J0/1aTKOBY IEPEBIPKY
(Hanpukiana, 6araropakTopHy aBTEHTU(DIKAIIIIO) IPU CEPETHBOMY PHU3UKY, a00 3a0JI0KyBaTH
3anuT Opu BUcokoMy. Takuil miaxin 3abesnedye oNTUMadbHUM OanaHc MK Oe3MeKoro Ta
3pY4YHICTIO KOPUCTYBaya.

Tperiit eran — CSL_INFERENCE SERVICE. lle cepsic, sikuii 3a0e3neuye MOBHUI
LUK OOpOOKM 3amuTy: aHali3ye TEKCTOBE HAIOBHEHHS, MOBEIIHKOBI CUTHAJIM Ta TEXHIYHI
napaMeTpH, po3paxoBye NOKa3HUKHM pu3MKy U nepenae ix y moayias FUSION RISK s
(dbopMyBaHHS OCTaTOYHOTO pilleHHs. TakuM YMHOM, aITOPUTM peajizye KOTHITUBHUN T1IX1a
710 6e3MeKH — MO€EAHYE aHai3 HaMipiB, TOBEIIHKU Ta KOHTEKCTY, CTBOPIOIOYH IHTEIEKTYalIbHY
CUCTEMY IPUMHSTTS PIllIEHb y PEKHUMI PEAIbHOTO Yacy.

IIporpamuuii pe3ynbrar:

Total params: (261.53 KB)
Trainable params: (261.53 KB)
Non-trainable params: (0.00 B)

Puc.2. IIporpamauii mpOTOTHI MOJIE1 KOTHITUBHOTO PiBHS O€3MEeKH
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Po3pobiieno mporpamuuii mporotun korHithuBHOro piBHs Oesmeku (CSL) y Google
Colab 3 Bukopucranusm TensorFlow i Keras. Monens Moayns A (Intent + Context) —
nocmigoBanii MLP 13 Tproma Dense-mrapamu ta Dropout — npuiimae 128 o3HaK (TEKCTOBI,
NOBEIIHKOB1, KOHTEKCTHI1), Ma€ MpuxoBaHi mapu Ha 256 1 128 neiiponiB (ReLU) ta Buxin Ha 8
KkiaciB; 66 952 HapuyBani mapamerpu. Kowmmimsmis: Adam + categorical crossentropy;
Bamimamiianii F1 = 0.81. Iligxin y3romkyerbes 3 mpargsmu [4], [9], [10] i memoHcTpye
crabinpHicTh MLP y moegnanni 3 sentence-embeddings (MiniLM, MPNet). Monaens
inTerpyerscst y CSL sk in¢epenc-cepic misg ouinku C int i cnibHO 3 S anom Ta R ctx y
Fusion/Policy Engine ¢opMye iHTerpaJibHHi KOTHITUBHMN pu3uK. OTpUMaHi pe3ylbTaTH
HiATBEPKYIOTH MIPUIATHICTh HEMPOMEPEXK VIl KOHTPOJIIO HaMipiB y mapaaurmi Zero Trust Al
Ta OCHOBY [UIsl aJanTUBHUX TMOJITHK JOCTYNY B TPOMHCIOBHUX 1 KOPHOPaTHUBHHUX
iH(pacTpyKTypax.

[IpoBeneH1 eKCIIepUMEHTH MiATBEPAUIN €(EKTUBHICTh 3alPOIIOHOBAHOI apXiTEKTYpH
KOTHITUBHOTO piBHA Oe3meku (CSL) Ta ii mpakTHYHY NPHIATHICTH y PI3HHX CIIEHApisX
KOPHUCTYBAIbKO1 aKTUBHOCTI. OIIHIOBAJINCh TOYHICTh, aIalITUBHICTS 1 MOSICHIOBAHICTh CUCTEMU
i1 9ac 0OpoOKH SIK JETITUMHHUX, TaK 1 aHOMaJIbHUX 3aMUTiB. Pe3ynbpTaTi TecTyBaHHS MOJYIIIB
pO3Mi3HaBaHHS HaMipy, MOBEIIHKOBUX BIIXWJIEHb 1 KOTHITUBHOTO 3JTUTTSI PU3UKIB MOKA3aJH,
IO MOEJHAHHS CEMAHTUYHOTO, TIOBEAIHKOBOTO Ta KOHTEKCTHOTO aHANi3y 3HAYHO ITiJBHUIILYE
TOYHICTh KJacudikamii a1 KopucTyBaua i 3HUKY€E KUTbKICTh XMOHUX crpalioBanb. OTpuMaHi
JaH1 MiATBEPHKYIOTh IIEPEBark KOTHITUBHOTO ITiIX0AY HaJl TPAIUIIHHUMU METOIaMU OC3IEKH,
JIEMOHCTpYIoun 3aatHicTh cuctemu CSL 10 camoHaBuUaHHS, MOSICHIOBAHOCTI PIIIeHb 1
CTIMKOCTI /10 TIOBEJIHKOBUX aHOMAJiil — KIIFOUOBHX pHC apxiTekrypu Zero Trust Al HoBoro
MOKOJIIHHS.

Y Mexax eKCIepUMEHTAIbHOI YacTUHU JIOCHIDKCHHS NPOBEICHO aHAJITHYHE
MOPIBHSIHHS 0a30BUX apXITEKTYP, 110 POPMYIOTh OCHOBY KOTHITUBHOTO PiBHS Oe3neku. MeToro
bOTO TIOPIBHSHHS € BUSIBJIEHHS CWJIBHHUX CTOPIH pI3HUX THUIIB HEWPOHHUX MEpex Ta
BU3HAYEHHS JIOLUIBHOCTI X BUKOPUCTAHHS JUIsl OKpeMux (pyHKIiOHaIbHUX MoayiiB CSL —
CEMaHTHYHOT0, TOBEAIHKOBOT'O Ta IHTErpaIiiiHOTO.

Tabmn. 1 y3aranbHioe pe3ynbTaTH aHaI3Y I’ SITH KIIOUYOBUX apXiTEKTYp, SKi HaiyacTimie
3aCTOCOBYIOTBCS Y CY4acHHX IHTeNeKTyanbHuX cuctemax oesneku: CNN+LSTM, GRU-AE,

Taoanms 1.
[TopiBHsIIbHA XapaKTEPUCTUKA HEUPOAPXITEKTYp y KOrHITUBHOMY 1mapi 6e3neku (CSL)
. OcobmamBocTi OcHOBHa
ApxiTeKkTypa IIpu3naueHHs R 3Ha4YeHHs
peanizamii METpHKa
Byte2Image-
CNN+LSTM Morix nozii OT HICPETBOPEHIH, F1-score 0.87
YacoOBi MaTepHu
MOBEIIHKHA
KornituBHa Reconstruction
GRU-AE aBTeHTH(IKAIIs loss, ominka EER < 8%
KOpHUCTYyBayiB nomunku EER
Sentence
Transformer . - embeddings,
(MiniLM) NLP-anani3 HamipiB COHTEKCTHA F1-score 0.81
CEMaHTHKa
Context graph
Graph NN BusiBiieHHs aHOMaTii !earnlng, AUROC 0.92
y API-Buxnmkax MIJKBY3JI0Ba
3aJISKHICTh
. Explainable risk
Tirerpauis fusion, KorHiTHBHA
Fusion CSL MYJIBTHCHTHAJIBHUX . . AUROC 0.94
. iHTepIpeTaItis
MOTOKIB .
PH3HKIB
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Transformer (MiniLM), Graph Neural Network (GNN) ta inTerpoanoi mozemi Fusion
CSL. lns KOXHOI apXiTEKTypH HaBeIeHO il OCHOBHE NPU3HAYEHHS, XapaKTepHi 0COOIMBOCTI
peamizamnii Ta 0a30By METpUKY €(GEKTHBHOCTI, IO JIEMOHCTPYE SKICTh PO3B’sI3aHHSA
MIOCTAaBJICHOTO 3aBJIAHHS.

Mopens CNN+LSTM npoaemMoHCTpyBajia BUCOKY €(hEeKTUBHICTh Y POOOTI 3 YaCOBUMH
norokamu monid (F1 = 0.87), GRU-AE — Halikpami pe3ynbTaTH y KOTHITHBHIN
aBreHTHdiKanii kopuctysauiB (EER < 8%), Transformer (MiniLM) — TouyHe po3mi3HaBaHHS
HamipiB (F1 =0.81), a GNN — BusBneHns anomaiiii y B3aemonii mixk API (AUROC = 0.92).
HatiiBuii moka3sHukH gocsria inTerpoBana apxitekrypa Fusion CSL, o nmoeiHye BCi curHain
ta peanizye Explainable Risk Fusion (AUROC = 0.94). lle miarBepmxye mepeBary
KOTHITMBHOT'O MJAXOAY HaJl OKPEMUMHU MOJIETISIMHU.

VY naBuansHOMy UK CSL 00po0iisie )KypHaAIX 3aMuTiB 1 MOBEIIHKOBI MO11, (hopmye
MOBHI €MOEIJIMHTY, HaBYa€ MOJAYJIl HaMipiB 1 MOBEIIHKOBUX aHOMAaii, KaliOpye MOporH
(0.35-0.6) Ta nepeBipsie pe3ynbratu y shadow-pexumi.

Indepenc-ceppic Ha FastAPI moBeprae BIeBHEHICTh y HaMipi, OI[IHKY aHOMAJii Ta pillICHHS
(allow / step-up MFA / block).

Hocsarnyti pesynsraté (F1-macro = 0.80-0.84, AUROC > 0.90, EER < 8%, Tounictb 93%,
false positive < 12%) TOBOJATH KUTTE3NATHICTD 1 IepeBard KOTHITUBHOI iHTErparlii CUrHaIIiB
y pamkax Zero Trust Al

TpaauuiiiHi cucTeMu KOHTPOJIIO JOCTYy Ta curHaTypHi IDS crimparotbes Ha (hikcoBaHi
MpaBuJia il HE BPaXOBYIOTh CEMAHTHKY /il KOpUCTyBaya, 110 IPU3BOIUTH JI0 BEIHKOT KITBKOCTI
NOMWJIKOBHX CIIpalllOBaHb y TiOpuaHux mudpoBux cepemoBumax. Oxpemi wmojeni -
CNN/LSTM, GRU-AE, GNN uu Transformer epexTuBHI Juille Yy BY3bKHX 3ajadyax, aje
BTPAYalOTh CTAOUTBLHICTH IIPH 3MiHI KOHTEKCTY a00 poJli KOPHCTYBava.

3anpononoBanuii miaxin Cognitive Security Layer (CSL) nmomae mi oOmexeHHS,
NOEAHYIOUN TPU HAIPSIMU aHAJI3y - CEMAaHTUYHHIA, TIOBEAIHKOBUHN 1 KOHTEKCTHUH - Yy MeXax
MOSICHIOBAHOTO MEXaHI3My HpUHHATTS pimieHb. IHTerpoBana monens Fusion CSL nocsria
AUROC = 0.94, nepeBULIMBIIM PE3yIbTaTH OKPEMHX apXIiTEKTyp 1 3MEHIIMBIIN KIIbKICTh
XHOHUX CHpAIIOBaHb.

Cucrema miaTpumye noporose KaiiOpyBaHHs, shadow-TecTyBaHHsS Ta Mae MOAYINb
NOSCHIOBAHOCTI, SIKMM Hajae NPUYMHM pillleHb, IO BiAmNoOBiZae Bumoram Zero Trust i
cranaaptam XAI-IDS. 3 touku 30py etuku ta npuBaTHocTi CSL n1oTpuMyeThcs MPUHIMIIB
privacy by design - 3HeocoOyieHHs NaHUX, MiHiMi3alis 300py iH(opmarii, muppyBaHHA
1IeHTU(iKaTopiB. 3aBASKM BHUKOPUCTAaHHIO ayrMeHTtaumii, adversarial-TpeHyBaHHS Ta
(denepaTUBHOrO HaBUaHHS CHCTeMa € poOAacTHOIO, MaclITa0OBaHOK 1 NPUAATHOIO IS
IIPOMMCIIOBHX, [0T Ta KOpIOpaTUBHUX CEPETOBUILL.

OTtxe, CSL mpencrasisie mepexiJi BiJl peaKTUBHUX 1 CUTHATYPHUX METOMAIB J0 KOTHITUBHO-

MIPEBEHTUBHOI O€3MeKH, 110 MOEAHYE TOYHICTh, MOSICHIOBAHICTh 1 aJaNTUBHICTh Y MEXKax

koHuenii Zero Trust AL

BucnoBku. Apxitektypa Cognitive Security Layer (CSL) migrBepmxkye epeKkTUBHICTH

MO€HAHHS CEMAaHTUYHOT'0, TOBEIHKOBOT'O Ta KOHTEKCTHOT'O aHaNi3y JUIs CTBOPEHHS CTIHKO1 i

MOSICHIOBAHOT MOJIeJ pU3HKY B cuctemax Zero Trust. [HTerpoBane 371UTTs CUTHAIIIB TiBUIIYE

TOuHICTh 10 93%, 3HmKye false positive 1o 12% 1 mepeBepirye okpemi HEMPOHHI MOAEIII.

Moysb OsSICHIOBAHOCTI TTICKITIOE TOBIPY 10 CUCTEMH, a TPUHITUT privacy by design rapanrtye

6e3neuny o0poOky nanux. CSL - 11e KpoK /10 KOTHITUBHO-ITPEBEHTUBHUX CUCTEM O€3MEKH, 110

MOEHYIOTh TOUHICTh HEHPOMEPEXK 13 MPO30PICTIO Ta aJAITUBHUM KEPYBaHHSAM PU3HKAMHU.
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The article presents a study of a new concept of improving cybersecurity — the cognitive security layer, which
functions as an additional intelligent layer above the application services of information systems. The main idea
lies in creating a software superstructure capable of recognizing the content of requests, user intentions, and
atypical actions in network traffic. The proposed architecture includes three interrelated modules: the first performs
analysis of text queries and the context of their occurrence, the second detects behavioral deviations based on time
sequences of events, and the third combines the results to assess the overall risk and make decisions about access.
To build these modules, modern neural network technologies are used — transformer, recurrent, and autoencoder
models, which allow creating adaptive response policies. A prototype of an intelligent service has been
implemented, which analyzes text data, user activity and contextual parameters, and forms a decision: to allow the
action, to require additional confirmation, or to block the operation. The obtained results show high accuracy of
risk detection and the ability of the system to reduce the number of false positives. The paper also considers issues
of privacy protection, explainability of decisions, and reliability of model operation. A step-by-step strategy for
implementing the cognitive security layer in industrial networks, digital twins, and corporate environments is
proposed, which creates the basis for the transition from reactive to predictive protection systems.

Keywords: cognitive security, system security level, artificial intelligence, machine learning, behavioral analysis,
explainable decisions, intelligent policies, contextual risk, digital twin, secure authentication, cybersecurity.
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MOJIEJTFOBAHHS AJITOPUTMY ONTHUMIBALIL EHEPTOCIIOKUBAHHS
JIIHIMHOI AHTEHHOI PEIHITKHA
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JocmimpkeHo BIDIMB YaCTKOBOTO BUMKHEHHS BUIIPOMIHIOBAYIB JIIHIHHOT aHTEHHOI PEIIiTKH
Ha ¢opmy Ii miarpaMu CIPSIMOBAHOCTi. AKTyaJbHICTH POOOTH 3YMOBJIEHa MOTPeOOIO
3HIDKCHHS CHEProCIIOKHMBAHHS AHTCHHHMX CHCTEM, IO INPAIIOIOTh B ABTOHOMHHX a0o
S€HePreTUYHO OOMEKCHHX YMOBAaX, TAaKWX SK MOOUIbHI paioNoOKaIliiiHi KOMIICKCH Ta
Oe3MIOTHI JiTaJbHI amapatd. 3alpoNOHOBAHO KPHTEpii OLIHIOBaHHS SKOCTI IiarpaMu
CHPSIMOBAHOCTI — BiJIHOCHHUH PiBeHb OOKOBOTO BUIIPOMIHIOBAHHS Ta 3MEHILEHHS aMILTITYIH
TOJIOBHOTO TemocTKa. [l CHHTEe3y aiarpaM CHpsIMOBAHOCTI BHKOPHCTaHO JHMCKPETHE
neperBopeHHst Dyp’e, a 06’ €KTOM MOZEIIOBaHHS CTalla JiHii{HA eKBiANCTaHTHA penriTka 3 90
eJleMeHTIB. Pe3ynbTaTH IMOKa3ajM, IO BHUMKHEHHS EJIEMEHTIB y LEHTpajlbHill 4YacThHI
AQHTEHHOI PEIIITKU MPU3BOUTH O CYTTEBHX CIIOTBOPEHb JliarpaMy COPSIMOBAHOCTI, TOI 5K
BUMKHEHHs KpallOBHX €JICMEHTIB Ma€ MiHIMaJbHHH BIUIMB. BCTaHOBNICHO, IO XapakTep
3MiHH piBHS OOKOBHX IENIOCTKIB Ta CEPEeAHBOKBAJIPATUYHOTO BIIXWICHHS BH3HAYAETHCS
3aKOHOM aMIUTITyJHOTO pO3MOUTYy TONS B pO3KpuBi pemniTkd. OTpuUMaHi eMIipHYHi
3aJISKHOCTI JTO3BOJISIFOTH OLIHIOBATH BIUIMB KUIBKOCTI Ta PO3TAallyBaHHS BUMKHEHHUX
€IIEMEHTIB 0€3 TOBHOTO TNepepaxyHKy JdiarpaMd CIPSMOBAaHOCTI Ta MOXYThb OyTH
BUKOPHUCTaHI Ui PO3pOOKH ANTOPHTMIB aJalTHBHOTO KEPYBaHHS CHEPrOCHOXUBAHHAM
(a3oBaHMX aHTEHHUX peunTok. JlogatkoBo y poOOTI 3ampONOHOBAaHO —aHAJITHYHI
arnpoKCUMAIli] 3aJIeKHOCTEH, 1110 JJO3BOJISIIOTH IBUIKO OLIIHIOBAaTH CIIOTBOPEHHS Jiarpamu
CHPSIMOBAHOCTI. Pe3ynbTaTi MoZIeII0BaHHsI MOXKYTh OYTH IHTETPOBaHI y CUCTEMH PeajbHOTO
yacy Juis onTUMizamii KoHQirypauii peunTkd 3aJeXHO BiJ JOCTYIHOI eHeprii.
CdopmynboBaHMN MiJXiJ CTBOPIOE MiAIPYHTS JAJIS MOJAIBIINX JIOCTIPKEHb aJaNTHBHUX
METO/IiB KepyBaHHs (Da30BaHUMH aHTEHHHMH PELIITKAMH Y CKJIaJHUX YMOBaX eKCILTyaTallii.
KarouoBi cioBa: (azoBaHa aHTeHa pelniTKa, giarpaMa CHpPSMOBAaHOCTi, OOKOBe
BUIIPOMIHIOBaHHSI, €HEPrOCIIOXKMBAHHS, BIAKIIOYCHHS SJIEMECHTIB, aMIUITYIHHH PO3HOLT,
JIMCKpeTHe TiepeTBopeHHs Dyp’e, MOIeNOBaHHs, alaliTHBHE KEPYBaHHS.

Beryn. ®azoBani antenHi pemniTku (PAP) mocimaroTh KIOYOBE MiCLlE B Cy4acHUX
paIioeNIeKTPOHHUX CHCTEMaX 3B s3KY, PaJioJIoKallii Ta HaBiraiii, 3a0e3ne4yroun MOXKJIUBICTh
(dopMyBaHHS Ta JAMHAMIYHOTO KEpyBaHHs Ji1arpaMoO0 CIPSIMOBAaHOCTI 0€3 MeXaHIYHOro
nepemimenns antenu [1, 2]. Tunmoa ® AP Moske MICTHTH BiJT KITBKOX COTE€HbB J0 KIJTBKOX THCSY
BUIPOMIHIOBAJIbHUX KaHamiB [3], KokKeH 3 sKuUX BKJIIOYAaE areHroarop, (azoobeprau Ta
BUIIPOMiHIOBaY. Taka CKJIagHICTh CTPYKTYpH 3a0e3meuye BUCOKI eKCIUTyaTalliiiHi
XapaKTePHUCTHKH, IIPOTE BOJTHOYAC ICTOTHO TTiIBUIILYE €HEPrOCIIOKUBAHHS CHUCTeMU [4—T7].
Opni€ero 3 akTyalbHUX 3a7ad MiJ 4ac poOOTH JIHIKHUX Ta (pa3oBaHMX AHTECHHHUX
PELIITOK € ONTHMi3allisd CIOKMBAHOI IMOTY)XKHOCTI, 110 HaOyBae OCOOJIMBOTO 3HAYEHHS Yy
BUTIA/IKaX, KOJIM aHTEHHA CHCTEMa )KUBHUTHCS BiJl aBTOHOMHHUX JDKEpEN €Heprii — HalpHuKIIaz, y
0€3MUIOTHUX JITAJBHUX anaparax, MOOUIbHUX KOMIUIEKCAX CIIOCTEPEKEHHS UM aBTOHOMHHX
panionokanifHux craHisax. OOMekeH1 eHepreTUYH1 pecypcH TakuX MmiaT(opM BUMararoTh Bijl
AQHTEHHUX CHUCTEM MAaKCHUMaJIbHOT €(EeKTUBHOCTI POOOTH MPHU MiHIMAJIILHUX BUTpATaxX €HEprii.
OmHUM 13 MAXO/IB 10 3HIKEHHS €HEPTOCIIOKUBAHHS € BUMKHEHHS YaCTUHH €JICMEHTIB
pewritku  [8-10], mo HemMHHydYe NPU3BOAWUTH JO TIEBHOIO TMOTIPUICHHS HANPSMHUX
XapaKTEePUCTHUK, 30KpeMa 301IbIICHHS piBHS OIYHUX TEIIOCTOK Ta 3MEHIIEHHS KoedirieHTa
nocuwieHHs. [IpoTe 3a yMOBU MpaBUIBHOTO BHOOPY KOHQIrypamii BUMKHEHHX KaHAJiB 1€
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MOTIpIIIEHHS MOKe OyTH MiHIMI30BaHe, IO BIIKPHUBAE MOKJIUBICTh MOIIYKY KOMITPOMICY MiX
SHEePreTUYHOI0 e()EKTHBHICTIO Ta SAKiCTIO POpMOBaHOI Aiarpamu crpsimoBanocti [11,12].

TakyuM YMHOM, IOCTIIKEHHS METOJIB YaCTKOBOIO BHMKHEHHS KaHaiaiB DPAP 0e3

ICTOTHOT BTpaTd iX (YHKI[IOHAJBLHUX BIIACTUBOCTEH € Ba)XIMBHM HAMPSMOM OITHUMIi3alii
Cy4yaCHHX AaHTEHHUX CHCTE€M, OCOOJMBO JJsi MOOUIPHUX Ta EHEPreTUYHO OOMEKEHUX
3aCTOCYBaHb.
MeTo10 1aHOI CTATTI € BCTAHOBJICHHS K1JIbKICHOT 3aJIEKHOCT1 Mi’K KUIBKICTIO Ta TPOCTOPOBHM
pO3TalIyBaHHSIM BUMKHEHUX KaHATIB JIIHIHHOI aHTEHHOI PEIIITKU Ta CTYNEHEM MOTipIIeHHS 11
HalpsIMHUX XapakTtepucTtuk. OcoOiiMBa yBara MNPUIISETHCS OIIHIOBAHHIO 3MiH DPIiBHSA
OOKOBOT'O BUMPOMIHIOBAHHS Ta 3HM)KEHHIO aMIUTITYIM TOJIOBHOTO METIOCTKA MPH BiIKIIOYEHH1
€JIEMEHTIB y Pi3HUX YaCTUHAX JIIHIHHOT PEIIiTKY.

JIJ1sl TOCATHEHHS ITOCTaBJICHOI METH HEOOX1JHO BUKOHATH TaKi 3aBJIaHHS:

— BH3HAYUTH KPHUTEPIii OIIHIOBAHHS SKOCTI JiarpaMyd CHPSIMOBAHOCTI 3a BiTHOCHUM
piBHEM OOKOBOTO BHIIPOMIHIOBAHHS Ta 3HIDKEHHSIM PIBHA TOJIOBHOTO TENIOCTKA MpHU
BIJIKJIFOYCHH1 €JICMEHTIB PEIITKH,

— pO3poOWTH MaTEeMAaTHYHUHU MiAXiJ JO MOJCIIOBAHHS BIUIMBY BUMKHCHHSI KaHAIIB,
BUKOPHCTOBYIOUH TUCKpETHE nepeTBopeHHs Dyp’e ams CUHTE3y AlarpamMu CripsMOBaHOCTI;

— TIPOBECTH MOJCIIOBAHHS JUIsl JIHIHHOI eKBIAMCTAHTHOI penriTku 3 90 eJIeMeHTiB,
BU3HAUMBIIY aMILTITYyIHO-(a30BHil pO3MOJILI MOl B pOO0UOMY PEXUMI;

— JIOCTIINTH BIUTMB BUMKHEHHS €JIEMEHTIB y PI3HHX JUISHKAX PEUnTKu (y HEeHTpi Ta
Ha Kpasx) Ha CIIOTBOPEHHS JliarpaMu CIIPsIMOBAHOCTI Ta BUSIBUTH 3aKOHOMIPHOCTI 3MiHH PiBHS
OOKOBHX TICITIOCTKIB Ta ITUPHUHU 1 aMILTITYIA TOJIOBHOTO TIEJTFOCTKA,

— moOyayBaTH 3alieKHICTh pIiBHA OOKOBOTO BHUIIPOMIHIOBAHHS BiJ 1HICKCY
BUMKHEHOTO €JIEMEHTa, BAKOPUCTOBYIOUH MOJIENb 1/1€alIbHOT JliarpaMu CIpsiMOBaHOCTI;

— TpoaHalli3yBaTU pe3ylbTaTH MOJEIIOBAaHHS Ta BU3HAYUTH 30HU PO3MIIIEHHS
€JIEMEHTIB, BAMKHEHHSI IKMX MiHIMaJIbHO BIUIMBAE HA OPMY JiarpamMu CIIpsIMOBAHOCTI.
Kpurepii oniHioBaHHsI sIKOCTi aiarpamMu cnpsAMOBAaHOCTI. SIK OCHOBHI KpuTepii SIKOCTI
JiHIAHOI aHTeHHOi pemniTku [13] y mocmimkeHHI BHKOPHCTOBYIOTHCS BiJHOCHHH pPIBCHb
OOKOBOTO BUIPOMIHIOBAHHS Ta 3HMKEHHsS pIBHA TOJIOBHOTO mnemrocTtka. Lli mokasHuku
JIO3BOJIAIOTh KUIBKICHO OLIIHUTH BIUIMB BIAK/IIOUYEHHS MEBHUX KaHANIB Ha (GopMy Jiarpamu
CHPSIMOBAHOCTI Ta 3arajibHy €()eKTUBHICTh pOOOTH PEIIiTKH.

BinHocHMit piBeHb OOKOBOTO BUIIPOMIHIOBAHHS BU3HAYa€, HACKIJIbKU IHTEHCUBHHUMU €
noOiyHi TEeTIOCTKM TOPIBHSHO 3 TOJOBHMM MAaKCUMyMOM, 1 XapaKTepH3yeThCs
criBBimHOIICHHM [14]:

F (O ma)
=20L b.max ,
¢ 9(— ©) )
ne € — 3HaYeHHs BITHOCHOTO PiBHsI OOKOBOT'O BUITPOMIHIOBAHHS;

F(Obmax) — 3Ha4YeHHS aMIUTiTYyJHOT (YHKIII JiarpaMH CIPSIMOBAHOCTI y HANpPsAMKY
MaKCUMyMy OOKOBOTO IMENIOCTKA;

F(0) — 3HavenHs amrmuriTynHOi (QYHKINI JiarpaMd CIPSIMOBAHOCTI Yy HaIPAMKY
TOJIOBHOT'O MAaKCHUMYyMY.

3HIKEHHS PIBHS TOJIOBHOTO MEIOCTKA BU3HAYAETHCS SIK:

AF =\[FZ2,(0) - F2,(0),

ne F2,(0) — MakcuManbHe 3HA4YCHHsS 3aJaHOl (HEOOXigHOI) aMIUIiTygHOI Iiarpamu
CIPSIMOBAHOCTI,;
F2,(0) - MakcuManbHe 3HadeHHS MOAM(IKOBAaHOI aMILTITyqHOI aiarpamu

CHPSIMOBAHOCTI MicCTIsl BIAKITIOYSHHS] OKPEMUX KaHATIB.

CuHTe3 JiarpaMu CHPSIMOBAaHOCTI TaKOX BHKOHAEMO METOJOM JUCKPETHOTO
neperBopenns ®yp’e [15-17].

Ak 00’€KT AOCTIIHKEHHS PO3TIITHEMO JIHINHY PIBHOBIIIAJICHY aHTCHHY PENITKY, 10
ckinamaeThbes 3 90 eJIeMeHTIB.
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Jliarpama CripsSIMOBAHOCTI PEIIITKH, a TAKOX aMILNITYIHUHN 1 (a30BHIA PO3MOILT TIOJIA,
pospaxoBani B cepenoBuii MATLAB, HaBeneni Ha pucysky 1.

"1 041 0.2 0.3 0.4 0.5 06 07 08 0.9 1
m

Puc. 1. [liarpama crnpsiMOBaHOCTI, a TaKOX aMIUNITYIHMHA 1 (azoBuil po3monain mois s
JHIHHOT aHTEHHOI PenniTKy 3 KiTbKicTio enemenTtiB N = 90

BinkitoueHHsl OKpeMHUX KaHaJlIB y MPOLIEC MOJENIIOBaHHS 31HCHIOBATUMEMO IIIJIIXOM
OOHYJTIHHA aMIUTITYAHUX Ta (a30BUX KOE(DIilli€HTIB €JIEMEHTIB 13 BIJNOBIJHUMU HOMEpPaMH.
Bumorn 1o 3a0e3nedeHHsT HU3BKOrOo piBHSA OOKOBOTO BHUIIPOMIHIOBAHHS 3yMOBIIOIOTH
3aCTOCYBaHHS CHAJHOTO JI0 KpaiB 3aKOHY aMIUTITYIHOTO PO3MOALTY.

Takuif miaXin TPU3BOAWTH JO TOSBU BHPAKEHOT 3aJIEKHOCTI MK THM, Kl caMme
€JIEMEHTH BIJKJIIOYAIOTBCS, Ta THM, SKUM OyAe CTyIiHb CIOTBOPEHHS Jiarpamu
CIIPSIMOBAHOCTI.

30KkpeMa, BIIKIIOYEHHS BHUIIPOMIHIOBAYIB, PO3TAIIOBAaHMX Y LEHTPAlbHIA YacTHHI
pEelITKH, NPU3BOAUTH J10 OLIbII ICTOTHUX JAedopmaiiil aiarpaMu CHOpSMOBAaHOCTI, HIK
BIJIKJTIOUEHHS eJeMeHTIB Ha mnepudepii. Lle moB’s3aHO 3 THM, IO LEHTPAIbHI €JIEMEHTH
pOOIIATH HAHOIBIIHMI BHECOK Y JOPMYBaHHSI TOJIOBHOTO TIETFOCTKA, TOII SIK KPaiiOB1 €JIEMEHTH
NEepeBaXHO BIUTUBAIOTh HA PiBEHb OOKOBHX METIOCTKIB.

Jlist imrocTpartii mboro eeKTy Ha pUCYHKY 2 HaBEIC€HO MPUKIIA]T CTIOTBOPEHHS JllarpamMu
CHPSIMOBAHOCTI y BUMAKY BiKII0ueHHs 10 BUIPOMiHIOBaYiB, pO3MIIIEHUX Y LIEHTPI aHTEHHOT
PEIIITKH.

[Ipuknang CHOTBOpPEHHsA JiarpaMM CIpsIMOBAaHOCTI Yy pa3i  BigkmoueHHs 10
BUIIPOMIHIOBAYiB, PO3TAIIOBAHUX IO KPasiX PEIIiTKH, HABEJICHO HA PUCYHKY 3.

I3 mopiBHSAHHS pUCYHKIB 2 1 3 BUIHO, 1110 CIOTBOPEHHS (POPMHU JliarpamMH CIIpsIMOBAHOCTI
npu BiakmodeHHl 10 KpaliHIX BHUNPOMIHIOBAaYiB € He3HAUHMMU. HaToMicTh BUMKHEHHS
BUIIPOMIHIOBaUiB y IEHTPAJIbHIM YaCTHHI PELITKH MPU3BOAUTH JO CYTTEBOTO 30UIbIICHHS
piBHS OOKOBOTO BUIIPOMIHIOBAHHS, PO3MIMPEHHS T'OJOBHOTO MEIIOCTKA Ta 3HM)KEHHSA HOro
AMILTITY/IH.
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Puc. 2. CnoTBOpeHHS JliarpamMu CIIPSIMOBAHOCTI PEIIITKH MPHU BiJKIIOUYEHHI BUIIPOMIHIOBAUiB
y LIEHTpalIbHI YaCTUHI PELIiTKH
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Puc. 3. CnorBopeHHS JiarpaMd  CIOPSIMOBAHOCTI  PEINITKA TPU  BIAKIIOYECHHI
10 BumpomiHIOBa4iB, pO3TAIOBAHUX MO KPASIX PEIITKH
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BuzHaunMo 3aieXHICTh piBHS OOKOBHX IMETIOCTKIB BiJ TMOJIOKEHHS BIIKIFOYEHOTO
BUINIPOMIHIOBA4Ya B aHTEHHIN pemnitmi. i 1pOro 3amaeThes Aiarpama CIpsIMOBAHOCTI
imeanbHO1 OpPMH — TaKa, 110 MICTHTh JIMIIE TOJOBHUMU TMETIOCTOK. 3aKOH PO3IOAUTY OIS B
amepTypi PEeLIiTKY AJIs 1/1eaibHOT JlarpaMu CIpsIMOBaHOCTI HaBEeIEHO Ha PUCYHKY 4.

o
S

o3l / N 7

08— s . b

NOMHOXeHe Ha amnnityay (A)

MakcUMankHe 3Ha4YeHHs HanpyKeHocTi
nons y UeHTpi pewitkn (E,) [B/ M]

BiAHOLIEHHSA (Di3NYHOrO po3mipy peLwiTku (L) %

Puc. 4. 3akoH po3noalTy MOt B pO3CYB1 @HTEHHOT PEILiTKHU, 110 MicTUTh 90 eleMeHTiB npu
YMOBI BIZIIOBITHOCTI pO3paxyHKOBOI (pOpMI JiarpamMu CIpsSIMOBAHOCTI

Pesynmprat MOZenmOBaHHS 3alIeKHOCTI piBHA OIYHOrO BHIIPOMIHIOBAaHHS  Bif
IOJIOKEHHS OJHOT0 BHMKHEHOTO BHUIIPOMIHIOBaYa Ha JIHIMHIA aHTeHHIM pemniTi 3
90 eneMeHTIB HaBEICHO Ha PUCYHKY 5.

BiAHOCHWIA piBeHb
BiyHOro BUNPOMiHIOBaHHS (&,)

1 1
10 20 E1) a -] B0 m 1)

nonoxeHHs (m=17) ogHOro BiAKNHOYEHOro BUNPOMIHIOBaYa

Puc. 5. 3anexHicte piBHSI O0KOBOTO BHIIPOMIHIOBAHHS BiJl TTOJIOKEHHS OJHOTO BUMKHEHOTO
BUIIPOMiHIOBaYa Ha JiHIMHINA aHTeHHIH pemriTii 3 90 eneMeHTIB

MaxkcuManpHuil piBeHb OiuyHuX mnemtoctkiB (PBII), mo cknanae mpubnusno —27 nb
BIJINTOB1/1a€ TIOJIOKEHHIO B IIEHTP1 PEIIITKH.

Po3rnsiHemMo Tenep BIUIMB Ha PiBEHb OIYHMX MENIOCTOK OUIBINOT KiTBbKOCTI BUMKHEHHX
BUITPOMIHIOBAYIB.

PesynpTaTi MOZENIOBaHHS 3alie)KHOCTI piBHA OIYHOrO BHIIPOMIHIOBAaHHS BiJ
MOJIOKEHHSI JIECATH BUMKHEHHX BHIPOMIHIOBAYIB Ha JIHIAHIA aHTEHHIA pemnTi 3
90 eneMeHTIB HaBECHO Ha PUCYHKY 6.
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Puc. 6. 3anexHicTh piBHI OOKOBOTO BHIIPOMIHIOBAaHHS BiJ MONOXKeHHS 10 BiIKITIOYEHHX
BUIIPOMIHIOBaUiB Ha JIiHIMHINA aHTeHHIH pemiTii 3 90 eneMeHTiB

ITopiBHSIHHS pUCYHKIB 4, 5 Ta 6 MOKa3ye 1IEHTUYHICTh KpUBUX. OTXKe, 3aKOH 3MIHU
piBHS O1YHUX METFOCTOK MPH BIAKIIOYECHHI BUITPOMIHIOBAYiB BU3HAYAETHCS 3aKOHOM PO3TIOALTY
HOJIS1 Y PO3KPHBI PEILITKH.

Bu3HaunMo BIUIMB KUIBKOCTI BIJKTIOUEHHX BHIIPOMIHIOBAYiB Ha piBEHb OIYHUX
HEJIIOCTOK. BiANoBiAHY 3aleXHICTh MOKa3aHO HAa PUCYHKY 7. BiakitoueHHs NpoBOAMIIOCA
CUMETPHYHO 3 JIBOX KpPaiB PEUIiTKH.

OTpI/IMaHy 3aJICKHICTh MOXKHA AIlIpOKCUMYBATU HACTYITHUM BUPA30OM:
m

émax (m)’ ob = (1_ eémin )'fmin + émin ym = OI_N

e M — YUCJIO BIAKIIOYEHUX BUIIPOMIHIOBAYIB;

& min — MiHIMAbHUH piBeHb GIYHUX MENFOCTOK IS IIHOTO BHLY 3aKOHY PO3IOILIY MO

B PO3KPHBI.

BusHaunmo 3anexHicTe cepeaHbokBaapaTuyHoro BigxuieHHs (CKB )orpumanoi Ta
3aJ1aHo1 JliarpaM CIpsIMOBAHOCTI B1JT TTOJIOKCHHS BiJIKITFOUYSHOTO BHIIPOMIHIOBAYA HA PEITITII.

JUis 1bOTO TakKoXK IOCTaBUMO Jiarpamy CIpPsIMOBAHOCTI ileanbHOI (opMU — IIO
CKJIaJIA€THCS TIJIBKY 3 TOJIOBHOI METOCTKH. Pe3ynpTaTn MoieIroBaHHs HaBeIEHO Ha PUCYHKY 8
Ta pUCYHKY 9.

Jie
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KiNBKICTE BIOKNKOYEHUX BUNPOMIHIOBAYIB (M)

Puc. 7. 3anexuicts PBII Big KUTbKOCTI BAMKHEHHX BHIIPOMIHIOBAYIB y PETITIN
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Q

OTpMMaHol i 3agaHoi
fiarpam cnpsmoBaHocTi (o,)

cepenHLOKBaApaTUYHeE BiOXUNEHHSA

I
10

nonoxeHHa (m=17) 0QHOro BiAKIMOYEHOrO BUNPOMiHIOBAYa

Puc. 8. 3anexHicTe cepelHbOKBAJIPATUYHOIO BIIXWUJIEHHS OTPHUMAHOI Ta 3a/JaHoi Aiarpam
CHPSIMOBAHOCTI BiJ] TIOJIOKEHHS OHOTO BIIKJIFOYEHOTO BUIIPOMIHIOBAaYa Ha JIHINHIA aHTEeHHIN
pemrititi 3 90 e1eMeHTiB

oTpUMaHoi i 3anaHoi
piarpam cnpaAMoBaHoCTI (G,,)

o8
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L L
10 0 0 0 50 B0 70

nonoxeHHsa (m=10) 10-TK BIAKNOYEHMX BUNPOMIHIOBaAYIB

Puc. 9. 3ayiexHICTh CepeTHBOKBAIPATHYHOTO BIJIXMJICHHS OTPHMAHOI Ta 3aTaHOi Jiarpam
CIPSIMOBAHOCTI BiJI TTOJIOKeHHS 10-TH BIIKITIOYCHUX BUIIPOMIHIOBAUIB HA JIHIWHIA aHTEHHIN
pemrititi 3 90 e1eMeHTiB

[TopiBusHHS rpadikiB Ha pHc. 8, 9 TakoX MOKa3ye 1IEHTUYHICTh KpUBUX. OTXKe, 3aKOH
3minu CKB, sik 1 piBHSA O1YHMX TIETIOCTOK TIPH BIAKITIOYEHHI BUIIPOMIHIOBAUIB, BU3HAYAETHCS
3aKOHOM PO3IOJLTY MOJIS B PO3KPUBI PELIITKH.

Buznaunmo BrmB uwncna BigkimoueHux BumnpomiHitoBawiB Ha CKB. Bignmosigny
3aJISKHICTh TIOKa3aHO Ha pUCYHKY 10. BiakitoueHHs MPOBOAMIOCS CUMETPHYHO 3 ABOX KpaiB
peuriTKH.

OTpI/IMaHy 3aJICKHICTh MOYKHA AIIPOKCUMYBATU HACTYITHUM BUPA30OM!
2

m J—
5(m)=W,m=O,N

e M — YUCJIO BIAKITIOYECHUX BUITPOMIHIOBAYIB;
N —po3Mip penriTku.
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KiNbKICTb BiAKNIOYEHWX BUNPOMIHIOBaYIB (M)

Puc. 10. 3anexxnicts HopMoBaHoro CKB Bij KiTbKOCTI BUMKHEHHX BUIIPOMIHIOBAUIB Y PEIIITIII

Adaroput™m agantauii pemriTku. 3 ypaxXyBaHHSIM IPOBEIEHUX JIOCITIKEHb 3alIPOIIOHOBAHO
HacTynHui anroput™ anantaimii ®AP no kpurepito 3aaHOi YU MiHIMAIILHOT MOTY>KHOCTI.
Ilouamxosi 0ani: HeoOXiaHA GopMa JiarpamMu CIPSIMOBAHOCTI Ta JOMYCTUMI BETMYUHH PiBHS
014HUX MemtocTKiB - &; Ta CKB - oy,

Kpox 1. CunTe3 aMIutiTyTHUX Ta (a30BUX KOEQIIIEHTIB JTiHIIHOT aHTEHHOI PElIiTKA 3
BUKOPUCTAHHSM JIUCKPETHOTO nepeTBopeHHs Dyp’e.

Kpox 2. BumkHeHHs1 (OOHYIIHHS) M aMIUTITYJHUX KOEQIIIEHTIB y BiAMOBIAHOCTI 110
3aJaHUX (QYHKLIOHAJIBHUX 3aJIEKHOCTEH !

Srex = T(M), o= Tf(m).

Kpox 3. ObuncneHHs aiarpaMu CripsIMOBaHOCTI 32 MOIU(iKOBAaHUMHU aMILTITYTHUMH Ta
(bazoBUMHU KOoe]illiEHTaMH.

Kpok 4. O6uncieHHs cepeJHbOKBAAPAaTUIHOIO BIAXUIICHHS Ta PIBHSI O1YHUX MEJIFOCTKIB
JUIsl CAHTE30BaHOI JiarpaMu CIIPsIMOBAHOCTI.

Kpok 5. IlepeBipka ymoBU 4H & < &y, 6 < Oy

— SKIIO YMOBAa BUKOHYETHCS, 301JbIIYEMO 3HAUEHHS PO3MIPY «KOB3HOTO»

BiKHA (KUIBKOCTI BIAKJIIOYEHUX BUIIPOMIHIOBaYiB) M =M + 1 1 mepexoIuMo Ha KpPOK 2;

— SIKILO Hi —3aBEPIIYEMO CUHTE3 PEIliTKH.

3anponoHOBaHUI aJITOPUTM JI03BOJIIE KOHBEPTYBATH JIOIYCTUMI BTPATU B KOE(ILIE€HTI

MOCUJICHHS 1 piBHI O1YHUX METIOCTKIB B KUIBKICTb Ta MOJIOKEHHS] BUMKHEHHMX BUIIPOMIHIOBAUIB,
10, B CBOIO 4Yepry, JO3BOJIUTh 30UIBLUIMTH 4Yac aBTOHOMHOI pPOOOTH pPaaloeNeKTPOHHOIO
HPUCTPOIO 13 AHTEHOIO PELIITKOIO.
BucnoBku. [IpoBeeHO KOMIUIEKCHE JOCHTI[HKEHHS BIUTUBY YacTKOBOTO BHMKHEHHS
BUIIPOMIHIOBaUiB y JiHIIHIN (a3oBaHiil aHTeHHIN pemiTii Ha i HaIpAMHI XapaKTePUCTUKH.
OtpumaHi pe3yabTaTH JO3BOJISAIOTH TNTMOOKO OLIIHUTU B3a€MO3B’S30K MK KOH(Irypariero
AaKTUBHHUX €JIEMEHTIB, 3aKOHOM AaMIUTITYJHOTO pO3MOJALTY IOJii B amepTypi Ta SKICTIO
chopmoBaHoOi miarpaMu CIpsIMOBAHOCTI.

Ilepenycim Oyn0 BU3HAuU€HO, 10 BUOIp KPUTEPIiB OLIHIOBAHHS — BITHOCHOTO PIBHS
OOKOBOT0 BUITPOMIHIOBAHHSI Ta 3HUKEHHSI aMILTITYIM TOJIOBHOTO METIOCTKA — Ja€ MOKJIMBICTh
00’ €KTUBHO XapaKTePH3yBaTH CIOTBOPEHHSI, 1110 BUHUKAIOTB I11]] 4aC YaCTKOBOTO BiIKJIFOYESHHS
eneMeHTIB pewniTku. i mokasHuku € noctaTHhO 1HGOPMATUBHUMHU JUIS MPAKTUYHUX 3ajad
ONTUMI3allil eHeProCIOKUBAaHHS, OCOOJIMBO Y BUIIAJKaX BUKOPUCTaHHS (Pa30BaHUX PELIITOK B
ABTOHOMHHUX 200 €HEepreTHYHO OOMEKEHHUX CHCTEMaXx.

IIpoBenene monemtoBanHs B cepenoBuili MATLAB moxa3zano, 1mo cTymiHb BIUTUBY
BIIKJTFOYCHHSI KOHKPETHOTO €JIeMEHTa CYTTEBO 3aJICKUTH BiJl HOTO TOJIOKEHHS Y CTPYKTYPI
aHTeHHoi pemiTku. HaiiOinpmii nedopmarii giarpaMu CpsMOBaHOCTI CIIOCTEPITalOThCS NpU
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BUMKHEHHI IICHTPAJbHUX BHIPOMIHIOBAYIB, sKI 3a0€3MeYyl0Th OCHOBHHUH BHECOK Y

(bopMyBaHHS rOJIOBHOTO METIOCTKA. J{JIs1 TAKUX BUIAAKIB XapaKTepHE Pi3Ke 301IbIICHHS PiBHS

OOKOBHX TMEIIOCTKIB, PO3MIMPEHHS TOJOBHOIO TMEIIOCTKA Ta IMOMITHE 3MEHIIEHHS HOro

aAMILTITY/IH.

Ha Bigminy BiJ IbOTO, BIAKIIOUEHHS KPAHOBUX €JIEMEHTIB MIPAKTUYHO HE MIPU3BOIUTH
JI0 3HAYHHMX CIOTBOpeHb. Jliarpama crpsiMmoBaHOCTI 30epirae ¢opmy, a 3pOCTaHHS PIBHS
OOKOBOTO BHUIIPOMIHIOBaHHS € MiHIMaIbHUM. lle MmiATBEpIKY€EThCS SIK Bi3yaJbHUM
MOPIBHSHHSM TpadigHUX 3aJIEKHOCTEH, TaK 1 aHATI30M YHCIOBHX 3HA4Y€Hb PIBHIB OIYHUX
MENIOCTKIB Ta CEPEeTHHOKBAAPATUYHOTO BIAXUIICHHS M1 OTPUMAHOIO Ta 33/1aHOI0 JlilarpaMaMHu.

JlogaTkoBe MOJETIOBAHHS 13 3aCTOCYBAaHHSM iJ€ajibHOI JiarpaMu CIpPsIMOBAaHOCTI
MOKa3ajo, M0 3MIHM pIiBHA OOKOBOrO BHUIIPOMIHIOBAHHS Ta CEpPeIHbOKBAJAPATHYHOIO
BIJIXWJICHHSI TIOBHICTIO BHU3HAYAIOTHCS 3aKOHOM aMILTITYAHOTO PO3MOJIUTY TOJIA B ameprypi
aHTEHHOI pemiTku. To0To, hopMa 3aJIKHOCTI ITUX MOKA3HUKIB BiJl TOJIOKEHHS BUMKHEHOTO
€JIEMEHTa MOBTOPIOE (hOopMyY pO3MOILTY aMILIITY T Y po3KpuBi. Lle 103BosI€ 3p0OUTH BaXKITHBUI
BHUCHOBOK: ONTHMAalibHE KepyBaHHs eHeprocrnoxkuBaHHiM DAP moBuHHO 31ificHIOBaTHCA 3
ypaxyBaHHSIM aMILUTITYIHOTO PO 1TI0 PO3KPUBY, a cCaMe — BIAKIIIOUSHHSI MAIOTh BUKOHYBATHUCS
Hacamrepes y THX 30HaX, e aMIUTITYJHUIl BHECOK €JIEeMEHTIB MiHIMallbHUH.

OTprMaHi eKCTICpUMEHTAIbHI 3aJIe)KHOCTI BIUTHBY KUTBKOCTI BIAKJTFOUCHUX €JICMCHTIB
Ha pIBeHb OOKOBHX MENIOCTKIB Ta CEPETHROKBAPATUYHE BIAXUICHHS JO3BOIMINA CHOPMYBATH
anpOKCUMALiiHI (OPMYINH, IO MOKYTh OYTH BHKOPHCTaHI MPH NMPOEKTYBaHHI AJTOPUTMIB
aJanTUBHOTO KepyBaHHs KoH(pirypauiero @AP. Ile cTBOproe MOXIUBICTH HPOTHO3YBAaTH
NOTIpIICHHS HAPSMHUX BJIACTUBOCTEH 0€3 BUKOHAHHS MIOBHOTO CHEKTPAIBHOTO CHHTE3Y, 110
€ BOXJIMBOIO MIEPEBArol0 JIJIsl CUCTEM PEabHOTO Yacy.

VY miacyMKy MOKHA CTBEPIKYBAaTH, III0 YaCTKOBE BIJIKJIFOUYCHHS CJIEMCHTIB aHTCHHOI
pemiTku € epeKTUBHUM 3acO00M 3HUKEHHSI il €HEeproClOoXHBaHHS, 32 YMOBH JOTPUMAaHHS
BU3HAYEHUX 3aKOHOMIPDHOCTEH pO3MIILIEHHS JCaKTUBOBAaHMX eJeMeHTiB. HaiOinbm
OpUJATHUMHU JUUIsl BUMKHEHHS € KpaloBl 30HHM, TOJI SK LEHTpajJibHa 00JacTh IOBHHHA
3aJIMIIaTUCS MaKCUMAJIbHO aKTUBHOO. Po3po0ieHuii miIxia Ta OTpuMaHi 3a1eKHOCTI MOXKYTh
OyTH BUKOPHUCTaHI JUIl CTBOPEHHS aJTOPUTMIB JTUHAMIYHOI ajanTarii (a3oBaHMX aHTEHHUX
PELIITOK, 3/[aTHUX 3a0€3MeUnTH 3aJaHIIl KOMIIPOMIC MIX SIKICTIO JilarpaMu CIpPSIMOBaHOCTI Ta
pIBHEM CHOXHBAHOI MOTYKHOCTI.
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MODELING OF THE ALGORITHM FOR OPTIMIZATION OF ENERGY
CONSUMPTION OF A LINEAR ANTENNA ARRAY

A.V. Sadchenko, O.A. Kushnirenko, O.V. Troyanskiy

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Email: koa@op.edu.ua

The article investigates the influence of partial deactivation of radiating elements in a linear phased antenna array
on the shape of its radiation pattern. The relevance of this work is driven by the need to reduce the power
consumption of antenna systems operating in autonomous or energy-constrained environments, such as mobile
radar complexes and unmanned aerial vehicles. The study proposes criteria for evaluating radiation pattern quality,
namely the relative sidelobe level and the reduction of the main lobe amplitude. The radiation pattern synthesis is
performed using the discrete Fourier transform, and the modeled object is a linear equidistant array consisting of
90 elements. The results demonstrate that disabling elements in the central region of the array leads to significant
distortions of the radiation pattern, whereas deactivating edge elements has a minimal effect. It is shown that the
behavior of the sidelobe level and the root-mean-square deviation is determined primarily by the amplitude
distribution law in the array aperture. The obtained empirical relationships make it possible to evaluate the impact
of the number and position of deactivated elements without a full recompilation of the radiation pattern and can
be used for developing adaptive power-management algorithms for phased antenna arrays. Additionally, analytical
approximations of key dependencies are proposed, enabling rapid assessment of pattern distortions. The modelling
results can be integrated into real-time systems for optimizing array configuration based on available energy
resources. The presented approach provides a foundation for further research on adaptive control methods for
phased antenna arrays under complex operating conditions.

Keywords: phased antenna array, radiation pattern, sidelobe level, power consumption, element deactivation,
amplitude distribution, discrete Fourier transform, modelling; adaptive control.
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ITPOI'PAMHA MOJEJIb YIIPABJIIHHS POEM JPOHIB 3 BUKOPUCTAHHSIM
HAM'ATI KOJEKTUBHOI'O JOCTYIY HA BA3I OIEPAILIIMHOI CUCTEMHA
RASPBIAN

AL Cerin!, I1.B. I'ymennuii?, H.5. Bosua®, B.B. Minbko®

3axiAHOYKpaTHCHKHI HAI[IOHANBHUHN YHIBEPCUTET
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[IpencraBneno iHHOBaWiifHYy TpOrpaMHY MOZETb YIPABIiHHSA POEM JPOHIB, IO
IPYHTYETbCS. HAa BHUKOPHCTaHHI TNaM'ATi KOJEKTHBHOTO JOCTYIy Ta BEpTHKAJIbHO-
iHpopManifHOi TEeXHOJOTi, peani3oBaHMX Ha IIAaTGOpPMi OTHOIUIATHHX KOMII'IOTEPiB
Raspberry Pi 3 onepaniiinoto cucremoro Raspbian. Po3pobka crpsimoBaHa Ha MMOOJaHHS
KJIFOYOBUX BHKIHKIB Cy4acHOI pOOOTOTEXHIKM Ta O€3MuIOTHOI aBialii, 30KpeMa
3a0e3neueHHsT BUCOKOIIBUAKICHOTO OOMIHY JaHMMH MiDK O€3MUJIOTHHUMH JITalbHUMHU
armapaTtaMu, HaJaiiiHOT KOOpAMHAMIl Mifi BENHMKOI KiTIbKOCTI IPOHIB y peajbHOMY 4Yaci Ta
e(eKTHUBHOTO 3aXUCTy iH(popMalii B yMOBaX OOMEKEHHX OOYHCIIOBAIBHUX PECYpCIB
OOpTOBUX CHCTEM. alpONOHOBAaHMH MiNXiJ BHUPI3HAETbCS 3aCTOCYBAHHSIM KOIIB IOJIS
lanmya, siki 3a0e3neuyyloTh NapalelbHUi 1 KpUNTOrpadidyHO 3axHIIEHUH JOCTYN 10
CIUTBHUX PECYpCiB pOr0, YCYBaloUH (PyHAaMEHTAIbHI OOMEKCHHS TPAJUIIIHHAX TBIHKOBUX
apxiTeKTyp, Taki AK HEOOXIIHICTP BHCOKOi pPO3PSAAHOCTI INWH MJaHUX, HaIMipHE
HaBaHTa)XCHHS Ha KOMYHIKAIliifHy MepexXy Ta CKIaJHICTh CHHXPOHI3aIlil OaraToareHTHUX
cucreM. MaremaTnaHui anmapat moiiB ['axya mo3Boirsie peani3yBaTé e(eKTHBHI MEXaHI3MH
posnoxineroi o0podku iHdopmarii 3 BOyTOBaHUMH (YHKIISIMH BHSABICHHS Ta KOPEKIil
noMmwiIok. ExcriepuMeHTa bHa MOJEb JEMOHCTPYE 3HAYHE MiABHIICHHS NPOXYKTHBHOCTI
CHUCTEM YIPABJIIHHS POEM, MOKpAIICHY MAacCIITaOOBaHICTh NPH 30UIBIICHHI KUIBKOCTI
JPOHIB y TPYII, MiJBHUINEHY CTIMKICTh 0 Kibep3arpo3 Ta BiIMOBOCTIHKICTh 3a PaxyHOK
JCLEHTPaTi30BaHO] apXiTeKTypH. 3aCTOCYBaHHS BEPTHUKaJIbHO-1H(OpMamiiiHOT TeXHOJOTi{
3a0e3rneyuye ONTUMI3AII0 CHEPrOCIOKMBAHHI Ta 3MEHIICHHS JIATCHTHOCTI B KaHalaxX
3B'A3Ky. Pe3ynbpTaTH JOCHIIKEHHS BIAKPUBAIOTH HOBI MEPCIEKTHUBH ISl PO3POOKU
JCLEHTPATI30BAaHUX CHCTEM YIPABJIiHHS aBTOHOMHHMMH O3IJIOTHUMHU amaparami,
MPUIATHUX JJIS1 3aCTOCYBAHHS Y BiHCBKOBIN cepi, MUBLIEHOMY MOHITOPHHTY, ITOITYKOBO-
PATYBAIBHUX OIEpaIlisiX Ta IHIINX KPUTHYHUX 3aCTOCYBaHHAX, N¢ HEOOXimHA HaifiHa
KOOPAMHAIIiSI BEJIMKOI KiTBKOCTI aBTOHOMHHX arcHTiB.

KarouoBi ci1oBa: nam'aTh KOJEKTUBHOIO IOCTYILY, MOJETb CHCTEMH YIPABIIHHSA POEM,
BepTHUKaJIbHO-iHQOpMAIliiiHa TEXHOJOTISA, omepaliifHa cucrema, rpadiuHmii iHTepdeiic,
0e3MIOTHUIA JiTATbHUHN anapar.

Beryn. ¥V cyyacHHX yMOBaXx CTPIMKOI'O PO3BHTKY Oe3MUIOTHHUX JiTanbHuX anapatis (BIIJIA),
HazeMHUX poboruzoBanux komiuiekciB (HPK), nHaaBogHux Ta migBOAHX JpOHIB Ta iX
IIMPOKOTO 3aCTOCYBaHHS B pI3HUX cdepax ITIOACHKOT MisUNIBHOCTI, JAefami OimbInoi
aKTyaJIbHOCT1 HaOyBae npobiemMa eeKTUBHOTO YIPaBIiHHS rpynamMu abo posiMu JIpoHiB. Piit
JIPOHIB € CKJIaJHOI0 OaraToareHTHOI CUCTEMOIO, siKa OTpeOye crieliaii3oBaHuX MpOTrpaMHUX
piteHs i 3a0e3MeueHHsT CKOOPAMHOBaHOI B3aeMoii Mik okpemumu BIUIA. Icayroui Ha
ChOT'OJIHI TPOTpaMHi pIMIEHHS JUIsl YHPABIIHHA POEM JPOHIB YacCTO XapaKTepU3YIOThCS
HEJIOCTAaTHHOIO THYYKICTIO, OOMEXKEHOI MacCIITa0OBAaHICTIO Ta BHUCOKUMH BHUMOTaMH JO
O0YMCITIOBAIBHUX pecypciB. Y PO3BUTKY CYYaCHMX CHCTEM YIPaBIiHHSI pOEM JIPOHIB
CIIOCTEPITralOThCSl TEHACHINT J0 BJIOCKOHAJCHHS apXITEKTypH Ta TMPOTPAMHHUX MOJENIeH
KEepYBaHHsS /I JOCSATHEHHS e(QEeKTHBHOI KOOpAMHAIl MHOXXHMHU O€3MUIOTHUX JTATbHUX
amapatiB (BITJIA). KimtouoBumu mpoOiemamu npu moOya0BI TaKHX CHUCTEM € 3a0e3MeUYCHHS
MIBUJKOTO OOMiHY JaHUMH MIX JPOHAMH, CBO€YacHa oOpoOka ceHcopHOi iHdopmarii Ta
KOOpJMHALlis [11if B yMOBaxX OOMEKEHUX O0UUCITIOBATBLHUX PECYPCIB.
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AHaniz pociairkeHb i myogikauniii. Ymopasmiaas poem BIIJIA € akTuBHOI0O 007aCTIO
HAYKOBHUX JOCII/DKEHB, 110 MOEJAHYE TMPUHIMIN PO3MOJUIEHUX CHCTEM, IITYYHOTO 1HTEICKTY
Ta poboToTexHIKM. OCTaHHI MOCATHEHHS y I Tally3i IEMOHCTPYIOTh 3HAYHHUM MPOTpec y
po3po0Ii ePEeKTUBHUX apXiTeKTyp KOOpAMHAINI Ta METOMAIB KEpyBaHHS MHOXWHHHUMHU
areHTamMu. @DyHIaMEHTAIbHMA orisag  iH(pacTpykTypu Ta 3actocyBaHb poiB  BITJIA
IpelncTaBieHo y poboti [1], Ae cucTeMaTH30BAaHO KIFOYOBI AaCMEKTH, BKIIIOYAIOYU
KOOpPJIMHOBAaHE IUIaHYBAHHS TPAEKTOPINA, PO3MOALT 3aBaaHb, ¢GopMaliiiHe KepyBaHHS Ta
OUTAHHS OE3MEeKH, MIIKPECTIOI0YH IHTErpalilo IMITYYHOrO IHTENEKTY Ta MAaIIuHHOTO
HABYaHHS JUIs IOKPAIIEHHS [IPOLIECIB MPUMHATTA PillIeHb Ta aJalTUBHOCTI CUCTEM.

BceOiunmii cucTeMaTHYHUN OTJISIIT €BOJIOLIT CUCTEM KepyBaHHS JIPOHAMH 3a OCTaHHE
necatumitra (2013-2023) npencrasiaeHo y mociimkeHHi [2]. PoGoTa oXoruioe MIUAPOKU
CHEKTp MmiaxoaiB — Bix Tpaguniitaux [11/[-perynaropiB 10 cydacHUX aaropuTMiB MAIIMHHOTO
HABYAHHS, AaHAII3YIOYM TMPUHLIUIU POEBOTO IHTENEKTY Ta MPUPOJHO-IHCIIPOBAHUX
QITOPUTMIB.

Konuentisi poiB ApOHIB SIK MEPEKEBUX CHUCTEM KEPyBaHHS JETajJbHO PO3IJISHYTA Y
nyOuikanii [3], Ae 3amponoHOBAaHO IHTETPALII0 MEPEKEBUX Ta OOUMCITIOBAILHUX CHCTEM JUIS
3a0e3neyeHHs 0a30BUX QYHKIIIM KepyBaHHA: 300py Ta OOMIHY JaHUMU, IPUNHHATTS PillIEHb Ta
PO3MOATY KOMaH/A ynpaBiiHHS. J{OCTi/KEHHS MiIKPECTIOE KPUTUYHICTD PECYpCOOOMEKEHb
JIPOHIB TPU BHKOHAHHI OOYMCIIIOBAJIBHO CKJIAIHUX 33Jad Ta HEOOXIAHICTh PO3IMOAICHOI
00poOKH TaHUX.

AnbTepHATUBHI MIAXOAM 10 KOOPAMHALII MPEACTaBICHO Y  JOCHIKEHHI
KOMYHIKaI[ifHUX Ta Kepyrounx apxitekryp poiB BITJIA [4], ne 3anpornoHOBaHO BUKOPUCTAHHS
CTUIBHUKOBOI MOOUIBHOT 0€3ApOoTOBOI 1HPPACTPYKTYpH UIsl MiABHUINEHHS aBTOHOMHOCTI Ta
HQIIMHOCTI POIB, BHPINIYIOUH MPOOIEMH OOMEKEHHS JaTbHOCTI 3B'S3KY Ta CKJIQIHOIIIB
MepEeKyBaHHS.

[TokpamieHuii anropuT™M KEpyBaHHA MYJIbTHATEHTHUM POEM Il TATPYITIOBAHHS
MpeJCTaBlIeHO y pobOoTi [5], A€ BUKOPUCTAHO MOENIb BIPTyaJbHOTO HaBiraropa s
JTUHAMIYHOT KOPEKIil NUIAXIB Ta aJITOPUTMH TIHOOKOTO HABYAHHS 3 TMIAKPIIICHHSIM IS
TUTAaHYBaHHS MapIIpyTiB.

JocnigxenHs eeKTUBHOCTI Ta afanTalii poiB JPOHIB y CUMYJISLIHHOMY CepelOBHIII
poBesieHO y poOoTi [6], 1€ mpoaHaTi30BaHO BIUIMB PI3HUX MapaMeTpiB Ha MPOTYKTUBHICTh
cucteMd. MexaHI3MU YHUKHEHHS 3ITKHEHb JI pPOIB JAPOHIB JETalbHO PO3IIISIHYTO Y
nyOmikaii [7], M0 KPUTUYHO BaXJIHMBO [Js OE3MEYHOi eKCIuTlyarailii BeIMKOi KiTbKOCTI
BIUUTA y cninebHOMYy mpoctopi. Buxnmku mporpecy y ¢opMainiiHOMy KepyBaHHI pOsIMHU
BIUJTA cuctematu3oBaHo y BceOiUHOMY Ol [8], 110 OXOIIIOE METOONOTIYHI, TEXHIYHI Ta
MPAKTUYHI acleKTu npobiemu. PamkoBa apXiTeKTypa IJIaHYBaHHS Ta BUKOHAHHS MiCii poiB
JIPOHIB Y BOPOXOMY CEpeIOBHINI OmNucaHa y poOoTi [9], Je BHUKOPHCTAaHO 3MilllaHe
LIJI0YHMCeNbHE JiHIIHE MporpaMyBaHHs Ul IJIaHYBaHHS MapLIPYTiB Ta 3rOPTKOBI HEHpPOHHI1
Mepexi /Ui BUSBIEHHS 00'eKTiB y peanbHoMy yaci. JlocnimpkenHs Science & Tech Spotlight
[10] imenTH(iKye KIFOYOBI TEXHIYHI BUKJIMKH, BKJIIOUAIOUYM HEOOXIIHICTH MiHIATIOpU3AIil
oOaiHaHHA, MOKpAIIEHHS OOYMCIIOBAIBHOI MOTYXHOCTI Ta PO3pOOKY alIrOpUTMIB, IIO
Kpalle MOJETIOIOTh PO€EBY IMOBEIAIHKY Ta MOKPALIYIOTh 3B'A30K, KOMYHIKaIlli Ta MPUHHATTS
pillleHb MIXK IPOHAMH.

BukoprcTaHHS OJHOIUTATHUX KOMITIOTEPIB JUIS YIPABIiHHS POSMHU JIPOHIB aKTHBHO
JOCIIJKYETbCs HaykoBolo criibHOTOI0. [Ipoekt CogniFly [12] nemoHcTpye 3acTocyBaHHS
Raspberry Pi Zero W sk 60pToBOro komm'torepa i KEpyBaHHS IpOHAMHU, BUKOPHUCTOBYIOUH
crnenianizoBany 6i0moreky YAMSPy nis komyHiKalii 3 MOJIbOTHUM KOHTPOJIEPOM dYepe3
nportokos MultiWii.

[TpoexT BioMachines Lab [11] npencrasinsie cucteMy KepyBaHHsS Ha OcHOBI Raspberry
Pi 2 ans poiB BOIHUX JPOHIB, JIe peani3oBaHO MPOMDKHMN IIap, CHUIBHUM K Ui anapaTHOl
wiaThopMu, Tak 1 JUIsl CUMYJIALIT, 10 JT03BOJISiE BUKOHYBAaTH OJHAKOBHMH KOJI Ha peabHUX
po0oTax Ta y CUMYJISITOPI.
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Binkputi pimenns, taki sk BCFlight [13], mpomoHyioTh NOBHO(YHKITIOHAIBHI
CUCTEeMH KepyBaHHS apoHamu Ha 0a3i Linux Ta Raspberry Pi 3 HU3BKUM CIIOXHBaHHSIM
pecypciB (~25% CPU ta ~100Mb RAM Ha Raspberry Pi 4) Ta BHCOKOIO YacTOTOIO
OHOBJICHHS CEHCOPiB 110 8kl 1.

KomruiekcHe pimeHHst a1 oprasizamii apoH-moy Ha ocHoBi PX4 ta MAVSDK
MPEJICTABICHO Yy MPOeKTi [14], MO JeMOHCTpPYE MOXKIMBOCTI CTBOPEHHS IHTEIEKTYyallbHUX
pOiB 3 BUKOPUCTAHHSM JOCTYIHUX anapaTHUX IIaTGopM.

HoBwuii mMeTon mapanenbHOTO MOZETIOBAaHHS POIB JIPOHIB 3 BUKOPUCTAHHSAM OOYHCICHH 31
CIUJIBHOI MMaM'STTIO TpeAcTaBieHo Yy pobotri [15], mro miaBumgye e(eKTUBHICTH Ta
MacmTabOBaHICTh CUMYJISALIH.

Hocmimkenns [16] posrisigae moBHICTIO 60pToBY SLAM-cuctemy 11t pO3MOA1ICHOTO
KapTorpayBaHHs POEM HAHO-JIPOHIB. ApXITEKTypa HE BHMara€ BiJ TOJIOBHOTO JpOHA
30epiraHHsT BCIX JaHUX, OTPUMAHUX IHIIMMH JPOHAMH — PECYpCOMICTKI JaHi
3aBaHTAXYIOTHCS 3 POIO 32 BUMOIOIO, IIO KPUTHYHO JUISI MacIITaOyBaHHS IMPH >KOPCTKUX
0OMEXEHHSIX IMaM'sITi OKPEMHX JIPOHIB.

CucreMu pO3MOAUICHOTO BiJEOCIIOCTEPEIKEHHSI 3 BUKOPUCTAaHHSAM pOIB JPOHIB
omucaHo y poboti [17], nme peamizoBano edeKkTHBHI MexaHi3MuU OOpOOKM Ta mnepenayi
BiJICOJIAaHUX MIX areHTamu poro. ABTOHOMHI Micii poiB BITJIA 3 po3mnoaineHow o6poOKoro
iHdopmalii mpencTaBiaeHo y npoekTi [18], mo qeMoHCcTpye MpakTUYHY peasizallilo CUCTEM 3
KOJIGKTUBHUM JIOCTYIIOM JI0 JaHHX.3acTOCyBaHHs apudmernku momiB [amya mns xoniB
BUSBIICHHS Ta KOPEKIii NOMMIOK LIMPOKO IOCHIIKYETbCA Yy KOHTEKCTI Oe3ApOTOBUX
KoMyHikariii. Pobora [19] memoHcTpye BukopucranHs koniB Pima-ComomMoHa Ha OCHOBI
GF(2®) mns kopekii TakeTHUX HOMUJIOK Y IU(POBUX KOMYHIKAIiiHAX CHCTEMAX.

JlenieHTpami3oBadi CHCTEMH KEpyBaHHS HaO0yBarOTh OCOOJWUBOTO 3HAYCHHS IS
3a0e3rneueHHss MacmTaboBaHOCTI Ta BigMmoBoctiiikocTi. Jlocmimkenas [20] mpencrasisie
JICIICHTPATI30BaHy apXiTeKTypy KepyBaHHS 3 BHUKOPHUCTAHHSM TMapaurMu Maicrep-
mijuieriuid, mo 3a0e3neuye HaAiiiHy KOMYHIKalil0 Ta cTabiulbHI MOJbOTHI (hopmamii uepes
KOMOIHAI[II0 TEHETUYHHX aJTOPUTMIB JUIS TUTAHYBAHHS TPAEKTOPIM.

MeTto10 po60TH € po3poOKa Ta AOCIIIPKEHHS IPOrpaMHOi MOJIENTi YIIPaBIiHHS POEM JIPOHIB 3
BUKOPHUCTAHHAM IaM'aATi KOJIEKTUBHOI'O JJOCTYIY Ha 0a3i onepauiifHoi cucreMu Raspbian, sika
3a0e3meuye e(pEeKTUBHY KOOPIMHAII0O OE3MUIOTHUX JITAIbHUX  amapariB  [UIIXOM
3aCTOCYBAaHHS BEpTUKaJIbHO-IHQOpMaliiiHOi TexHoiorii Ta koxaiB mnons [lamya pans
MiBUIICHHS HAJAIMHOCTI MIXXIPOHOBOI KOMYHiKallii, MaciTaboBaHOCTI CUCTEMH Ta CTIHKOCTI
710 K16ep3arpo3 B yMoBax 0OMEXEHUX 00UMCITIOBATIbHUX PECYPCIB OJHOIMJIATHUX KOMI'TOTEPIB
Raspberry Pi.

Po3poOka cucremMu ynpapJ/iiHHSI POEM JIPOHIB 3 BUKOPHCTAHHAM NaM’ATI KOJIeKTHBHOIO
JAOCTYNy Ha  OCHOBi  BepTHMKa/JbHO-iHopMmaniiiHoi  TexHousorii.  HaiiGinbm
NEPCIEeKTUBHUMM JUIsl MPAKTUYHOIO 3aCTOCYBaHHs € iepapxiuHi (puc. 1) Ta riGpuaHi
MepexXeBl apXiTeKTypu (puc. 2), siKi MOEIHYIOTh NEpeBard PO3MOJUICHOr0 YHpPaBIiHHS Ta
[EHTPaTI30BaHOTO KOHTPOJIIO.

[TpoTe BuOip KOHKPETHOI apXiTEKTypu BU3HAYAETHCS PO3MIPOM pPOIO, BUMOTaMH [0
aBTOHOMHOCTI, 3aTpUMOK, Oe3lmeKkd Ta yMOB eKcCIulyaTalii. BaxiuBuMm HampsMoMm €
BUKOPUCTaHHS METOMIB INITYYHOrO IHTEJIEKTY ¥ MAIIMHHOIO HaBYaHHsI, 30KpeMa
HIJKPITUTIOBAIBHOTO  HAaBYaHHS, JUIsi (OpMYyBaHHS aJalTUBHOI TOBEIIHKM pOIO B
JUHAMIYHOMY CEpeJOBHII. AKTMBHO DPO3BHUBAIOTHCS AJITOPUTMHU KOJIGKTHBHOI HaBirarii,
YHUKHEHHS 31TKHEHb, PO3IMOJAUTY poJied 1 3a7ad MK JpOHAMH, a TaKOK caMOOpraHizaiii Ta
CaMOBIJTHOBJICHHSI CTPYKTYPH pOI0. 3HAUHA yBara MpHUAUISETHCS 1HTErpamii poioBUX CUCTEM
13 CYNyTHHKOBOIO HAaBIrali€l0, KOMIT IOTEPHUM 30pOM, IIBHJIKHM JOCTYIIOM 1O OHOBJIEHOI
iHpopMarlii Ta cucTeMaMy 3B 3Ky HOBOTO IOKOJIIHHS JUIs 3a0€3MeUeHHs Y3ro/DKeHUX il y
pealbHOMY Yaci.
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Puc. 1. lepapxiuna apxiTekTypa KOMyHiKaii poto APOHiB

OcHoBHI npobIeMH PO3BUTKY TaKUX CHCTEM MOB’si3aHi 31 CKIAIHICTIO 3a0e3MedeHHs
HQIIIHOTO Ta 3aXMIINEHOTO 3B’SI3Ky MK JpOHAMH, OCOOJIMBO 32 YMOB pajiornepemikoy abo
BTpaTH OKPEMHUX KaHAJIB Iepeaadi JaHux. MacmrTaOoBaHICTh aJTOPUTMIB 3aJIHIIAETHCS
CEpHO3HOI0 TPOOJIEMOIO: METOAM, ©()EeKTHBHI JUIsi HEBEIUKOI KITBKOCTI JPOHIB, YacTO
BTPauarOTh MPOAYKTUBHICTH a00 CTaOUIBHICTH MpH 301IbIICHHI po3Mipy poro. BaxnuBorw €
npobiemMa KOOpAMHAIl Ta CHHXpOHI3amii Aid y pealbHOMY 4Yaci, OCOOJMBO B yMOBax
HEBU3HAYCHOCTI Ta HEMOBHOT iHPOPMAIIii PO HABKOJIMIIHE ceperoBuiie. OKpeMy CKIaIHICTh
CTaHOBUTH 3a0e31eveHHs OE3MEeKH MOJIbOTIB 1 YHUKHEHHSI 3ITKHEHb SK YCepeaHHi POk, TaK i 3
30BHIIIHIMU 00’€kTaMu. TakoX aKTyaJbHHUMH 3aJIHINAIOTHCS IMHUTAHHS CHEProCIOKUBAHHSI,
00OMEKEHUX OOYMCITIOBAIBHUX PECYpCiB OOPTOBHX CHUCTEM, a TAaKOX E€THYHI Ta IPaBOBI
ACTEKTH 3aCTOCYBaHHS pOHOBHX APOHIB, 30KpeMa y BIMICHKOBiHM Ta LUBLIbHIN cepax.

m‘v‘;_?"r .............. :Sg roromun &
gl ZpoH -

[onoBHMIA = FonosHuil = NpOoH
= =
OpoH — =

KaHan 3B'a3ky "pAO0BUA ((‘ ))) _____ Kanan 3s'asky
"CTaHUiA ynpaemiHHA - TONOBHWIA OpOH"

OPOH - pAAOBKIA OpOH"

.. Kanan sg'asky

LleHTpankHa cTaHuiA "roNoBHWIA OPOH - pAAOBKUA poH"

ynpaBniHHA

Puc. 2. I'iGpugHa apxiTeKTypa KOMYHIKallii poro IpOHiB
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Cucremu ynpaBiIiHHS pO€EM JPOHIB MalOTh 3HAYHUM MOTEHITIA, OAHAK 1X MOMATBINTNN
PO3BHUTOK MOTpeOye KOMIUIEKCHOTO BUPILICHHS TEXHIYHHX, 1HPOPMaLiIHHUX 1 HOPMATUBHUX
mpo0JIeM, a TaKOXK BJIOCKOHAJICHHS METOJIIB 1IHTEJIEKTYaJIbHOTO KEpyBaHHS Ta B3aEMOJIIT MiX
0E3MUIOTHUMH arapaTamH.

OCHOBHMMHM BUKJIMKAaMH TIpH PO3POOIIl CHUCTEM YIpaBIiHHA pOSMU JPOHIB €
3a0e3nedeHHs] HaAiliHOI KOMYHIKaIil MK areHTamu, e()eKTUBHA KOOPIMHALSA Ai BEITHKOI
kiutbkocTi BITJIA, wmacmTa®oBaHICTh CHCTEMH Ta 3axXHCT Bif KiOep3arpo3 B yMOBax
00OMEKEeHUX OOYHMCIIOBAIBHUX pPECypciB OOpTOBHX KOMITIOTEpiB. TpaauuidHi MIXoau 10
YIOPaBIIHHS POSIMHU 0a3yIOThCS Ha JIBIMKOBIM apXiTEKTypi OOMIHY JaHUMH, IO MMPU3BOJIUTH J10
Ha/IMIPHOTO HaBaHTAXXCHHS HA KOMYHIKAIIiHY MepexXy Mpu 301IbIIEHH] KUIBKOCTI areHTiB Ta
BUMAara€ BHUCOKOI PO3PSAHOCTI IIMH JaHUX JUls 3a0e3ledeHHs HeoOX1IHOI MpOIyCKHOT
3aTHOCTi. AJIbTEPHATUBHUM TMiIXOJOM € BHKOPHCTAHHS MaM'siTi KOJIEKTUBHOTO JOCTYIy Ha
OCHOBI BepTHKaIbHO-iH(OpMaIliifHo1 TexHoorii [36] 3 3acrocyBanHsM KoziB moss ["anya, mo
JI03BOJIsIE 3a0€3MEYUTH TMapalieIbHUi Ta KpUNTOrpadiqHo 3axXUINEHUH AOCTYN O CIUTBHUX
pecypciB poro.

BeprukansHo-iHpopMarriitHa TexHOJOTisI 0a3yeThCsl HA BHKOPUCTAHHI acOIIaTUBHOI
nam'siTi KOJIEKTUBHOTO KOPUCTYBaHHS, N¢ iH(opmallis opraHi3oBaHa HeE 3a TPaJULIHHUM
aIPECHUM TMPUHITUIIOM, a 3a 3MiCTOBHHUM. OCHOBHOI OCOOJIMBICTIO Takol opraHizamii €
MOJKJIUBICTh OJIHOYACHOTO JOCTYIy MHOXXMHHU AareHTiB JI0 CHUIBHOTO i1H(OpMaliifHOTO
pecypcy 6e3 KOoH(DIIKTIB Ta HEOOXiAHOCTI apOITPaKy MUHU JAHHUX. 3TIAHO 3 TCOPETUIHUMU
3acajJlaMd  acolllaTMBHAa MaM'ATh KOJEKTUBHOTO KOPHCTYBAHHS pEali3yeTbCsl Ha OCHOBI
CHeUiajbHOI apXiTEKTypH, A€ KOKEH €JIEMEHT IMaM'sTi XapaKTepU3YEThCS HE JIMIIE CBOIM
BMICTOM, a i HAOOPOM O3HAK, 1110 J03BOJISIOTH 3/IHCHIOBATH MapalieIbHHUM MOIIYK Ta BUOIPKY
JAHUX 3a 33JaHUMHU Kputepismu. lle mocsAraeTbcsi IUIISIXOM BHKOPHCTAHHS BEPTHKAIBHOL
opranizanii iHpopmaiii, Kou oneparii BAKOHYIOThCS HE HaJ OKPEMHUMH CJIOBaMH JIaHUX, a
HaJ PO3PSIIHUMU 3pi3aMU BCHOTO MACHBY TIaM'sITi.

Komu mnons Tamya GF(2™) 3abe3neuyroTh MareMaTHYHYy OCHOBY [UIsi peajizamii
BEPTUKAIBHO-IHPOPMALiifHOI TexHOoNorii. BUKOpUCTaHHS apu(PMETUKH CKIHUCHHHX IIOJIiB
JI03BOJIsIE BUKOHYBATH oIlepalii HajJ JaHUMU 3 BOYJOBaHMMH MeEXaHi3MaMM BHSBIICHHS Ta
KOPEKIii MOMWJIOK, L0 KPUTHUYHO BaXJIMBO JUIsl HAAIMHOI KOMYHIKalli MDK JpOHaMHU B
yMoBax Oe3apoToBUX KaHaiB 3B's3Ky. OCHOBHI mepeBaru 3acTrocyBaHHA koiiB [amya B
CUCTEMAax YMPaBIiHHSA POSMM BKJIIOYAIOTh MOKJIMBICTH HapajesnbHOi 00poOku iH(opMarlii,
OPUPOJHY CTIMKICTH 10 OITOBUX MOMHIOK, €(pEeKTHBHY peati3alilo KpUITOrpadiuHux
GyHKIIN Ta 3MEHIIEHHsS CKJIAJAHOCTI amapaTHOi peajizalii MOPIBHSHO 3 JBIMKOBUMH
cUcTeMaMM BUCOKOT po3psiaHocTi. [l koayBaHHS iH(popMallii B CUCTEMI YIPaBIIHHI POEM
3acTocoByloThcs koau Pima-Comomona mam momem GF(2%), mo 3a6esmedyrors kopexmiro
MaKeTHUX TMOMMJIOK J0 MeBHOI KpaTHOCTi. KomoBe c10BO GOpMyeThCs 3a MPUHIMIIOM, KOJIH
iHQoOpMaIIiHUA TIOJIIHOM MHOMKHUTHCS Ha CTEMiHb Ta JO HBOTO JOJAETHCA 3aJUIIOK BiJ
JIUJIEHHS Ha OPO/DKYIOUMH TMOIHOM, 0 BU3HAYAE MapaMeTpu KONy.

[TamM'ITh KOJEKTHUBHOTO JTOCTYIY B PO3pOOJIEHIN CHUCTEMI OpraHi3oBaHa y BHIJISAL
PO3MOAIIEHOT CTPYKTYPH, Ji€ KOXKEH JPOH Ma€ JIOKAJIbHY KOMi0 KPUTHYHHUX JIaHUX PO CTaH
pOI0 Ta MOXeE K YMTaTH, TaK 1 3aMUCYBAaTH 1H(OpMAIIO JO CHIILHOTO MPOCTOPY AAHMX.
CuHXpoHi3alis 3A1HCHIOETbCS Ha OCHOBI aJITOPUTMIB KOHCEHCYCY 3 BUKOPUCTAHHSIM YaCOBHX
MITOK Ta BEKTOPIB Bepciil i BupimeHHs: KOHQIIKTIB. CTpyKTypa nam'siTi BKIIOYa€ CETMEHT
I00ANFHOTO CTaHy POI0 3 MO3UIIISIMH BCIX areHTiB Ta LUISAMHU MicCii, CETMEHT JOKaJIbHOI
HaBiraimiiiHoi iHQopMarllii 3 JaHUMHU CEHCOpIB Ta TPAEKTOPISIMU PYXY, CErMEHT KOMAaHJHOI
iH(popMarii 11 po3NOiTy 3aBJJaHb, @ TAKOK CETMEHT TeleMeTpil Ta IarHOCTUKU 31 CTAaHOM
O6opTtoBux cucteM. KokeH 3amuc B mam'sTi KOJLYeThCS 3 BUKOPHCTaHHAM KoAiB [amya, 1o
3a0e3medye IUTICHICTh JaHUX NpU Iepeadi mo Oe3ApoTOBUX KaHajax Ta 30epiraHHi B
PO3MOAUICHIN CHCTEMI.
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Crpykrypa pospobsnenoi UML-moneni, mo BigoOpakae poGoty dpeitmy st
3a0e3meueHHsT AWCTAHIIHHOTO JOCTYNMy JIpoHIB B cepeauHi poro g0 coimbHOi [TKK
npejcTaBieHa Ha puc. 3.

ABP

R >| Memorybank address of the subscriber
Aj for which the request is intended

Address codes defining the page range

RemoteAccessFrame
H ID
+ ABP : MemoryBankAddress = |----- ! —J
eeeeee------->| Secret identification code of the
+ ID : Subscriberldentifier |- . subscriber Aj
+ a_start : PageAddress
+ a_stop : PageAddress ' a_start & a_stop J
+ W/R : OperationMode bom e >

for data input/output operations

_— 2| W/R

Control bit indicating read or write mode
for data exchange

Puc. 3. UML-monens ans peanizamii ¢peiiMy BiAJaNeHOTO CHOMYYEHHs O€3MiJIOTHOTO
amapary 3 Kepylo4iuM KOMILIEKCOM.

CrtpykTypHa Opranisaiis nakeTa BiJIaJIeHOT KOMYHIKaIlil MiCTUTh TaKi CKJIaJOBi:

-ABP — nokartist Mmogyss 30epexeHHs JaHuX HLTLOBOro aboHeHTa Aj;
-Io — xpunrorpadiunuii imeHTH}iKaTOp aOOHEHTCHKOTO By3JIa Aj, IHTErpOBaHUI
CHCTEMHUM aJMIHICTPaTOPOM [0 PETiCTPYIOUOro MOIYJs Yepe3 KOHTPOJIbHY IIHHY
nepeayi;
-astart, astop — T[PAHMYHI TMapaMeTpu aApPecHOro MPOCTOpY [Uisl omepaiiii oOMiHy
iHpopMmariero, sgKi (OPMYIOTBCS KEpYyIOUMM OJOKOM THMYAacOBOTO CXOBHINA Ta
BepU(DIKYIOTHCS BITHOCHO €JIEMEHTIB TeHeparopa aapecartii ["amya.
-W/R — curHanbHuUil po3psi pexXUMy TpaH3aKIil [uis nepenadi abo npuiiomy iHpopmarii.

Ha pucynky 4 po3po6iieHa Mo/iesIb KOHKYPEHTHOTO JOCTYIY JI0 TlaM’sTi KOJIEKTUBHOTO

KOPUCTYBaHHS.

BinpaneHi s l'eHepatop Brok D Brok N CermeHToBaHi N
[IPOHM eTanoHHol Koay | | ayrextudiaui aapecaui Garkn garmx Ny
Ar-An (none lanya)

F1: dopMyBaHHs 2. ETanoHHuil TJ% 3. W/R 0380 ¢ 4. Kog rparmup = —r [—FH
3anuTis kox I aapec W W

1. 3anut 2. ETanoHHmin kog 4, Kooy rpaHuLb agpec :
|
____________________________________________________________________________ s i s
leHepaLlis AyTeHTudikavis Anpecauis  nOpIBHAHHA KOAB 3anuTiB
€TanoHHoro 3 ETANIOHHIMI aPECHAMM KofaMM
PO3PAAHOTO Kofly

Puc. 4. ®ynkuionan 341HCHEHHS JOCTYITY JAPOHIB J0 MaM’sTi KOJEKTUBHOTO KOPUCTYBaHHS.

151



AL Cerin, I1.B. I'ymennuii, H.5l. Bo3na, B.B. Minbko

[ToOGymoBa CTPYKTYpHOI Mojelli KOHKYPEHTHOI B3a€MOii aBTOHOMHHX ITOBITPSHHX
wiatpopM 13 CErMEHTOBAHOIO KOHQITYpali€l0 KOJEKTHBHOTO PEMO3UTOPII0  JIaHUX
B1I0YBaEThCS Yepe3 creru@ikalliio HaCTYITHOTO MeXaHi3My KOMYHIKarlii:

WI/R- kon 3anuty BBoay/BuBOy Mi-npon g0 Ny — OaHKy JaHUX;

1 — nucraHmiiai amapatd Al-An B HECHHXPOHI30BAaHOMY PEXKHMI 3aIllyCKalOTh
TPAHCIIALII0 MAKETHUX 3BEPHEHBb JJISl TOCTYIY 0 PO3MOALTICHOTO MPOCTOPY KOJIEKTUBHOTO
30epiraHHs;

2 - BigOyBaeThCs iHiNialisg 3 MapajelbHUM 3aBaHTAXEHHSM 3pa3KoBOr0 OITOBOTO
mabJIoHy 110 pericTpy (opMyBaHHS Ha OCHOBI TosiiHOMa [anya;

3 - 37ilicHIOEThCS BepH]IKallisl IpaB j-ro arnapaTry Ha BHECEHHS JaHHUX JIO j-TO MOIYJIS
30epiraHHs, sIKUil BUCTYIIA€ HOTO MEPCOHATILHUM CETMEHTOM, Yepe3 MEXaHi3M 31CTaBJICHHS;

4 - inenTHdikalis Alanma3oHiB aApecHUX OJIOKIB OTPUMAHHS JAaHUX 4Yepe3 MOPIBHSHHS
KOJIIB 3BEPHEHB 13 3pa3KOBUMH aIPECHUMH ITapaMeTpaMu MOJIYIIB 30epiraHHs.

Jlist peanizarii cucTeMu yrpaBIiHHS poeM 00paHO OAHOIUTATHUN KoMITtotep Raspberry
Pi 3 omepamiiiHoro cuctemoro Raspbian 3aBasku  HH3bKIH  BapTOCTi, JOCTATHIN
00YHCITIOBAIbHINA MOTY)KHOCTI JUIsi BUKOHAHHA 3a/1a4 KOOPJHMHAILIi, HasSBHOCTI BOYZOBaHMX
iHTepdeiiciB 6e3pOTOBOrO 3B'A3KYy, MIATPUMII PIZHOMAHITHHX MepUPEpIHHUX MPHUCTPOIB
yepe3 GPIO Ta Bigkputiii mporpamHiii exocuctemi Ha 6a3i Linux. TunoBa koHbiryparis
O6opToBoro komm'rorepa Bkimodae Raspberry Pi 4 Model B 3 4 I'b onepatuBHOi nam'siTi, 110
3a0e3nedye BHKOHAHHS oOmepamniiiHoi cuctemu Raspbian, mporpamHoro 3a0e3nedeHHs
KOOpJIMHAIIIl pOI0 Ta B3a€MOJII0 3 MOJBOTHUM KOHTPOJIEPOM uepe3 MOCIHiOBHUM iHTepdeiic
UART ab6o mporokonmr MAVLink.

[IporpamHa Mojenp peanizoBaHa SK OaraToOIapOBUH KOMIUIEKC MOJIYJIB, IIO
3a0€3MeuyroTh Pi3Hi acleKTH (YHKIIOHYBaHHS CUCTEMH YIPaBIiHHA poeM. PiBeHb amapatHoi
abcTpakuii BKJIIOYAE JpaliBepu B3a€MOJIl 3 MOJBOTHUM KOHTPOJIEPOM, MOIyNi poboTH 3
ceacopamu GPS, IMU, 6apomerpa, Marairomerpa, intepdeiicu 6e3aporoBoi komyHikamii. Ha
[bOMY DIBHI peani3oBaHO HU3bKOPIBHEBI MPOTOKOIM OOMIHY JaHHUMH Ta MEPBHUHHY OOPOOKY
CUTHATIB CeHCOpiB. PiBeHb ympaBIiHHA TaM'STTIO KOJCKTHBHOTO JOCTYIy peallizye
MEXaHI3MHU acollaTUBHOI MaM'ATi 3 BUKOPUCTAaHHIM BepTUKaIbHO-1H()OpMAIliiiHOT TeXHOJIOr ],
OCHOBHMMH KOMITOHEHTAMH SKOTO € MOJYJb KOJTyBaHHS Ta JEKOJyBaHHS Ha OCHOBI KOJiB
['amya, nucrerdep pO3MOAUICHOI MaM'siTi, MIACHCTEMAa CHHXPOHI3alii Ta BHUPILICHHS
KOH(JIIKTIB IIPU OJTHOYACHOMY AOCTyMi. Moaynb KoayBaHHS peanizye omneparlii B oui ["anya,
BKJIIOYAIOYM MHOXEHHS €JEeMEHTIB Mo i (OpMYyBaHHS KOJOBUX CIiB, OOYMCIECHHS
CHUHJIPOMIB TIOMIJIOK MPH JEKOAYBaHHI, JIOKAJI3aI[il0 Ta KOPEKIIII0 MTOMUJIOK 32 aJITOPUTMOM
EBkiina. PiBeHb KOOpAMHALIT POIO MICTUTh QITOPUTMHU PO3MOAITICHOTO NPUNHHATTS pILICHb,
IUIAaHYBaHHSl TPAEKTOpIM, YHUKHEHHS 3ITKHEHb, (OpMaliifHOro MOJIbOTY, peaTi3yloun
JIELIEHTPATI30BaHUM MiJX1/J, KOJIU KOXEH areHT CaMOCTIMHO 004HCIIOE CBOI KepyroUi BIUIMBU
Ha OCHOBI 1H(opMallii 31 CIUJIBHOT MaM'sITl PO CTaH 1HIIMX APOHIB. PiBeHb MpUKIaTHUX 3a/1a4
BKJIIOYAa€ MOAYJ BUKOHAHHS KOHKPETHHX MiCiH, TaKUX SIK NMaTPyJIOBAHHS TEPUTOPIi, MOLIYK
00'eKTIB, MOHITOPHUHI, OCTaBKa BAaHTaX1B, BUKOPHUCTOBYIOUM CEpPBICH HWXXHIX PIBHIB JUIS
peaitizailii CKJIagHOi JTOTiKH MOBEAIHKHU POIO.

Jns oOMiHy JaHUMH MDK JpOHAMHM BHUKOPUCTOBYEThCS mesh-mepexa Ha 0asi
npotokony 802.11s 3 nogaTkoBUM piBHEM KOAyBaHHS 3a Joromoroio kofiB ['amya. Koxken
JPOH BUCTYIIAE SIK By30J1 mesh-mepexi, 1110 3abe3neuye MapipyTHU3allito TakeTiB Ta CTINKICTh
JI0 BiIMOB OKpeMuX areHTiB. [IpoTokon oOMiHy TaHMMM BKJIIOYAE MEPIOAUYHI HIMPOKOMOBHI
MOBITOMJICHHSI CTaHy 3 TIO3MIII€I0, IMIBHJKICTIO Ta OPIEHTAIIE€I0, IUTHOBI TOBIJOMIICHHS
KOMaHIyBaHHS Ta KOOpAMHAIIi1, TOBITJOMJICHHS CHHXPOHI3allii II1006ajJbHOro CTaHy, CIy>KO0BI
MOBIAOMJIEHHSI HMIATPUMKH 3B'A3Ky Ta Mapupyrtusaunii. KokHe MoOBITOMIIEHHS KOIY€ThCS 3
JI0JJTaBaHHAM HaJUIMIIKOBUX CUMBOJIIB Koay Pima-ConoMoHa, 110 103BOJIsIE BIJHOBUTH JaHi
npu BTpaTi abo CroTBOpeHH1 A0 25% makery.

Kit04oBo10 0COOIUBICTIO PO3pOOIIEHOT CUCTEMH € pealtizallis MapajelbHOro JA0CTYIY
MHOXHHHU JIPOHIB JO0 CHUIBHOI TaM'sTi 06€3 KOH(UIIKTIB, IO JOCSATAETHCS BEPTUKAIBHOIO
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OpraHi3aIfi€lo JaHWX, KOJH ofepallii YATaHHsS Ta 3alliCy BUKOHYIOTHCS HE HaJl OKPEMHUMH
ajJipecaMu, a HaJa TpyNaMu JaHUX 32 3MICTOBHHUMM O3HAaKaMHM, IO JO3BOJSIE HapayeiabHO
00pOOJIATH 3alMTH BiJ Pi3HUX areHTIB. BUKOpHUCTaHHS acoIliaTUBHOIO TOIIYKY 3a0e3reuye
BUOIpKY JaHMX 3a 3HAUYEHHSAM IIOJIiB, a HE 3a aJpecolo, IO YyCyBae HEOOXIJHICTh
[EHTPATI30BaHOTO apOITpaKy MOCTYITYy. 3aCTOCYBaHHS BEKTOPIB BEPCii, KOJU KOXKCH 3aITHC
Ma€ MITKH BEpCii BiJl yCiX areHTiB, JO3BOJISE BiJCTEKYBATH MPUYMHHO-HACIIIKOBI 3B'A3KH Ta
BUPINITYBaTH KOHMIIIKTH MPH OJHOYACHUX OHOBJICHHSIX.

[TigxmroueHHs 10 PO3MOAUIEHOr0 cXoBHIIA B riopuaHiii Mepexi BITJIA 3ailicHIOETBCS
yepe3 iHTepdericn oOMiHy maHumMu — 1, «ae kokHa 3 M—1 mmatdhopMm B aCHHXPOHHOMY
dbopMaTi mepenae A0 pericTpa KOHTpoJiepa — 3 KO/ 3BEPHEHHS 3T1IHO 3 IPOTOKOJIOM (peiimy.
[Ticns crapTOoBOro IMIyNnbCy 3 BHXOJIB MyJdbTUILIeKcopa — 5.1 Ha D-tpurep — 5.2
nepenaeThes aapecHui po3psn ['anya-koxy Gi, BogHOUac Tpurepu perictpis 5.6, 5.11, 5.12,
5.14 1 5.15 oOHYJIAIOTHCSA, CHHXPOHHO aKTUBYETHCS TeHEpaTop TakTyBaHHS — 6. [lapanensHo
HIIII0EThCS POOOTa reHepaTopa CHHXPOIMITYJIbCIB — 6 (puc. 6)» [21].
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Puc. 5. ®ynkuioHanbHa cTpyKkTypa goctymny apoHis go [TKK:

1 — noptu BBOAY/BUBONY IIKK; 2 — KOMyTawiiiHa Mepexa; 3 — KOHTpoJIepHU KOMYTaliiHO1
Mepexi; 4 — 6aHKM nmaM’sTi; S5 — 11eHTUdIKaItHO aapecHi Moy i aDOHEHTIB; 6 — reHeparop
IMIyJIbCIB CUHXpOHI3aLii; 7 — ["amya KoMOHHUHN afipecHuil reHepaTop OaHKIB MaM’sITi.

3a nii «reHeparopa CHHXpPOHI3allli BUKOHYIOTHCS Y3TOJKEHI 3CYBH B pericrpax
KOHTpoOJiepa KOMyTalliifHOi Mepexi — 3 Ta B ajpecHoMy perictpi Ha D-tpurepi — 5.2.
VYHacmiiok mporo Ha BuUXoii joridHoro ememeHTa XOR — 5.3 3miliCHIOETBCS TOPIBHSHHS
lanmya-komoHiB ajmpec OaHkiB mam’siTi 3 OiTamu agpec Aj, BUOpaHUMH BiINOBIIHUMU
IpoHamMHu. Y pasl CHiBHaAIHHS KOJIB Y KOHKpETHOMY OaHKy mam’siti — 4 Tpurep — 5.4
3aJIMIIAETHCS B HYJIHOBOMY CTaHI, @ CUTHAJI 3 MOr0 1HBEPCHOTO BHXOJy J03BOJISIE MOJAIbLIE
3YUTYBAHHS 1A€HTU(]IKAIHHUX KOAIB JpOHA Yepes3 JIOoriuHui eneMeHT | — 5.5. Skmio % koau
HE CIIBMNAJal0Th, TpUrep — 5.4 MEepeMHUKAEThCS B OJUHUYHHUM CTaH, IO MPU3BOJAUTH [0
OJIOKYBaHHS JIOCTYITY IaHOTO JAPOHA J0 BIAMOBIAHOTO OaHKy mam’sti» [21].
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Puc. 6. [nenTudikaniifHo-apecHuii MOAYNb ISl TOCTYIY JPOHIB 0 MaM’sITi KOJIEKTUBHOTO
KOPHCTYBaHHS.

JUis TIATPUMKHM 33aHOTO JIOCTYIY 3aCTOCOBYETbCS PO3MOAUICHUN alropuT™M Ha
OCHOBI BIPTyaJIbHUX CTPYKTYp, KOJH KOX€H IPOH NparHe OTPUMATH AOCTYH OO0 OaHKy
nam’sa1i. Kepyrounii BB ¢popMyeTbes sk KoMOiHaILlig MPOMOPLIHHOTO Ta AUGEPEHLIHHOTO
pEeTyIIOBaHHS BIAXWJICHBb Bix OakaHOi TO3MWINT Ta MmBHIKOCTI. Po3momin 3aBmaHb Mix
areHTaMM PO 3IHCHIOETHCS HAa OCHOBI ayKI[IOHHOT'O aJrOpPUTMY, KOJIM KOXXHE 3aBJaHHS
XapaKTEPU3YEThCS TO3HIIEI0 BUKOHAHHS Ta IMPIOPUTETOM, a areHTH NOAAIOTh CTaBKM Ha
OCHOBI CBO€T B1JICTaHI 710 3aBJJaHHs, 3aJIMLIKY 3apsily Ta IOTOYHOI 3aBaHTAXKEHOCTI.

ANTOpPUTM BHMKOHYETbCS I1TEpallIiHO uyepe3 OOYMCIIEHHS CTaBOK KOKHHUM areHToM,

nyOJIiKalilo CTaBOK B MaM'siTi KOJEKTHBHOIO JIOCTYIly, IMpPHU3HAU€HHsS IiCis TailmayTy
KO)KHOTO 3aBJIaHHS areHTy 3 HalKpallol CTaBKOIO, BHPIMIEHHS KOH(IIKTIB Ha OCHOBI
NPIOPUTETIB 3aBlaHb. BukopucTaHHS mam'aTi KOJEKTUBHOTO JOCTYIY J103BOJISIE BUKOHYBAaTH
BC1 €Talu napaesbHo 0e3 IeHTPali30BaHOr0 KOOpAMHATOPA.
BucnoBku. B po0oTi po3po0ieHO mnporpaMHy MOJAENb YIPABIIHHSA POEM JIPOHIB 3
BUKOPUCTaHHSAM TMaM'siTi KOJEKTMBHOTO JOCTYNmy Ha 0a3i BepTUKaJIbHO-iH(pOpMauiiHOi
TexHoJIOTil Ta komaiB mosst ["anmya, peanizoBany Ha miatdopmi Raspberry Pi 3 omepariiitHoro
cucreMoro Raspbian. Po3po6iieHO apXiTeKTypy CHUCTEMM YIpaBIiHHA pPOEM Ha OCHOBI
acoIliaTMBHOI MaM'dATi KOJEKTHBHOTO KOPHCTYBAaHHS 3 MapajieIbHUM JIOCTYIIOM MHOXHHU
areHTiB. Peani30BaHO MeXaHI3M KOJyBaHHS JaHMX 3 BUKOpHCTaHHAM KoJiB Pina-ComomoHa
nag monmem lamya GF(28), mo 3aGesmeuye HamiliHy KOMyHiKallilo 3 KOpekmieo 1o 16
NOMUJIKOBUX CHMBOJIIB Ha Ojok. CTBOpEHO MaTeMaTH4HY MOJeiIb KOOpPJAMHALIi PO 3
BUKOPHUCTAHHSAM PO3IMOAUIEHUX JITOPUTMIB NMPUHHATTS pillleHb Ta BUPILIEHHS KOH(MIIKTIB Ha
OCHOBI BEKTOpiB Bepciil. IIpoBeneHO eKcrepruMeHTanbHI JOCHIIKEHHs, IO ITiATBEPAUIN
MacIITabOBaHICTh CUCTEMU /10 16 areHTiB 3 JIHIHHUM 3pOCTAaHHSAM Yacy Y3TOJKEHHS CTaHy Ta
BIZIMOBOCTIHKICTh npH BTpati 10 30% arentiB. IIpoeMOHCTpOBAaHO MepeBaru BUKOPUCTAHHS
koxiB ['amya st 3a0e3neueHHs] HaaIHOCTI 3 KoediieHToM BTpar nakeriB MeHiue 0.1% npu
BER=10"2. Pospo6nena cucteMa Moxe OyTH 3aCTOCOBAHA Jisi CTBOPEHHsS aBTOHOMHHX POiB
JIPOHIB y pI3HUX O00JacTAX, BKJIIOYAIOUM MOHITOPUHT BEJIUKHUX TEPUTOPIM, MOLIYKOBO-
pATYBaJIbHI Orepallii, maTpyaioBaHHs, IHCIIEKLIO 1HpacTpykTypu. HampsiMkamu moganbmx
JOCTI)KEHb € ONTHUMI3allisl alrOPpUTMIB KOOpJAUHALIT A eHeproe(eKTUBHOCTI, IHTerparis
MAIlMHHOTO HaBYaHHs JUIs aJalNTHUBHOTO IUIAHYBAaHHS TPAaeKTOpid, po3poOka TriOpuaHUX
QITOPUTMIB U1 POiB 3 TE€TEPOr€HHUMHU areHTaMU PI3HUX THUIIIB.
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SOFTWARE MODEL FOR SWARM DRONE CONTROL USING SHARED
MEMORY BASED ON THE RASPBIAN OPERATING SYSTEM

LA 1. Segin, 2P.V. Humenniy, N.Ya. Vozna, V.V. Minko
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The article presents an innovative software model for swarm drone control based on the use of shared memory
and vertical information technology, implemented on the Raspberry Pi single-board computing platform running
the Raspbian operating system. The proposed development is aimed at addressing key challenges in modern
robotics and unmanned aviation, including high-speed data exchange between unmanned aerial vehicles, reliable
real-time coordination of large numbers of drones, and effective information protection under the constraints of
limited onboard computational resources. The proposed approach is distinguished by the innovative application
of Galois field codes, which provide parallel and cryptographically protected access to shared swarm resources,
thereby overcoming fundamental limitations of traditional binary architectures, such as the need for high data
bus widths, excessive load on communication networks, and the complexity of synchronization in multi-agent
systems. The mathematical framework of Galois fields enables the implementation of efficient distributed
information processing mechanisms with built-in error detection and correction capabilities.The experimental
model demonstrates a significant improvement in swarm control system performance, enhanced scalability as the
number of drones in the group increases, improved resilience to cyber threats, and increased fault tolerance due
to the decentralized architecture. The use of vertical information technology ensures optimized energy
consumption and reduced latency in communication channels. The research results open new prospects for the
development of decentralized control systems for autonomous unmanned vehicles, suitable for applications in
the military domain, civil monitoring, search and rescue operations, and other critical scenarios where reliable
coordination of large numbers of autonomous agents is required.

Keywords: shared memory, vertical information technology, operating system, graphical user interface,
unmanned aerial vehicle.
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BAT'ATOKPUTEPIAJIbHUI ®PEMMBOPK BUBOPY APXITEKTYPH
NIAKJIIOYEHHA 10 BA3 JAHUX Y PO3IIOAIVIEHUX CUCTEMAX 3
HIABUIMEHNMU BUMOI'AMM 10 KIGEPBE3IIEKH

O.A. CuponsitoB, JI.M. TumorieHko
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Po3risHyTo po3poOky GaratoxpurepiaidbHOro (GpelMBOPKY Ul OOIPYHTOBAHOTO BHOOPY
apXiTEeKTypH MiIKIIOYEHHS 10 0a3 JaHuX y CHCTeMax 3 MiJBHIIEHUMH BUMOTaMH [0
kibepOesneku, a came B cermentax SCADA/IOT, 30kpema, kputuuHiii iHdpacTpykTypi,
€HEePTeTHIIi, TPOMICIOBOCTI TOIIO. 3alpOITOHOBAHMHN MIiAXiA MOETHYE i€epapXiro KpHUTEpiiB
(6e3meka, MPOAYKTUBHICTH, EKCIUTyaTalliiHO-BAPTICHI XapaKTePHCTHKH) 3 METOJaMU
6ararokputepianbHoro anamizy pitieds (MCDM) (3oxpema, AHP ta TOPSIS), 1o no3Bosse
(hopMaitizoBaHO OIIHFOBATH KOMITPOMIC MiXK KOH(IIEHIIIHHICTIO, HTICHICTIO, 3aTPUMKaMH,
BIZIMOBOCTIHKICTIO Ta BUTpaTaMH JJIs PI3HUX apXiTEKTyp: JIOKaJIbHE PO3MIIEHHS BIACHUX
cepBepiB 3 MigKIYeHHAM Yepe3 Oesneunuil VPN-TyHenb, npsiMa my0OiiuyHa xmapa, riopuaHi
XMapy, KpaeUSHTPUYHMH TiAXiJ Ta CYNYTHUKOBE MOKpalleHHS  (BKIIOYAIOYU
HU3bKOOPOiTaNbHUI pe3epB). [IpoBeneHnii aHai3 MOB’A3aHUX POOIT BUSIBHUB HEBUpIIICHE
MUTaHHS — BIACYTHICTH yHiikoBanoro MCDM-dpeiiMBopKy AJisi TOPIBHAHHS apXiTEKTyp Y
OaraTokaHaJbHUX cepenoBHmiax 3 ypaxyBanHsaMm crannaptie NIST CSF 2.0, IEC 62443 ta
GDPR. 3anpornoHoBaHa MOieJIb NIepeBipeHa Ha aHali3i CUTyalii BifgajaeHol miacTaHil, xe
MEepeBaYKHOIO € TiOpHAHA apXiTeKTypa 3 KpaiOBUMH KOMIIOHEHTaMH Ta CYIYyTHUKOBHUM
pe3epByBaHHAM. llpakTudHa peamizamis (pPeHMBOPKY MICTUTH IIOCTIZOBHICTh KpPOKIB
(Bxiz—Barn—OuintoBanas— PamkyBanas—Bamigaris), dexiict, MaTpuIli OIHOK Ta
pekoMeHIanil Mmoxo TAOJIWYHOrO OHJAHH IHCTpYMEHTy. Pe3ynbraTn HEeMOHCTPYIOTH
aIaNTHBHICTH MiIX0AY 0 PI3HUX MPO]1isIiB IPIOPUTETIB Ta TOMEHIB, IO CIPHUSE SHIKCHHIO
cy0’€KTUBHOCTI apXiTEKTypHHUX PillleHb 1 IiIBUIICHHIO PiBHA KiOepOe3meKH po3IoIiIeHuX

CHCTEM.
KuarouoBi caoBa: apxitektypa miakmouenHs 10 bJl, kibepoesneka, SCADA/IoT,
ribpuaHa/MyJIbTHXMApA, TpaHUYHI 00YHCIeHHS, CYILyTHUKOBUI 3B’S30K,

0araToKpUTepialbHUN aHAI3 PIIICHb.

Beryn. CyuacHi iHdopmaliiiHi cucTeMH 3 MiJBUIIEHUMH BUMOraMu 10 KibepOe3neku — Bijl
SCADA/I0T-cermMeHTiB KPUTHYHOT iHPpACTPyKTYpH 10 HiHAHCOBUX MIATHOPM — MOTPEOYIOThH
MOCTIHHOTO Ta TepeadaduyBaHOro JAOCTYNy 10 0a3 MaHUX, PO3MOIUICHUX MK JIOKAJIIbHUMH,
XMapHUMH Ta mnepudepiiiHuMu koHTypamu. Ilepexin mo riOpuAHHMX XMapHUX MoJenei,
po3BUTOK TiepudepiiHUX OOUYMCIEHh 1 TMOsABA CYMYTHUKOBUX KaHAJIB 3B’S3KYy 3HAYHO
YCKJIQAHUIIM apXITeKTYpH IiaKItoueHHs 10 b/l, mocuauBIm 3a1eXXHICTh BiJl MEpPEXi Ta IUIOILY
aTaKH.

VY 1ux ymoBax BUOIp apXiTEKTypH MEPETBOPIOETHCS HA OaraToKpUTepiaabHy 33a1a4y, 10
BUMarae OJHOYAaCHOTO BpaxXyBaHHS peryisaTopHux BuUMor i cranmaprtiB (NIST CSF 2.0, IEC
62443, GDPR [1-3]), Mozaeni 3arpo3 JOMEHY Ta OOMEXKEHb MIOJ0 3aTPUMOK, MPOIYCKHOT
CIIPOMO’KHOCTI i BapTocTi. Ha mpakTuili pilieHHs 4acTo NpUiMaroThcsl B 0araTokaHajabHOMY
cepenoBuili (myOniyHa xmapa, npuBatHi VPN-tyHeni, 5G/mepudepiiiHe migKIIOUYeHHS,
CYITYTHUKOBI CETMEHTH ), KOMIIPOMICH M1k 0€311eKO0I0, MPOAYKTUBHICTIO Ta €KCILTyaTalliiHUMU
BUTpaTaMH ci1abo (popMalli3oBaHi i 3ajexaTh Bijl Cy0’ €KTUBHOTO JOCBIY apXiTeKkTopis [4, 5].

Metoro pobotu € po3poOieHHs OaraToKpuTepialibHOTO  (peiMBOpKY  AJs
OOIPYHTOBaHOI'O Ta BiJTBOPIOBAHOIO BHOOPY apXiTEKTypW MIAKIIOYEHHS 10 0a3 JaHuX y
CHUCTEMaxX 3 BHMCOKMMHU BHMOramMH 0 KiOepOe3neku. 3amporOHOBAHMN MIJIX1A TMOEIHYE
iepapxito KpuTepiiB (Oe3mnexa, MPOAYKTUBHICTb, €KCIUTyaTalliiiHi Ta BapTICHI XapaKTEPUCTHKH )
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3 MeToJaMHu OaraTOKpuTepialbHOro aHamizy pimeHb (3okpema AHP/TOPSIS, Bxke
3acTOCOBaHMMHU B KibepOesmeui [6, 7]) 1 3a0esmeuye BuOIp apXiTEKTypu 3 ypaxyBaHHSIM
KiOepOe3neKu, 3aTPUMKH, BIIMOBOCTIMKOCTI Ta CITIBBITHOIIICHHS 3 BUTPATaMHU.

Orasig moB’si3aHMX poOdiT Ta aHami3 mpeaMeTrHoi obJacrti. Y iTepaTypi Ta ramy3eBHX
pPEKOMEHJALIAX apXITeKTypy MIJKIYEHHS [0 0a3 JaHMX Yy 3aXUIIEHUX CHUCTEeMax
KJIacu(iKyIOTh 3a TUIIOM KaHAIy 3B’SI3Ky Ta CTYIIEHEM IIEHTpasi3allii:

— myOJIiyHI TIpsAMI XMapHi apXITeKTYpH, TpsMe MiIKII0UYEHHS 3aCTOCYHKIB JI0 CHCTEM
ynpasininHs 6a3amu ganux (CYBJ) y myOnivnii xmMapi uepes 3axuileHi iHTepHeT-KaHalu;

— MpuBaTHI ab0 JIOKaJbHI pilieHHs — H0cTym yepe3 VPN-TyHeni 10 BHYyTpimHIX 6a3
JAHUX y BIIACHUX LIEHTPaxX 0OpOOKM JaHUX OpraHi3arlii;

— riOpuaHI CXeMHU 3 KUJIbKOMa XMapaMH — JIaHl Ta CEPBICH PO3IMOIICHI MK KUIBKOMa
XMapHUMH TIPOBalIepaMu Ta JIOKATBHOIO IHQPACTPYKTYPOIO;

— KpaiioBi (edge) BapiaHTH — YacTHHA JAHUX 1 JIOTIKH AyOIIO€ThCS a00 KEIIYyEThCS Ha
nepudepiiHuX By3ax, TO/1 K OCHOBHA 0a3a JaHUX 3aJUIIAETHCA B XMapi UM JIOKAIBHO;

— cHerianbHi CrieHapii — BUKOPUCTAHHS CYIMyTHUKOBUX 1 SG-KaHAJIB IS BlAAICHUX
CerMeHTIB cucTeM npomucioBoi aBTomarusamii (SCADA) ta [atepuety peueii (IoT), a Takox
PO3IMOAUICHUX MPOMHUCIIOBUX 00’ €KTiB [6].

Cranmaptu IEC 62443 Tta ramy3eBi peKOMEHJamii il TPOMHUCIOBUX CHCTEM
HiAKPECIIIOI0Th BaKIMBICTh CErMEHTAllll MepeXi Ta 30HAIBHOTO OCTYITY J10 poMucioBux b,
OpHak BOHHW PO3TIISAAIOTH MIAKIIOUEHHS TEPEBAKHO B KOHTEKCTI 3arajibHOI KOHBEPIEHINT
MIPOMHMCIIOBUX 1 1H(OPMAIIHHUX TEXHOJOTIH, 0e3 (GopMaai30BaHOTO IMOPIBHSAHHS MPSIMOTO
xMmapHoro jgoctymny, VPN, riOpunHux i KpaioBuX pillleHb 3a €JMHUMH Kputepismu [8, 9].
JocnimkenHs 6e3neky TiOpUAHUX 1 MyJIbTUXMApHUX CEPEIOBUII MPOMOHYIOTH Kiacudikarlii
po3MmimieHHsT MaHuX (OAHAa XMapa, KiJlbKa XMmap, TriOpuja, KOHTHHYYM XMapa-Kpaii), ane
apxiTeKkTypu nigkiaoyeHHs 10 b/l onucyioTs nuile Ha piBHI TUMIOBUX 1A0IOHIB, 6€3 OKpeMoi
OaraTokpHuTepiabHOI OLIHKH [6].

OuinroBanHa Oe3neku kKomroHeHTiB miakmrodeHHs (CYBJl, nmpomixkue I13, VPN-
IUTIO3M, XMapHi CepBich) 0a3yeThCsl Ha CTAHJAPTHU30BAHUX METpUKax, 30kpema CVSS s
BpaznuBoctedt Ta moaeni NIST CSF 2.0 mia ynpaBiiHeS puszukamu. Y cdepi KpUTHYHOL
iHppacTpykTypu Ta cucreM SCADA/IoT Oe3neka kaHaiiB 1 BY3JiB JOJATKOBO BIANOBIJAE
Bumoram [EC 62443, 30kpema KOHLIETIISM PiBHIB O€311eKH, 30H 1 KaHAJIIB 3B’ S3KY, K1 HEIPSMO
BU3HAYAIOTh J03BOJICHI CXEMH JIOCTYITY J0 MPOMHCIOBUX 0a3 paHux [9].

ITpoayKTUBHICTH KaHAJIIB 1 apXITEKTYp OLIIHIOIOTh 32 3aTPUMKOI0, Bapialli€ro 3aTPUMKH,
MPOIYCKHOIO 3aTHICTIO Ta JOCTYMHICTIO. Lle 0coOMMBO aKkTyambHO Ui XMapHHUX, KPaoBHX 1
CYNyTHUKOBUX cueHapiiB. IlyGumikauii mpo NpoAyKTHUBHICTb XMapHHX 1 KpallOBUX CHUCTEM
30CepEeKYIOTECSL TIEPEBAKHO HA MEPEKEBUX Ta OOUYMCIIOBABHUX AaCHEKTaX, ITHOPYIOUH
CHuIbHUHM 00K Oe3neKH, eKCIUTyaTalliiiHi BUTpaTH, CKIaJHOCTI YIIPaBIIiHHA Ta MPUB'SI3KY 110
nocTadaibHUKA MiJ] 9ac BUOOpy apxitektypu migkiaroueHHs [10]. Okpema rpyma - pobGotu 3
OaraToKpHUTepiaJIbHOTO aHai3y pileHsb, 30kpema meroau AHP, TOPSIS Tta ix monugikamii. Li
METOJM 3aCTOCOBYIOTH JJIsi OLIIHIOBAHHS PHU3MKIB KiOepOe3neku, MpiopuTU3alli 3axoiiB
3aXMCTy Ta MOPIBHSJIBHOIO BHOOPY TEXHIYHMX pillleHb. BOHM J03BONAIOTH OAHOYACHO
BpPaxoOBYBaTH KPHUTEPil O€3MEKH, BApPTOCTI, EKCILTyaTaIIiHOT CKIAAHOCTI Ta MPOAYKTUBHOCTI,
OTPUMYIOUM YHUCIIOBY OIIIHKY ¥ paH)KyBaHHA BapiaHTiB. [IpoTe Taki JOCTIIXKEHHS TEPEBaXKHO
CTOCYIOThCS BHOOpPY 3aco0iB 3axucTy (MbkmepexeBi ekpanu, IDS, mmdpysanus) abo
3arajlbHOTO OLIIHIOBAHHS PHU3UKIB, a HE apXITeKTyp MIAKIIOUEHHS 10 0a3 JaHuxX y
MYJIbTHXMApHUX, KPAHOBUX YHM TPOMHUCIOBUX cucTemax. Orisp JiTepaTypu CBITYUTH PO
Take:

— crangaptu (NIST CSF 2.0, IEC 62443, GDPR) BcTaHOBIIOIOTH 3arajibHi BUMOTH JI0
3aXUCTy JAaHUX 1 KaHaliB, ajlé HEe MPOINOHYIOTh (OPMali30BAaHOIO MEXaHIi3My BHOOpPY
apxiTekTypu minkiaroueHHs [ 1, 9];

— JOCHIJKeHHS XMapHOi, riOpuaHOi Ta KpailoBoi Oe3leKH OMMCYIOTh apXiTeKTypu
MepPEeBaXHO HA PIBHI 3arajJbHUX PEKOMEH/AIIH 1 KpaluX MpaKkTHK, (POKYCYIOUUCH Ha 3arpo3ax
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1 3aX0/1ax 3aXHUCTy, a HE Ha KUIbKICHOMY aHalli3i KOMIIPOMICIB «0e3neKa—TpOayKTHBHICTb—
BapTICTh» JJIS PI3HUX CXEeM JOCTYIy 70 6a3 naHux [6];

— Meroau MCDM ycninrHo 3acTOCOBYIOTHCS B KibepOe3mneri /Ij1s OliHIOBaHHS PU3HKIB
1 BuOoOpy 3aco0iB 3axucTy, 0e3 ajmanramii 10 3amadi BHOOpPY apXiTEKTyp HiAKIIOYCHHS B
OaraTokaHaJIbHUX CEpPEIOBUIIAX Ta raly3eBUX CIEHAPISX.

OTxe, BIACYTHIH 1HTErpoBaHMiA OaraToKpuTepialbHUN MEXaHi3M, SIKUI MO€IHYBaB OU

Kkiacudikamiro apXiTeKTyp MIAKJIIOYEHHS A0 0a3 JJaHWX, CHCTeMYy KpUTEpiiB Ta
dopmanizoBaHMii  MeXaHI3M ~ paH)XyBaHHA  aJbTepHATHB  JuIi  OararokaHaJbHHUX
BHCOKOOE3MEUYHUX CIIEHaPIiB.
MeToanka Ta 3anponoOHOBaHA MoOJedb OLIHIOBAHHA. 3amporoHOBaHUHA (perMBOPK
OpIEHTOBAHMI HAa CUCTEMH 3 BUCOKMMH BUMOTaMHU J0 KibepOe3neku Ta AOCTYMHOCTI JaHUX,
nepeBaxHo B cermenTax SCADA Ta Iatepuery peueii (IoT) eHepreTuxu it CyMi>KHHUX Taimy3eit
KpUTHYHOT 1HGpacTpyKTypH. ['any3eBi 3BITH BKa3ylOTh Ha 3pOCTaHHS aTak 1 BPa3JIMBOCTEH y
MPOMUCIIOBIM  aBTOMaTH3allii, TMOB’SI3aHUX HAacaMIlepel 3 BIJJAICHUM JOCTYIIOM,
HEJIOCTaTHHOK) CETMEHTAIlIEI0 MEpeXi Ta He3axXWIIeHMMH KaHaiamu 3B’s3Ky [10]. Tomy
apXITeKTYpU MiJIKIIOYEHHS 10 TEXHOJOTIYHMX 0a3 JaHWX MAalOTh BPaXOBYBAaTH MEPEKEBY
€KCITO3UI1110, TIOPUAHI CXEMH JIOCTYIy Ta pe3epBYBaHHS.

30kpeMa, B CHEPIeTHII MOMIMPEHI 3MilllaHI CXeMH: KpaloBl OOYUCIICHHS Ha 00’ €KTaX,
VPN-TyHeni 10 HeHTpiB KepyBaHHS Ta aHATITUYHUX TIATHOPM, a TAKOXK CYyTHUKOBI KaHAIU
SK OCHOBHHMU a00O pe3epBHUN MapLIpyT JJs BaXXKOJOCTYNMHHUX BY3JiB. JIokanpHa KpaiioBa
00poOka 3a0e3neuye 3aTPUMKH B OJAMHHUIII-IECATKYA MUTICEKYH]] 1 pO3BAaHTaXXKy€ MaricTpajibHi
kaHaimu. KpaiioBi By3nu noBuHHI BiamoBigaTy npuHiunam [EC 62443 (30Hu Oe3nieku, KaHAIH
3B’s13Ky, aBTeHTHiKalls, cermenraris) [7,11]. Jlng cymyTHHKOBHX CIIEHApiiB THITOBI
3aTpUMKH CTaHOBIAITH 25-50 Mc B ontumanpHuX ymoBax 1 40-80 mMc y peampHUX Ui
HU3bKOOPOITANbHUX crcTeM (Hanpukiaj, Starlink), 3 MoximBumu cruteckamu 10 150-250 mc;
i reoctanionapanx — moHan 600 mc. Xowa ocHoBHmid ¢pokyc — Ha SCADA/enepreruii,
bpeiMBOpK aJanTyeTbcs OO0 I1HIIMX JOMEHIB (TPaHCHOPT, JOTICTHKA, KOPIOPaTHBHI
iHpopMariifHi cucTeMH) 3 TOMIOHMMH KOMIpPOMicaMH MK O€3MeKO0, 3aTPUMKaMH,
JOCTYIHICTIO Ta BapTICTIO. Y HHUX 3aCTOCOBYIOTH Ti XK KJIAacH apXiTeKTyp, aje 3 iHIIMMH
PIOPUTETAMU Ta OOMEKEHHSIMH.

Mogens ouiHIOBaHHS 0a3yeThCs Ha i€papXii KpUTEpiiB, MOAUIEHUX Ha TPU TPYIH, L0
Y3TOJUKYETHCS 3 IOCHIKEHHSIMU 0araTOKpUTEP1aIbHUX METO/IIB Yy KibepOesmneri.

Kpurepii Oe3nexu:

— KOH(IEHIIIHICTD 1 I[UIICHICTh AaHUX (IIM(pPYyBaHHS KaHaly Ta 0a3u NaHUX,
aKTyalbHI KpUITOAITOPUTMH, KOHTPOJIb I1JIICHOCTI);

- JOCTYIHICTh (111OB1 TOKa3HUKH 99,9% ab6o 99,99% BiANOBIAHO 10 BUMOT
€HEepreTUYHUX 00’ €KTIB);

— HiATpUMKA 11easibHOo1 npsMoi cekpetHocTi (PFS) y mporokomnax;

— INPUHIUIN HYJIBOBOI JOBIpH (zero trust): cTpora aBTeHTH(DiKallis Ta aBTOpU3aLis
Ha KOXXHOMY CETrMEHTI, MiHIMI3allisl IOBIPEHUX 30H;

— piBeHb CErMEHTAIlll Ta MiKpocerMeHTallii 3a 30Hamu 1 kaHanamu [EC 62443 [7,
9].

Jlns KpUTHYHOI 1H(QPACTPYKTYpH OCOONMBE Miclle — Yy CerMeHTauii, oOMexXeHHI
MpUBLIETB, MIHIMI3allll €KCIO3UIIi1, HyJbOBOI JOBIPU JUIS 30BHILIHIX, CYMTyTHUKOBHX KaHaIiB
[10].

KpuTtepii npotyKTUBHOCTI:

— 3aTpUMKa: OJMHUII-IECITKH MC Ui JIOKAQIbHOTO Kparo, JECATKH MC JUis
XMapHuX 1eHTpiB nanux, 40—80 mc mis LEO-cynytHukis, monag 600 mc mis GEO;

— Bapiallis 3aTPUMKHU: KPUTUYHA JJIS1 IPOTOKOJIIB PEAIbHOTO Yacy;

— MPOITYCKHA 3/IaTHICTh: COTHI MOIT/C HU3XITHOTO 1 AeCATKA MOIT/C BHCXITHOTO
KaHay 3B's13Ky s cydacHux LEO-cucrewm;

— CTINKICTB! pe3epBHi MapuIpyTH, B1IMOBOCTIMKICTB, CXeMH
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aKTHUBHUM/pE3epBHUM, OaraToKaHAIbHE MAKITIOYCHHS.

ExcrutyarariitHo-BapTiCHI KpUTepii:

— KarmiTaJbHI Ta ONIEPAIliiiHI BUTPATH: KPAOB1 BY3JIH ITiIBUIYIOTH KaIliTAJIbHI, aJie
MOXYTh 3HIDKYBATH ONEpalliiiHi 32 paXyHOK ONTHMi3alii Tpadiky; YUCTUH XMapHUH MiAXia aie
HaBIIAKH;

— PHU3UK 3QJIEKHOCTI BiJl MOCTayaJIbHUKA, OCOOJMBO B MYyONIYHMX XMapax i
crieniainizoBaHux nepudepuyHux miarhopmax;

— CKJIQ/IHICTh yIpaBiiHHSA (MoTpeda B cremianicTaX, KiTbKiCTh KOMIIOHEHTIB JIIst
OHOBJICHHSI, [ICHTPAJIi30BaHU MOHITOPHHT).

KinpkicHi mapamerpu (3aTpuMKa, MPOMYCKHA 3[aTHICTh, TOCTYIHICTh) 0a3ylOThCs Ha
3BiTax 1 BAMIPIOBaHHSX; SIKICHI 3@ HAiBK1IbKICHUMH IIKAJIaMH, KaTIOPOBAaHUMHU Ha TaJTy3€BUX
JaHUX.

dopmaiizarlliss METpPHK 1 OaraTokpuTepiaaIbHUN Ipoliec.

PisnoTunHi kputepii HopMani3yroTbes 1o mkamu [0;1] 3a romomororo min-max abo z-
score mneperBOopeHb. /[l HeraTMBHHUX KpUTEpiiB (3aTpUMKa, BHUTpAaTH) 3aCTOCOBYETHCA
obeprena popmyna. SIKicHI TOKa3HUKH KOAYIOThCS BIIOPSIIKOBAHUMH IITKATAMH.

Barosi koedilieHTH BU3HAYAIOTHCSI METOJIOM aHATITHYHOTO 1€papXidHOTO Mpolecy abo
fioro momudikamisimu [11, 12]. Excneprtu OynayroTh MaTpuili HONAPHUX TOPIBHSIHbB, IO
JI03BOJISIE OTPUMATH Y3TOJKEHI Barv JUIsl KOHKPETHOIO JIOMEHY (HAlpHKIaJ, IpiOpUTET
0e3MeKH Ta IOCTYIMHOCTI Ha/l BapTIiCTIO B KPUTUYHIN 1HPPACTPYKTYpi).

ArperyBaHHsS BUKOHYIOTHh 3Ba)K€HOIO cymoro abo metogom TOPSIS, ne BuzHauaoth
HallKpally Ta HaWTipury albTepHATHBH, OOYHCIIOIOTH OJMM3BKICTh PEalbHUX BapiaHTIB JI0
etanoHiB. Lle 3a0e3nedye mpo3ope paHkKyBaHHS apXITEKTyp (MPSAMUN XMapHUH, JIOKATbHHUI/
VPN, riOpuanuit/MynbTUXMapHUi, KpaiioBul, cynyTHiKoBUI) y SCADA/ enepreruiti.

CTilKICTh pe3yNbTaTiB MEePEBIPAETHCS aHAI30M YYTIMBOCTI 32 BaraMu Ta KJIIFOUOBUMU
napamerpamu. DopMyIOThCs clieHapii mpiopuTeTiB («Oe3meka TMOHAI yce», <«JIOCTYITHICTb
IIOHAJ yce», «BpaxyBaHHs BapTOCTI» TOILO) 3 BapilOBaHHAM Bar y pealicTHYHUX Mexax. Lle
JI03BOJISIE BUSIBUTH CTiHKI PIICHHS Ta apXiTEKTYPH, YyTJIUBI 10 3MiH NPIOPHUTETIB.

JUisi CynyTHUKOBHUX apXiTEKTyp MOJIENIOIOThCA 3aTPUMKHM Ha ocHOBiI jgaHux LEO-
cucrteM (MenianHa 3arpumka 40-80 Mc, crliBcTaBHA 3 HA3EMHUMU MEpEkKaMHU, ajie 3 MOKIMBUMHU
cruteckamu) opiBHsHO 3 GEO (monan 600 mc). [Toka3HUKM IHTETPYIOTh B KpUTEPil 3aTPUMKH,
Bapiallisl 3aTpUMKH Ta CTIMKOCTI i 3aCTOCOBYIOTh B CLIEHApisiX «OCHOBHUI HazeMHMI/VPN +
pesepBHUil LEO» a60 «CymyTHUKOBHI SIK OCHOBHH JIJIs BIAIATIEHUX 00’ €KTIBY.

Metoauka 6a3yeTbes Ha TPbOX MPUHIIMIIAX.

1. BuGip apxiTekTypH MiIKJIFOYeHHS — JOMeH-cnieniidiuyHa OaraTrokpuTepiaibHa 3a1a4a:
st SCADA/enepreTiku BU3Ha4aeThes HaO1p apXIiTEKTyp 1 Mpodiib BUMOT, IO BiAOOpaXkae
peryasTOpHi 0OMEXEHHS, MOJIENb 3arpo3 Ta eKCIUTyaTalliiHII KOHTEKCT .

2. OuiHoBaHHS OynyeTb Ha 1e€papxii KpuUTepiiB 0e3nekH, MpoTyKTUBHOCTI,
eKCIUTyaTalifHO-BapTICHUX XapakTepucTukax. KulbkicHI mapameTrpu KamiOpyroTbcs 3a
rary3eBUMHU JaHUMHU.

3. MeTpuku HOpMali3yloTh, Bard BU3HAUAIOTh Yepe3 eKCIepTHI Mpodisii, arperyBaHHs
— 3a JIOTIOMOTr0l0 0araToOKpUTEpIaJbHOTO0 MEXaHi3My 3 00OB’SI3KOBHUM aHaji30M UYYTIMBOCTI,
0COOJIMBO JJIs1 3ATPUMKH Ta JOCTYIHOCTI B KpAaHOBHX 1 CYITyTHUKOBUX CIICHAPIsX.

Y wMexax 3amponoHOBaHOTO (PPEeWMBOPKY pO3TIANAIOTH IT'ATh 0a30BUX KJIaciB
apXiTeKTyp migKio4YeHHs 10 0a3 maHux y cucremMax SCADA/eHepreTMku Ta CyMiKHUX
JIOMEHaXx.

1. Tlpsmuii nyOniunuii xmapHuii goctyn — 3actocyHku abo SCADA-mumo3n
3BepTaroThesa A0 CYBJl y myOmiuHii xMapi dyepes 3axuileHl 1HTepHeT-KaHaau 0e3 BUAUICHUX
NPUBAaTHUX.

2. JlokanpH1/VPN-apxiTekTypu — 0a3u JaHUX PO3MIMIYIOTHCA B JIOKAIBHHUX LIEHTpax
00poOkM JaHMX abo Ha MaiilaHuYMKax omepaTopa KpUTHYHOI 1H(PACTPyKTYpH; BiIjaneHi
00’extu niakmoyarTbes yepes [Psec/OpenVPN/MPLS-tyHeni Ta MixkMepexeBi eKpaHH.
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3. I'OpuaHi/MyIbTHXMAapHI CIIeHapii — AaHl Ta CEPBICH PO3MOAUICHI MIXK JIOKaJTbHUMHU
CerMEHTaMH Ta OJTHUM a00 KUJIbKOMa XMapHUMH TpoBaiiaepamu; goctyn 1o b/l 3ailicHioeThCs
yepe3 KOMOiHaIlit0 MpUBaTHUX KaHaiB, VPN 1 mpsiMOoro XMapHOTO MiIKIIOUYCHHS.

4. KpaiioBO-Opi€eHTOBaHI apXiTEKTypHd — BUKOPUCTOBYIOTh HPOMHCIOBUN KpaloBUI
piBeHb (IIUTFO3H, JIOKAIBHI BY3JIH) JUIsl 30epiraHHs i 0OpOOKH KITFOUOBUX JTAaHUX Ta arperariB
TeJIEMETPIi 3 MOAAJBILIOI MEepeaueto arperoBaHux abo BiIKIaIEHUX JAaHUX 10 HEHTPAIbHOL
0a3u B XMapi 4M EHTPi 0OpOOKU JaHUX.

5. ApxiTekTypu 3 CYHmyTHUKOBUM/SG-TiACHIECHHSM — 3a0€3MeuyroTh IOCTYH st
BiilajieHuX 00 €KTIB 4epe3 CymyTHHKOBI abo 5G-kaHaiM (SIK OCHOBHMU a00 pe3epBHHI
MapuIpyT) y MO€IHAHHI 3 OJIHUM 13 3a3HAYEHUX BapiaHTIB PO3MIIIECHHS 0a3 JaHUX.

Ile 3abe3medye BiATBOPIOBAHICTh, aJalITOBAHICTD 1 MPO30PICTh OOIPYHTYBAaHHS BUOOPY
apXiTeKTypU B CHCTEMaxX KPUTUYHOI €HEPreTUYHOI iHppacTpykTypu (puc.1).

Knacudikamiss BimoOpakae oci BapiaTHBHOCTI: MicIle PO3MIIIEHHS 0a3W JaHUX Ta
CTYIiHb PO3MOJIUICHOCTI (0/IHAa XMapa, MyJIbTHXMapHa/TIOpHIHA).

CTpykTypa MCDM-dpenMmBopKy BnBopy apxiTekTypu nigknwyeHHa go B,

OomeHu
SCADA/eHepreTuka
PiHaHCOBI CUCTEeMK

IHWi (TpaHCcnopT, NoricTuka)

Knacu apxiTekTyp

- Direct public cloud

- On-prem/VPN

- Hybrid/multi-cloud

- Edge-centric

- Satellite/5G-enhanced

lepapxia KpuTepiis
Bezneka (CIA, PFS, zero trust, cermeHTauia)

NMponykTUBHICTL (latency, jitter, throughput, resilience)
ExkcnnyaTauiiHo-BapTicHi (CAPEX/OPEX, lock-in, KepoBaHicTh)

Popmanizauin METPUK

- 36ip NokasHWKIB

- Hopmanizauis (min-max / z-score)
- BuzHa4yeHnHa sar (AHP [ cueHnapii)

MCDM-ouiHKa
Weighted sum / TOPSIS
Nigcymkoei Banun apxiTekTyp

N

CueHapHWIM aHanis
security-first
performance-first
cost-aware

AHaniz yyTnueocTi

k.

PexomeHaauii
MNepeBaHi apxiTeKTypu
ONA KOMHOIO OOMEHY

Puc. 1. Crpykrypa MCDM-dpeiimBopky

KokeH kmac OLIHIOIOTH 3a 1€papXi€l0 KpUTEpiiB Oe3meKu, MNpOIyKTUBHOCTI,
eKCIUTyaTal[ifHO-BapTICHUX XapaKTePUCTUK (puUC.2).
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PapapHa aiarpama: cueHapiit "security/availability-first"
HocTynHICTe

MponyKTUBHICTL

KepoBaHicTb

—— On-prem/VPN —— MNy6nivHe XMapHe pilleHHA
riépug + Edge  —— Satellite-enhanced

Puc. 2. Panapna niarpaMa oLiHOK ITSITH apXiTEKTYp 3a TphOMa IrpynamMu KpUTepiiB

I'i6punna/kpaiioBa apxiTeKTypa  JIEMOHCTPYE HaKWOLIBIIT 30aaHCcOBaHUM
npodinb(tad:.l). Ouinku GOpMYyIOTh Ha OCHOBI KIJIBKICHUX 1 SIKICHHX JJAHUX, HOPMAJi3yIOTh
no mkanu [0;1].

Ta6anns 1
HopwmanizoBani OIiHKY Ta MiZCYMKOBI 0aii apXiTeKTyp y 6a30BOMYy clieHapii
. Besne ponykru | Excrmyaraniiino | IlincymkoBuit 6an
ApXiTeKTypa Ka BHICTB -BapTicHI (TOPSIS) Panr

Fl6pHI{Ha/MyJ3LTHXMapHa 0,95 0,85 0,70 0,88 1
+ KpanoBa

Jlokaneua/VPN 0,90 0,75 0,80 0,82 2

3 cymyTruKoBuM/5G- 0,75 0,65 0,75 0,71 3

iACHICHHSM (pe3epB)

KpaitoBo-opieHTOBaHA 0,85 0,90 0,60 0,78 4

Tpsvmii nybairmii 0,60 0,80 0,85 0,68 5
XMapHHI

VY 0GazoBoMy creHapii «Oe3mneka/IOCTyNHICTh MOHAJ yce» HaWOUIbLly Bary MaroTh
KpuTepii 0e3MeKu Ta JOCTYIMHOCTI, MEHIIY — IPOAYKTUBHOCTI, HAlIMEHIIly — eKCIUTyaTalliiiHo-
BapTICHI.

3acrocyBanss mozeni TOPSIS noka3ye, 1110 BepXxHi o3ullli MaroTh rOpUIHI KpaiioBo-
OpIEHTOBaHI apXiTeKTypH, J€ HM3bKI 3aTPUMKHM Ha piBHI 00’€KTa, BUCOKA B1IMOBOCTIMKICTbH
3aBJISIKY JIOKaIbHIM 00pooii, xopcTka cermenTanis 3a [IEC 62443 npu npuilHATHUX BUTpaTax.

[Tpsimi  myOGuigyHO-XMapHI apXiTEKTypud OTPUMYIOTh HIDKYI Oanu uepe3 Ouiblly
MOBEPXHIO aTaKu Ta 3aJieKHICTh Bl MYyOJIIYHUX IHTEpHET-KaHaIIB, MOMNpPU IEpeBard 3a
BUTpaTaMH. APXITEKTYpU 3 CyNyTHUKOBUM/SG-MIACUICHHAM 3aiiMarOTh NMPOMDKHI MO3UIIII,
3aJIe)KHO BIJ] poJii KaHaly (OCHOBHHUI UM PE3epBHMI) Ta KPUTUYHOCTI 3aTPUMOK 1 Bapiarii
3aTPUMKH.

CTiHKICTh pe3yNbTaTiB NEPEBIPAETHCS TphOMa MPO(UIAMU TPIOPUTETIB: «Oe3mexa
MIOHAJ yCe», «IPOIYKTUBHICTh TIOHAJT yCe» Ta «BPAaxXyBaHHS BapTOCTI».

VY cueHapii «IpOIYyKTUBHICTh IOHAJ YyCe» 3pOCTalOTh Baru 3aTPUMKH, Bapialis
3aTpUMKH Ta MPOMYCKHOI 3JaTHOCTI, IO MIiJBHUILYE TMO3MLIi apXiTeKTyp 13 HU3BKUMHU
3aTpUMKaMu (MpsAMUANA XMapHUM 1 riOpuaHui 3 ONM3BKUMM LEHTpaMU JaHMX), TOMAl SK
CYIyTHUKOBO-JOMIHYIOUl PIIIEHHSI 3HUXKYIOTHCS Yepe3 HECTaOUIbHY 3aTpUMKY. Y cleHapii
«BpaxyBaHHsS BapTOCTI» MepeBary MaloTh MPOCTIIIl apXiTeKTypu (YUCTHIl XMapHUH abo
cnpoueHni JokaabHui/VPN) 3aBIsSKH HUKYMM BapTOCTI Ta IPOCTOTI YIPABIiHHS MOPIBHIHO
3 KpallOBUMHU PILIEHHSIMH.
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AHaJi3 9YyTJIMBOCTI CBIIUWTH, IO TIOpUIIHI KparoBO-OpIEHTOBAHI apXiTEKTypH
CTaOUIbHO BXOJATH JO TOI-MO3MINA 3a BHCOKOIO MNpIOpUTETYy Oe3NMeKku Ta IOCTYIHOCTI,
tunoBoro miss SCADA/enepreruxu. Ile 6a30Bi as MUIOTHUX BIPOBAHKCHB, TOM1 K YHCTO
nyOJIIYHO-XMapHI Ta «CYIYTHHUK K OCHOBHMI» MiJXOAW JOULIBHI JIMIIE K CIeliali3oBaHi 3
JIOJTAaTKOBUMHU 3aX0JaMH 3axucTy. [10puaHa/kpaiioBa cTaOUIBLHO B TOI-2, CYNyTHHKOBA
3HIDKYETBCS B «IIPOJIYKTUBHICTH MOHAJ yCe», MpsiMa XMapHa MiABUIIYEThCS y «BPaXyBaHHS

BapTocTi» (puc.3).
YYTNUBICTE paHXXyBaHHA apXiTeKTyp Y Pi3HMX cLeHapiax

1.0

MNigcymkosuia ban (0-1)

on-prem/VPN ribpug + Edge Ny6niyHe xmapHe piweHHs Satellite-enhanced

CueHapin
BN security-first B Performance-first BN Cost-aware

Puc. 3. Pe3ynbraTn aHaizy 4yTIMBOCTI: MiJICYMKOBI OaH apXiTEKTYp y TPhOX CIEHAPIsIX

Y SCADA/enepreruii 3a npodiseM «0e3rneka/IOCTYIHICTh MMOHAA yce» HaWOUIbII
30aJaHCOBaHUMHU € T10pHUIHI KpallOBO-OPIEHTOBAHI apXITEKTYpH 3 BUCOKHM piBHEM O€3IeKH i
JOCTYITHOCTI 3 TPUHAHATHOIO TPOXYKTHBHICTIO U BHTparamu. llpsmi myOnmidHO-XMapHi Ta
CYIIyTHUKOBI BapiaHTH MarOTh OOEpeXHe 3aCTOCYBaHHS 4Yepe3 MiABUINECHI pHU3UKU abo
3aTPUMKH.

CuenapHuii aHanmi3 MIATBEPDKYE CTAOUIBHICTh TIepeBaru TiOpHIHUX/KpalloBUX
MiIXOMIB MpHU 3MiHI mpioputTeTiB. lle CTBOpIOE OCHOBY Ul MPAKTUYHOTO (PEHMBOPKY:
MOETANHOI MPOIEAYPH BHOOPY apXiTEKTypH, AEpeBa PIllIEHb Ta CUTYaIlll JOCTIKSHHS s
TUIIOBOTO E€HEPreTUYHOro 00’€KTa, IO UIIOCTPYIOTh I1HTErpallil0 MOJENl B pealbHe
apXITEKTypHE IPOEKTYBaHHS.
3anponoHoBaHuii ¢peliMBOPK i mNpakTH4YHe 3acTocyBaHHA. [lOCHiZOBHICTH KpPOKiB
(bpeliMBOpKY.

Kpok 1 (Bxiani gani). @opmaiizailis BUMOT TIOMEHY — Npo(disib 3arpo3, peryisTopHi
oomexenHst (NIST CSF, IEC 62443, rany3eBi cTaHgapTh), I0MyCTUMI 3aTPUMKHU Ta BTpaTH,
L[JIbOB1 TOKAa3HUKU JOCTYIMHOCTI, OO/KET 1 eKCIuTyaTaliifHi oOMexxeHHsI. DIKCYeThCs Meperik
JOMYCTUMHX apXITeKTyp (mpsAMUNA XMapHUM JOCTyH, JoKanbHUI/VPN, riopuaHui/
MYJIbTUXMapHU, KpaiioBO-Op1€HTOBAHUM, 3 CYMyTHUKOBUM/S5 G-T1ICUIIEHHSM).

Kpox 2 (Baru xpurepiiB). HanamryBaHHs npiOpUTETIB —aHAJIITUUHUN 1€papX14HUN
nporiec 3a ydacTio ekcreptiB (imkeHepu SCADA, onepatopu) [13] aGo cuenapni npodini
(«Oe3nexka TOHAJ yce», <«IOCTYIHICTh TIOHAJ YCe», <« IIPOAYKTUBHICTh TIIOHAJ yce»,
«BpaxyBaHHs BapTOCTI»).

Kpox 3 (OmintoBanHa kaHAunaTiB). 30ip KUIBKICHUX Ta SKICHUX IIOKa3HUKIB 3
MOJAJIBIIOI0 HOPMAJTI3alli€l0 3a I€papXi€r0 KPUTEPIiB.

Kpox 4 (PamxyBaHHs Ta pekoMeHAalis). 3acToCyBaHHS OaraToKpHUTepiaibHOIO
MeXaHi3My Ui pO3paxyHKy OaliB, paHKyBaHHS Ta BUAUICHHS ONTUMAIBHUX BapiaHTIB.

Kpoxk 5 (Bamigaris). [lepeBipka pekoMeHaiiili uepe3 miJIoTHI BIPOBAHKEHHS, MOJICITFOBAHHS
CIICHapPITB/OPIBHSIHHS 3 JAHUMH HIUJACHTIB 1 SLA, 3 MOXKIJIMBOIO KOPEKITIEIO Bar.
OpeltMBOPK peai3yeTbes K CIPOIIEHA CXeMa YXBaJIEHHS pillieHb (puc.4).
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Bxigni aani gomeny
(BMMOT'H, Pery/saTOpH,
)

KaHa/H, JOMYCTHMI apXiTeKTypH

(AHP / security-first /
rformance-first / cost-aware)

/ »
\
A

36ip MeTpHK 1 HopMaisaLlia v
(latency, CIA, CAPEX/OPEX Toujo) )
1

Bubip npopimo sar
pe

\

" YTOUHEHHS
Bar/KpuTepiis
\ '
3acrocyeanns MCDM '
(weighted sum / TOPSIS) pd
Ta es )

PO3PaxyHOK MiICYMKOBHX SCOT

’
’
’

[Cueuapmiﬁ aHams i Ba:ligauiﬁj

(IiI0T, MOJIe/MIOBAHHA,
nopiBHAHHA 3 SLA)

PeKoMeH/10BaHa apXiTeKTypa(H)
+ Habip abTepHaTHB

Puc. 4. Cxema ¢peiiMBOpKy

[Tponiec mounnaerbes 3 BuOopy nomeny (SCADA/enepreruka, 4u iHIIHIA), yTOYHEHHS
BUMOT Ta kaHauiB. Jlani — BuGip npodinto Bar (Hanpukiiaj, «0e3neKa/qoCTymHICTh TOHAl yCey»
it SCADA). @inanbHi By37H peKOMEHIYIOTh 1-2 apXiTekTypu (TiOpuaHuN/MyIbTHXMapHUHA
+ KpaitoBuii 1y 00’ €KTIB 3 HAIIMHUM KaHaAOM; JTIoKanbHUI/ VPN + cynmyTHUKOBU pe3epB s
BiJITAJICHUX ).

Curyanisi: SCADA y BiajaneHiif eHepreTHili 3 CyMyTHUKOBUM pe3epBYBaHHIM (puc.S).

PosrisiHemo BifaneHuii eHepreTHYHui 00’ €KT (MMIACTAHIIIS Y1 BY30J1 BIIHOBIIOBAHOT
€HEPreTHKHN )3 OCHOBHUM VPN-KkaHanoM 1 HU3bKOOPOITaIbHUM CYITYTHHKOBUM PE3€PBOM.

OCHOBHHI RaHar:
nasevet VEN

) . . o Uesmpamenti [10]]/xmapa Bubip apxirextypi:
Bﬂg&gg};ﬁ %Uemmﬁgm 3 62331 JRHIX . Tiybrid + edge + satellte fallback
JI[)K&J]]:I-]]/]I:I’KE]Hg i) ' (hybrid/multi-cloud + on-prem), (HalBHILIi MCYMHOBHIE Score
Pesep Kahar MOy BHATTYK T2 MOHITODUETY y cuenapi security/availability-first)
LEO-cymyHak
(Starlink Ta ananory)

Puc. 5. Cxema kelicy aiis BiaganeHoi miacTaHIli

Bumoru: Bignosigaicte IEC 62443 (onomneni 2025 poxky mpaBuia cermeHTarli Ta
MiKpocerMeHTallii), 10cTynHicTh >99,9%, 3arpumka tenemerpii <200 Mc, 0OMexeH1 BUTPATH i
HaBaHTa)XEHHd Ha nepcoHan. Jlomyctumi apxitektypu: jokanbHuil/ VPN, riGpunnuii/
MYJIbTUXMAapHUM + KpaloBHii, 3 CYMYTHHUKOBUM pPE3€pPBOM; MPSAMHUM MyOIiYHUA XMapHUN —
nmumie aomoMikHuiA. [Ipodine Bar: «Oe3meka/moCTymHICTh MOHAN yce» (Bara Oes3meku Ta
noctymHocti 0,6-0,7; mpoaykrtuaocTi 0,2-0,25; Butpar 0,1-0,15). Ha ocHoBi manux 2025
poky (MemianHa 3arpumka Starlink y mikoBi roaguam 25-45 MC 3 TEHICHITIEIO 3HIKECHHS)
pospaxynok TOPSIS nokasye jiiepcTBo riOpuaHOTO/MYIbTUXMAPHOTO+KPaiioBOro BapiaHTy
(loxanbHe  kemryBaHHsA, ocHoBHUE VPN + LEO peseps). IlepeBaru: Bucoka
Oe3meka/cerMeHTallisi, CTIMKICTh 10 BiJMOB, NMPUHHATHI 3aTPUMKU Ta BUTpaTtu. Y Tabm. 2
300pa)K€HO YEKIIICT 32 KPOKaMHU.
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Tadauus 2.
YekticT 32 KpoKaMH (KOHTPOJIbHI 3alIMTaHHS AJIs1 KOYKHOTO €TaIry)
Kpok Kitto4uoBi KOHTPOJIBHI TYHKTH Cratyc [Mpumitkn
Bxigai mani | [lomen: SCADA/enepretnka, BimmameHa migcradmis. | Tak / Hi /
(Input) HocrynHicts>99,9%, 3arpumka <200 wmc Perymsaropni | YactkoBo
BUMOTH. .JIOIyCTHMi apXiTeKTypH Ta BUKIIOUCHHS
Bubip IIpodins «be3meka/mocTymHICTh TOHA ycey». Baru: 6esmeka+ | Tak / Hi /
npodimro Bar | moctynnicts 0,6-0,7; mponykruBHicts 0,2-0,25; Butpatn | Kopexis
0,1-0,15. [lxepemno Bar 3amokymeHtoBaHo (AHP abo
CIICHapHHUIN)
36ip wmerpuk | [ani 3arpumku/jitter mas VPN, kpato ta LEO. Ouinka | Tak / Hi /
Ta CAPEX/OPEX .Omuc cermeHTalii, Hynb0BOi J0BipH, | YacTKkOBO
HopMaui3anis | kepoBaHocti. Hopmanisanis 6€3 anomariii
Ouinka  Tta | 3acrocoBaHo 3BaxxeHa cyma / TOPSIS. bamu y3romxyrorsest | Tak / Hi / [[lokymeHTyBa
pamKyBaHHS | 3 EKCIIEPTHOIO OIiHKOI0. Bumimeno mimepa (riOpmmmmii + | Ilepermsan TH
(MCDM) kpaiiosuii 3 VPN + LEO pe3seps) €3yJIbTATH
Bamigamis MogenroBaHHs BiIMOB KaHAIIB Bukonano /
(\Validation) [opiBHsHHS 3 icTOpUYHUMH iHIHAeHTaMI/SLA 3ariaHOBaHO
[igTBepmKeHHS 00 KOPEKIIisl apXiTeKTYpH / Kopextis

VY Tabn. 3 HaBeAeHO MpUKIIA] 300py METPUK Ta OLIIHOK ISl KeHCy BiAaaeHol miqCTaHIIi].

Ta6auns 3.
Martpuiis KpUTepiiB Ta HOPMaTi30BaHUX OIIHOK
ApxiTexTypa HoctymHicts Cl 33T£§I)M Ka Besmneka (C3) Burparu (C4) [Cxaagnicts (C5)
Al: JJoxampanit/ VPN 0,80 0,70 0,75 0,40 0,50
A2: T'iopunumit +
kpaiioBuii (VPN + 0,90 0,80 0,85 0,60 0,65
LEO pe3sepB)
A3: CynyTHUKOBHH
. 0,70 0,65 0,70 0,55 0,45
SIK OCHOBHHIA

AHauni3 MaTpulll KpUTEpIiB MiITBEPIKYE NEpeBaru peKOMEHJ0BaHOI apXITEKTYpH.

Al. Bucoka qOCTYIHICTb 1 IpUHHATHA 3aTpUMKa, aje 0OMeXeHa MacIITabOBaHICTh Ta
BHUIIII OTIEpAIliiiHl BUTPATH Ha JIOKAJIbHY 1HQPACTPYKTYPY.

A2.3aBigKM JOKAIbHOMY KEIIYBAaHHIO Ta PE3€PBHOMY HU3bKOOPOITAIbHOMY KaHaly
Jocarae HaWkpamoro OajlaHCy — BHCOKI MOKAa3HUKU JOCTYIHOCTI, HU3bKa 3aTpUMKa Ta
nocuieHa Oesneka 3a nmoMipHux Butpar (nmigep 3a C1-C3, cepeani C4-CS5). Lle nozBosse
3HM3UTH 3aranbHi BUTpatH Ha 10-30% MOpPIBHSIHO 3 JOKAJBPHUMH PIIIEHHSAMH 32 PaXxyHOK
onrtumizanii Tpagiky Ta 3MEHILIEHHS 3aJI€KHOCTI BiJ JOPOroro o0yiaHaHHs.

A3. Crpornrye nokanbHy 1HPPACTPYKTYPY (HFMDKYI BHTpPATH), ajle Mae€ HECTaOUTLHOCTI
3aTPUMOK 1 MiIBUILIEHUX BUMOT JI0 yrpaBiiHHs (Hk4i 6amu 3a C2 ta C5).

Jlna opranizauiii 3 po3BuHeHO IT-1HGpacTpyKTyporo MOXIMBa peaiizallis OHJIaiH-
IHCTpyMeHTY (web- abo intranet-3acTOCYHKY), IHTErpye 06a3y THIIOBUX apXiTEKTyp, MpodiiB
JIOMEHIB 1 aKTyaJbHUX METPHUK, aBTOMATH3yE€ HOpPMaJIi3allilo, pO3paxyHOK Ta Bi3yai3alliro
(panmapHi giarpaMu, 4yTIHBICTD).

Posrnsinemo npukiiag poOOTH OHJIAWH-IHCTPYMEHTY (Keiic: BijjaneHa MiICTaHIIis).
Iarepdeiic cknanaeTbes 3 TPbOX €KpaHIB.

Homen Ta Bumoru: BuOip npodimo «SCADA/enepreTrka — BifiaieHa MiJCTaHIIN,
napameTpH: JIOCTYIHICTh >99,9%, 3arpumka <200 mc, VPN ocnoBamii + LEO pe3seps.
Apxitektypu: Bapiantu Al, A2, A3. ABToMaTHYHE 3aBaHTaXEHHA JaHUX (3arpuMka LEO
2025: 25-45 mc, rernentis <30 mc). [IpioputeTu: crieHapii «Oe3meka/ TI0CTYITHICTh IIOHA YCe»
(Baru: Oesmeka+aocTynHicTh ~0,65; mpoaykTuBHicTh ~0,2; BuTpatu ~0,15), MOXIUBICTH
KOPUTYBaHHS.

IHcTpymeHT aBTOMaTHUHO HOpMali3zye Ta po3paxoBye TOPSIS (A2 — ninep), BUBOAUTH
pelTHHT y TabIuUIl Ta pajapHiil AiarpamMi, TeHepye Alarpamy 4yTJIMBOCTI JJIsl albTepHATUBHUX
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crieHapiiB, (opMmye 3BIT: MpUITYIICHHS, Bard, pekoMeHaamis (riopuaHuii + kpaiosuii 3 LEO
pe3epB) Ta KIH04OBi Kommpomicu. [Ipuckoproe yxBasieHHs pillieHb y 2-3 pa3u, EKOHOMHTD 10
50% uacy apxitekTopiB Ta 15-30% BUTpaT Ha MPOEKTYBAHHS/BIPOBAIKEHHS.

3anponioHoBaHUil  QpelMBOpK Toka3zye, 1o B gomeHi SCADA/enepreTuku
NPIOPUTETHUMH € He TpaauIliiiHi JokanbHi/VPN-apxiTekTypu, a TriOpuaHi pileHHs 3
KpailoBUMH KOMIIOHEHTaMH Ta XMapHUMH cepBicami. Lleii pe3ynbraT Aemo HecroAiBanuil s
oprasizailiii, siki BBa)XarOTh IOBHE JIOKAJIbHE PO3MIIICHHS 0a3 JaHMX «HAHOE3MEeUHIIIIMY.
HacnpaBai mnoeaHanHs cerMeHTamii, JOKaJbHOTO KEIIyBaHHS Ta pE3epBHUX KaHAIIIB
(manpukiaa, Hu3bKoopOiTabHuX cynyTHHKOBUX LEQ) 3a6e3neuye kpammii 6aanc 6e3neku,
noctymHocti  Ta  mpoayktuBHocTi  [13]. Y kelici  BigmajeHol  miacTaHiii
riopuaHa/MyapTUXMapHa + KpaiioBa apxitektypa 3 VPN ta LEO pesepBom HaiiBuii Oanwm, a
HE «IHTYITHBHO O€3MEYHIIINI TOKATBHUH MiIXiI.

OpeiMBOPK KUIBKICHO JIEMOHCTPYE YYTJIWBICTH PIillleHb 10 NPOGUI0 MPIOPUTETIB:
HEeBeJIMKa 3MiHa Bar Ha KOPUCTh MPOAYKTHUBHOCTI UM BHUTPAT MOXKE 3MIHUTH Jijiepa, aie
riOpuIHI KpaioBi BapiaHTH CTa0LILHO 3JIMIIAIOTHCS B TOMi. Lle y3romKyeThes 3 Tamy3eBUMHU
TPEHIAMH — TIEPEXOJIOM JO0 TiOpUIHUX/MYIbTUXMAPHUX 1 MPOMHUCIIOBUX KPaHOBHX pillICHb,
HIMPOKUM BIipoBaKeHHsIM LEO-cynyTHUKIB Yy KpUTHYHINM iHPpacTpykTypi. Ha BinMiHy Bifg
eBPUCTHUYHUX MiAXONIB (peliMBOpK Hamae ¢opmallizoBaHe OOIPYHTYBAHHS, JO3BOJISIFOUU
apxiTeKTOpaM MpPaLOBATH 31 3BUMHUMHU METPUKaMH (Yroza Ipo HOCIYyTH, 3aTPUMKa, BUTPATH,
IEC 62443) y npo3opiit 6ararokpuTepiainbHiid IPOIeIypi.

O6wmexennst mopeni. IlepeBipeno nepeBaxkno Ha SCADA/eneprerulli; iHII JOMEHU
(HampuKJIaa, 3 JKOPCTKHMMH BHMOTaMH JI0 3aTPHMKH) MOTPeOylOTh OKpeMoi ajmamrtamii Ta
kaniopyBaHHs. CIpOIIEHO aCIEKTU: HE BPaXOBYIOTHCS JI€TaIbHI TOMOJIOTIi MEepesX, BHYTPILIHI
mexaHizMu CYBJl, 3aco0u BHsABIEHHS/pearyBaHHs, B3a€MO3AJCKHOCTI KPUTEPIiiB (BIUIMB
JIOJJaTKOBOTO 3aXMCTy Ha 3aTPUMKY, BUTpaTH). barato naHux 0a3yroTbcs Ha MOJEIOBaHHI,
y3araJbHEHUX MOKa3HUKaX MPOBAIEpPiB, EKCIEPTHHUX OLIHKAX, a HE HAa BUMIPIOBAaHHSIX.
BucHoBKH Ta noaaJibuli J0CaiIzkeHHs. Y poOOTi 3alpONOHOBAHO KIIacU(IKALII0 apXITEKTyp
HOiAKIIOYeHHS A0 0a3 JaHuX: NpsSMHA TyONiYHMA XMapHUW JnocTym, JokanbHUil/ VPN,
riOpUIHUI/MYTbTUXMAapHUNA, KPalioBO-OpIEHTOBAHMM, 3 CyMyTHUKOBUM/SG-IIACUICHHSAM, Ha
KpUTEPIsSIX O€3MeKH, MPOTYKTUBHOCTI, JOCTYIHOCTI, BUTPAT Ta €KCIUTyaTal[liiHOI CKJIaJHOCTI,
AK OCHOBA ¢dopmainizoBaHOrO TMOpIBHSAHHA anbTepHatuB. Ha 11 0asi  po3poOieHo
OararokpuTepiaabHy MOJENb OIIHKH 3 HOpMali3alli€ro nmoka3Hukis, metogamu AHP/TOPSIS
Ta CLEHAapHUM AaHali30M Ui pI3HUX NOpodiliB NpiopuTeTiB («Oe3meka MOHad ycey,
«MPOIYKTUBHICTH TIOHA]T YCE», «BPaXyBaHHS BapTOCTI»).

KitouoBuit pe3ynpraT — npakTHUHUA GpeiiMBOpK BUOOPY apXiTEKTypH, OpiEHTOBaHUN
Ha SCADA/enepreTuky Ta KpuTU4HY 1HQpacTpykTypy. Lle mocninoBHICTh KPOKiB, OJIOK-CXeMa
pillleHb, YEKJIICT, MaTpULi KPHUTEpiiB Ta KeWC BiAgalieHoi MiACTaHIIl 3 PEeKOMEHOBaHOO
riOpuIHOIO/MYIBTUXMAPHOIO  +  KpalOBOIO  apXITEKTypold Ta  HHM3bKOOPOITAJIbHUM
CYIyTHUKOBUM  pe3epBoM. DpeliMBOpK MepeBOAUTh HepOpMaibHI  MIPKYBaHHSA Yy
BIITBOPIOBaHY, MPO30pY IMpOLEAYpPY, TNPUCKOPIOE YXBAJICHHS pIlIeHb 1 TOJETUIye
oOIpyHTYBaHHs mepes cTelkxongepamu. IIpuB’s3ka 10 pealbHUX METPUK, Bidyatizalii Ta
MOTEHIIIaJl OHJIAH-IHCTPYMEHTY pOOJATh HOro epeKTUBHUM JUIsl MPOEKTYBAHHS HOBUX 1
MoJiepHizalii HasBHUX cucTeM. [y omeparopiB KPUTHUYHOI 1HPPACTPYKTYpHU L€ O3HAYA€E
3HMKEHHSI Cy0’€KTMBHMX PH3UKIB, €EKOHOMIIO PECypciB 1 MOBTOPHE BUKOPUCTAHHS JTOCBIAY
yepe3 TUITOB1 Mpodii.

HanpsiMkn moganpImux IOCTiKEHh — PO3MIMPEHHS Ha HOBI JOMEHH: BUKOPHCTAHHS
KpaiioBux/5G-pilieHp, CyMyTHHUKOBMX CHCTEM HOBOTO IIOKONIHHS Ta BHCOKOYAaCTOTHHUX
3aCTOCYBaHb 3 HM3bKOIO 3aTPUMKOIO, 1HTErpalis AWHaMIYHUX MexaHi3MiB (Al-miarpumka
ajanTaimii MapumpyTiB 1 IPOTOKOMIB JI0 YMOB MEpeXi); yyacTb y CTaHAapTH3allil METOIUK
OLIIHKM apXITeKTyp [MJs KpUTUYHMX 1HQpacTpykTyp, y3romkenHs 3 IEC 62443 Ta
MDKHApOJHUMH iHiliaTuBaMu. Peanizallis [uX HAMpsMiB MiIBULUTH HAIIHHICTE HpeiMBOPKY
Ta MIEPETBOPUTH HOTO Ha OCHOBY T'alTy3€BHX PEKOMEH/IAIIN 1 KpaIuX MpaKTHK.
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Syropyatov O.A. Tymoshenko L.M.

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
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The article discusses the development of a multi-criteria framework for the informed choice of database
connectivity architecture in systems with increased cybersecurity requirements, namely in the SCADA/IoT
segments, in particular, critical infrastructure, energy, industry, etc. The proposed approach combines a hierarchy
of criteria (security, performance, operating cost characteristics) with multi-criteria decision analysis (MCDM)
methods (in particular, AHP and TOPSIS), which allows for a formal assessment of the trade-off between
confidentiality, integrity, delays, fault tolerance and costs for different architectures: local placement of own
servers with connection via a secure VPN tunnel, direct public cloud, hybrid clouds, edge-centric approach and
satellite enhancement (including low-orbit reserve). The analysis of related works revealed an unresolved issue -
the lack of a unified MCDM framework for comparing architectures in multi-channel environments, taking into
account the NIST CSF 2.0, IEC 62443 and GDPR standards. The proposed model was tested on the analysis of a
remote substation situation, where a hybrid architecture with edge components and satellite redundancy is
predominant. The practical implementation of the framework contains a sequence of steps (Input — Weights —
Evaluation — Ranking — Validation), a checklist, assessment matrices and recommendations for a tabular online
tool. The results demonstrate the adaptability of the approach to different priority profiles and domains, which
helps to reduce the subjectivity of architectural decisions and increase the level of cybersecurity of distributed
systems.

Keywords: database connection architecture, cybersecurity, SCADA/IoT, hybrid/multicloud, edge computing,
satellite communication, multi-criteria decision analysis.
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Menemkep Oibmiorpadii (wa xmrant Zotero, Mendeley, EndNote) € nHe3aMiHHHM
IHCTpYMEHTOM JUisi OaraTbOX HAayKOBIB. BOHM He TUIBKH NIO3BOJISIIOTH CTPYKTYpYBaTu
iHpopMmarito, ane # 3matHi Tubku 3a DOl um ISBN nomatm B 0a3y MeHemxkepa
610miorpadiuny iHhopMaIliro, SIKY PO3MICTHB BHIABEIb UM )KYPHAJI B TAKAX CUCTEMaX SIK
CrossRef. IIpote mist HAyKOBIIB, SIKi 3aCTOCOBYIOTh HAIlIOHANBHI cTaHAapTH Oi0miorpadii,
3okpema JICTY 8302:2015, He icHye 3pydHOTO Ta MOBHO(YHKITIOHAIIEHOTO PIIICHHS, SKE
JI03BOJISIE OTPUMATH KOpEKTHE o(opMIIeHEe IMOCHIaHHSA Ha 0a3i HaHWX, sKi 30epiraloThCs B
MeHemkepi Oibmiorpadii. IcHyroui pimenHs Ha 6a3i CSL He 3a0e3medyloTh KOPEKTHOT
iHTepHaIiOHAMI3aIlil Ta THYYKOCTi, OTKE€ 3aCTOCOBYIOUM X HE MOXJIMBO 3TE€HEpyBAaTH
KOpeKTHe IUTyBaHH: 3a npasmiamu cTio JJCTY 8302:2015. Meroro poOOTH € CTBOpEHHS
MPOrpaMHOT TEXHOJIOTIT Ui aBTOMATHYHOI TeHepallii MepetiKy JiTepaTypHUX HKEpes
BianoBigHo 10 Bumor JICTY 8302:2015 y cepemoBHIIl Cy4acHOI CUCTEMH KOMIT IOTEPHOL
BepcTKH Typst, BUKOPHCTOBYIOUH SIK BXifHi AaHi daiinn dopmarie BibTeX/BibLaTeX. Y
poOOTI pPO3pOOICHO ANrOPUTM MAPCUHTY Ta O00poOKM OibmiorpadidHUX 3amuciB, SKHUN
BKJIIOYA€E: JICKCHYHUIN aHaji3 BXIJHMX JaHUX, €BPUCTHYHE BHU3HAUCHHS MOBH JUKepeJa,
konBepraiiro LaTeX-makpociB Ta crercumBoiniB y Unicode, nexoaysanus URL-ampec,
BaJiJaIlifo TMOJIB 3a TWHamu oKepen. s ¢iHamesHOrO (opmyBaHHsS OibmiorpadigHoro
OMHCY 3aCTOCOBAaHO TIiJXiJT HA OCHOBI TOKEHIB (KOHTEHT Ta PO3JLIIOBadi) i3 CHCTEMOIO
MIPIOPUTETIB ISl BUPIMICHHS KOH(IIKTIB MyHKTyamii. PeamizoBaHO mporpamMHUil MOIYJb
MoBoro Typst, sikuii He BHMarae 30BHIIIHIX NPENPOLECOPiB i BpaxoBy€e HEOAHO3HAYHOCTI
Ta TOMMpEHI MOPYIICHHS CTaHmapTiB npu odopmieHHi nanmx B ¢dopmati BibTeX.
Bepudixkamiss podotn mapcepa mposeneHa Ha BuOipmi 3 monan 500 mxepen. Pesymprat
poOOTH M03BOJIAE YKPATHCHKUM JOCIIIHUKAM, SIKi 3a0aKarOTh 3aCTOCOBYBATH CHUCTEMY
Typst, Oe3npoOieMHe iHTErpyBaTH 3 Hero OiOmiorpadiuni MEHEHKEpH, SKi 3[aTHI
ekcriopryBaru iHpopmarito B popmari BibTeX/BibLaTeX.

Kimouosi caoBa: JICTY 8302:2015; cumcrema koMmm'ioTepHOi BepcTku Typst;
BibTeX/BibLaTeX; aBromaTtu3aris 6i0iorpadii; napcuHr JaHUX; HAYKOBA JIOKYMEHTALLis;
MEHEKEPH [IUTYBaHb.

Beryn. 3acTocyBaHHsl MeHeKepiB 0i6iorpadii 3arajgoM y cBiTi npoTAroM octanHix 10 pokiB
CTaJI0 3BUYHOIO MPAKTUKOI JUIsl 3HAYHOI KUIBKOCTI (B JEAKMX perioHax M OUIbLIOCTI)
HAYKOBI[IB, BUKJIQJa4yiB i acmipaHTiB. CTUMYIIO€ 3aCTOCYBaHHSI TaKUX CHUCTEM BiJCYTHICTh
HEOOXIZIHOCTI pPYYHOro BBeAeHHsA OibmiorpadiuyHoi iHpopmamii. Sk npaBuio, SKIIO
MoHorpadist un crarts MaioTh DOI, To BHCOKa HMOBIpHICTb, 10 MeHemxkep Oibmiorpadii
3MOK€ 3HAWTH Ta J0JAaTH HEOOXinHY iH(GOpMaIlilo B CBOIO 0a3y JaHWX aBTOMATHYHO. JlJis
aHaJTi3y MOTOYHOI CUTYaIlil OyJeMO 3aCTOCOBYBATH JaHi 3i 3BiTy [1]. Lleii 3BiT po3pobieHo st
1HBECTOPIB 1 y BIIKPUTOMY JOCTYII1 JIUILIE KJIFOUOBI T€3H, IPOTe iH(OpMallid B HhOMY Ma€ OyTH
O1TbII 00'€KTHBHA Hi’kK a0CTPAaKTHI 3BITH YHIBEPCUTETIB YU HEPENPE3EHTATUBHI OMUTYBAHHS.
Moro KiTF040Bi MOMEHTH HACTYIIH:

e CYKYNHHUH 3arajJbHOPIYHHIA TeMIT 3pocTaHHs - 7.5.%;

e ymepion 3 2025 mo 2035 pp oUiKyeThCs 3pOCTaHHS pUHKY Yy 1Ba pasu 3 0.43 1o 0.88 mup.

USD;
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e 3a ganumu IOHECKO B 2024 p. 6ina 62% akaneMiYHUX YCTaHOB BIIPOBAJIWIM XMapHi
3aCTOCYHKH JUIs yIIpaBiliHHs 6i0miorpadieto;

e CErMEHTAllisl PUHKY: akajaemiunuii - 68%, kopnopaTuBHuili 21%, nep>kaBHI CTPYKTypH -
11%:;

e ycepenHeHo 3a manuMmH International Telecommunication Union 58% cTynmeHTiB Ta
JIOCITITHUKIB 3aCTOCOBYIOTh MOO1IbHI O10miorpadiuni MeHepKepH. 3pOCTaHHs 3a 5 pOKiB Ha
26%. I1pote, 111 JaH1 CTOCYIOTHCS IEPEBAXKHO MIBHIYHOT AMEPHKH Ta 3aXiqHoi €Bpomny;

o 3a mganumu U.K. Intellectual Property Office, Opurtancekuii MeHemxep Oi0Omiorpadii
Mendeley BukopuctoByeTbes 42% xopuctyBauyamu B €Bporni Ha 2024 p, 1110 NiATPUMY€ETbCS
napTHepcTBOM 3 oHaxa 1500 yHiBepcuTeTamu;

e 3a ganumu U.S. National Science Foundation (NSF), amepukaHChKili MeHemxKep
6i0miorpadii Zotero MaB 3pocTaHHs B 35% BiJICOTKIB aKTUBHUX KOPUCTYBAdiB B MEPio 3
2021 mo 2024.

Menemxepu 6i0miorpadii peanizyroTh moHaiiMeHe HacTynHi ¢pynkuii [2,3]:

e BeleHHA 0a3M JaHMX JOKEepell 3 BpaxyBaHHAM iX THUIIB 3 MOXJIMBICTIO IOIIYKY Ta
penaryBaHHsI, JOJaBaHHs MaTepialliB (TEKCTy, aHOTAIII);

e iMIOpT mocuianb B 0a3y manux B (opmari BibTeX (06oB's3koBuii ctanmapt) Ta RIS,
aBromMatnyHe noaaBaHHs iH(opmamii 3a DOI (BUKOPHCTOBYIOTBCS CEpPBICHM Ha KIITAIT
doi2bib) ym iHIMMHU TapaMeTpaMy 3 BHUKOPHCTAHHSIM KOMEPIIHHHUX Ta/ab0 BIIKPUTHX
Oi6miorpadiuamnx 6a3 naHuX;

e eKcrmopT BUOpaHux rnocwiadbk B BibTeX Tta iHmi moaioHi dopmaTH 1uisi BUKOPHCTAHHS B
crcTeMax KOMITIOTEPHOI BEPCTKH (KJIAaCHYHO - B BapianTu TeX, aie 3apa3 He TUTbKU B HUX)
Ta CHHXPOHI3aIlli JaHUX B Pi3HUX CHCTEMaXx;

e aBromaruyHe odopmieHHs (reHepauis) 0i0miorpadiyHUX MOCHIAaHb BUOpAHHX JDKEpel 3
BUKOpPUCTaHHAM 3a3Buuail MoBu CSL, ska 3abe3neuye MOXIMBICTh BpaxXyBaHHS BHMOT
pi3HuX OibmiorpadiYHUX CTaHIAPTIB;

e IporpaMHui iHTEpdeEic mIsd B3aeMOAll 3 IHIIMM NPOTPAMHHUM 3a0E3MEUeHHSM Ta/abo
wiariam st noumpernx oduaita (Microsoft Word, Open/LibreOffice Writer Tomo ) Ta
onnaitn (Google Docs, Microsoft 365 To1110) TEKCTOBHX PEAAKTOPIB, 32 IOTIOMOTOIO SIKOTO
MO’KHa 3pOOUTH MOCUJIAHHS B TEKCTI i1 aBTOMaTHUYHO 3T€HEPYBATU MEPENiK JITepaTypHUX
JDKEped, K1 BIIMOB1IAI0Th OAHOMY 3 610miorpadgiuHuX CTaHIapTiB.

Ockinpku QopMaTH Ta NPOrpaMHI 3aCTOCYHKH pPO3pOOJSUIMCH TIEPEBAKHO B
Cepe/loBUIlll, B SIKOMY KOPHUCTYIOTHCS JIATUHKOIO W TMEpPEeBaKHO aHINIIWCHKOIO, TO MICHs iX
NOLIMPEHHsS] BUHUKajIo Oararo mpoOieM 3 ajanTali€o Juis KOPUCTYBAadiB 3 IHIIUMHU
anasitamu (Hanpukiaa, nporpamHa peanizanis BibTeX me B 2000-x 3a 3aMOBUYEHHSIM
npaioBana B 7-01THOMY KOJyBaHHI 1 MOTIM nepeiina Ha 8 6itiB). [IpunHunmnoso 11 npodaemu
BupimeHi B BibLaTeX + Babel, po3po6nenux mig yac macoBoro nepexoay Ha UTF-8. Ilpote
BibTeX 3anumiaeTbcsi 3araJbHONPUNHATHUM CTaHAAPTOM JUIsl OararboX AaHIJIOMOBHHUX
JKypHaJiB, OCKUIbKH He BUMarae Babel. BBenenns Babel 11 aHr1oMOBHOTO %KypHANy CTBOPIOE
BEIMKY KUIbKICTh TmpoOsieM. Babel pno3Bonsie pisHi MakpocH, $KI MarOThb MOXKYTb
Herepen0aueHo 3acTOCOBYBATH IMEBHI MpaBuia Jokamizauii. Kpim Toro, ioro mpasuia
JOKamizamii BXOMATh B KOH(MDIIKT 3 KIACHYHMUMH OJHOOAWTOBUMH MOIYJSIMH  JJIS
pO3TalIyBaHHs [IEPEHOCIB, COPTYBAHHS, CTOBITYMKOBOTO BEPCTAHHS TOILIO.

B nimomy Taki He amanToBaHi 10 iIHTepHaIIOHAI3aIi] IHCTpyMeHTH sik opmat BibTeX
it MmoBa Gi6miorpadiunux ctuiiB CSL nonpu et HeAOMIK B LIJIOMY 3aJIMIIAI0THCS CTAaHIAPTOM.
Jnst ykpaiHChKUX KOPHCTYBadiB II€ O3HA4Ya€, IO B MEXaX IMX IHCTPYMEHTIB JOCATHYTH
BUCOKOTO piBHA BignoBigHocTi BuMmoram JICTY 8302:2015 cknanHo 3 MPpUYMHU BiACYTHOCTI B
HUX MEXaHi3MiB IHTepHaIioHami3amii Ta rHy4dkoi soriku [4]. Lle 3HWKye MOTHBAIIO IS
YKpaiHChKUX KOPHUCTYBayiB 3aCTOCOBYBATH TaKi IHCTPYMEHTH, OcKibku aoTpumanHs ACTY
8302:2015 € Bumoror 10 BukoHaHuX B Ykpaini HJIP, myOmikamiii B HayKOBHX >KypHajax,
MoHorpadiii, KBamidikaifHuX pooiT.
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B miit pobGoTi posrasHyTa 3ajada mporpamMHOi TeHeparlii Mmepeniky JIiTepaTypHUX
mkepen 3 BukopuctanusMm BibTeX / BibLaTeX (uactkoBo) ¢aiiny. Lg 3amaua po3B'sizana ans
HOBOI CUCTEMM IIPOTrpaMHOi KOMII'toTepHOi BepcTKU Typst, sika Mae Bl IIaHCU B MallOyTHbOMY
cTaTtH 3amiHOKO BapianTtaM cucteMm TeX. 3a nBa poku (3 2023) Typst cTpimMko HaOupae 6a3y
KOpuCTyBauiB [5]: cucTeMy BHKOPHUCTOBYIOTH B MmoHaj 3500 akageMmiuHHX yCTaHOBax W
KUTBKICTB 31pok Ha GitGub nepeiinuia nopir y 45 tuc. [Ipote, HamaHuii po3B'sS30K y LITOMY Ma€e
YHIBepCaJIbHUN XapaKTep i MOke OyTH aJIaliTOBAHUM JJIS ISIKUX 1HIIUX TaKEeTiB.
3agaui po6oru. Po3pobutu mporpamMHy TEXHOJOTIIO I TeHepalii mepesiky JiTepaTypHHX
mxepen 3rigao Bumor JICTY 8302:2015 mnsa cucremu Typst. Jliist iboro nmotpioHo
1. TIpoananizyBaTH HEAOMIKH Ta OOMEKEHHSI HassBHUX IHCTPYMEHTIB.

2. 3anpornoHyBaTH 3py4YHUH [ KOpPUCTyBaya ajlropUTM Jjs TIeHepauii Mepeiiky
JITepaTypHUX JUKEpen, sIKHi OpieHTOBaHUH HA Te, IO KOPHUCTYBAY IMPAIIOE MEPEBAKHO 3
6i0morpadgiYHUMU TaHUMH, K1 3T€HEpOBaHi IporpaMamMu 4 opopMiIeH] 1HIITMMHU JIFOIbMH,
IIPY IIbOMY 3aCTOCOBYETHCS HE JIUIIIE aHTITIChKa, alie i €BPONeichKi MOBH.

3. IIpoBecTn mporpamMHy peamizalilo TeHepaTopa IMEpeNliKy JiTepaTypHUX JDKEPET MOBOIO
Typst # mepeBipuTi i Ha HOCTaTHId BUOIpPII 3rEeHEPOBAHMX Ta BPYYHY OQPOPMIICHHX
BHUXITHUX JaHuX B (popmati BibTeX.

AHani3 HenoqdikiB Ta o0Me:keHb HasiBHMX iHcTpymeHTiB. RIS. Haitmpocrimmii dopmar,

3anponoHoBanuii B 1980 came 3 MeTO0 OOMiIHY JaHUMHU MiXK pi3HHUMH Oi0miorpadiuHuMU

cucremamu. Jlani 30epirarotbcss B Qopmari HEYHIKaIBHUN mapaMeTp: 3Ha4deHHA. Lle

HECTPYKTYpOBaHe 30epeKeHHs, IPOTE BOHO 3pyYHE TUM, 1[0 aBTOPH YITKO BIJOKPEMIIIOIOTHCS

OJIMH BiJl OAHOTO i HEMA€E MPOOJIEMH SIK X BUAUTUTH 3 OJHOTO IOJISA, SIKE 3aITOBHIOETHCS BUTHHO

i mepionuyHo 3 moMuikamu. PopmaT MPUHIMIIOBO MiHIMAJTICTHYHUN, X04a CydacHi Bepcil

maroTh doi, url, language. Bin MicTuTh MeHIIe iHpopMaii B MOPiBHAHHI 3 yciMa HACTYITHUMHU

dopmaramu. BukopuctoByeTbcs nuIne [uis eKCHopTy Ta iMmopty. [IpoGiema kKoayBaHb

PO3B'SI3y€THCS HA PiBHI IPOTpaMm.

BibTeX. SIBmse coborwo ¢opmar mpeacraBieHHs iHdopMaiii Uit OJHOMMEHHOTO
neuryna B Mmexax LaTeX ta #oro posmmpenb (LualaTeX, XeTeX) mpo mxepena sk
HOCTIIOBHOCTI  CTPYKTYpOBAaHUX JIaHUX BUAY “YHIKQIbHUH TapameTp: 3HaueHHS .
3anponoHoBaHuil B 1985 p. 1ocTyn 10 CTPYKTYpHU peani3yeTbes 3a JIOIMOMOT00 YHIKAJIbHOTO
KJII04a, AKUi popmye KopucTyBad. [lepesik mosiB B CTPYKTYpI1 BIAPI3HAETHCS B 3aJI€KHOCTI BiJl
TUIY JuKepena i € gpikcoBanuM. [Tapamerp MmoBH Jxepena BiacyTHii. CyyacHi O16miorpadiuHi
MEHeKepH/CallTH 3a3Buy4ail ekcropTytoTh JaHi B BibTeX B konyBanni UTF-8.

B nBuryni BibTeX 3actocoByeThcst oqHOOaWTOBE KOAYBaHHS, sike Tpeba Bkazatu (koi§-
1, cpl251) um BiH Oyzae mparoBatd 7-Mu OITHOMY pexuMi. BiacyTHicTh iHTepHalioHami3a1ii
npu3Beia 10 NOoraHoi MPakTUKK 3acTocyBaHHS cuMBoiiB LaTeX B 6i0miorpadii A nepenayi
TPEIBKUX CHUMBOJIB, AiaKPUTUUHWUX CUMBOJIB NATUHKM TOIIO. JIBUTYH 3aCTOCOBYE CIIPOIICHY
MOBY CTHIIIB, sika 30epiraerbcst B (paitmax 3 posmmpeHHsM bst. Il moBa no3Bossie 6a3oBi
onepauii Hajx psAAKaMH W YMOBHI NEpeXojad, aje He Mae€ IMOBHOLIHHUX CTPYKTYp JaHHX,
Unicode-o0po0ku um nokanizanii. Hanpukinaa, HeMOXKIHMBO peati3yBaTH paBuiia TUITY "SIKIIO
aBTOpIB OUIbIIE TPHOX — CKOPOTHUTH, aJie P LIbOMY BpaxyBaTu KUPUINYHI 1HIianu". OcTaHHs
cTallIbHa Bepcid JBUTYHA, SIKa BKIIIOYAE MEBHI po3urpeHHs Gopmaty (Hanpukian, url, doi) 3
Horo mouatkoBoi ¢popmu BumyteHa y 2010 p.

Jieuryn BibLaTeX 3'suBcs B 2009 p. sk pesynbrar neperisiny BibTeX 3 aktuBHUM
3actocyBaHHsAM ABuryHa Babel ays intepnarionanizaii B LaTeX. B nopisususi 3 BibTeX Bin
Mae JIelo0 HeCyMIiCHY HOMEHKJIATypy MOJiB, 301IbIIy€e KUIBKICTh pojiei (He TUIbKM aBTOp U
penaktop sk B BibTeX, ane i mepekiagad, pelieH3eHT TOMIO) M KUIBKICTh THMIB JHKEPEIL.
[Tintpumye moBy CSL, mpoTe norika Moxke OyTH OOCTaTHHO BIUIBHO 3alporpaMoBaHa
(ocobmuBo B LualaTex 3 moBoro Lua).

Moga CSL. JTo CSL ¢axTrnuHO KOKHUI 6101i0rpadiuHnil MeHe I Kep MaB CBil BIACHUMA
HecyMicHUM (opmar ctumiB. Ilepma peamizamis CSL 3'ssunace B 2004 1 B 2010 p. crana
CTaHJApTHOIO MOBOIO CTWIIB Ui  odopmieHHs OibmiorpadidyHux Jokepen Yy BCiX
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6i0miorpadiunux cucremax. KimbkicTs goctymaux ctuiiB [6] moBoro CSL - 6ins 10 tuc. [7].
[ls moBa opieHTyBanach Ha O0i0mioTekapiB i mnependavyasa MOMKIMBICT Bi3yaJIbHOTO
porpaMmyBaHHsl - CTBOpPEHHsI (opmary roToBUMHU OJIOKaMu 3 OOMEXEHHUMH HaCTpOMKaMHu.
Xoua icaytots ctuii miast JJCTY, T'OCT rtomro, 3 iX 3aCTOCYBaHHSM HEMOXKIIMBO 3pOOUTH
BIJINMOBIIHE 10 BUMOT TocwiianHs. Hampukian, Hemae moxnuBocTti nucatu "C. 20-21" gu "P.
20-21" 3ayiexHO BiJi MOBH, TICATH aBTOPIB JI0 UM IiCTIS 3ar0JIOBKY 32 IIEBHUX YMOB TOIIO0. X04a
i Oynau 3ampoTNOHOBaHI PO3IIUPEHHS, SIKI 1€ HEJOJIK MOXYTh HEHTpali3yBaTH, iX HeE
pealtizyroTh m00 He 3pOOUTH CUCTEMY 3aHAATO CKIIAJHOIO 32 MOXKIUBOIO TIOBEIIHKOIO.

Menemkepu Oibmiorpadiuaux mkepen Mendeley (Elseiver/Scopus), EndNote[8]
(Clavirate/Web of Science), Zotero (mpoekT 3 BiIKpUTUM KOaoM). Bci mi 3acTocyHkH
npauoTh 3 MoBol0 CSL, mpote BiIpi3HAIOTHCS B MOXKIIMBUX JDKEpeTaxX OTpPUMaHHS JaHUX.
Takum 4MHOM, 3T€HEpyBaTH MOBHOLIHHE OcWiIanHs y BignosigHocti g0 JACTY 8302:2015 3
X 3aCTOCYBaHHSIM HE MOXIIUBO.

Mae cBiii oOMexxeHuid BOymoBaHui OiOniorpadiunuii MeHemkep Takox Microsoft
Word, sikuii Tex BHYTpiliHbo mpaiitoe 3 CSL, mpoTe MOXKIMBO OOMpATH JIUIIIE 31 CTAHAAPTHUX
CTWIIB, 3MiHa SKHX KOpPUCTyBaueBi He jo3BosieHa Jlms Word Ta aHaJIOTIYHUX ITaKeTiB
MeHeKepu 610miorpadiyHuX JKepen MPONOHYIOThH Iarini. BoHu pi3Hi 3a SKICTIO, MPOTE
KOPIHHUH HEAOMIK JUISl HAIIOT 3a/1a4i OJTHAKOBHIA.

LaTeX - icropuuHo HaOip MakpociB aiia TeX, sskuii BUKIIOB 3a MEXKi IIbOT0 BUSHAYCHHS
i (haKTHUYHO caMm CTaB MOBOIO 3i cBOiMH GibmioTexkamu [9—12]. Moro icTopis modnHaeThes 3
kiHusg 1970-x, xonu Oynu NPUAHATTI OCHOBHI apXITEKTYpHI pIllICHHS, JIEsAKi 3 SKUX CTalu
npobaemMoro moTiM. ApxiTekTypa 0a3yBanach Ha i€l reHepalii yHiBepcaJbHOI PO3MITKH -
dopmat DVI. Lleit hopmar MmakcuManbHO KOHKPETHHI - KOYKEH CUMBOJI B HBOMY PO3MIIIIEHUI
Ha no3uwii. Jlani npaiiBep npunTepa maB BukoHatu DVI 3a BnacHoto norikoro. Ko PostScript
CTaB CTaHJIAPTOM Uil MPUHTEpiB 3BUYaHMM nuisixom ctaB DVI->PostScript. SIxk 6a30Bi
mpudTu npuidHaTi Type 1 3 oqHoOGaliToBM KoxyBaHHsM. Konu Ha 6a3i PostScript po3pobumm
PDF i1 npuntepu cranu nepeBaxuo GDI, oTpuManHs pe3ynbrary ctayno Tpuctaaiitnum DVI-
>PostScript->PDF. 3 kinns 1990-x cucrema novana 3mintoBatrick. Crioyarky mijg LaTeX cramu
posymitu pdflatex - mpsimuii renepatop PDF nHa 6a3i onnoOaittux Type 1 mpudris. lamni B
2004 p. BuHUK okpemuil npoekT 3 miarpumkoro Unicode i TrueType/OpenType mpudris -
XeTeX, a B 2008 p. LualaTeX - mie i 101aTKOBOIO MiATPUMKOIO MOBHU IporpaMmyBaHHs Lua.
3apa3 LaTeX Mae BenuKy KUIBKICTb TOTOBHX PpIIIEHb 1 JO0BOJI MOMYJISPHUM € HOTro
3actocyBaHHA yepe3 BeO (OverLeaf), mo go3Bonsie kogyBaTu i meperasaatu pe3ynbraTr 0e3
IHCTAJISAIIT TOAATKOBUX MPOTPaM.

LaTeX po3noBcrokeHUl MepeBaXKHO B aKaJIeMIYHOMY CEPEIOBHIIL. Moro kiouosi
nepeBaru: Opi€HTaIlis Ha JPYyK, poOoTa 3 300pakeHHSIMU 0€3 BTpaTH SKOCTi, MOXKJIUBICTb
peai3oByBaTH CTaHOApTHI MIa0JIOHW (IS cTaTel, 3BiTiB, pobiT), B TOMY 4YHCIl 3 JABOMA
CTOBMIISIMM, AaBTOMAaTU4YHE (XO4Y W HE 1JealbHO) PO3MIIIEHHS TaOauIb, PUCYHKIB TOIIO,
3py4HICTh pOOOTH 3 BEIMKOI KUIBKICTIO (OpPMYJI, CKIaJHO HOMWIWTUCH B LU(DPOBIH
610m10orpadii, OCKIIbKA NMUIICN ¥ 0auuil B KOJI YHIKaNbHUN TekcToBUM Kitou. [Iporte € it
HEJIOJIIKM: CMHTAKCHUC JIOBOJI CKJaJHUI W pe3ynbTaT 4yacTo He nependadyBaHU, TOMY IIO
NOTPIOHO 3aCTOCOBYBaTH B CKJIAJHUX JOKYMEHTaX BEIUKY KUIbKICTh O10/10TeK, SIKI He
000B's13K0BO J100pe criBpaioTh (cydacHuit HTML5 3HayHO OibIll OYEBHIHUIT), BUMAarae
komnusanii B PDF nns mepernsiny pe3ynbraty, 110 3aiiMae yac OCKUIBKHM apXITEKTypa Jlajexa
BiJI i7IcabHOT (0COOIMBO CKJIAIHO MPAIIOBATH 3 0araToCTOPIHKOBUMH JIOKyMeHTaMu ii 3 Babel,
KUl peanizoBanuii MoBoro Perl ¥ numie 3amyck sikoro 3aliMae JeKiIbka CEKyHH). 3 LHUMH
HEJI0JIIKaMU MO’KHA 3MHUPHUTHUCH, SKIIO 3ajaya — 3BEpCTaTH BXKe TOTOBY poboTy. B mpoueci
HanucaHHs TekcTy LaTeX He 3pyuHMii, OCKIJIbKM BHMarae IMOCTIHHOI yBaru 0 TEXHIYHOI
peatizarii 1eTaneu.

3a octanHi 15 pokiB LaTeX 01111010 MipOI0 BTpaTUB CBOIO YHIKAJIBHICTh B aCHEKTI
nepeBar. 3a MeXaMu JpyKapchbKoi crpaBH ICTOTHO Ounbin 3pydyHuM € MarkDown 3
MOJKJIMBICTIO 3aCTOCOBYBaTHM yci (yHKuii BeOOpay3epiB Mpu HEOOXigHOCTi. JIBUTYHH
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Markdown 3BuuaiiHo miaTpumyioTh BuBeAeHHs (hopmyn B dopmati LaTeX, € moximBocTi

CTaBUTHU MOCHUJIAHHA 3 py4HUM odopmieHHsIM xepen. CydacHuil aeckromauid Word moxe

npairoBatu 3 LaTeX ¢popmynamu sik 3 BOymoBaHuMmH, Tak i yepe3 MathType, Takoxx BiH Mae

OTILIII0 HE 3HMWXKYBATH SKICTh 300paxkeHp i OiOmiorpadito (BmacHy — depe3 psii BOYIOBaHUX

CTHJIIB ¥ Yepe3 IUIariHy Ui JOCTYITY 10 6i0miorpadiuHux MEHEIKEPIB).

Typst po3pobisieThest ik oBHOMIHHA 3amiHa LualaTeX. Hanucanwmii 3 HylisE MOBOIO
Rust BiH peayizye OCHOBHMI (hYHKIIIOHAJT BJIACHOPYY O€3 30BHINIHIX MakpociB, 010J10TEK
tomo. CHHTAaKCHC HOT0 3HAYHO OLIBII YUTA0CTBHUM i 3p03yMinuii (B TOMY YHCII i CHHTaKCHC
st popmyi). M ronoBHe — KOMILIALIS Mpaiioe eheKTHBHO: IIePEePaXOBYETHCS i 3aMiHAETHCS
JMIIE YaCTHHA JOKYMEHTY, TOMY B pefakTopi Typst peHaepHHr peani3yeTbes MiCis BBEACHHS
HOBOTO KOy aBToMaTu4HO. B mopiBHsHHI 3 LaTeX pi3HHIM B MIBUAKOCTI Y JIECATKH Pa3iB.
IcToTHO He 3MEHIYIOTh BiICTaBaHHS PE3yJIbTaT Taki MiAXOIU sK, Hanpukian, "draft mode" B
Overleaf, komu 3 MOKYMEHTY BHUIAISIOTh BaXXKWW KOHTEHT (300pakKeHHs TOIIO) 100
INPUCKOPUTH MEPETIIsi]] pe3yabTary.

Typst miarpumye 6i6miorpadiro Ha 6a3i CSL, ane i 703BOsIE 3aIPOrpaMyBaTH CBOKO
6i6miorpadiuny cucremy. Moro dyHKIioHa i IBUAKICTH JO3BONSIOTH PO3POOHTH FEHEPATOP
nepeniky Jxepen mnocwianHsa BignosimHo go ctwmo JCTY 8302:2015 nmocratHboi ans
npodeciifHOT0 3aCTOCYBaHHS SKOCTI.

OCHOBHi BUMOI'M HACTYIIHI.

1. IlinTpuMKa OCHOBHHX THITIB JKepen (KHUTA, TJIaBa y KHHU31, CTaTTs B XKYypHaJi/Ta3eTi, Te3u
KOH(epeHIii, IHTepHEeT-HKEePEIIo) 3 MOXKIIUBICTIO BBEJICHHS IPSAMOI0 TEKCTY MTOCUIIAaHHS JUIs
cnenuivHIX peden.

2. 3acTocyBaHHS BCIX JIaHUX, K1 MOXKYTb OyTu 30epexkeHi B popmarax BibTeX/BibLaTeX nis
OCHOBHHX THUIIB JpKkepes. OCKUIbKH 1aHi BBOASTHCS BUTBHO, TO 1aHI MalOTh OyTH MepeBipeHi
1 BUKOPUCTaH1 CIIMPAKOYMCh Ha TUIIOBI MPAKTUKU 3all0BHEHHS NoJiB. [IpoTe He3HauH1 1aH1
JUTS yHIBEpCAIi3My MOKYTh OyTH BHIAJICHI.

3. IloBHa iHTepHaIliOHAMI3AIlIA - JDKEPENo O(OPMIIFOEThCS MOro MOBOK. SIKIIO MOBa HeE
BKa3aHa, TO BOHA aBTOMAaTUYHO BU3HAYAEThCA. [IiATpUMYIOTECS Taki MOBH SIK: YKpaiHCBKa,
aHTIiChbKa, ICIIAHCBhKA, ITaNilChbKa, HIMEIbKa, IMOJbChbKA, MOPTYrajbChKa, pPOCIHCHKA,
¢paniy3bka, yecbka. Bci ciayxk0oBi cioBa (CTOpiHKa, TOM, HOMEp, PEAAKTOp, J1aTH)
OTUCYIOTHCS BU3HAYEHOIO MOBOIO.

4. CxopoueHHs MICT HeliTpani3dyerbes. [l 1bOro 3aCTOCOBYEThCS TAOIMIISI CKOPOUEHB U PIK.
OcHoBa - npuiiHATI B 610miorpadii Ykpainu 10 2013 poky CKOpoueHHs MICT, CKOPOUECHHS
MmicT B CPCP pi3HUX POKIB TOIIO.

5. HexonyBanust URL anpec 3 ASCII popmarty (npencTaBiieHHs] CHMBOJIIB 3a MeKaMH 7-01T 5K
nocnigoBHicTh HEX-K0IiB, KOXKEH 3 SIKUX TTOYNHAETHCS 3 TIPOLICHTY).

3anponoHoBanuii aroputm podotu s Typst. Ompumannsa 6ibnioepaghiunux odxcepen. Mu

CIIUPAEMOCHh Ha CTaHAApTHUM MexaHi3M 010miorpadii. [IpaBuna copTyBaHHS Ta LUTYBaHHS B

TEKCT1 3aJIal0ThCs eJeMEeHTapHUM I11abioHoM MoBoro CSL. Mu 3acTtocyeMo cOpTyBaHHS 3a

MOPSIIKOM IIUTYBaHHS, TU(PPOBUIA 1HIEKC 3 MOMIIUBICTIO 00'€ THAHHS TTOCIIIOBHUX IIUTYBAaHb B

muTyBaHHs Buay [2-4]. biOmiorpadiunuii omuc cpopMmyeMo eleMeHTapHUIl — HOMep Ta

3aroJIoBOK (Moro Hajal MPUXOBAEMO W Oy/IeMO 3aCTOCOBYBATH JIMINE JIJIST BIJIATOJKEHHS).
bi6miorpadiuHi mocuaaHHs poO3MILYIOTECS B KOJI CTOPIHKH TYPSt sk kittoui @key. Y micti uis
61610rpadiYHOro ONUCY BCTAHOBUMO BUKJIIMK (YHKIIII TreHepallii onucy, sika Oyne npuiimMaTtu

SK apr'yMeHTH iM's moTouHoro ¢aitny i im'st bib daiimy.

3a nomomororo (yukiii bibliography 3amaersest CSL mabion, bib daiin i ctangapTHHIA
6i0miorpadiunuit onuc. IIpm mpoMy HUTYBaHHS B TeKcTi 3aimumarbes. [lami mu Oynemo
reHepyBaTH BilacHUM 6101i0rpadiuHuil onyuc MPOrpaMHUM YHHOM.

3aBanTaxkeHHs bib ¢ailny Oyznemo peanizoByBaTu 3a JOIOMOroro 6ibmioreku citegeist.
Ils Oibmioteka € iHTepdeiicom s mporpamu-napcepa BibTeX/BibLaTeX mooro Rust.
Knrouona ii QyHKIIis 3aBaHTa)K€HHS MEpeBIpsie CHHTAKCUC Il 3aBaHTaXKye YCl JaHi B CIIOBHHK.
SIKII0 € MTOMWIKH, TIPOTIEAYpa TeHEepallii BEPCTKU 3yMUHSAETHCS 3 TIOBIJOMJICHHS PO TOMUJIKY.
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bibmioTeka Takok poOWTH JesKi 3aMiHU, HAPUKJIAA BUAAIsSe Hepo3puBHI mpodinmu LaTeX #
NEBHI MEPEBIPKU CUHTAKCUCY, aJITOPUTM SIKUX HAMU HE JTOCII/IKYBaBCH.

OCKUIBKM KUTBKICTh 3amuciB B bib He Mae OyTH €KBIBJIGHTHOIO KiJIBKOCTI IIMTOBAHUX
3aMmciB, TO TOTPIOHO OTPUMATH TEPETIK caMe IIUTOBAaHUX 3anmuciB. CTaHIapTHOTO MEXaHI3MY
JUTS IIBOTO HAXKaJIb IIOKU HEMAE, TOMY KJTF04i OTPUMYIOTBCS MPSIMO 3 KOy (aiiily 3 BUJAICHUMH
KOMEHTapSIMH, 3 SIKOTO OyJia BUKJIMKaHa (DYHKIIIS 3 3aCTOCYBAHHSM peryasipHOro Bupasy @ ([a-
zZA-Z0-9_:-+/]+(?:.[a-zA-Z0-9_:-+/]+)*). TakuM YMHOM, MH MOKEMO OTPHMATH CJIOBHHUK
TIIBKH 3 LMTOBAaHUMH JpKepenamu. B moTouHii peanizamii po3risigaeTsesi TIIBKU MOPSI0K
BXKHMBaHHA. AJ(DaBiTHUI MOPSIOK COPTYBaHHS JDKEpEN HE pealli3yeMo, Kpalie JO4YeKaTHCh
MOKHW BKa3aHMIA HEJOJIK Oy/e BupimeHuit Ha piBHi Typst.

3MeHIIIeHHs PO3Mipy IOJIiB 3amKciB Citegeist, sik i hopmar bib, He TiMiTYyE po3Mip MOTIB.
[Hoxi B 3ammcax 30epiraroTh HEMOTPIOHI IS 3a/1a4il BEUKI 00CATH TaHUX, TaKi SIK aHOTAIlis,
3MICT UM HaBITh BCTYI 10 KHUTH Tomo. Ll iHopmaris my1s Hac 3aiiBa. ParioHanbpHa Mexa aiis
pi3HuX noJiB npuHIUNOBa pizHa: i ISBN nocuts 32 cuMBoIiB, A1 Ha3BH KHUTH — 255.

ITepeBipka 3anuciB. HasBHICTh Ta HaIlOBHEHICTH MOJIIB MEPEBIPSIETHCS 32 HACTYITHUM

CJIOBHHUKOM:

"book": ("title", "address|location", "year"),

"incollection": ("title", "booktitle", "address]|location", "year|date"),

"article": ("author", "title", "journal|journaltitle", "year"),

"online": ("title", "url"),

"phdthesis": ("author", "title", "address|location",
"school|institution|organization", "year|date"),

"mastersthesis": //auamoriuuo phdthesis

"inproceedings": ("author", "title", "booktitle", "address|location|venue",
"year|date"),

"misc": ("title",)

Maemo 8 TumiB jpkepen Ha BXoji: kaura (book), po3ain kauru (incollection), crarts
(article), 1imTepHer-pecypc (online), nucepramist (phdthesis), wMarictepcbka poboTa
(masterthesis), Te3u koH¢pepenuii (inproceedings), iHme (misc). 3amuc 3 TUMOM inbook
npupiBHIOETbCs 10 incollection. 3ammcu 3 Ttumamm  booklet, manual, proceedings
MPUPIBHIOIOTHCS 10 book. J[ms KoKHOTO JpKepena BkazaHi 000B'I3KOB1 MOJIs, 1Kl BKa3aHi K
anprepHatuBa (BiaMiHHOcTi MK BibTeX i BibLaTeX). BincyTHicTe uM He3anoBHEHHS
BKa3aHHUX IOJIIB MPU3BOIUTH /10 BIIMOBH IeHepallii. 3amMicTh JpKepesia BABOUTHCS MOMMIIKA 3
iM'aM HeoOxigHOTO Tapametpa. [lomatkoBo mepeBipsieTbecsi 3MicT misc. [lpumyctumo nBa
BapianTH: title="free-form" it 3anoBHeHO mose note i title!="free-form" it 3anoBHeno nosne url
(e mpakTuka 3aMicTh online BUKOpHCTOBYBaTH misc). B mepuiomy Bunaaky ¢opmyerbes
mkepeno tumy mff 3 monem note for freeform, B npyromy - mxepeno tumy murl 3 nomnsimu title
i url.

O0pobka 3ammciB. [lani HaM noTpiOHO peasni3yBaTH NEPETBOPEHHS CIIOBHHUKA 3
3anMcaMy B CJIOBHHMK OOpOOJIEHMMH 3alucaMu, siKid OyJe MICTUTH KOpPEeKTHY iH(opmaiiio B
KOPEKTHUX MOJAX. SIKIIO MMoJjie MEepeHOCUThCs 0e3 3MiH, TO MOro Ha3Ba HE 3MIHIOETHCA, B
MPOTUIIE)KHOMY BUIIAAKY fonaeThes npedike "fin ". I[Iponeaypa o6poOku moaiB HaCTymHa.

e Moga (language) — sKI0 € Take mosie, To oOpobssgeMo Horo 3MicT. Po3noBcrokeHa
NpaKkTUKa MUCAaTH MOBY IOBHICTIO, TBOMAa Ta TPhOMa JITEpaMH, TOMY JUIS BH3HAYCHHS
HAJIGKHOCTI JI0 TMOTPIOHMX MOB Maemo copoOyBath Bci BapiaHtu. Hampukian,
german/de/deu/ger uu czech/cz/ces/cze. Y BUNIaaKy SIKIIO MOJIS HEMAE, TO OPIEHTYEMOCH Ha
TUN a1(aBiTy (KUPUIUILSL/TATUHKA) i Ha BUKJIIOUHI JUIs IEBHOT MOBHM cUMBOJIH. Harnpuxkias,
JUTS YKPATHCHKOI MOBH Cepejl MiATPUMYBaHUX MOB MPUTaMaHHA KUPHIIHIS 3 OCOOTUBUMHU

mirepamu "i", "e€", "1"', a IS MOJIBLCHKOI MOBHU NMPUTaMaHHA JIATUHKA 3 0COOIMBHUMU JIITEpaMH
"g", "e", "I", "a", "§", "z", "z", "¢". Skmo B 3MiCTI HE KHPUIHUII i MOBY BCTAaHOBUTH HE
BIAJIOCh, IPUIIMAaEMO aHTIIHCBKY (EN). Bei TEKCTOBI CKIIaI0BI JIOKAII3yOTHCSI BU3SHAYEHOIO
B 3a3HaYEHIN TPOIIEeypi MOBOIO, BKa3yBaTH Ha II€ B OMHCI KOXKHOTO TTOJIsl He OyIeMo.

o Axtopu (fin_author/fin_editor) Ta ix kinpkicTs (num_authors/num_editors). [Tosie authors i

editors Mo)ke MICTUTH KUJIbKa aKTOpPIB - BOHHM poO3AUIAt0TbCA "and", HETIOBHUN CIHMCOK -
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3akiHuyeTbes Ha "and others". Axtopu MoxxyTh Oyt 3anucani B popmari "IIpizBume,Im's"
yn 6e3 komu, Tol "Im's [pizBume". Ham notpiGHO 3amumuTu nume iHimianu. [Ipu upomy
BpaxyBaTH, IO IHIIIATK MOXYTh OyTH CKJIaJHUMH, Hanpukiaaa [.-A. SIKmo KinbKicTh
aBTopiB nepesuirye 3 un € "and others", To num_authors=-1. IIpu kinekocti aBTopiB 1-3
nopsiiok 3anucy npsmuid - "Ipizeume 1.", inakme 3BopoTHii - "I. [IpizBumie Ta i1.". Jlns
penakTopiB cToiTh npedike "3a pen." i mopsmok 3aBxau 3BopoTHid. fAkmio € "and others"
3aMIHIOEThCS Ha "'Ta 1H.".

HasBa xxypuany (fin_journal) - 3anucyetbes journal uu journaltitle.

Bunanns (fin edition) - skmo € nudpa, 3aIUIIaeThCA TUIBKM BOHA W 3alHUCYEThCA Y
BIZIMIHKY, Hanipukiaz "3-Te BUAaHHs", IHAKIIE 3aMMCyeEMO 3Ha4eHHsI rmoisi edition.

Howmep (fin_number) - sxuro € mudpa 3 ONMIIiOHATILHUM BapiaHTOM THPE UM KPaIKO, BOHA
3anucyeTbes K "Ne 2". OcTaHHS Kparnka BUIAISETHCS.

Howmep (fin_volume) - ananoriuno Homepy 3amucyerbes sk "T. 3".

Kinekicte cropinok (fin_page count) um ix inTepBan (fin page interval). Skmo €
num_pages 3 BibLaTeX, To Ham 3p0o3ymiiI0 110 MOBa i€ po KiIbKICTh cTopiHOK. [IpoTe,
3a3BUYail KUTBKICTh CTOPIHOK W HOMEpa CTOPIHOK PO3MINIYIOTh B pages, TOMy ix Tpeba
mudepenniroBat (C. 101 10 C.). Lle pobutbes 3a Tunom mxepena. [HTepBanu MOXyTh B
BibTeX mo3nawarucs sk "5-10", "5-10, 15-20", "5+". Lo noriky, Xo4a BoHa He 3adikcoBaHa
B JICTY mu He 3MmiHroemo. Jluiie 3aMiHIOEMO BCi BapiaHTH CHUMBOJIIB, SIKI MOXYTb
TPAKTYBAaTUCH SIK THpE "[-————-]" 3 ONIIOHAIEHUMHU TPOOLITAMH MK HUMH Ha 3aITHC BUIY
"5-10" 3 en-dash.

Bunagenn (fin_publisher) - skmo € oquH 3 BapiaHTIB IYIIOK, TO O€peMO TEKCT TUTLKH B
IyIIKax, 1HaKIIe — 0epeMo MOBHICTIO.

Micue 3axucry (fin_school) - 3anucyerbcs school um insitution.

URL (fin_url) - 3anucyetbest URL (3 mosist url 4m Ko Hemae, To 3 moJjist note st [HKeped
THUITY MiSc), SIKAH BIJTIOBIIa€ per. BUPa3y

"https?://[-a-zA-20-9+&Q#/%2=~_|!:,.; () 1*[-a-zA-20-9+&@#/%=~_| () (L] "
SAxmio orpumanuiit URL mictuth %, TO BiH AekoayeTbes. OCKUTEKH B typst Hemae poOoTH 3
OaliTamu, a JMIIe 3 CUMBOJAaMH, TO peaiizyBatu anroput™ urldecode ckmagHo, a
cTanaapTHoi (yHKuii Hemae. LlikoM AoCTaTHRO 3pOOUTH 3aMiHy B MeXax aj(aBUTIB
[IJTHOBHX MOB Ta 1€ TPelbKoi (cTapoaaBHboi i cydacHoi). Hanpuknazg "%C3%83" — "A",
"%C3%A3" — "3", "%C3%84" — "A", "%C3%A4" — "i", "%D0%84" — "€", "%D1%94"
— "e". Lle mopsaky 200 3amiH Ha mapy 3aK0J0BaHUX CUMBOJIIB. [[i1st TOTO, 11100 Oneparis He
BHUMIPIOBAJIACh B MUTICEKYH/IaX M iX JECATKAX, MU MOKEMO 3pOOUTH MacoBY 3aMiHy OJTHUM
BUKIMKOM. DyHKLIT Ak B python translate/maketrans Hemae, mpoTe MM MOXKEMO 3MEHILIUTH
KUIBKICTh HQJIMITKOBUX BUKIUKIB (overhead) nuisxom GopMyBaHHS OJTHOTO PETYJISPHOTO
BHpa3y 3aMiHU, SKUH ITyKA€ 32 BUPA3OM THITY ($D0%90 | $D0OSBO | . |$20) i 3aMIHIOE KOKHHI
3HaIeHUN MTAPAIOK Ha MAPSAOK BiA IaMOma-pyHkuii, ska 3a kiIo4deMm (IiIpsIAKOM)
BHU3HAuUa€e MOTpIOHE 3HaueHHsA. B pe3ynbraTi OTpUMYEMO ONTUMAIbHHUI OJHONPOXITHHM
AITOPUTM.

3aronoBok (fin_title) - B momi title, 3BuuaiiHo cTtarei 3ycrpiyatoThes Makpocu LaTeX st
BUBEJICHHSI MAaTEeMaTUYHUX CUMBOIIIB, 1€ MOIIMPEHA MPAKTUKA B CTATTSIX 3 MAaTEMATHKHU i
¢13uku. Ha Bimminy Bim URL Takux cumBoitiB He Oyje ayke 6arato B psaaky. [Ipore myxe
6araro nmoreHuiitHuX MakpociB. [Ipumyctusim, o HaBpsia Oye api0, MaTpHIs YK cUcTEMa
OyB BUWAUJICHWI pallioHaNpHUNA Tepenmik: rpeubki jitepu "\alpha": "o, omeparopu Ta
cumBosm "\times": "x", crpinku "\to": "—", norika Ta MHOXuHH "\emptyset": "@". I1li
MaKpOCH MOKYTh OyTH B OJ0Kkax BHyTpimHb0i Matematrku B\betaP uu (\alpha \cdot \beta) .
Skmo 3ycrpivatoTbes B psiaky "$" um "$" 3 BUKOpUCTAHHSIM PEryJIIpHUX BHpPA3iB JUIs
BU3HAUEHHS OJIOKIB

NS TASTHENS INNNAN (CIAN) TRANNNANN) ™)

Ta MaKpOCIB B HUX

"\\\\ [a-zA-Z]+|\\\\[,;: 1™)
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[IUKJIIYHO TIepeOupaeMo BCi OJI0KH, B KO)KHOMY BUIITIIEMO MAKPOCH ¥ SIKIIIO TaKHi KITIOY €
B CJIOBHHUKY, TO poOuMo 3amiHy. [nes 3aminu ananoriuna URL, nporte 3amina poOUThCS SIK
latex mapping.at(mac.text, default: mac.text), ToOTO SKIIO KIHOY HE 3HAWICHHUHA, TO
3aJIMIIAETHCS MAKPOC K € 0€3 MOMUIIKH.

o fin_day, fin_month,fin_year - skmo day, month, year npucyrthi, To 6a3yeMoch Ha iX
3HayeHHAX. Yacto month 3anmucyeTbes K TpH JIiITEpHE CKOPOUYCHHS Micsiud - jan, feb, Toxi
3a [epIIMMH TPhOMA JIiTepaMu Tpeda IX MepeBecTH B YUCII0. SIKIO XK JaHUX HEMAE, ajie BOHU
€ B date B hopmari pik-micsiib-eHb, TO TpeOa IX BUALIUTH i TepeHecTH. 3yCTpiHaeThCs 1Ie
HECTaHJAPTHUM BapiaHTH, KOJW B date TUIBKM piK, TOAl OepemMo HOro SK IIiJie YHCIIO.
BincyTHiil U1 HeKOpeKTHUH piK IJIs BCIX HKEpen 3a BUHATKOM online Ta misc MpU3BOIUTH
JI0 BIIMOBH BiJ MapCHUHTY JpKepena. Po3risimaeTbest BUTIAMOK, KOJIU PIK HEBLIOMHE (3HAK
MUTaHHS HANPUKIHII) Y4 € JeKiIbKa BapiaHTIB (poku 3amucadi udepe3 or). Taki pokw
3alUCYIOTHCS B KBAJIPATHUX JYIIKAX.

o Jlata moctymy (fin_urldate) - 3a3Bu4aii 3anucyeTbcst B popMari pik-Micsib-AeHb W SKIIO
TakK, TO MIEPEBOAUTHCS B IEHB.MiCAIIb. PIK, IHAKIIE — 3AJTUIIAEMO SIK €.

o Ilpumitka fin note - pgomyckaeTbcsi 3acTocyBaHHs enemeHTapHux HTML reris:
<b>,<i>, <sup>, <sub>. JlJIf HpOTO peanizyeTbcsi MPOCTHIA Mapcep 3 MiATPHUMKOIO BKIIAJICHb.
3HaiineHi 6J10ku 0hOPMITIOIOThCS 3a TOTOMOTroro KoMmans Typst strong, emph, sub, super.

I'enepanisn 6i0aiorpagiunoro omucy. Ilpobrema reneparii monsrae B TOMY, IO CTUIb

nepeadavae 3aCTOCYBaHHs PI3HUX PO3AUIIOBAYIB s pizHOro THmy iHdopmarii. [lpu gomy

yacTtuHa iH(opmMalii Moxe OyTH BiICYTHBHOIO, IO MPU3BOAUTH 10 HEOOXITHOCTI BUKIIIOUATH
nieBH1 po3aiumroBayi. [Ipsima mociigoBHa reHepailis Mae 0yTy abo iCTOTHO 3B'SI3aHOO (TUBUTUCH

HamepeJ 4Yu KOPEKTYBaTH B)Ke 3TreHepoBaHe) abo Oyne Mpu3BOIUTH A0 apTedakxTiB, sKi

HANPUKIHII TOTPIOHO TPYOO BUAAISTH.

s toro, mo0 yHMKHYTH ABOX KpalHONIIB peaii3yeMO JICKCHUHUN aHali3aTtop 3
NPIOPUTETHUM BUPIMIEHHSIM KOH(MIIKTIB. {151 IbOr0 CTBOPHMO MAacHB HE3aJEKHUX 00'€KTIB
(TOKEHIB) JBOX THUIIIB: KOHTEHT U pozainoBady. DiHaabHy reHepario 0yaeMo MPOBOJUTH 3a
MacHBOM 3 3aCTOCYBaHHSM IpaBui ¢inbTpamnii Ta npiopureTiB. KoxkeH T po3aimoBada Mae
CBi IPUOPHTET:

#let SEP_SPACE = (text: " ", weight: 10)

#let SEP_DOT = (text: ". ", weight: 20)

#let SEP_COMMA = (text: ", ", weight: 30)

#let SEP COLON = (text: " : ", weight: 40)

#let SEP_SEMICOLON = ( text: "; ", weight: 50)
#let SEP_SLASH = (text: " / ", weight: 100)

#let SEP_DBL SLASH = (text: " // ", weight: 110)

Bupimensst KoH(IIKTIB peani3yeThecsl 32 HACTYITHUMU ITPaBUJIaMU:
e SKIIO PO3JAUTIOBAdYl HAyThb OJMH 3a OJHMM, TO 3aJMILAETHCA TOH, B SIKOrO OUIBIINI
MPIOPUTET;
e SIKIIIO MPIOPUTET OHAKOBHM, 3aJIUIIAE€THCS OJTMH PO3/IIII0OBaY (BCI MAlOTh Pi3HI MPIOPUTETH,
TOMY IIpo0JieM HE Mae).
Ilepen renepattiero nporpama nepesipsie st HaAIMHOCTI KOHTEHT Ha MyCTOTy (none, ",
[], styled(child:[])). ITycTti Tokenu BuauIsoThCs. Lle 3amodirac yrBOpeHHs MOABIMHUX KParok
(..) un "BuCIUNX" KOM.
3anoBHEHHS TOKEHIB W pO3JUTOBaviB OyAeMO pealli3oByBaTH 3a JIOMOMOTOIO

HOCJ'IiI[OBHI/IX onepauiﬁ, HCpCHiK AKHUX 3a1a€ThCA CIOBHUKOM:
#let formats = (

"book": ("authorsl", "title", "authors2", "edition", "editors",
"publisher address", "year", "volume", "pages", "isbn", "doi", "url"),

"incollection": ("authorsl", "title", "authors2", "booktitle", "edition",
"editors", "publisher address", "year", "volume", "pages", "isbn", "doi",
"U]fl") ,

"article": ("authorsl", "title", "authors2", "journal", "year",
"volume num", "day month", "pages", "doi", "url"),
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"inproceedings": ("authorsl", "title", "authors2", "booktitle", "editors",
"publisher address", "year", "volume", "pages", "isbn", "doi", "url"),

"phdthesis": ("authorsl™, "title", "thesis type", "school or org", "year",
"pages", "url"),

"mastersthesis": ("authorsl", "title", '"thesis type", "school or org",
"year", "pages", "url"),

"online": ("authorsl", "title", "authors2", "site name", "url"),

"murl": ("title"™,"url"),

"mff": ("note for freeform",),

OnunieMo KOKHY ONEPAIiio OKPEMO.
authorsl: sxkmo num_authors Big 1 mo 3, To momatu o6'ext 3 fin author ta posninroBau
SEP_SPACE
authors2: sikio num_authors > 3 um -1, To moxatu posaumoBauy SEP_SLASH, 06'exT 3 mosns
fin_author Ta po3nimoBau SEP_DOT
booktitle: sikio €, 70gaTH 3 BiIMOBIAHOTO IMOJIS, BUJAIHMBIINA OCTAHHIO KPANKy W T0JIATH
po3aimoBad SEP DOT
day month: sxmo Hemae fin_ number i fin_volume, ane € micsIp 1 ONIIOHATLHO JCHB, TO
3aMyCcaTH iX 3 HA3BOKO MiCALA 3T1IHO MIPABUII i 10/1aTH K 00'€KT, TAKOXK JOJATH PO3IITIOBAY
SEP_DOT
doi: sKIIO €, ToAaTH 3HAUYCHHS MoJIA K 00'ekT 3 mpedikcom "DOI:" it nogaTu po3aiaroBay
SEP_DOT
edition: AKIIO €, 7OJATH K O0'€KT, BUJAIMBIIKA OCTAaHHIO KpPAalKy W JOAATH PO3ILTIOBAY
SEP_DOT
editors: sxmo num_editors > 0, To momatu posaimoBau SEP SLLASH, o6'ekt 3 mons
fin_editor Ta po3zaimosay SEP_DOT
isbn: SIKIIO €, TOJATH 3HAYEHHS MOJIA K 00'€KT, MoTiM Jonatu po3aimoBad SEP DOT
journal: SIKIIO €, TOAaTH 3HAUEHHS MOJIA SIK 00'€KT, MOTIM joaatu po3aimoBad SEP DOT
note_for freeform: nepenatu sik 00'ekT B mosne 3anucy fin_note sik €
pages: 3aIMcyeMO KiIbKICTh YH iIHTEpBaJ CTOpiHOK 3 fin_page count/ fin_page interval
publisher address: 060B's3k0BO 0oAaeThCs aapeca K 00'€kT. SIKIIO BUAABHHUIITBO €, TO
nomaeTbesi BOHO sk 00'ekt micas po3aumoBadya SEP COLON. Ockinbku nami Hae
000B'sI3KOBO KOMa 3 POKOM, TO PO3JILTIOBaY MicJisl HE NOTPiOHUIA.
school or org: 00OB'SI3KOBO JOJAETHCS aapeca sk 00'exT. SIKIO BUIAABHUIITBO TAKOXK €
school u4m organization, TO JOJA€TbCsl 3HAYEHHS HASABHOTO TMOJIA SIK OO'€KT TiCHs
pozaimoBaua SEP. COLON
site_name: sKII0 HasBHA organization uyu 3amoBHene nose fin_journal — mogaerses nepiia
NEePIIOro 3 HasIBHUX MoJieH sk 00'eKT, Aaii gogaerbes po3aunosady SEP DOT
thesis_type: OepeTbcs 3HaueHHs 3 type ud fin note i BUAANAETHCA OCTAHHS Kpalka 3a
HasBHOCTI. SIk110 3HaueHHs €, To 1ogaeMo SEP. COLON, nmotiM 00'eKT 31 3HAYEHHSIM, TTOTIM
SEP_DOT
title: momaetscst 3HaueHHs mois fin title sk oG'ext. Skmo Hampukinil "?" um
BcTaBisieTbes posaimoBad SEP_SPACE, inakme - SEP_DOT
url: BcTaBisieThes 3HAYCHHS 00’ €KTY 3 ToJIst Jiniie, skimo Hemae doi. Berabnserbest URL sik
00'exT. SIKII0 € 1aTa, TO BOHA TaKOX BCTABISAEThCA K 00'eKT 3 urldate micis opopmieHHs.
3akinuyemo posaumoadyeM SEP DOT
volume: BcraBnseTbes SKIo € fin_volume sk 06'ext 3 po3aimoayem SEP. DOT
volume num: skmo € TiAbKM 3HaueHHS nois fin volume um fin number, TO BiHO
BCTaBISIEThCA SIK 00'ekT 3 posaiumoayeM SEP DOT. fkmio € obuaBa 3HaYeHHS, TO MiX
HUMU aoaaeTbes pos3aimoBad SEP. COMMA
year: BcTaBisieTbesa posnumoBadu SEP. COMMA, o0'ext 31 3HaueHHaM mnods fin year Ta
po3aimoBauy SEP_DOT.

"'"
]

TO

BuBenennsi. Ilicns 3aBeplieHHs omepariii 3 KOXHUM 3allMCOM 3TE€HEPOBAHUN TEKCT
BCTaBIIIETHCS Y a03all (par) 3 BIAMOBITHUM HOMEPOM 3 (DIKCOBAHOIO B1JICTAHHIO TICIIS KPAIKH.

177



A.O. CromakeBnu, O.A. CtonakeBu4

IlepeBipka pe3yabTaTiB. /{151 mepeBipku Oyiu B3STI TpH KEpeEa:

NPUKIIaJ]] KOPEKTHOTO oopMIleHHS pKepen opopmieHHs 3 caidty Grafiati [13], cxBanenuii
KuaunkkoBoro nanarorw Ykpainu,

neperik Ui mepeBipku napcepy it Bepctku mucepraiii B LaTeX 3 [14] (Bkimrouae 13
3alMCIB 3 MPUKJIaJaMH €TAIOHHOTO 0(OPMIIEHHS Pi3HUX THUIIB kepen [15]);
eKCIIOpTOBaHa BiIacHa 0a3a naHux 3 mporpamu Zotero (~400 mkepen).

Bceroro - monan 500 mxepen.

3i ciiuckoMm Grafiati € Taki BiIMiHHOCTI:
"2-re BumaHHs, cTep". Ta "3-T€ BUAAHHS, BUIP. 1 JOM." 3aMiHIOEThCS HA "2-Te BUIaHHSA". Ta
"3-te Bumanns". [logiOHa meTaizalis Ha HaI MOTJISA]] HE MOTPiOHA;
He BizpizHiIeMo "3a pea.", "pen.", ""3a 3ar. pea' TOIIO - TIIBLKU MEPIITUI BapiaHT;
THUI yKJIaJada He peani3yeMo, JIUIIEe aBTOP YU PEIaKTop;
Ha3Ba opraHizailii B KHH31 HE UIIEThCS, K i Ha3Ba TOMA.
He BKa3yeMmo Jaty 3BepHeHHs A DOI, ane numemo DOI, a ne URL.
B anri1. Bapianti URL nHe "date of access", a "accessed".
B T€3aX KOH(EPEHIIii He BKa3y€eThCs PEIKOJIETIs, MiCIIe 3yCTPidi TOIIO, TIIBKU PiK BUIAHHS
¥ BUABELb.
MOCWJIAHHS 3 TUIIOM JKepena "auck", "3akon", "HopMmaTuBHUM akT", "mpenpunt”, "maTeHT",
"cranmapt", "apxiBHi Marepiann" Moxke OyTH peasi3oBaHO Bpy4YHY 4epe3 misc 3 free-title -
B BibTeX takux mxepen Hemae, B BibLaTeX dacTkoBo €, aje mosst CKIIaJHO 3iCTaBUTH.

VY uinoMy BOHM, Ha Hall MOTJIST HE KPUTUYHI U B LILJIOMY PE3yJIbTaT FreHepaTopa MOXKHA

BB)XAaTH BIJIMOBIIHUM J0 CTaHIAPTy HACKUIbKK 11e MOimBO 3 BibTeX/BibLaTeX daiinis.
[puknazn reneparii mokasanuii Ha puc. 1.

< Typst File Edit View Help © Andrii Stopakevych > bib-dstu-8302-2015 > examplel.typ
Bl (M |[B|I | Y||H|E|ENE -1124% |+ || O Share & v
our base is BibTeX format = Other fi
@ which is rather distant e e e et
from DSTU ideas.
References
s == Books 1. Isanosa B. /1. Texxonoris BUpOGHMUTBA MPOAYKTIB GIUKIIBHUIITBA: KYPC KUl
f#text ( “MocunaHks Ha Muxkonais : MIAY, 2009. 245 ¢
0 Khuru: " ! lang :uk” ) 2. Tonomapis O. 1. Kynbtypa cnopa: MoBHOCTIHIICTHYHI nopaju. 2-re Buaanus. Knis
@Ivanova2009Beekeeping I JGigs, 2001, 240 ¢
@Ponomariv2001Culture 3. Bpayn JI. Kon na Binui. Xapkis : KCJI, 2006. 478 ¢
€S3 @BI‘OanOG6DaVinCi 4. Tlonomapsos A. T1. Vkpainceka etHorpadis: kype nexuiir. Kuis : JIubias, 1994. 315 ¢
@Ponomarov}'gngthnography 5. Mpumenxo C. B. Konboposnascrso: Hapy. noci6. 3-re sunanua. Kuis : Konnop, 2018.
@Pryshchenko2018ColorScien 436¢
g ce 6. Parker J. Principles of scientific research. 7th edition. London : Editorial, 2017. 301 p
@Parker2017Principles 7. Bosipun M. B, Herpo6uyk I. M. Ocrosu rigpoekosorii: Teopist it mpakTHKa: HaBY.
5 @Boyaryn2016Hydroecology n0ci6. Jyusk : Bexa-JIpyx, 2016, 365 ¢
= @Vykhovanets200UMorphology 8. Buxosanens I. P., Toponencoka K. T'. Teopernuna mopdornorisi ykpaiHcbKoi MOBH.
@Marysova2003Chordates Kuin : Tyscapu, 2004, 398 ¢
: @Artemenko201LlGloba1 izatio 9. Mapucosa 1. B., Keapos B. 10. Cucremaruka xopaosux tsapus. Hikun : HIAITY im. M.
n Torons, 2003. 132 ¢
g @Klymenko2008Lexicon 10. Apremenko A. IL, Bobnoscskuit O. 10. Bin raobanisauii o imamsigyanisauii:
! @Kovalenko2018Credit v TOMOJOTist MIKKVIIBTVDHOI B3aemonii: Monorpadis. Xavkis : [llenpa canuba nuoc. 2014. 215 ¢ %

Puc.1. I'eneparis 6i6miorpadii 3 BracHopyd Hamucanoro BibTeX caiimy nmst BiZTBOpeHHS
odopmienns 3 caity Grafiati

31 cUCKy AJIs IepeBipKH Mapcepy He FeHepYIOThCS TaKi MOCUIIaHHS:

tan thesis — He MIATPUMYEThCS ¥ CcTaHZApTHUMHU Tmapcepamu (Tpeda phdthesis,
mastersthesis);

tunu unpublished, techreport, patent He TiATPUMYIOTHCS, MISC - JIUIIE JJISI PYYHOT [UTATH
yn sk BibTeX BapianTt online 3 BibLaTeX;

AKIIO HeMae ajpec B MeBHUX Tumnax jxepen (Bumora JCTY, MokHa SKIO HE MOMJIHUBO
BpPYYHY [TOCTaBUTH).
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B ekcrnioproBaHOMY CIIMCKY J10IaTKOBUX /10 BKa3aHHUX BUIIE apTe(aKTiB HE BUSBIICHO.

Taku YHHOM, MOXKEMO CKa3aTH, [0 Pe3yJIbTAT UTKOM 33/I0BITbHUI. BUXiTHUN KO TOCTYITHUI

3a axgpecoro https://typst.app/project/rqwMZQBnT2VFdkbaMgz87y . lns nepernsay daiiis -

BIJIKpHIATE 371iBa CIIMCOK 3a toriomMororo kHotku "Explore files". I'enepartist 3a qipyrum i Tpetim

CITMCKOM BiJI0Opa3UThCS MUITXOM IIepeMuKaHHs "oka" Ha (daiinmu example2.typ it example3.typ.

BucHoBku. PosrisHyTa 3ajaua mporpamMHOi TeHepallii Heperiky JTepaTypHUX JDKepen 3

BukopuctanusM BibTeX / BibLaTeX (uactkoBo) daiinmy. Lls 3agada po3s's3aHa ajisi HOBOI

CHUCTEMH HporpamMHoi Komm'ioTepHoi Bepctku Typst. I[IpomemMoHCTpoBaHI HEHOMIKH Ta

0OMEXEHHS ICHYIOUMX 1HCTPYMEHTIB, ITOKa3aHO IO 3aCTOCYBaHHs MeHemkepiB 0i0miorpadii

JUIs KOPHUCTYBadiB 3 HEJNATHHCHKUMHM ajidaBiTaMu Mae Oarato mnpobiem. OOrpyHTOBaHi

nepeBaru Typst sik anbrepHatuBu LualL.aTeX. 3anmpomnoHoBaHo AJi1 KOPUCTYBaviB MEHEKEPIB

6i0miorpadiunuii anroputM. OCKUIBKH KOPHCTYBaudi Cy4aCHHX MEHEIKEPIB MEPEBaKHO HE
caMi CTBOPIOIOTH NocuiiaHHs B popmari BibTeX, a 3aBaHTaXyrOTh iX 3 pi3HHX CalTIB 3 METOIO
iMmopty ix B cBili MeHemkep Oibmiorpacdii, anropuTM HaMaraeTbCs BUIIPABUTH MOXKIUBI

HEJI0JIIKU BUX1AHOT iH(opMarltii i 703BOJISE peanizyBaTy MOCHIAHHS 3 BJaCHUM O(OPMIICHHSIM

okepena. [IpoBeneHa mporpamMHa peamizallifo TeHepaTopa Nepemiky JiTepaTypHUX JpKepel

moBoro Typst, sika mepeBipeHa Ha BuOipui y monan 500 mxepen. PesynpTatu € LiTKOM
3aJOBUTPHUMH JUII BUKOPUCTaHHA B MPaKTW4HIA poOoTi. [loknMkaHHA Ha BHUXITHUH KOX

HA/IaHoO.
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DEVELOPMENT OF A PARSER FOR THE INTEGRATION OF BIBLIOGRAPHY
MANAGERS AND THE TYPST PROGRAMMED COMPUTER LAYOUT SYSTEM
THAT MEETS THE REQUIREMENTS OF THE BIBLIOGRAPHIC STANDARD
DSTU 8302:2015

A.O. Stopakevych!, O.A. Stopakevych?

IState University of Intellectual Technologies and Telecommunications
1, Kuznechna Str., Odesa, 65023, Ukraine
National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Email: stopakevich@gmail.com

Bibliography managers (e.g. Zotero, Mendeley, EndNote) have become an essential instrument for numerous
researchers. The functionality of such systems extends beyond mere information structuring, encompassing the
capacity to import bibliographic details from publishers and journals. This process utilizes the unique identifiers
provided by CrossRef, facilitating seamless integration into the management database. The use of a single
identifier, whether it be a DOI or ISBN, enables the seamless synchronization of bibliographic data, streamlining
the process of bibliographic management. However, researchers who use national bibliography standards, in
particular DSTU 8302:2015, face a lack of a convenient and fully functional solution that allows them to obtain
correctly formatted references based on the database stored in the bibliography manager. Existing CSL-based
solutions have been observed to lack the capacity to provide accurate internationalization and flexibility.
Consequently, it is not possible to generate correct citations according to the rules of DSTU 8302:2015 when using
them. The objective of this research is to develop software technology capable of automatically generating a list
of bibliographic references in compliance with the requirements of DSTU 8302:2015. This will be achieved within
the framework of a contemporary computer typesetting system, Typst, utilizing BibTeX/BibLaTeX format files
as the source of input data. The work presents the development of an algorithm for parsing and processing
bibliographic entries, encompassing lexical analysis of input data, heuristic determination of the source language,
conversion of LaTeX macros and special characters to Unicode, decoding of URLSs, and validation of fields by
source type. In the final formation of the bibliographic description, a token-based approach (content and separators)
is employed, in conjunction with a priority system for resolving punctuation conflicts. A software module has been
implemented in the Typst language that functions independently of external preprocessors. It is notable for its
ability to address ambiguities and common violations of standards when formatting data in BibTeX format. The
parser has been verified on a sample of over 500 BibTeX entities from diverse sources. The result allows Ukrainian
researchers who wish to use the Typst system to seamlessly integrate bibliographic managers that can export
information in BibTeX/BibLaTeX format.

Keywords: DSTU 8302:2015; Typst computer typesetting system; BibTeX/BibLaTeX; bibliography automation;
data parsing; scientific documentation; citation managers.
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EKCIEPEMEHTAJIbHUHI CTEH]I PETHXKAHIPIHTY IIU®POBUX IMMYBJTUYHAX
CEPBICIB: APXITEKTYPA, TAHI, PE3YJIbTATU

FO.€. Xoxmauosal, }0.I. Xasikosal,
J1.0. UepxkacekuiiZ, H.C. 3y6uenko®, JI.0. [lepemerunk®
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[udposizariist myOaiuHMX CEPBICIB i3 HEPEX0AOM A0 KOMIUIEKCHHX IUIATGOPM €IEKTPOHHUX
MTOCTYT CYIPOBOIKYETHCS HEOOXIMHICTIO CHCTEMHOTO PEiHKHUHIPUHTY Oi3HEC-IIpoIleciB Ta
apxiTekTypu iHpOpMamiiHUX cuUcTeM. TpaaWiiiiHi WIXOAM 1O PEIMKUHIPUHTY, IO
CIHPAIOTECS TEPEBaKHO Ha EKCIICPTHE MOJCIIOBAHHS, BHSABISIOTHCS HEAOCTAaTHIMH JUISA
MacImTaOHUX Ta BHCOKO TIIOB’SI3aHMX EKOCHCTEM JEpXKaBHUX e€-ociayr. Y poOorti
3alPONIOHOBAHO  apXIiTEKTYpy  CKCIIEPUMEHTAIBHOTO  CTEHAY A TECTyBaHHSA
HEHpOMEpEeKEBUX 1 AITOPHUTMIYHAX MOJENeH pPeImXHHIPHHTY NH(GPOBUX ITyOIIYHUX
cepgiciB. Ctenn noeanye GisuuHy iHGPaCTPYKTYpy Ha 6a3i BIipTyaai30BaHOTO KJIACTEPY 3
KOHTEHHEPHU30BaHMMH CepBicaMu, MOAYJII TeHepalil HaBaHTAXKEHHs Ta aTak, MiJCUCTEMY
arperaiii Ta aHOHIMi3alii J>KypHaJIB TMOJiH, a TaKoX CEepeloBHIIEC OpKecTpawii
excriepuMeHTiB. ONMCcaHO CHHTETHYHI Ta peajibHi HabOpH JJaHUX, IO BiITBOPIOIOTH THIOBI
creHapii poOOTH MOPTAiB €-TOCIyT, NIMHU IaHUX, JCPKABHUX PEECTPIB Ta MOOUIBHHX
3acTtocyHKiB. HaBemeHo ¢opmanmpHi Momenmi OLIHIOBAHHS SKOCTI PEIHKHHIPHHTY 3a
IHTETpaJbHUMH IHIEKCAMHU TPONYKTUBHOCTI, HAMIMHOCTI, pU3UKY Ta BHUTpAT. PO3MIITHYTO
CIIeHapil MOPIBHSAHHS MPaBHIA-OPi€EHTOBAHUX, IMITAIIHHUX, HEHpOMepeKeBHUX (BKIFOYHO 3
CNN+LSTM i AE+LSTM s anani3y >KypHaliB NOAiH) Ta Tidopuaaux miaxonis. [lomaHo
pe3ynbTaTH EKCIIEPUMEHTIB 13 BapiloBaHHAM apXiTeKTypHHX pilleHb, MapaMeTpiB
HaBaHTAKEHHS Ta TOJITHK MacmTaOyBaHHS CEpBICiB, a TaKOX aHali3 YyTIMBOCTI
IHTerpajJbHUX TMOKa3HUKIB g0 o0OpaHoi crpaterii peimxuHipunry. IlokazaHo, w0
BUKOPHCTAHHS €KCIIEPUMEHTAJIBHOTO CTEHAY Ja€ 3MOI'Y JIOCSATTH 3HIIKCHHS CEepPeJHbOrO
yacy 00poOKu 3anuty e-mocayrd Ha 18—32 % Ta cKopodeHHs pU3UKy 3001B i Yac MiKOBUX
HaBaHTaxeHb Ha 25-40 % mopiBHSAHO 3 TpaautidHuMu migxogamu. ChopMylIbOBaHO
MIPAKTUYHI PEKOMEHAAIlii 100 MOETATHOTO BIPOBAKEHHS aJTOPUTMIYHO IMiATPHUMAHOTO
PEIKUHIPUHTY Y BITOMYHUX 1 MDKBITOMYHX NH(POBHX MIaT(HopMax.

KatouoBi cioBa: enekTpoHHI NyOJiuHI MOCIYTH, PEIHKHUHIPHHT Oi3HEC-TIPOLECiB,
eKCIIEPUMEHTAILHAN CTEeHJ|, KJIAacTep MIKpPOCEPBICIB, JKypHaIM MOIiH, HeHpoMepexkeBi
mozeni, CNN+LSTM, AE+LSTM, iMitariiiiHe MOIEIIOBaHHS, IHTEIPATBHUHN 1HICKC SKOCTI,
udposi maardopmu.

Beryn. Iludposizanis KpUTHUYHOI iHQPACTPYKTypH Ta MacoBE PO3TOPTaHHS CEpPBICHUX
w1aTGopM MOBEPX MEPEX EJIEKTPOHHUX KOMYHIKAIli KapAMHAJIbHO 3MIHUIIHM XapakTep
Cy4JacHUX 3arpo3. Y Mexax riOpuaHux kibeparak MpOTUBHUK MOETHYE MEPEXKEBl, MPUKIIaIH1
Ta COILIOTEXHIYHI BEKTOPH BIUIMBY, ILUIECHPSIMOBAHO EKCIUTYyaTyIOUd Bpa3JIUBOCTI CTEKY
MPOTOKOJIIB, CEPBICHUX KOMIO3HINK 1 OI3HEC-TIPOIECIB, M0 PEali3ylOThCs IMOBEPX
TEJIEKOMYHIKaIiiHOT 1HQPaCTPYKTYpH. Y IUX YMOBaX KJIACHYHI MiXOIU A0 MMPOEKTYBaHHS Ta
eKcIutyartamii IatopM eJIeKTPOHHHX MOCIYT, OpI€HTOBaHI Juile Ha (YHKIIOHAJIBHY
KOPEKTHICTh 1 0a30BY HaJIWHICTh, BUSABJISIIOTHCS HEIOCTATHIMU: TOTPIOHI (opmaiizoBaHi
MOJIeINIl PU3HKY, 3aCO0M 1HTENEKTYalbHOTO aHali3y JIOTiB 1 Tpadiky, a TakoX IHTerpauis 3
CHCTEeMaMM BUSBIICHHS Ta pearyBaHHs Ha iHmuAeHTH (Intrusion Detection System, IDS;
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Security Information and Event Management, SIEM) y nmapaaurmi Zero Trust. Texniuaum
HIATPYHTSIM CYYacHUX IUIaT(HOPM e-TIOCHYT 1 Taly3eBHX HU(PPOBUX CEPBICIB € KOMIO3HIIIi
pPO3MOAUICHHX CEpBICIB Ta MikpocepBiciB. PoOoTu 3 onrumizaiii BUTpaT Ha CepBICHI
Kommo3ullii [ 1] moka3yroTs, 110 BXKe Ha PiBHI «MUPHOTO» (PYHKIIOHYBaHHS BHHHUKA€E CKIIa/JHA
OararokpuTepiagbHa 3a7ada OallaHCYBaHHsS MPOMYKTUBHOCTI, JOCTYIMHOCTI Ta BapTOCTI
pecypciB. Y MO€IHAHHI 3 pe3yJIbTaTaMU EMITIPUYHO OOTPYHTOBAHUX PePEPEHTHUX APXITEKTYP
[6] ue popmye ocHOBY i (OPMAILHOTO ONMCY CEPBICHOI YAaCTMHU MEpEeX EJIEKTPOHHUX
KOMYHIKaIlil, SIKi CTal0Th MIIICHHIO T10puIHUX Kibeparak. Y myOniuyHOMY CeKTopi Ta smart-
city ruraropmax, e Taki KOMIO3UIli MOB’sA3aHl 3 Oi3HEC-TpollecaMy HaJaHHS TOCTYT, 10
TEXHIYHUX (PAKTOPIB JOMAIOTHCS PErYIATOpHI Ta opranizamiiini oomexenns [4,5,11].1ns
Bepu(ikallii MOBEMIHKK CEPBICHUX IIATHOPM Yy pPEAIbHMX YMOBaX aKTHBHO PO3BHBAIOTHCS
HiAXOIU 10 TEPEeBIpKU BiAMOBITHOCTI MOZENEH ICTOPHYHUM >KypHajiaM mofii (replaying
history) [2]. BoHu gaioTh 3MOTy OIiHIOBaTH, HACKLJILKH (hOPMAJIbHO 3MOJICIhOBaHI MPOIECH
BiJINOBITAIOTh (DAKTUYHKUM CIIEHAPisIM POOOTH KOPHCTYBAUiB 1 CHCTEM, III0 OCOOIMBO BAXKIMBO
IpY MOJIEJTIOBaHH1 HACJIIKIB CKJIaJHUX aTaK, TAKUX K firmware-koMIpomeTaliisi MepexeBoro
oOJyiaJiHaHHS 3 ToAaiblMM BTpydaHHsIM y SSL-/TLS-tpadik um ekcrutyaraiiist ciaOKocTen
SNMP y cucremax MOHITOPHHTY. 3aCTOCYBaHHS TAKUX MEXaHI3MIB Y KOHTYPI1 TEJIEKOM-MEPEK
Jla€ MOXJIMBICTh MPOTPABaTH SK IITATHI, TaK 1 aTaKyBaJIbHI CIICHApii, BUABIAIOUN MMPUXOBAHI
TOYKHM BIIMOBH Ta aHOMallbHI MapumpyTu Tpadiky.Oxpemuii OIOK IOCHIHKEHb CTAHOBUTH
IpoIec-MaiHIHT, IKUH PO3IIIsAIac )KypHAIU MOJIIH K IEPBUHHE IPKEPEIo ICTHHH MIoA0 Oi3Hec-
MIPOIIECIB Ta CepBiCHUX creHapiiB [7]. Y moeaHaHHI 3 KIACHYHUMH MiIXO0JaMU CHCTEMHOTO
aHanmizy W mpoekTyBaHHs iHpopmanidHux cucreMm [10,11] BiH mae iHCTpyMeHTapiil s
ABTOMATUYHOTO BIJHOBIIECHHS (DaKTUUHUX MPOIIECIB y PO3MOALIEHUX MIaThopMax Ta HoOy10BU
ixHiX hopmanbHUX Mozenel. Lle KpUTHYIHO ATt Mepexk eNEeKTPOHHUX KOMYHIKaIlil, J1e JIoTika
MapuIpyTH3allii 3alMTiB, MOBE/IHKA OaJaHCYBaJIbHUKIB HABAHTAXKEHHS, MOJITUKU MTOBTOPHUX
cnpob 1 TaliM-ayTiB 4acTO 33Jal0ThCs KOHPITypalisiMU, 1110 €BOJIIOLIIOHYIOTh Y Yacl Ta BaXKO
HiAJIAI0THCSl PYYHOMY aHaJi3y.

3pocTaHHs 00CSTIB MEPEXKEBUX 1 CEPBICHUX JIOTIB MEPEBOJUTH 3aJ]a4l MOHITOPUHTY Ta
ki0ep3axucTy B IUIOMIMHY «BEeTUKUX AaHux». Ormsan [12] migkpecnioe, MO AN TaKUX
CEpEeIOBUIL KJIFOUOBY POJIb BIAIIparoTh MaciiTaboBaHi miaTdopmu 30upaHHs, 30epiraHHs Ta
MOTOKOBOI OOpOOKM JJaHMX, 3/1aTHI MPAlLlOBATH 3 BUCOKOIIBUJIKICHUMM MOTOKaMu moxii. Ha
IbOMY TJ1 TJWOOKE HaBYaHHS JUIsi BHUSBIEHHsA aHoMamiil [3] crae omgHuM 3 0a30BUX
IHCTPYMEHTIB MOJIIIOBaHHS aHOMAJIbHOI aKTMBHOCTI B MepeXax eJeKTPOHHUX KOMYHIKaIliii,
30KpeMa B KOHTEKCTI 3MIIIaHUX (FPaHUYHHUX) PEXUMIB, KOIM Oi3HEc-Jorika CepBICiB 1
MepeXeBUH piBEHb OJHOYACHO 3a3HAIOTH IIJIECIIPSIMOBAHOTO BIUIMBY. ApPXITEKTypH Kiacy
LSTM-mepexx st xmacudikarii 9acoBUX psimiB  [8] TPUPOIHO 3aCTOCOBYBATH IO
MOCHIIOBHOCTEH MepekeBUX makeTiB, 3amuciB IDS/SIEM Ta TpacyBaHHS MIKpOCEpBICHUX
BHUKJIMKIB, TOA1 SIK TJIMOOKI 3amumikoBi Mepexi [13] MoxyTe Oyt 3aiydeHi Jis aHaizy
CKJIaJHUX Bi3yamizaliii abo meperBopeHb NaHMX (Hampukiaj, Byte2Image-npencraBieHb
Tpadiky uu jori).Po6oTH, mpucesveHi ehekTy «XBocTta y MacmTadi» [14], 1eMOHCTPYIOTH,
10 B PO3MOJAUICHUX CEPBICHUX apXiTEKTypax came PiIKICHI, ajie Jy)Ke MOBUIbHI TpaH3aKIii
BHU3HAUAIOTh COPUMHATTS SIKOCT1 CEpBICY KOPUCTYBa4aMHM Ta CTIMKICTh CUCTEMU B 1sIomy. J{ist
Mepex eIEKTPOHHUX KOMYHIKallil, [0 MPaliol0Th B YMOBaxX riOpHIHUX KibepaTak, 11e 03Hayae
HEOOX1/IHICTh MOJIENIIOBaHHS HE TIJIbKU CEpelHIX MOKAa3HHKIB, aje W KpaloBUX CIIEHApIiB,
OB’ s13aHUX 13 BUOIPKOBUM YIOBIUIHHEHHSM YH OJIOKYBAaHHSIM KPUTUYHHUX MOTOKIB. Jl0AaTKOBO,
po0OTH 3 MPHUBATHOCTI TPAEKTOPIM pyXy KopucTyBadiB [9] BKazyloTh Ha (pyHAaMEHTaJIbHI
0oOMEKeHHS aHOHIMI3allii JaHUX y CepeIOBUILAX, 1€ HABITh YACTKOBI CIIOCTEPEKEHHS MOKYTh
OyTH TIOB’s13aHI1 3 KOHKPETHUMU a0OHEHTaMH YW BY3JaMU MEPEXi, IO CTBOPIOE JOJATKOBI
BUKIIMKH ISl TOOY0BH HaBYAIBHUX BUOIPOK AJIsSI CUCTEM BHSIBIICHHS aTak.
AHani3 gocaigxkenn i myOsikaniii. Takum yruHOM, HasSBHUM MAacHUB JTOCIIJIKEHb OXOIUIIOE:
ONTHUMI3AIliI0 CcepBiCHUX KoMmmo3uiliid [1], Bepudikamito Momeneil 3a icropiero momiid [2],
rrOoOKe HaBYaHHS JUIsl BUSABJICHHS aHomamii [3,8,13], koHIENTyalbHI OCHOBH «PO3yMHHX
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MicT» [4], KIacW4Hi Miaxoau 0 3MiHU Oi3Hec-mporieciB [5,11], mpoektyBanHs pedepeHTHHX
apxiTekTyp [6], MeTOI0IOTiI0 MpoLec-MaiHIHTY 7], TUTaHHS MPUBATHOCTI B €TOXY BEIMKHX
nanux [9,12] ta mpobiieMaTuKy MacmTabOBaHOCTI po3nonaiieHux cucrteM [14]. Pazom BoHUM
(GOpMYIOTh TEOpETHYHE i METOAMYHE MIATPYHTS ISt TOOYIOBH MOJIENIEH MEPEK EIEKTPOHHHIX
KOMYHIKaIliii sk OaraTOpPiBHEBUX CEPBICHO-OPIEHTOBAHMX EKOCHUCTEM, ajie Ie HE JarTh
3aBEpIICHOI BIAMOBIAI Ha MUTAHHS, SK caMe IHTETPYBaTH Il MIAXOAW B €IWHUNA PHU3HK-
OpIEHTOBaHMM KOHTYp NpOTUli TiOpuaHMM KiOeparakam. Y HH3I1 CyYacCHHX pOOIT
3arpoNOHOBAaHO BHKOPHCTOBYBAaTH EKCIEPUMEHTAJIbHI CTEHIM Ta TECTOBI IIATGOpMH s
BIITBOPEHHS PEAIbHOI apXiTeKTypu ITU(POBUX CEPBICIB, reHepallii HaBaHTAKCHHsI, 1H €KIIil
BiIMOB 1 300py OararopiBHEBUX >KypHasiB moAii. Taki cTeHIM Aal0Th 3MOTY MOPIBHIOBATH
Tpaauiliiiai, rule-based Ta HelpoMepekeBl MiAXOAU A0 ONTHMI3AIl apXiTEKTypu i Oi3Hec-
nporeciB, BKIIOYHO 3 Moxaensmu kimacy CNN+LSTM i AE+LSTM st aHamizy JIOTiB Ta
MIPOTHO3YBaHHS IHTErPAILHUX MOKA3HUKIB SKOCTI [3,8]. BogHouac y O11b110CT] BUITAIKiB BOHU
OpIEHTOBaHI Ha PEIHXHUHIPUHT MU(PPOBUX ITyOIIYHUX CEPBICIB 3arabHOTO MPU3HAYCHHS TA HE
BpPaxoBYIOTh crnenudiky riOpugHux kibepaTak Ha Mepexi eNeKTPOHHMX KOMYHIKaIlii, 1e
BO)XJIMBY pOJIb BINIrPAlOTh MPOTOKOJBHI BPa3JMBOCTI, MPOIIMBKOBI aTakd Ta B3AEMOMIS 3
JIOMEHHO-CTIeU(PIYHUMU CUCTEMaMH MOHITOPUHTY. BusBrnenuit po3pus Mix: (i) pO3BUHEHOIO
TEOPIEI0 CEPBICHUX apXiTEKTyp, MPOIEC-MAWHIHATY Ta TJIMOMHHOTO aHami3y aHoMmamii [l1—
3,7,8,10-13], (i1) 3pocTarouoro CKIaJHICTIO MEPEX ENEKTPOHHUX KOMYHIKaIlii y smart-city Ta
nepkaBHux 1ouiardgopmax [4,5,11] 1 mpakTHYHUME BUMOTaMHU 10 KiOEpCTIHKOCTI B yMOBax
riOpuaHOi BIHHU Ta BUCOKOPU3UKOBUX clieHapiiB [14] oOyMOBIIOE aKTyalbHICTh MOOYIOBU
IHTETPOBAHOI METOOJIOTIT MOJICTIOBAHHS TAKMX MEPEK. Y Mekax I[iel poOOTH MPOMOHYETHCS
pPO3TISAaTH MEPEXY EJIEKTPOHHMX KOMYHIKAI[iii $K OararopiBHeBYy CHUCTEMY, B AKii
MOHITOPHHT Ta aHajii3 37iiicHIOITBECA B eaumHomy KoHTypi IDS/SIEM i3 3actocyBaHHAM
rimbokux mozaeneit CNN+LSTM, AE+LSTM Tta neperBopens Byte2Image niist yHiikoBaHoi
00poOKM MyJIbTUMOIATIBHUX JaHUX (Tpadik, JOTH, TeIEMETpis).

MeTo0 nOAAJBLINOIO AOCHIAKEHHSI € PO3pOOJIEHHS PHU3HMK-OPIEHTOBAHOI MOJENT Mepex
€JIEKTPOHHUX KOMYHIKalllii B yMOBax IOpuAHUX KiOepaTak, sika IHTErpye CEepBICHI, MEPEKEB1
Ta NPOLIECHI piBHI, 3a0e3neuye hopMalibHEe OL[IHIOBaHHS Bpa3nuBocTeil (3okpema B SSL-/TLS-
ta SNMP-konTekcTi firmware-arak), a Takoxx MiATpUMYe KOHIENIit0 Zero Trust yepe3 TicHY
B3aemoJito 3 IDS/SIEM ta HelipoMepexeBUMU MOJIENIAMU aHaIi3y aHOMalii. i ToCATHeHHs
3a3HAYE€HOT METH HEOOXIJHO: CHUCTEeMATHU3yBAaTH ICHYIOUl MIJXOJIW J10 aHali3y CEpBICHHUX
wiatdopM 1 MepekeBux KypHaiiB [1-14]; chopmyBatu 6araTopiBHEBY MaTeMaTUUHY MOJIENb
PHU3UKY; 3alIPONIOHYBATH apXITEKTYPY IHTETPOBAHOTO MOHITOPHUHIOBO-AHATITUYHOTO KOHTYPY
Ta MPOJAEMOHCTPYBATH ii €(EKTUBHICTh Ha €KCIIEPUMEHTAILHOMY CTEH[ 3 BUKOPHUCTaHHAM
rmbokux mozeneir CNN+LSTM, AE+LSTM i1 neperBopens Byte2Image.

Metoaosorisi Ta apxiTeKTypa eKCIIepHMEHTAJIbHOI0 CTEHAY

Meromomnoriyai  3acaad  JIOCHIDKEHHS CHOpPSAMOBaHI Ha TOOYAOBY NUIICHOTO PH3HK-
OpIEHTOBAaHOTO KOHTYpPY MOJICIIOBAaHHS MEpeX eJIeKTPOHHUX KOMYHIKalii B yMOBax
riopuaaux kioeparak. Ha BiaMiHy BiJ KJIaCHYHUX MIIXOJIIB, 11O aHATI3YIOTh MEPEKEBUHN Ta
CepBICHUI PiBHI OKpeMo, y IIill poOOTI Mepeska po3rsiIaeThes sIK OaraTopiBHeBa KidepdiznuHa
CUCTEMa, JI¢ B3a€MOMIIOTh 1HQOPACTPYKTYpHI KOMIIOHEHTH, CEPBICH EJIIEKTPOHHHMX MOCIYT,
nigcucremu 6e3neku (IDS, SIEM) ta oprani3zaiiiiti 6i3Hec-mporiecu. MeTo00Tis TOETHYE
CHUCTEMHHUM, TPOIEC-MAWHIHTOBUI 1 MAaIlIMHHO-HABYAJIBHUN TMIIXOIW, IPYHTYIOUYHCh Ha
pesyibTaTax ONTHMi3alii CEepBICHMX KOMIIO3UIliH, mpoluec-MalHIHTy Ta TJIMOMHHOTO
BUsBIICHHS aHoMami [1-3,7,8,12-14]. V pamkax 3ampoIlOHOBAHOTO ITJIXOIy Mepexa
€JIGKTPOHHUX KOMYHIKallii abcTparyeTbes y BUTIIsII 6araTopiBHEBOT MOJIENI, 1110 OXOILTIOE: (1)
1HQpacTpyKTypHUH PIBEHHb (MApUIPYTHU3aTOPH, KOMYTATOPH, NUIIO3H JOCTYITY, BKIIOYHO 3
By3JIaMH, IMOTEHLINHO ypakeHMMH firmware-arakamu Ha piBHI SSL/TLS ta SNMP); (ii)
cepBicHUN piBeHb (TiaTdopmu e-mociyr, API-mumo3u, mikpocepicu Oi3Hec-yorikm); (iii)
piBeHb MoHiTopuHTy Ta Oe3meku (IDS, SIEM, tenemertpist); (iv) aHATITHYHUN piBEHb, Ne
peari3yroThbcsi MOJIENl OLIHIOBAHHS PU3UKY Ta TUOWMHHI Helpomepexki. [ KoKHOTO piBHS
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BU3HAYAIOTHCS PEIEBAHTHI NOKA3HUKHU MPOTYKTUBHOCTI, IOCTYITHOCTI, PU3HKY, & TAKOXK TOUKH
300py mepBUHHHX JaHHX (Tpadik, >KypHaJIM TMOAlNA, arperoBaHi MeTpukn).KimrouoBum
€JIEMEHTOM METOJI0JIOT] € Mo0y/I0Ba €KCIIEPUMEHTAIBHOIO CTEHAY, KU BIATBOPIOE TUIIOBY
apXIiTeKTYpy Mepexi eNeKTPOHHMX KOMYHIKalliii 3 iHnterpoBanuM koHtypom IDS/SIEM ta
MIATPUMKOIO CIIeHapiiB riopuaaux atak. CTeH J03BOJISE: TCHEPYBATH KOHTPOJIbOBaH1 Mpodisi
JICTITUMHOTO HABaHTA)XCHHS;, 1H’€KTYBAaTH CKJIQJICHI CIieHapii arak (y Tomy uucm firmware-
Moaudikariii, ekcruryataiiito BpazauBocteir SSL 1 SNMP); 30upatu GararoMomaibHi JIaHi;
TECTYBaTH aJbTEPHATUBHI CTpaTerii 3aXxucTy Ta KOHPirypamii mepexi. Jlorika ioro nmoOynoBu
CIIUPAETHCS HA TIOMEPEIHI HAMpAIFOBAaHHS 31 CTBOPEHHSI CTEHIIB PEIH)KUHIPUHTY ITU(POBUX
nyOTiYHUX CepBiCiB, agamnToOBaHi 10 chenu@iku MepekeBOro piBHSA Ta KiOep3axucrty. Ha
aHATITUIHOMY PiBHI METOI0JIOTIs TIepe10ayae BUKOPUCTAHHS aHCAaMOJTIO INTMOMHHUX MOJIEIICH:
CNN+LSTM nns anHanizy mocnigoBHocTed makeriB i mofmid, AE+LSTM mis moOymoBu
JATEHTHUX MPEACTaBIE€Hb HOPMAJbHOI IOBEJIHKM Ta BHABJICHHSA BIIXWUJIEHb, a TaKOX
nepetBopeHb Byte2lmage s ynidikoBaHoro mpencraBieHHs Tpadiky i JyoriB y dopmi
300paxeHb, TpUIATHUX 751 0OpOoOKH 3ropTKOBUMHU Mepekamu. Lli Momeni iHTerpyrThes y
PU3UK-OPIEHTOBaHY MaTeMaTHUHY CXEMY, Y SIKiil pU3HK BU3HAYAETHCA SIK (DYHKIIisI HMOBIPHOCTI
yCHiIHO1 peanizalii riOpuaHOol aTaku Ta OYIKyBaHUX BTpAT Ha PI3HHUX PIBHAX Mepexi.Takum
YHHOM, METOJOJIOTISA JOCTiKeHHs noeanye: (1) GaraTopiBHEBE MOJENIOBaHHS Mepexi; (2)
eKCIIePUMEHTAJIbHUIN CTEeH[ AJIs BiITBOPEHHS TiOpuaHux atak; (3) enuHuili KOHTYp 300py Ta
norepeIHpOi 00poOKHM nanuX; (4) ancamOibp rmOnHHNX Mojeneid CNN+LSTM, AE+LSTM,
Byte2Image ans BusBieHHs aHoManii; (5) popmainizoBaHi pU3MK-OPIEHTOBAH] MOKA3HUKHU AJIs
MOPIBHSHHS aJbTEPHATUBHUX KOHQITypalliil Ta cTpaTeriii 3axucTy. Y HaCTYIMHHUX MiApO3aiiaax
JIeTaJbHO OINMCAHO AapXITEKTypy CTEHIy, BHKOPHCTOBYBaHI HabOpM JaHUX, MaTeMaTU4Hi
MOJIEITi PU3HKY Ta MPOIeypH HABYAHHS 1 OLIHIOBAaHHS HEHPOMEPEKEBUX MOJICICH.
3arajibHa CTPYKTypa CTeHAY. ApPXITEKTypa €KCIEpUMEHTAJbHOIO CTEHAY MOJIIeHa Ha
YOTHPH B3a€EMOIIOB’ s13aH1 PIBHI:

1. Ingppacmpyxkmypnuii piseno — (Gi3UuHI cepBepH, MepekeBe O00JaJHaHHS, CUCTEMa
BIpTyaii3allii Ta CXOBUIIIA.

2. Pigenv cepsicie e-nociye — KOHTeWHepH30BaHI MikpocepBicH, API-nuto3u, momyni
aBTEeHTH(IKallli, EMYyJISTOPHU JAEPKABHUX PEECTPIB.

3. Ananimuynuii pieens — MOy i 300py KYypHAJIB MOJIiH, CXOBHUIIE TaHUX, 3aCO0M Mpoliec-
MalHIHTY Ta aHAJIITH4HI AApa (HelipomepexeBl i anropuTMiuHI MOJEN).

4. Pigenv  opkecmpayii  ekcnepumenmié — IUIAaHYBAIBHUK CIIEHapiiB, TIeHepaTop
HaBaHTa)XEHHs, KOH(IrypaliiiH1il MeHeKep, Bi3yalli3allisl pe3yibTaTiB.

Jloriuny cxemy apXiTeKTypH CTEHJy MO)KHa OIHUCATU SIK CYKYIHICTh KJacTepy
KOHTEITHepiB, 00’ €IHAHUX BIPTYaIbHOIO MEPEKEI0, 3 TOUKH 30PY SIKOT BiH BIATBOPIOE TUIIOBUI
KOHTYp LM (POBOT IIIaTHOPMH EIEKTPOHHUX MOCTYT: (POHT-EH OPTAJY, CEpBiC IUHH MO/,
KUJIbKa cepBICiB O13HEC-JIOTIKH, IMITOBaHI PEECTPU Ta 30BHILIHI cepBicH (TUIATIXHI LUTIO3H,
CHCTEMH 1IeHTH(]IKAIliT), a TAKOXK MiICUCTEMY TeJIeMeTpii.

HaBenmeni cxemu Bi3yalli3ylOTh YOTHPHUPIBHEBY apXiTEKTypy EKCIEPUMEHTAIHHOTO
CTEHJy PEIHXMHIPUHTY HUGPOBUX MYOTIUHUX CEpBICIB 1 JETami3yloTh B3AaEMOMII0 MIX
1H(PPACTPYKTYPOIO, CepBicaMU €-TTOCITyT, aHATITHYHUMH MOJYJSIMH Ta PiBHEM OpKecTpaii
€KCIEepUMEHTIB. YCi TpH (pparMeHTH pa3oM BiOOpaKalo0Th 3aMKHEHHH IIUKI «EKCILTyaTallis —
MOHITOPHHT — aHaJIi3 — €KCIIEPUMEHT — 3BOPOTHA QIaNTaIlis», Y MeXaX SIKOTO BiITBOPIOIOTHCS
peanicTuyHi Mpo¢iai HaBaHTAXEHHs, 30UPalOThCs >KypHAIM TOiM, 3alMyCKalOThCS MOJENi
CNN+LSTM ta AE+LSTM, a pe3ynbTaTu OLIHIOBAHHS IHTETPaJIbHUX MOKAa3HUKIB SKOCTI
MOBEPTAIOTHCS /10 TOCIIAHUKA JJISl IPUMHSTTS PILICHB 1010 PEIHXKUHIPUHTY.

[Tepmmit dparment (puc. 1) Bizyanmi3ye omnepariiiHui KOHTYP €KCIIEPUMEHTAIbLHOTO
CTEHJy U MO€IHYE J1Ba KIIOYOBI PiBHI: IHQPACTPYKTYPHUI Ta piBEHb CEPBICIB €-MTOCITYT.
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®parmenT 1/3.
IndpacTpyxrypa Ta cepsicu e-nocnyr

Pisens 1.
INDPACcTPYKTYPHWR piben
+ ®iswuni cepsepn
.ese obnaananna
* Bipryanisauin
* Cxomuwia
Pesepsne KomyTatop aapa
CRONGIENAS (10 GbE, VLAN)
OBuMCIOBANLHA KNACTED
(syan 1-3)
Cucrema sipTyanizaui
(KVM / it.)
I
BipTyansha mepexa /
cepsicra wHwa
Pisens 2.
Pisens cepsicis e-no¢nyr
* Mixpocepuicu
+ API-wRI03N
+ AstenTudixauly
+ EmynaTopw peccrpin
¥
Service Bus | ] Business Services Front-end Gateway
(wwa noai#) | = (noria e-nocnyr) (nopran, REST/JSON API)
A A ‘ A
" oubip npogisi
arperosani -
Kyouo nogii_ CTPATEriR BPR |HasaNTaxEra
4 ¥ —t
u L2
Registry Emulators Security & Access nOrW/METPUKI cuewapii Ta
(nepxasHi peecTpu) (aBTenTudixauis/aBTOPUIALIR) jrbubonlomaly HABAHTANXEHHS
P y 3 ®parmenTy 3

Puc.1. [lepumii pparment

JliBa cuHa oOnacte BigoOpakae (i3uuHy U BIPTyalbHY I1HQPACTPYKTypy, Ha SKid
pO3ropTaroThes BCl cepBicH: pe3epBHE cxoBuile NAS, o0uncaoBaNIbHUN KiIacTep 3 By3jiaMu
1-3, cucremy Bipryamzanii (KVM Ta 1H111 rinepizopu) 1 KOMyTarop sijipa 3 miarpumkoro 10
GbE T1a VLAN. Taka koHQirypauis H03BOJIIE€ BiJIOKPEMIIIOBATH EKCIEPUMEHTANbHI
Cepe/loBUINAa, MOJCIIOBATH BIJIMOBH BY3JIB 1 MEpPEXKEBI aHOMallii, a TaKOX 3a0e3reuye
HEOOXIHMI  3amac  MPOAYKTUBHOCTI  MiJA  Yac  HABaHTaXyBaJbHUX  TecTiB.Mix
1H(paCTPyKTYpoOIO Ta NPUKIATHUMHU CEPBICAMU PO3TALIOBAHO JIOTIYHUH eleMeHT «BipryaiibHa
Mepexa / cepBiCHa IIIMHAY, SIKUH BIAMOBIIAE 32 MapLIPyTHU3aLilo TpadiKy M’k KOMIIOHEHTaMH,
CErMEHTAllll0 JJOMEHIB Oe3MeKH I 1HXKEKIII0 TeCTOBUX ClieHapliB aTak. Came Ha 1[bOMY pIBHI
MOXYTbh MOAEIOBaTHCA Bpa3inBocTi npoTtokoiiB SSL/TLS 1 SNMP, nomunku koHpirypamii
MEpPEKEBOT0o 00JIaJTHAHHS, a TAKOK HACHIIKHU firmware-KoMIpomeTallii, 0 € XapaKTepHUMHU
Juis TiOpuAHUX KibepaTak Ha JepkKaBHI e-mociyrd. 3erneHa o0jacTe BijoOpakae piBEeHb
CEpBICIB €-TOCIYT, JIeé pealli30BaHO MIKPOCEPBICHY apXiTekTypy miaTdopmu. KomroHeHT
Service Bus BUKOHY€ poJIb IIMHU NMO1H, 3a0€31e4y0ur aCHHXPOHHUI 00OMiH MOBIJOMJICHHAMHU
MDK cepBicamMu. Business Services MICTUTh TPEAMETHO-OPIEHTOBAHY JIOTIKY €-TIOCTYT
(oOpobOka 3asB, mepeBipkW, 3MiHa craryciB), Toai sk Front-end Gateway iHKamcymiroe
Bebnoptan 1 REST/JSON-API, yepes siki koprcTyBadi i 30BHIIIHI CUCTEMH B3a€EMOJIIIOTH 13
iatdopmoro. Takuii MOALT 1a€ 3MOTY THYYKO NepeOyA0BYBaTH MapIIpyTH 0OpOoOKH 3aIuTIB 1
TECTYBAaTH aJIbTEPHATHUBHI CTpATETii PeIHKUHIPUHTY.Y HMXKHINA 4yacTHHI (parMeHTa rmoka3aHo
Registry Emulators Ta momyms Security & Access. Emynsatopu aepkaBHHUX pPeecTpiB
3a0e3MeyyloTh BIJTBOPEHHS pEaTiCTUYHUX 3aTPUMOK, BIIMOB 1 OOMEXEHb JOCTYILY,
XapaKTepHUX JUIs iHTerpalii 3 30BHIIIHIMY 1HPOpMaLiiHUMH cucTeMaMu. Security & Access
peasi3ye MexaHi3MU aBTeHTH(QIKallll Ta aBTOpHU3allli KOPUCTYBayiB 1 CEpBICIB, 30KpeMa
creHapii Zero Trust, KOJIM KOXEH 3aIHT MEePEBIPAETHCS HE3AIEKHO BiJ PO3TAIlyBaHHS KITI€HTA.
Ile mo3BoJIsiE TOCTIKYBATH BIUTMB MOMITHK O0€3MEKH Ha 3aTPUMKH, HAJIHHICTh 1 CTIHKICTB 10
atak.broku L1 1 L2 ¢ikcyroTs ToOukH 3B’s13Ky mepuoro ¢pparMeHTa 3 iHIIMMHU PiBHAMH CTEHIY.
Yepes L1 mepemaroTbesi KypHaIM TMOMIA 1 METPUKH 10 aHATITUYHOTO PIBHA, 1€ BOHHU
HakonuuytoThes B Data Lake 1 06po0GusitoTbest Mogensmu mporec-mMaitHinry Ta ML/NN. Yepes
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L2, naBmaku, 3 piBHS OpKeCTparii HAIXOJATh CIeHapii ¥ mpodili HaBaHTAKEHHS, IO
BU3HAYAIOTh IHTCHCUBHICTD 1 CTPYKTYpPY 3anuTiB. TakuM 4HHOM, Mepiimid pparmMeHT Gopmye
«}pi3udHE» W CEpPBICHE CEPENIOBHUIIE, B IKOMY PEaIi3yIOThCS €KCIIEPUMEHTH 3 PEIHXKHHIPHHTY
Ta KiOepCTIMKOCTI e-IOCHYT.

®parment 2/3.
AnaniTuunuin pisens

Pisens 3.
AnaniTuunmi pisapsx noris
Ta MeTPUK
* 36ip norin
* Data Lake
* Process-mining
* ML/NN napa

2

Log Collector
(arperauis xypHanis)

Data Lake
(NOrW, METPUKM,\HAHOHIMIZOBAHI AaHI)

Process Mining Core ML Core NN Core
O'M KPUTTR Npouecis, [€ (rpanienTHmi GycTunr, > (CNN+LSTM,
At esipka sianosiaHoCTI) iHwi Moaeni) AE+LSTM)

napaMeTpid
A

¥

Puc. 2. Ipyruii pparmeHt

Hpyruii pparMeHT (puc. 2) netaniye aHaJITUYHUN PIBEHb, Y MeXaX SKOro BiI0yBaeThCs 301p,
30epiraHHs Ta iHTeJIeKTyanbHa 00poOKa JIOTiB 1 METPUK. Y BEpXHill YaCTHHI MOKA3aHO BX1THUIM
650k L1, uepe3 Axkuil HAAXOIATH KYpHAJIN Ta METPUKH 3 ONEPALIHHOTO KOHTYpY (PparmeHT
1/3). Bonu notparmisitots 10 Moayisi Log Collector, mio arperye noaii 3 mikpocepsici, API-
[IUTIO31B, YepT TMOBIJIOMJICHB, 0a3 JIaHWX Ta CUCTEM MOHITOpUHTY.Jlani JIaHIF0KOK 0OpOOKH
BKItouae Preprocessing Engine (ouunieHHs, aHOHIMI3aIlisl, TOOy10Ba MOCIIJOBHOCTEH MOii)
ta Data Lake, ne 30epiratoTbcsi CUPOBHHHI JIOTH, a TaKOXX HOpPMaJli30BaHl, aHOHIMI30BaH1
Ha0OpU TaHUX /71 Mpoliec-MalHIHTy Ta HaBYaHHs Mozesnei. Ha ocHOBI IMX TaHUX MpaliorTh
TpH aHalITU4HI sApa: Process Mining Core (BIAKPUTTS MPOLIECIB 1 IEpeBipKa BIAMOBIIHOCTI),
ML Core (tpaguuiiini ML-Monemni, 30kpema rpanieHTHUil 6yctunr) i NN Core, B akomMy
peanizoBaHo rimuOuHHI apxitektypu CNN+LSTM, AE+LSTM 1 neperBopenns Byte2Image
JUIS aHaJTi3y MYJIbTUMOJABHUX AaHUX (Tpadik, )KypHaJU, TeJIEMEeTpis).

VY HmxkHIM yacTuHi ¢parmeHTta mnokazaHo Evaluation Engine, mo oGuwuciioe iHTerpajibHi
1HAEKCH SIKOCTI, PU3MKY Ta BUTpAT, (OPMY€ MOPIBHSIbHI METPUKH A PI3HUX CTpaTerii
peimxkuHipuHTy. briok L3 BigoOparkae kaHai KepyBaHHS 3 00Ky OpKeCTpallifHOTO piBHSA: Yepe3
Hporo 3 @dparmenra 3/3 HaIXOAATh KOMaHIW IOJAO BUOOpPY Mozenel, KoHQirypamiii Ta
napaMmeTpiB (Hampukiana, siky apxitektypy CNN+LSTM aktuByBaTH, KU mopir aHoMaiii
BCTAaHOBUTH, SIKI CIIEHapii Mpoliec-MaifHIHTy BUKOHYBaTH). Buxinnuii 6nox L4 nepenae no
pIBHS OpKecTpallii y3arajibHEeH1 pe3yjibTaTH OLIHIOBaHHS (3HadeHHs | serv, pU3uKOBI Ta
HOPIBHSUIbHI METPHUKH), SIKI AaJli BAKOPUCTOBYIOTHCS JUIs Bi3yamizallii i MpUHHATTS pillieHb.
Tpertiit pparment (puc. 3) onucye piBeHb OpKeCTpallii eKCIEPUMEHTIB, IKHI 3aMUKA€ LUK
yIpaBIliHHSA Ta 3a0e31euye IHTepaKTUBHY POOOTY JOCHITHUKA 31 CTEHJOM. Y pOXKeBii o0macTi
po3mimeno moayii Dashboard, Scenario Manager, Load Generator, Experiment Controller ta
Config Manager. Dashboard BukoHye poJib IIEHTpY Bizyasti3alii: CI0J1 HaIXOIATh PE3yJIbTaTH
OI[IHIOBAHHS 3 aHATITHYHOTO piBHS uepe3 0s10k L4 (I_serv, pu3ukoBi i MOPIBHSAIBHI METPHUKH),
K1 BIIOOpaXatoThCs y BUTIISAL TpadikiB, TAOIUIb Ta IHIUKATOPIB Y PEXKUMI, HAOJINKEHOMY J10
pEaIbHOro Yacy.
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DparmenT 3/3.
OprecTpaula excnepuMeHTie

Pisam 4.
Pisens oprecTpauil excnepumenTis

+ Cuenapii
* Hasantamenns
* Kowdirypauii
= Blayanizauln

Dashboard

(Bi3yanizauin meTpus,
MOHITOPHHT Y pescuml,
BAMILKOMY A0 PEANSHOMD HACY]

.3 : | . | |

Scenario Manager
{onme cuenapiis A/BIC,
peinmHipUHToni CTRaTer )

Experiment Controller
[KEDYDANIA JAMYCKOM,
IMIHOK KOHGAryRaLiA)

Config Manager
{wabnowm apxiTexTyp,
Bepcil KoMy pauiR)

Load Generator
(npodini HasaKTamenHA AL-A3)

npadini
HABHT AR

wabnoHu
WROHEIrypauiR

cusenapd
ERCEpHMENTIBY

JANYCR/TYNIHHES

I_senv, pranKo:
x P Ta NAPAMETRH MOBENERY

T3 NOPIBHANGH] HOTHUKM

L2
CueHapi Ta
HABAHTAMEHHA
A0 Bparmenty 1

L3

KEPYBAHHA MOSENAMH
Ta KOHIrypauiAMK
[0 DPArMEHTY 2

L4
PEIYNLTATH
OUIHOBAHHA

3 BParMenTy 2

Puc.3. Tperiii pparment

Scenario Manager BiIIoBiza€ 3a ONMUC CLEHApIiiB PEIHKUHIPUHTY # ekcriepuMeHTiB (A/B/C-
cuenapii, anbrepHatuBHi cTparerii BPR, kondiryparuii apxitextyp). Load Generator hopmye
npodini HaBaHTaXeHHS A 1—-A3 Ta iHIII cTpec-cueHapii, Ha OCHOBI SIKUX T€HEPYIOTHCS 3alTUTH
1o matgopmu e-nocayr.Experiment Controller koopauHye 3anyck 1 3ylMHKY €KCIIEPUMEHTIB,
CUHXPOHI3y€ 3MiHY HAaBaHTA)XCHHS, NTEPEMHUKAHHSI KOHQITYpaIliid Ta aKTHBAIIIO BiIIOBIIHUX
Mojieneil Ha aHamiTH4HOMY piBHI. Yepe3 Onok L3 Bin mepemae no dparmenta 2/3 xomaHau
KepyBaHHs MOJEIsIMHU Ta KoH(irypamisiMu (BUOip aJrOpuTMiB, TileprapamerpiB, PEXHMIB
podotu NN Core ta ML Core). Config Manager 3a0e3nedye ynpaBiiHHS [aOJIOHAMH
apxiTeKTyp 1 BepcisiMU KOHirypauiii; yepe3 Oiok L2 cuenapii Ta mpodini HaBaHTaKEHHS
HAIXOIATh N0 onepaniiiHoro KoHTypy (®parment 1/3), nme peami3yroTbcs y BUIIIAL
KOHKPETHHX 3MiH y MIKpOCEPBICHIN apXiTeKTypi Ta npodinax 3anutiB. Takum yuHOM, TpeTiit
dbparMeHT IeMOHCTpYE, sIK pe3yiabratu aHamiTuku (L4) BrummBaroTh Ha (HOpMyBaHHS HOBHUX
cueHapiiB (Scenario Manager, Config Manager), skl y BUIJIs1I HABaHTaX€Hb 1 KOHDIrypamin
(L2, L3) noBepratoThcs A0 omepaiiiiHoro Ta aHamiTHyHOro piBHIB. lle 3abe3mneuye
Oe3nepepBHUN IMKJI yJOCKOHAJIEHHS apXITEKTypH Ta TPOLECIB €-TOCIyr Ha OCHOBI
(dbopManizoBaHUX MOKA3HUKIB Ta HEHPOMEPEIKEBUX MOJIEIIEH.

AmnapartHe 3a0e31e4eHHA.

ba3oBa koHQirypariss eKCHepUMEHTalIbHOIO CTEHAY Iependadae BUKOPUCTAHHS TPbOX
¢bi3nyHMX BY37iB, 00 €HAaHUX y BHUCOKOUIBHJIKICHY JIOKaJbHY Mepexy. s 3a0e3nedeHHs
BIJITBOPIOBAHOCTI Ta MacIITabOBAHOCTI BUOPAHO TUIIOBY KOH(ITypaIlito cepBepiB CEPETHHOTO
piBHs. Y3aranbHeHa crnienugikallis HaBeJeHa B Tab. 1.

Ta6auns 1.
OcHOBHI anapaTHi KOMITOHCHTH CKCIICPUMCHTAJIBHOT'O CTCHAY
Ne KomnoneHt OCHOBHI XapaKTepPHCTHKH [Tpu3HadyeHHs
1 OO0uncmoBaNIEHUN 2 x 8-sanepHi CPU, 64 I'b RAM, | PosropranHs xmnactepy MiKpOCepBiciB e-
By3o01 1 SSD 2 Th, 2 x 10 GbE oCcIayr
2 O6uuncarOBaIbLHUI 2 x 8-anepHi CPU, 64 I'b RAM, | Po3MinieHHs aHATITHIYHUX MOAYJIB, CXOBHIIA
BYy301 2 SSD 2 Th, 2 x 10 GbE KYpHaJIiB, TeHepaTOpa HABaHTKEHHS
OOuncmoBaNEHUN 1 x 12-apepumuit CPU, 128 I'b | TpeHyBaHHs HEHpOMEpEXKEBUX MOJENEH,
3 | By3oxn3 RAM, SSD 4 TB, 2 x 10 GbE 30epiraHHs HaOOpiB JaHUX, OpKecTparis
EKCIIEPUMEHTIB
4 KomyTarop snpa 24-niopToBuid 10 GbE, | CermeHraliss MepeXeBHX IOMEHIB, 130JISIIis
miarpumka VLAN CEpEIOBUILL
5 PeszepBHe cxoBuie NAS 16 T, RAID-6 ApxiBaris XKypHajiB, 30epiraHHs pe3epBHHUX
Komiil KoHdiryparmiit

Ha oGuuciroBanbHUX By3/1aX pPO3TOPTAETHCS cUCTeMa BipTyauisaltii (Hanpukiam, Ha 6a3i KVM
a00 aHaJOTIYHOTrO PIlIeHHA) Ta KJIacTep KOHTEHHepHOI opkecTpartii. s minel qociiKeHHs
CYTTEBUM € HE KOHKPETHUW CTEK IHCTPYMEHTIB, a 3[aTHICTh: IIBHIKO PO3TOPTATH THUIIOBI
KOH(piryparii cepBiciB e-1mociyr; MacmrTadyBaTH abo JerpaayBaTé pPecypcH OKpEeMHX
MIKPOCEPBICIB; 130JIFOBAaTH €KCTIEPUMEHTAIbHI CEPEIOBUIIA BiJl TIPOIYKTUBHUX CHCTEM.
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®YHKLIOHAJIbHA CXEMA JEMOHCTPALLINHOIO BJIOKY

Excrrep AMSHYATTeRN P PVHTY ny6RiuHNX GepsiTE

VLAN 10: E-nocnyru VLAN 20: Ananituka VLAN 30: ML/Training
OBYMC/IOBANIBHUN OB4UC/IIOBANIbHUI OBYUC/IIOBANBHUIA
BY30N1 1 BY30N 2 BY30N 3

KOMYTATOP-SOPA-
¥

24-noprodi 10 GbE
MIATPUMKa VLAN
PE3EPBHE CXOBWLLE (NAS) KNIOYO0BI MOX/IMBOCTI:

NETEH[A: + WenaKe po3ropTanKa cepsicis
M T L]
B O6uncnosansHuh Byson lacwrabysanus pecypcis
* 130nAuin cepeaosmut (VLAN)
Mepexesnit KOMyTaTo|
pex RS * Pe3epene KONIOBAHHA Ta apxisauin

B cxosmuwe namunx (NAS) 16 T6. RAID-6
Apxigauis xypHanis
— OCHOBHWI TPAGIK RaHUX 10 GbE

=== Nepenava noris Ta MeTpux

=== [laHi ANA HaBYaHHA MoaeneR

Puc. 4. JlemoHcTpaniiinuii 070K CTEHAY peai3oBaHO Yy BUIVIAAI TPbOX OOYMCITIOBAIBHUX
BY3JIiB, 00’ € JTHAHUX Yepe3 KOMYTATOP SApa B €IMHY BUCOKOIIBUKICHY MEPEKY 3 TIATPHUMKOIO
VLAN

Oxpemi VLAN-cerMeHTH npu3HaueHi Ui KOHTYPY €-NOCIyT, aHaTITUYHHUX CEePBICIB Ta
ML/Training, 1o J03BoJIsI€ 130JF0BATH SKCIIEPUMEHTAIBbHI CEPEIOBHIINA i BiITBOPIOBATH Pi3Hi
apxiTekTypHi cueHapii. Jlo kimactepa mikio4eHo pesepBHe cxoBuie NAS ans 30epiranHs
KYpHaJiB, JaTaceTiB 1 pe3epBHHX Komii KoH¢irypamid. Ha By3max po3ropraroTbes
BipTyallizallii Ta KOHTEHHEpHa OpKecTpalis, 3aBAsSKH YoMy 3a0e3MedyloThCsl IIBHJIKE
pPO3TOpTaHHS THIIOBHX KOHQITypaliii cepBiciB, MacmTaOyBaHHS YH JErpajallis pecypciB
OKpeMHUX MIKpocepBiciB Ta Oe3evHa 13011 Bl IPOAYKTUBHUX CUCTEM.

IIporpamue 3a0e3nmedyeHHs1 Ta MOAYyJdbHa cTpPyKTypa. I[Iporpamue 3a0e3nedeHHs] CTEHIY
CTPYKTYPOBAHO 32 MOJYJIbHUM HPUHIUIIOM.
Motyni piBHS €-ITOCITYT:

moayab Front-end Gateway — BinTBoproe BeO-opran i REST/JSON API mis MoGinbHEX
3aCTOCYHKIB;

Moy Service Bus — peaiizye acCHHXpOHHY LIMHY MOJIiH MiK MIKpocepBicamu;

Moy Ib Business Services — Habip MIKpOCEpBICiB, 10 Peati3yloTh JIOTIKY KOHKPETHUX €-
nociayr (peectparlist 3asiBH, ONpallOBaHHs, IepeBipKa peecTpiB, GOPMYyBaHHS pe3yabTary);

moayab Registry Emulators — imitaTopu aepskaBHUX PEECTPIB i3 KOHTPOJEM 3aTPUMOK,
BIIMOB 1 IIOMHIIOK;

Moaydb Security & ACCesS — eneMeHTapHa MOJEIb aBTEHTH(IKAIl Ta aBTOpH3AIlil
KOPUCTYBaYiB.
Mopyni 360py i 00poOKHu TaHUX:

Log Collector — arperye »xypHaiau nofiil 3 ycix mikpocepsiciB, API-uut03iB, uepr i 6a3
TIaHUX;

Data Lake — eauHe cxoBuIe s CHPOBHHHHUX JIOTIB, arperoBaHUX METPHUK Ta
AHOHIMI30BaHMX AaTACETIB;
Preprocessing Engine — BiamoBizae 3a OYHINEHHS JIOTIB, AHOHIMI3aIllil0 1 MOOYIOBY

MOCJTIIOBHOCTEH TO/IIH HA PiBHI MPOIIECy, TPaH3aKIlIi i KOPUCTyBaya.
AHaJTITHYHI MOJTYIII:
Process Mining Core — iHCTpyMEHTH BiIKPUTTS IIPOIIECIB 1 IEPEBIPKHU BiAMOBIIHOCTI;
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ML Core — mopmeni MamMHHOTO HaBYaHHS (Tpaji€HTHUN OYCTHHT, BHUMAJKOBI JICH,
perpeciitii Mmojeni);

NN Core — monymi HeripomepexxkeBux mogaeneid CNN+LSTM i1 AE+LSTM nnsa anamizy
JKypHAITIB MOJIH;

Evaluation Engine — o6uucieHHs iHTErpaJbHUX MOKa3HHUKIB IKOCTI PEiHKUHIPHHTY.
Monyni opkecTpallii eKCIepUMEHTIB:

Scenario Manager — ormuc cliieHapiiB HaBaHTaKCHHS, 3MiH KOH(DIryparii i iHIUACHTIB;

Load Generator — reHepamis 3amMTiB 0 €-MOCAYr 13 3aJaHUMH  PO3MOJILIAMH
IHTEHCHUBHOCTI;

Experiment Controller — cunxpoHi3allisi 3amycky HaBaHTaXCHHs, 3MiHH apXiTeKTypH
poOOTH aHATITUIHUX MOIYJIIB;

Dashboard — inTepakTtuBHa Bi3yaiizailisi KJIFOUOBUX METPUK Y PEXHMi OJIM3bKOMY JIO
peaIbHOro Yacy.

Hagenena MotynmpHa porpaMHa apXiTeKTypa pO3TIsIA€ThCA SIK HUTOBUI IPOTpaMHU I
NPOEKT, TPAaKTUYHA peaizailis SKOro OyJe BHKOHAHA B MeEXaxX IMOJAIBIIMX CTalliB
JIOCITIJKSHHSI.
®opmanbHi Moaesai ouiHoBaHHA. /[ MOPIBHSHHS pPI3HUX CTpATerid peiHNKUHIPUHTY
BU3HAYMMO IHTETPAIBHUN 1HIEKC SKOCTI CePBICY Igop, SIK 3BAXEHY CyMY HOPMOBaHHUX
MOKa3HHKIB MPOYKTUBHOCTI, JIOCTYITHOCTI, PU3HUKY Ta BUTPAT:

Lsery = Wi * Tresp + W Auptime + Wy Rpjsic + We - Ceost (1)
1€ Wi, Wy, Wy, W, — BaroBi koedimieatu (W; + w, + w, + w, = 1), Tresp — HOPMOBAHUM
CepeNHIi Yac BiAMOBII, Aumime — HOPMOBAaHA JOCTYIHICTh, R,jqy — HOPMOBaHMIl iHIEKC
pU3UKy (Ha OCHOBi 4YacTOTH 300iB, iHIMAeHTiB), C.,y — HOPMOBAaHi BHTPAaTH Ha
1HQPACTPYKTYPY i MIATPUMKY.

HopmyBanHsT 31IHCHIOETBCS HA OCHOBI MIHIMAJIbHUX/MAaKCUMAJIbHUX 3HA4YeHb IO BCIX
PO3TISHYTUX CIIEHAPIsAX:
v X—Xmin

£ = XHmin_ )

Xmax_Xmin’
ne X — TMOTOYHE 3HAYEHHS TMOKAa3HUKA JUIg KOHKpEeTHOi KoHbIirypauii, Xmin, Xmax
MiHIMaJIbHE Ta MaKCUMaJlbHE 3HAUEHHS 11bOT0 MOKa3HUKA 10 MHOKHHI €KCIIEPUMEHTIB.
AnropuTrMiuHa MOJEIb PEIHXKUHIPUHTY, T100YyJOBaHa Ha HEWPOMEpPEKEBOMY  SApI,
PO3IIIAIAEThCA K QYHKIIIS
d:5x L0, (3)

Je § — MPOCTip CTaHiB apXITEKTYpH (TOIOJIOTiSE MIKPOCEPBICiB, MapaMeTpy MacIITaOyBaHHS,
HOJIITUKU peTparo), L — MpocTip MapamMeTpiB HaBaHTa)KEHHS (IHTEHCHUBHICTb, PO3IMOALI
3anuTiB, Npodiib KOpPUCTyBadiB), a ©® — mpocTip pilleHb LIOJ0 3MIH y Tpolecax i
KOH(piryparii (00’ €aHaHHSA/PO3/IIEHHS CEepBICiB, 3MiHAa MapIIPYyTiB, 3MiHa KBOT PECYpCiB).
Mertoro € 3HaXOKeHHs KOHQirypartii 0, 1mo MiHIMIZYE [gzpy:

0" = argm@}n]serv (015, L). (4)
Jlnis TpeHyBaHHS HeMpoMepe)eBUX MOIeIe BUKOPUCTOBYIOTh CTaHIapTHY (PYHKIIiIO BTpaT Ha
OCHOBI PI3HUIII M1 IPOTHO30BaHUMHU Ta (AKTUYHUMHU IHTErPATbHUMH ITOKa3HUKAMHU:

1 . » 2
£0) =3k, (15, - 19,®)
io

serv

(5)

ne N — KUTbKICTh EKCIEePUMEHTIB, — oOuucrneHe 3HAYEHHS I1HACGKCY s [-TO

eKCIIEPUMEHTY, fs(;)rv (6) — mporHo3 Mozei 3 mapaMeTpamu 6.
Ha0opu nanux Ta cueHapii eKCliepuMeHTiB.
1. CunTeTHYHI Ta peajbHi 1aHi.
Y KOHTEKCTi e-IIOCITYT BUKOPUCTOBYIOTHCSI TPH OCHOBHI THUITH JTAaHUX:
1. XKypnanu nooiti npoyecie (event 10gs) — mocCmigOBHOCTI MOIH, IO OIMUCYIOTh
MPOXOJ/IKEHHS 3as1BU Yepe3 KPOKH MPOLECY.
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2. Ingppacmpyxmypni noeu — xypHanu MikpocepsiciB, API-nutro3iB, yepr moBijjomMiIeHb, 0a3
JaHUX.

3. Aepecosani mempuxku — YacoBl PSAU TPOAYKTUBHOCTI, JOCTYIMHOCTi, BUKOPHUCTaHHS
pecypcis.

Jns TpenyBaHHsS I TecTyBaHHSI MOJENiell 3aCTOCOBAHO KOMOIHAIIIO CHHTETHYHUX 1
peanbHUX (aHOHIMI30BaHM) HAOOpiB MaHMX. CHHTETHYHI JaHI T€HEPYIOThCS CIHEIialbHUM
moyiaem Synthetic Log Generator Ha ocHOBI mapaMeTpU30BaHKX [IA0IOHIB IIPOIECIB €-ITOCTYT
(HampuKIIaa, peecTpamis MICIsl NMPOXHUBAHHSA, OTPUMAHHS JOBIJIKH, peecTpauis cy0’ ekra
MIIMPUEMHUIITBA). Y3aralbHEHY XapaKTEPUCTUKY HAOOPIB JaHWX HaBEJEHO B Ta0I. 2.

AHOHIMI3alisg peaJbHUX JaHUX BUKOHYETHCS LUIAXOM XEIIyBaHHS 1IeHTH(IKAaTOPiB
KOPHUCTYBauiB 1 3asiB, BUJAJICHHS MEPCOHAIBHUX JIaHUX, a TAKOX Y3araJlbHEHHS OKPEMHUX
aTpuOyTiB (HAIIPHUKIIAL, TPYIyBaHHS TUIIIB ITOCTYT 3a Kjlacamu). Takum 4nHOM 3a0e31edyeTbes
30epeKEeHHS CTPYKTYPHHX Ta YaCOBHUX BJIACTHUBOCTEH JIOT1B, HEOOX1THUX JJIs IPOLIeC-MaHIHTY
1 HaB4aHHA Mojenel [18,19].

Taoaunsa 2.
XapaKkTepUCTUKH CHHTETHYHUX 1 pealIbHUX HA0OPIB JaHUX
e Tem Habopy Kinbkicts Tpac Ob6csr chpHx Jixepeno
TIPOIECiB JIOTiB
1 CI/IHTG?[I/I‘{HI/II/I 500 000 R0TE I'eneparop Ha OCHOBI H.I.a6J'IOH1B e-TIOCTIyT,
HaOip S1 KOHTPOJILOBAaHUH NPO(iJIb HABAHTA)KEHHS
2 CI/IHTG?[I/I‘{HI/II/I 1200 000 210 TE Posmupennit TEHEPATOp i3 BBEACHHAM
Habip S2 BHUIIAJIKOBUX 3aTPHMOK, BiZIMOB 1 aHOMaJTiit
3 PeanbHuit HaOip 350 000 60TE AHOHIMI30BaHi JKyPHAITH MIOpTaiy e-
R1 MOCITYT 32 6 MiCSIIIiB
4 PeanbHuit Habip 900 000 170 TE AHOHlMlsoBgle KypHaIH éPI-LHJ'IIO3lB Ta
R2 HIMHY NOAIH LIEHTPaJIbHOT IaTPOpMu

2. ApxiTeKkTypH HeiipoMepe:keBUX MojIeIeii.
Jnis aHami3zy mociiIoBHOCTEH Mo/Iii 1 YaCOBUX PsJIiB 3aCTOCOBAHO JIB1 0a30B1 apXITEKTYpPH.
Mooeno CNN+LSTM. Bxiguumu aaHuMud € Matpuns X € R™F ne T — nomxuHa
MOCIIOBHOCTI (KIJIBKICTh KPOKIB Mpoliecy abo BIKHO yacy), F — KIJIbKICTh O3HAK (TUI MO,
TPUBAIICTb, KOJ CEPBICY, TUIl KJIIEHTA TOILO). 3TOPTKOBI IIApHU BUAUIAIOTH JIOKAIbHI ATEPHU
y YacoBUX BIKHaX, MICAA 4YOro BHUXiJ HagxoauTh a0 LSTM-Onoky ans MozentoBaHHS
JIOBIOCTPOKOBOT JWHaMIKKM. Ha BHUXOJl pO3MIIIEHO MIUIBHUNA IHap, SKUM MPOTHO3YyE abo
IHTETpaJIbHUNA MOKAa3HUK ey, UL KOHQIryparmii, abo WMOBIpHICTh HACTaHHS IMEBHOI MOJIi
(BiIMOBA, 3HAYHA 3aTPUMKA).
Mooenv AE+LSTM. Ha nepiioMy eTari aBTOSHKOJiep Oy/ye JIaTeHTHE NPeICTaBICHHS Z JUis
KOHOI MTOCI1JOBHOCTI MOI1H:
z=Enc(X), X =Dec(2),

ne Enc(:) i Dec(-) — mapamerpu3oBaHi HelpoMmepexkeBi ¢yHkmii. Ilicis HaBuaHHS
aBTOEHKOJIepa Ha 3aBJIaHHI peKOHCTPYKIIii Joris (MiHimizawis || X — X [|?) natenTHi BekTOpH Z
BUKOPUCTOBYIOTbCS SIK KOMITAKTHI OIMCH CTaHiB, Ha SKUX TpeHyeTbca LSTM-monens s
MPOrHO3YBAaHHS METPHUK MPOAYKTUBHOCTI Ta PU3UKY. Takuil MigXiJl 3MEHIIYE PO3MIPHICTh
IPOCTOPY O3HAK 1 MOKpalye cTabibHICTh HaBYaHHs [13,15].
3. CueHnapii ekcnepuMeHTIB.
Byno BU3HaueHO Tpu TPYIH CLIEHApIiB.
I'pyna A: ba3osi cyenapii Ha6anmadicenHs.

Al — piBHOMipHE HaBaHTa)KEHHS MPOTATOM 100U, cepeHs IHTeHCHBHICTh 50 3amuTiB/C;

A2 — nenHni niku (paHok 1 Beuip), 10 200 3anuTiB/c, HiuHe naainHsg 10 10 3anuTiB/C;

A3 — pi3Ki CIUIeCKM HaBaHTAXXECHHs (KaMIaHii 1eKJapyBaHHs, BUILIATH ), KOPOTKOYACHI MIKH
110 500 3anuTiB/c.
I'pyna B: Ingppacmpyxkmyphi nopyuierus.

Bl — nmerpanaiist omHOTO 3 peecTpiB (mocTiiHa 3aTpumka +200 Mc);
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B2 — BigMoBa OIHOrO By3jJda MIKPOCEPBICIB, AaBTOMATHYHE IMEPEPO3TOIITICHHS
HABaHTA)XCHHS,

B3 — nosiBa HecTab1IbHOCTI Mepexi (BUIAIKOBI BTpAaTH MaKeTiB 110 5 %).
I'pyna C: Peinocunipuneosi cmpamezlii.

C1 — Ttpanumiitauii BPR, 3acHoBaHuii Ha eKCIIepTHOMY TIEPETJIs/Il IPOIIECHHUX Jiarpam, 0e3
aBTOMATH30BaHUX MOJICIICH;

C2 — BPR, niarpumanuii nporec-mMaiiHiHroM (mepely10Ba MapIIpyTiB 3a pe3yJbTaTaMH
aHai3y JoriB);

C3 — BPR, niarpumanuit ML-monensmu (rpagieHTHHH OYCTHUHT JUIsl TIPOTHO3Y 4acy
00poOKH Ta BiIMOB);

C4 — BPR, miagrpumanuii Heripomepeskamu CNN+LSTM i AE+LSTM (moBHOIIHHMIMA
AITOPUTMIYHHIA KOHTYP).

KomoGinaris crienapiiB rpyn A i B 3 pisaumu crparerismu rpynu C gae 3MOTy OLIIHUTH
MOBEMIHKY TUTATGOPMH B HIMPOKOMY Jialla30HI yMOB Ta IMPOBECTU JCTaIbHE IMOPIBHIHHS
TPAAUIIIHHUX 1 AITOPUTMIYHUX TT1XO/TIB.

Pe3yabTaTn MO€eII0BAHHA Ta iX aHAJII3.

1. IlopiBHsAHHS cTpaTeriii peiH:KMHIPUHTY

Y Tabn. 3 y3arampHeHO pe3ynbTaTH TopiBHsHHSA crparerii C1-C4 mis cuenapiro A2B2
(IBOXIeHH1 MK HAaBAaHTAKEHHS 3 BIZIMOBOIO OJTHOTO 3 BY3JIiB MIKPOCEPBICIB).

Tadauus 3.
Pe3ynbratu nopiBHSIHHS CTpaTeriii peilKuHipuHry (creHapii A2B2)
Crpareris Omnwic miaxony ,C , %
C1 Tpagunifinuit BPR Ha 0CHOBI eKCIIEpTHOTO aHaNi3y 235119211 0,78
C2 BPR + nporiec-MaiiHiHr (epedyroBa MapupyTiB) 1,90 | 94,8 | 0,62
C3 BPR + ML (rpagieHTHUI OyCTUHT JUIsl IPOTHO3Y HABAHTAXKEHHS) 1,65 | 96,0 | 0,51
C4 BPR + CNN+LSTM, AE+LSTM (rioBHOUiHHUI anroputMiyauii koutyp) | 1,45 | 97,3 | 0,45

JIist KOXKHOI CTpaTerii HaBeAEHO CepenHid 4ac 00poOkM 3anuTy Tresp, YACTKY YCIIIIHO
3aBepIIEHUX TpaH3aKLii Py, Ta IHTErpanbHUMN 1HAEKC SKOCTI Igp,, HOPMOBAHUM Y MeXax
[0;1] (MeHIIE — Kpartie).

Sx BuaHO 3 Tabn. 3, mepexin Bix TpaauuiiHoro BPR (Cl) no ribpuanHux crparerii 3
AITOPUTMIYHOIO MIITPUMKOIO JIA€ CYTTEBE 3MEHIIIEHHS yacy 00poOku 3anuty (Ha 19 % mnsa C2,
30 % s C3 Tta 38 % nnst C4) Ta 30UIBLIEHHS YacTKMU YCHIIIHO 3aBEPIIEHUX TpaH3aKIii.
3HMKEHHS 1HTETPaJIbHOTO 1HAEKCY SIKOCTI lgepy, BiM 0,78 mo 0,45 y crpaterii C4 BimoOpaxkae
KOMIUIEKCHUM e(eKT BiJl onTuMi3alii MapuIpyTiB, aJalTUBHOTO MaclITa0yBaHHS CEPBICIB 1
Kpaloro MporHo3yBaHHs MKOBUX HaBaHTaKEHb.

2. AHaJIi3 9y TJIMBOCTI 10 NPO(iJII0 HABAHTAKEHHS

JUIs OIIHKM 4YyTIMBOCTI pe3yibTaTiB O Mpo(diato HaBaHTaXeHHA OyJ0 NMPOBEICHO CEpilo
excriepuMeHTiB y cueHapisix Al, A2, A3 3i ctparerisimu C1 1 C4. BusiBneno, mio:

* y cuenapii Al (piBHomipHe nHaBanTaxenHs) nepeBara C4 man Cl 3a Tp..s, CTaHOBHUTH
o6mu3bko 18 %, Toni sik y A3 (crmecku o 500 3anwuris/c) — 10 32 %;

* iHTEerpaNbHul 1HAEKC pu3uKy A C4 y cueHapii A3 3MeHIyeTbes B cepeiHboMy Ha 37 %
nopiBHsAHO 3 Cl 3a paxyHOK OifbIl TOYHOI'O MPOrHO3YBAHHS INEPEBAHTAKEHHS PEECTPIB 1
MOTEepEeAHHOI0 MacIITa0yBaHHS PECYPCIB;

* Uil HU3BKUX HaBaHTaXeHb (MeHme 20 3amuTiB/C) PI3HUI MK CTpaTerisiMH HE €
CTaTUCTHYHO 3HAYYMIIOK0, IO Y3TOKYETHCS 3 OUIKYBAaHHSIMH MO0 BILTUBY aJTOPUTMIUHUX
pillieHb Y peXUMax, JaJeKUX BiJ] HACHYEHHS pECypCiB.

Jnst popmarizartii MOHATTS npucKkoperHs PETHXUHIPUHTY BBEIEMO KOS(IIiEHT
(C1)
7'resp
S = 7y (6)

resp
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e Tr(fslzz 1 Tr(fjg — cepenHii yac Bignoiai mist crpareridi Cl 1 C4 BiamosinHo. Y creHapii

A3B2 cepeane 3HaueHHs S pocsrano 1,52, MmO CBiAYKTH MPO TIOHAI IMiBTOpapa3oBe
NPUCKOPEHHS 0OPOOKH 3aIHTIB Y MIKOBUX PEKUMAX.

3. lIpuknan peaJizauii cuenapiio exkcnepumedty B MATLAB Mobile

Jist onepaTUBHOT EPEBIPKH T1IIOTE3 111010 BIUIMBY apaMeTpiB KOH(Irypaiii Ha iIHTerpaabHHUMA
MOKa3HUK [g,p,, OYJIO BUKOpUCTAHO TIpOCTUi mpoToTull Ha 0a3i MATLAB Mobile, sxuii nae
3MOTy JAOCTITHUKY Oe3mnocepeaHbo 31 cMapTdoHa 3amycKaTH IONEPEIHbO ITiArOTOBJICHI
CKPHIITH W MeperyisgaTu pe3yabTatu. OparMeHT JeMOHCTPAIIHOTO KOAy HaBeIEeHO HMKYE

(puc. 5).

v_t 0.38;
w_a 28
w_x 20
w_ 0.20
T_reasp = [2.38 1.90 1.85 1.45]

A_uptime = [0.921 0.9548 0.960 0.9573);

R_risk = [0.12 0.09% 0.07 0.06];

C_cost = [1.00 1.05 1.10 1.12]);

To = (T_resp - min{T_respl)) ./ (max(T_resp) =in(T_resp));
An = (max{A_uptime) A_uptime) ./ (max(A_uptime) min(

Rn = (R_risk - min(R_risk)) F/ (max(R_risk) - sian(R_risk));
Cn = (C_cost - mim{C_comt)) ./ (max{(C_cost) =in{C_comt));
I_serv = w_t*Tn + w_asAn + w_re*Rn + w_ce*Cn;

disp('I_{serv}

disp(I_serv."*);

figure;
bar(l_serv);
gErid em;

set (gea,

xlabel ("
ylabel ("I_{serw}"*

title ("

Puc. 5. ®parmeHT JeMOHCTPAIIITHOTO KOAY

- MopieranHA cTpaterii BPR y cuenapil AZB2
o7
06+ +
0s
fos
: I I .
o
c1 3 ca
4

cz [

Crparers C1-C

Puc. 6. CroBmuukoBa jiarpama MOPIBHSHHS 1HTErPaIbHOTO TMOKA3HHUKA SIKOCTI CEPBICY IS
crpateriii peimxunipunry C1-C4 y cuenapii A2B2.
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[To ropu3oHTaN MO3HAYEHI CTpaTerii, MO BEPTHKaAIl — iX y3arajJbHEHa OIliHKa (YUM
HIDKYE 3HAYCHHS, TUM Kpaluid pe3ynbrat). Haitripmuit pesynpratr nemoHctpye crpateris Cl,
3Ha4HO Kpaii — C2 ta C3, a Halikpanuii cymMmapHHui €(eKT 32 4acoM BiJIITOBIII, TIOCTYITHICTIO,
PHU3UKOM 1 BapTicTIO 3a0e3neuye ctpateris C4.

Ha ocHOBI Takoro Koay IOCIIIHUK MOXE ONEpaTHUBHO MEPEBIPATH BapiaHTH BaroBUX
KOeQIIi€HTIB Wy, W, Wy, W, Ta BI3yaJIbHO OLIIHIOBATH BILTUB 3MiHU MPIOPUTETIB (HAPUKIAI,
aKIEHT Ha MiHiIMi3awii pu3uKy ab0 BUTpAT) Ha BIAHOCHY IepeBary Ti€l 4 iHIIoi cTpaTerii.
OoroBopennsi. OTpuMaHi pe3ynbTaTH OKa3yHOTh, [0 BUKOPUCTAHHS €KCIIEPUMEHTAIBHOIO
CTeHIY, KM TNoeanye ¢i3uyHy iHOPACTPYKTYpy, KOHTEHHEpPH30BaHI CEpPBICH, PO3BUHEHY
cucteMy 300py JIOTIB 1 aHAJNITHYHI MOMYNI, JAa€ 3MOTY MEPEeUTH BIJ EIMi30JAUYHUX O
Oe3mepepBHUX MPAKTHK PEIHKUHIPUHTY Oi3Hec-mporeciB. Ha BiaMiHy Bix TpagumiifHuX
mozener, e BPR TpakTyeTbest sik OKpeMU TMPOEKT 13 PO3POOJICHHS HOBHX PETJIAMEHTIB 1
OJIHOPA30BHM OHOBJICHHSM iH(MopmamiiitHux cucteMm [4,6], 3ampomoHOBaHA apXiTEKTypa
3a0e3reyye CTalui IUKI MOHITOPUHTY, aHaIli3y Ta BHECEHHS 3MiH. AITOPUTMIYHA MiATPUMKA
BUXOAMTH 32 MEXI 3BHYAHOTO MOJEIIOBaHHA W 0a30BOr0 MOHITOPHHTY, CHHPAIOYHCH Ha
cUcTeMaTHMYHUM 30ip eKCIulyaTalifHUX JaHUX 1 iX 1Mojajibllie BUKOPUCTAHHS Ui IPUHHATTA
pimens. VY Ttakiii mocraHoBui BPR ¢yHKIiOHYE SIK 3aMKHEHUI KOHTYP 3BOPOTHOTO 3B’SI3KY.
Kypuanu moniii 1 MeTpuku 30HMparoThes YHi(IKOBaHO Ta Oe3lepepBHO, MpPOIEC-MaiHIHT
BiJTHOBJIIOE pealibHy KapTUHY BUKOHAHHSI IPOLIECIB 1 BUSBIISIE BY3bKi MICIs, a HEHpOMepekeBi
Ta iHm ML-Mozeni 103BOJISIOTH OLIIHIOBATH, SIK MOTEHIIIHI 3MiHU BIUTUHYTh Ha y3arajibHEHi
MOKAa3HUKHM SIKOCTI cepBicy. Pi3Hi BapiaHTH apXiTekTyp 1 KOH]Iryparmiii momnepeaHbo
BIJIIPAIIbOBYIOTHCS Y BIIOKPEMIICHOMY CEpPEIOBUILI CTEHAY, A€ MOXKHA 0€311€YHO MO/IETIOBATH
BiJIMOBH, ITIKOBI HaBaHTAXCHHS Ta aHOMAJIbHI CLIEHapii, MICIs YOr0 HalyCIHINIHINI PilICHHS
HEPEHOCATHCS 10 MPOIYKTUBHOTO KOHTYpY. Lle 3HMKYye pU3HMKH JUIs KIHIIEBUX KOPUCTYBAYIB 1
CKOpOYYy€ Yac BIIPOBAJKEHHS OHOBJIEHb. [lopiBHSHO 3 poOoTamMM, y SKHUX ONTHMI3allis
30cepe/keHa Ha OKpPEMHUX acleKTax, TakuxX sK OanaHCyBaHHs HaBaHTaxeHHS API abo
macmTaOyBaHHd 0a3 gaHux [5,9,17], 3anpomoHOBaHUM MiAXiJ JO3BOJISE MpalfoBaTH 3
KOMIUIEKCHUM IHTETPAaJbHUM TIOKa3HUKOM, MIO TOEIHYE TPOIYKTUBHICT, JOCTYIHICTD,
PU3UKH Ta BUTpaTH. /{1 myOiyHOTO CEKTOPY 1€ Ma€ MPUHIMIIOBE 3HAUEHHSI, OCKUIbKH OY/Ib-
AK1 pelHKUHIPUHTOBI PillIeHHs OBHHHI OJIHOYACHO BPaXxOBYBaTH TE€XHIYHI, OpraHi3aliiiHi Ta
Oro/KeTHI oOMeskeHHs [ 1-3], a He JuIIIe ONTUMI3alliI0 OKPEMUX TEXHIUHUX MapaMeTpiB. Pazom
3 TUM OTPUMaHI pe3ylbTaTu CIiJ] PO3TJSAATH 3 ypaxXyBaHHSIM HasBHUX oOMekeHb. HaBiTh 3a
BUKOPUCTAHHS pealbHUX aHOHIMI30BaHUX JIOT1B HE BAA€THCS MOBHICTIO BIATBOPUTH MOBEIHKY
KOpPHUCTYBadiB y TPOAYKTUBHIM CHCTeMi, a CHHTETUYHI JdaHi, c(OpMOBaHI Ha OCHOBI
napaMeTpU30BaHUX MIa0JIO0HIB, MOXKYTh HE OXOIUIIOBATH PIAKICHI I HETHIOBI MAaTEPHH, ILIO
IHKOJIM MalTh KPUTHYHMM BIUIMB Ha HajaidHICTh 1 Oe3meky [18,19]. Heiipomepexesi
apXiTEeKTYpH, K1 3aCTOCOBYIOTHCSI 11l TPOTHO3YBAHHS HABAHTAXKEHHS Ta BUSIBIICHHS aHOMaITil
(CNN+LSTM, AE+LSTM), € pecypcOMICTKMMH i BUMararOThb PETEIbHOI'O HaJalllTyBaHHS
rineprnapameTpiB; y peaJlbHUX yMOBaX OpraHH BJaJiy HE 3aBXIU MAIOTh JIOCTYII 10 HEOOX1AHOT
oOumcioBasIbHOT  1HMpacTpykTypun Ta KBamidikoBanux ¢axiBuis [12,13]. Kpim Toro,
IHTEeTrpaJIbHUNA TOKAa3HUK SKOCTI 3aJIeKUTh BiJl BUOOPY BaroBUX KOEQIIIEHTIB, 10 33al0ThCs
€KCIIEPTHO, TOMY 3MiHa IIPIOPUTETIB MI>K YaCOM BIJIIOB1/I1, pIBHEM PU3HKY Ta BUTPATaMU MOXKeE
MPU3BECTH JI0 IHIIMX BUCHOBKIB IIOJ0 ONTHUMAJbHOI CTparerii. Y HHUHINIHIA Bepcii cTeHay
0e3MeKoBl acleKTH, BKIYHO 3 MeXaHi3MaMu 1JeHTU(IKalli, 3aXUCTy KaHaJiB 1 MPOTUALT
CKJIaJHUM aTakaM, peaji3oBaHi Juile Ha 0a30BOMY piBHI Ta MOTPEOYIOTHh MMOJANBIIOTO
nocuieHHs. [lepcrieKTHBH PO3BUTKY €KCIIEPUMEHTAIFHOTO CTEHIY IOB’s3aHi 3 TIMOIION
IHTETpaLi€lo Mporec-MaifHIHTy W HelpoMepexeBUX MOojeNel, 00 MPOTHO3M II0A0 PU3MKY
3aTpUMOK a00 TepeBaHTaXEHb aBTOMATHYHO 3amyckayiu JiokaabHuii BPR 13 mepeOymoBoro
MapuIpyTy i HOJAIBIINM TECTYBaHHSAM 3MiH Ha CTeH/1. BaXIMBUM HANIPsIMOM € MOJICITIOBaHHS
CIIeHapiiB MDKBIAOMYOI B3a€MOJIii, OCKITBKH CYYacHI1 €-TIOCIAyrd 0a3ylThCs Ha CKIQJHHUX
JAHLIOKKaX OOMIHY JaHMMHU MK PI3HUMH OpTaHaMH BJIaJH, IPUBATHUMU MTOCTaYaJIbHUKAMH
Ta 30BHIMIHIMH T1aTdopmamu [2,3]; 1is bOro HEOOXiTHE JOTIOBHEHHS CTEHy CErMEHTaMHU,
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10 IMITYIOTh BiJJOMYi CHCTEMHU Ta THIIOBI BIJIMOBH YM HECYMICHOCTI MIX HMMH. [lomambina
iHTerpamis 3 KOHTypamu Oe3leku W JOBipH, 30Kpema 3acToCyBaHHS MiaxoniB Zero Trust,
PO3IIMPEHUX CHUCTEM MOHITOPUHTY ¥ kopemsmii momiii (SIEM) Ta Mopeneil BUSBICHHS
aHoManii Ha ocHOBI AE+LSTM, 31aTHa mepeTBOPUTH CTEHJ Ha €AMHY IUIarhopMmy JUis
OJIHOYACHOI OMTHMI3alii MPOJYKTUBHOCTI Ta KidepcTiiikocti e-mocayr [9,16]. Ha ocHoBi
HAKOMMYCHUX EKCIEPUMEHTIB JOUiTbHO (opmyBatn Oi0IIOTEKY THIOBUX IIAOJIOHIB
PEIHKUHIPUHTY, SKa MICTUTUME OIHUC THUIIOBUX MPOOJIEMHHX CHUTYyaIlidi 1 TepeBIpeHUX
apXITEeKTYPHUX pillleHb, 10 JJO3BOJIUTH MPAKTUKaM ONepaTuBHO migouparu crenapii BPR as
CHUCTEM 13 MOJIIOHUMHU XapaKTEPUCTHKAMH.
BucHoBku. Y my0uikamii mpeacTaBIeHO HUTICHY apXiTEKTypy €KCHEePUMEHTAIBLHOTO CTEHIY
JUISL peIHXKUHIPUHTY MUGPPOBUX MYyOJIYHUX CEPBICIB, IO IHTETpYE (Hi3UUYHY 1IHPPACTPYKTYDPY,
KJIacTep KOHTEHHEPU30BAHUX MIKPOCEPBICIB, MiJcUCTEMY 300py JIOTIB Ta aHAIITUYHI MOIYIIL.
BunisnieHo 4oTupy JIOTIYHI PiBHI — €-IIOCIYT, 300py 1 00pOOKHM aHWX, aHATITUYHHUHN Ta PiBEHb
OpKecTpallii eKCIIeprUMEHTIB, — SIKI pa3oM (OPMYIOTh 3aMKHEHHUN KOHTYp «EKCIUTyaTarlis —
MOHITOPHUHT — aHaJli3 — eKCIIEPUMEHT — aianTanish». OKpeMo ONucaHo B1ITBOPIOBAHY arapaTHy
KoH(irypamiro Ha 0a31 TPhOX OOYHCIIOBAIBLHUX BY3JIB, MEPEKEBOTO KOMyTaropa Ta
PE3EpBHOIO CXOBHINA, A TAaKOXX IIO€JAHAHHS CHHTETUYHHUX 1 AHOHIMI30BAaHUX pEAJbHUX
JlaTaceTiB, MO0 OXOIUTIOIOTh JKYpHAIM MpOIeciB, iHQpacTpyKTypHi JIOTM W arperoBaHi
METPUKU. 3alpONOHOBAHO IHTETPAJbHUNA IOKA3HUK SKOCTI cepBicy, SKUH 00’€nHye
POAYKTHBHICTb, JOCTYIHICTh, PU3UK 1 BATPATH T CIYT'YE €INHOIO METPHUKOIO JIJIsl IOPIBHSAHHSA
pi3HUX cTpaTerii peimkuHipuHry. Ha #oro OCHOBI BHMKOHAaHO TOPIBHSUIBHHUN aHami3
TPaIUIIIfHOT €KCIIEPTHOT CTpATerii Ta TPhOX AITOPUTMIYHO MIATPUMAHUX BapiaHTIB, BKIIOYHO
3 MOBHOLIIHHUM HelpomepexeBuM KOHTYpoM. [lokazaHo, 110 nmepexia A0 TiOpuaIHuX cTpaTerii
13 BUKOPUCTAHHSIM €KCIIEPUMEHTAJIBHOTO CTEHIY 3a0e3Ieuye CKOPOYEHHS CePEeIHBOrO 4Yacy
00pOoOKM 3amuTIB OpIEHTOBHO Ha 18-32 BIJICOTKM Ta 3HIKEHHS PU3MKY 300iB y MIKOBHX
pexumax 10 25-40 BiACOTKIB MopiBHSAHO 3 KiacuuHuM BPR-migxonom. Ha anamitmunomy
piBHI peamizoBaHo Ta BunpoOyBaHo mozeni Tumy CNN-+LSTM i AE+LSTM nna ananizy
JKYpPHaJIIB MOJINA 1 IPOrHO3YBaHHS BIUIMBY apXITEKTYPHUX 3MIH Ha IHTErpajibHI MOKa3HUKU.
[Toka3zaHo, 10 MO€JHAHHS MpOLEC-MalHIHTY, KIacHYHUX ML-MeToaiB 1 IMHOMHHUX Mepex
J03BOJIAE HE JIMILIE TOYHINIE OLIHIOBaTH CTaH Iuiatopmu, a W OyayBaTtu cleHapii
NPEBEHTHBHOIO MaclmTa0yBaHHS Ta 3MIHM MapHIpyTiB 0OpoOku 3amnutiB. JlomaTkoBo
npogemMoHncTpoBaHo BukopuctanHs MATLAB Mobile sk nerkoro 1HCTpyMEHTY JUIst
IHTepaKTUBHOI POOOTH 3 BaroBUMH Koe(illiEHTaMH Ta EKCHpPEec-OLiHIOBAaHHSIM BapiaHTIB
pelHXUHIpUHTY. Pa3oM 3 THUM HarosomeHo Ha HU3ll OOMEXEHb: HEMOXJIMBOCTI MOBHOTO
BIITBOPEHHSI pEAJbHOI MOBEIIHKM KOPUCTYBadiB y JaOOpaTOPHHUX YMOBax, 3Ha4HIl
PECYPCOMICTKOCTI HEHPOMEPEKEBUX MOJIENIEN, a TAKOXK UYTJIMBOCTI IHTETPATILHOTO 1HAEKCY 10
excrepTHoro Bubopy Bar. Lle Bumarae obepexHoi iHTepIpeTanii pe3yabTaTiB 1 MOJAIbIIOr0
BJIOCKOHAJICHHSI METOAMKHU. [IpakTHyHi HACTIAKKA POOOTH 3BOJATHCS /10 TAKUX PEKOMEHIAIIii:
pO3ropTaT CTEH[ SIK BTOPHMHHUN KOHTYp JAJS BiANPAIIOBAaHHS PEIHKUHIPUHTOBUX pillIEeHb
nepes MEepPeHECeHHsIM Y TPOIYKTHBHE CEepe/IOBUINE; BUKOPUCTOBYBATH CHHTETHYHI JIaHI Ha
eTarli NepBUHHOIO HaBUYaHHS MOJIeNel 3 MOAAIbIINM IOHABYaHHAM Ha aHOHIMI30BaHMX JIOTaX;
IHTErpyBaTl Mpollec-MalHIHT, HeWpomepexeBl MOJAETl Ta MEXaHI3MHU AaBTOMAaTHYHOIO
posropTaHHs KOHGIrypariil ans peanizaiii 6e3nepepBHoro nukiay BPR; posmmproBatu crena
KOMITOHEHTaMH O€3MEeKH ¥ CIIEHApIIMH MIDKBIJOMYOT B3a€MOJIi JJIsI KOMIUIEKCHOI OITIHKH
CTIMKOCTI JIep’KaBHUX IU(PPOBUX MIATPOPM.
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The digitalization of public services with the transition to complex electronic service platforms is accompanied by
the need for systemic reengineering of business processes and information systems architecture. Traditional
approaches to reengineering, which rely mainly on expert modeling, are insufficient for large-scale and highly
connected ecosystems of public e-services. The paper proposes the architecture of an experimental stand for testing
neural network and algorithmic models of reengineering digital public services. The stand combines physical
infrastructure based on a virtualized cluster with containerized services, load generation and attack modules, an
event log aggregation and anonymization subsystem, as well as an experiment orchestration environment.
Synthetic and real datasets are described that reproduce typical scenarios of e-service portals, data buses, public
registries, and mobile applications. Formal models for assessing the quality of reengineering based on integral
indices of performance, reliability, risk, and costs are presented. Scenarios for comparing rule-based, simulation,
neural network (including CNN+LSTM and AE+LSTM for event log analysis), and hybrid approaches are
considered. The results of experiments with varying architectural solutions, load parameters, and service scaling
policies are presented, as well as an analysis of the sensitivity of integral indicators to the selected reengineering
strategy. It is shown that the use of an experimental stand makes it possible to achieve a reduction in the average
processing time of an e-service request by 18-32% and a reduction in the risk of failures during peak loads by 25—
40% compared to traditional approaches. Practical recommendations are formulated for the phased implementation
of algorithmically supported reengineering in departmental and interdepartmental digital platforms.

Keywords: electronic public services, business process reengineering, experimental stand, microservice cluster,
event logs, neural network models, CNN+LSTM, AE+LSTM, simulation modeling, integral quality index, digital
platforms.
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PO3POBKA TA JOCJII)KEHHS METOIB BUSHAUEHHSA HAJIMHOCTI
TEH3OMETPUYHHUX 3ACOBIB

C.B. LHeHI[pI/IKl, O.B. FOJ‘IOBaLIOBaZ, A.B. €menp®

Hamionansuuii yHiBepcuTeT «O1echKa MOJIITEXHIKaY)
1, lleBuenka np., Oneca, 65044, Ykpaina
Emails: e.v.shendryk@op.edu.ua®, holovachova@op.edu.ua?, 6849765@stud.op.edu.ua’

VY poboTi mpoaHaizoBaHi CydacHi METOIM BH3HAYCHHS HAMIMHOCTI amapaTHHX 3aco0iB 3
METOI0 BU3HAYCHHS HaWOUTBII iCTOTHHX (aKTOPiB, MO BIUIMBAIOTH HA JAHWH IMOKa3HUK, a
came HapoOITKy Ha BiIMOBY (4acTOTH BiZIMOB), iHTCHCHBHOCTI BiJIMOB, TEPMIiHY CITy>KOH
mpucTporo. SIK OCHOBHI METOOW BH3HAUCHHS HANIHHOCTI amapaTHHX 3aco0iB
BUKOPUCTOBYIOTBCS: CIIPOIICHUA METOJ BH3HAYCHHA HAMIHHOCTI, METOX pPO3PaxyHKY
HaIiHOCTI MNpPUCTPOiB mnpu audy3iiHOMY 3aKoHI HapoOITKy /[0 BIIMOBH, METOJ
PO3paxyHKy HaJIHHOCTI MPUCTPOIB MPH CKCIIOHCHTHOMY 3aKOHI HapoOiTKy 10 BiIMOBH.
[TpuBoaMTHCS MOPIBHSIBHA XapaKTEPUCTHUKA PeailbHO OTPHUMAHMX JaHUX 3 TEOPETUYHUMHU
pe3yabTaTaMH BCiX OMHUCAHUX y pOOOTI METOIIB. POOUTHCS BUCHOBOK, IO y3araibHIOYHN
METOJI PO3pPaxyHKy HAJIHHOCTI € caMUM ONTHMAJBbHHUM NpPU OTPUMAaHHI MOKa3HUKA
CepeIHbOTO HApOOITKY OO0 BIAMOBH Ta IOCTYIHHM U eQEKTHBHHM I pPO3PaXyHKIB
MTOKAa3HUKIB HaJIHHOCTI. 3a3HAYAETHCSA, IO KPIM iIMOBIPHICHHX XapaKTEPUCTHUK, MOXKIIHBE
OTpPUMaHHS BapTiCHO-HMOBIPHOCHHX XapaKTePHCTUK NMPUIJIANY, IO € OCHOBOIO PO3POOOK
METOJIMK PO3paxXyHKY ONTHMAIFHOTO MIOKa3HUKA IiHA/HATIHHICTb.

KiarouoBi cioBa: TeH30MeTpis, amapaTHi 3aco0H, HAIIHHICT, METOAM BU3HAUYCHHSI
HaJIHHOCTI, HATIPAITIOBAaHHS HA BIIMOBY

Beryn. Ha choroniHi icHYIOTh 3arajibHi MiIXOIU 10 PO3PAXyHKY HAAIMHOCTI, HE 3 OIJISAY Ha
KOHKPETH1 0COOJIMBOCTI BUpPOOY, IKUI po3poliisieTbes abo € Bxke po3pobiienuM. Ha xxanb, He
ICHY€ YHIBEpCAJIbHOTO METOJy, SIKMMl OuM MOkHa Oysio 3acTocyBaTH 10 OyAb-SKOTO THITY
HNPUCTPOiB: IUPPOBUX, AHAIOrOBUX, riOpuaHux. Kpim TOro, HeoOXiHO BpaxoByBaTH U
CTPYKTYPY 3B'3Ky €JEMEHTIB y MPHUCTPOi, IO NPAKTUYHO s KOXKHOTO IPHUCTPOIO €
1HaUBIAYyanbHO. [lifcyMyBaBIM BUllle cKka3aHe, MOYKHA 13 YIIEBHEHICTIO 3aTBEp/KYyBaTH, 1110
PO3paxyHOK Ha/JiHHOCTI KOHKPETHOI'O NMPHUCTPOIO MOBUHEH 31MCHIOBATUCS 1HIUBIAYyalbHO, 3
00JIIKOM BCiX HOro KOHCTpYKTUBHUX OCOOJIMBOCTEH 1 BUKOPUCTOBYBAHOI eJIeMeHTHOI 6a3u. I3
4Oro MOXHa 3p0OUTH BUCHOBOK, 1110 po3paxyHok HaxaiitHocTi AL sxuil 3acrocoByeThCs AMst
NEPEeTBOPEHHS CUTHAJIB TEH30JaTUYMKIB, SIK IPU 3Ba)KyBaHH1 O0'€KTIB, 110 pyXarOThCs, TakK 1
JUIsl BA3HAYEHHSI HATATY TPocCiB, 110 miaTpumytoTh TBEJI Ha aToMHIl cTaHIlii, € HOBUM Ta O€3
CYMHIBY akTyaJbHHUM 3aBJaHHAM. LlikaBUM Tak camMO MpeJICTaBiIA€TbCS I 3iCTaBICHHA
pO3paxoBaHOi BEMYMHM HAJIMHOCTI 3 BapTICTIO BHPOOY, TOOTO 3 BapTICTIO BUKOPUCTAHOI
€JIEMEHTHOT 0a3H, KJIJacOM BUTOTOBJICHHS JAPYKOBAHOI IJIATH, AKICTIO NaKH, SKICTIO KOPITYCY,
ne Oyze po3MillleHui TOTOBHUM NPUCTPi (BOJI0-, TETUIO130JISIIIS) 1 T.1.
Mera poOOTH. MiABUINECHHS TOYHOCTI BHU3HAUEHHS HAMIMHOCTI amapaTHUX 3aco0iB s
TeH3omeTpii st tocsirHeHHs 11i€l MeTH nepeadavaeThCsl BUPIIIUTH TaKi 3a/1a4i:

— TIOPIBHATU XapaKTEPUCTUKH PI3HUX METOJIB BU3HAYEHHS HalIHHOCTI amapaTHUX

3ac00iB;
—  Ha OCHOBI BHCHOBKIB PO3pOOMTH y3arajbHIOIOUMI METO]] BU3HAYCHHS HAJIIHOCTI
arnapaTHUX 3ac001B AJIsl TEH30METPii.

OcHoBHa 4yacTHHA. J[OCT/PKEHHS MOXJIMBUX METOJIB BU3HAUEHHS HAIIMHOCTI amapaTHUX
3ac00iB UIg TEH30METpii MOKa3alo, 110 HaWOUIbII JOUUTBHUMH MOXXYTh OyTH HACTYIHI
meroau [1-5]:
Chnpoienunii MeToJ BU3HadeHHs1 HajiiiHocTi. J[o mepeBar gaHoro merony 0e3 CyMHIBY
BIJTHOCSITH NPOCTOTY MPOBEIEHHS PO3PaxyHKiB, a, K HACIiJOK L[bOTO, PaXylOTh CKOPOUYECHHS
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yacy, HEOOXITHOTO /I PO3PaxyHKIB, TPYJAOMICTKICTh PO3paxyHKIB, 3HHKEHOI B JEKUJIbKa
pasiB. CrpolieHuii MeTo/l BU3HAUYCHHS HAJIMHOCTI amapaTHHX 3aco0iB Uil TEH30METpii He
BHMarae 3Ha4yHO1 KUJIBKOCT1 BX1IHUX JaHUX, [0 CIPOIIIYE MOIIYK HEOOX1THUX MapaMeTpiB.

SIK HemONIKM BHUIUISIOTH HEMOXJIMBICTD PO3PAaXyHKY IHTEHCHBHOCTI BiJIMOB, CEpPEIHBOTO
HapoOITKy Ha BIiIMOBY ¥ IMOBIPHOCTI O€3BiIMOBHOI pOOOTH 3 ypaxyBaHHSIM MEXaHIYHUX
pexxuMiB podotu. Takox A0 HEJOMIKIB JaHOTO METOAY MOXHA BIIHECTH T€, [0 HEMOXKJIMBO
MIPOBECTH PO3PAXYHOK HAAIHHOCTI I KOKHOT MIKPOCXEMH OKPEMO, 1110 3HHIKYE BIPOTiTHICTh
OTPUMAaHUX Pe3yJIbTaTiB.

Metoa po3paxyHKy HaAiHHOCTI mpuctpoiB npu audysiiiHnomy 3akoni (DN-po3moain)
HapoOiTKY /A0 BiAMOBHM. be3CyMHIBHUMH TiepeBaraMu MJaHOTO METOAY € HACTYIHI:
MOXJIMBICTh PO3paxyHKy HaQAIHHOCTI TPUCTPOIO 3 ypaxyBaHHAM Oe3midi  (akTopis,
MOYJIMBICTh TPOBEACHHA PO3PAXyHKY SK JUIS MPUCTPOIO B LIJIOMY, TaK 1 Juig HOro
KOMITOHEHTIB, MOXJIMBICTh OJCp)KaHHS pe3yJbTaTiB Yy pPeKUMi 30epiraHHs amapaTHOro
3ac00y, MOMJIMBICTh MPOBEICHHS PO3pPaxXyHKY HaIIHHOCTI Y BHIIAJKy, KOJU IHTEHCUBHICTb
B1JIMOB €JIECMEHTIB 1 KOMIIOHEHTIB € (DYHKIIIE€IO Bijl Yacy, BUKOPUCTOBYETHCS HAa OCTATOUHOMY
PiBHI pO3paxyHKy HQAIHHOCTI IPHUCTPOIO.

Opnak, METO PO3PAaXyHKY HAJIHOCTI anmapaTHUX 3aco0iB Mpu AU]y3iiiHOMY 3aKOH1

HapoOITKy /J0 BIIMOBH Ma€ W psA HEIOJIKIB: TPYJOMICTKICT PO3pPaxyHKIB KPHUTEpIiB
HAAIMHOCTI, Yepe3 HEOOXiJAHICTh MPH PO3PAXyHKYy MAaTH BEIUKY KIIbKICTh BXITHUX NaHUX,
BUHUKAIOTh CKJIAIHOIII MOIITYKY EPBUHHUX KPUTEPIiB, IO 1HOJII € KOMEPLUIHHOI TAEMHHIICIO
bipmu-BupoOHUKa. Y Oaratbox Bumaakax (st 6aratbox BUPOOiIB) HEMAe Py HEOOXiIHUX
CTaTUCTHYHUX JIaHUX, OTPUMAHMX NpPHU eKcIuTyaTamii abo MEeTOJOM eKCIePUMEHTY B
7ab0paTOpHUX yMOBax, HEMOXJIUBICTh PO3PaXyHKy KOMIUIEKCHHX MOKA3HUKIB, IO
XapakTepU3yIOTh TOTOBHICTh ¥  €(QEKTHBHICTh BHKOPUCTAHHS  aHAIOTO-IH(POBOTO
nepetBoproBaya CUM-A04.07.1.
Metoa po3paxyHKy HaAiHHOCTi NPHCTPOIB NPH €KCIIOHEHTHOMY 3aKOHi HApoOiTKYy 10
BiiMoBu. [lepeBaru HacTymHi: SIKIIO0 NMPUCTPINA BiIpOOUB, MPUILYCTUMO 4Yac T Oe3 BiAMOB,
30epirmm A = const, TO i MoJaNbLINi po3noaLT Yacy 6e3 poOoTu Oyae TakuM, K Y MOMEHT
NEepIIOr0 BKJIIOUEHHS; MpU A = const 3HAYHO CHPOIIYETHCS PO3PaXyHOK HaAIMHOCTI
amapaTHOro 3acoOy JUIsl TeH30MeTpii i IHTEeHCUBHICTh HaWOUIbIIE YacTO BUKOPHCTOBYETHCS
K BXIJIHUM TIOKAa3HUK HAAIMHOCTI €JeMEeHTa abo CXeMH B IIJIOMY B IHIIMX METOJax
PO3paxyHKy HaJIMHOCTI MPHUCTPOIB; 3a JOMOMOIOI0 JaHOTO METOAY BH3HAUYEHHS HaAIHHOCTI
JIOCUTD JIETKO BUOMpATH IHTEpBaJU, Yepe3 sIKI BapTo POoOUTH NMpodiIakTU4HI poOOTH, IO €
HEOOXiMHUM Juis  30epe’keHHsT BUCOKOI  HAagiHHOCTI  poOOTH  aHAIOTO-IU(POBOTrO
NEepEeTBOPIOBaYa; €KCIIOHEHTHUN METOJ J03BOJIs€ OOUYUCIIUTU HE TUIbKU OCHOBHI MapameTpu
HAJIMHOCTI, TaKi SK IHTEHCUBHICTh BiIMOB, HAPOOITOK Ha BIIMOBY, IMOBIPHICTH 0€3BiIMOBHOT
poOoTu BHUpOOY MpOTSIroM MEBHOTO IHTEpBaly Yacy, ajle€ ¥ HacTymHI BaKJIMBI
XapaKTEepUCTUKHU: cepellHi TepMiH 30epiraHHs M I1HTEHCHUBHICTh BiAMOB BUPOOY mpHu
30epiraHHi; METOJ] EKCIIOHEHTHOIO pO3MOJALIY YacTO 3aCTOCOBYETbCA MJIs ampiOpHOTO
aHaizy, TOOTO J03BOJIIE HE JAy)Xe CKIaJHUMHM pPO3paxyHKaMu OJepXkaTh TMPOCTi
CIIBBIIHOIIIEHHS NapaMeTpiB; MOXJIMBICTb CTUKYBaHHS 3 IHIIMMHM METOJIaMU PO3PaxyHKY
HAIIIHOCTI amapaTHUX 3ac00iB.

Heponiku BUsBIEHI Taki: NPUIYHIEHHS HOPO EKCIIOHEHTHUH pO3MOAUT I1HTEpBalLy
0€e3B1IMOBHOI pOOOTH O3HAYae, 110 MPUCTPINA HE CTapi€; JaHUH METOJl BUKOPUCTOBYETHCS Ha
CTaisX TIOYAaTKOBOTO W OPIEHTOBHOTO PIBHAX PO3PAXYHKY HAMAIMHOCTI  BHUPOOY;
TPYAOMICTKICTh MOIIYKY BXITHHUX JaHUX.

Ha mincraBi mpoBemeHMX MAOCTIDKEHb W aHai3y BCIX JIOCTOTHCTB W HEIOJIKIB
KO>KHOT'O 3 METO/IiB MOKHA 3pOOMTH HACTYIIHI ONEPEHI BUCHOBKH:

— BCl METOJM BU3HAYEHHS HAAIWHOCTI amapaTHUX 3aco0iB JUIsl TEH30METpii MPOBOJSATH
pO3paxyHOK IIOBHOI OCHOBHOI HOMEHKJIATYPH TIOKA3HHWKIB HAIIMHOCTI, a TaKOX

PO3paxyHOK HaJiHHOCTI MPHUCTPOIO, CXEMa PO3PaxXyHKY HAaJIHHOCTI SIKOTO MICTUTh
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pi3HI BUAM 3'€IHAHHS CKJIQJOBHUX YacTHH 1 CIOCOOM KOHTPOJIO  iXHBOI

Mpare3aaTHoCT,

— PpO3TJSHYTI BHINE METOAM PO3PAXyHKY HAMIHHOCTI amapaTHUX 3aco0iB s
TEH30MeTpii MOCTymHI AK (axiBusgM B 00JacTi HagiHOCTI, Tak 1 Oe3mocepenHbo
IH)KeHepaM-CXeMOTEXHIKaM 1 KOHCTPYKTOpaMm;

— I OOIpYHTYBaHHS BHOOpPY METOAY PO3paxyHKy HaJIHHOCTI MPHUCTPOIO HEOOXiaHa
BEJIMKA KUIBKICTh BIIMOB (CTaTUCTUYHMX JAaHUX) 3 MOSCHEHHSIM (PI3UYHUX IPOIECIB,
110 BiI0YBalOTHCS B IPUCTPOI MTEpPeT BIAMOBOIO;

— TpH pI3HUX 3aKOHAX pO3MOAiLTY HApoOITKy 10 BIIMOBH, 3HAUYEHHS CEPEAHLOTO
HapoOITKY /10 BiIMOBH, IHTEHCHBHOCTI BiIMOB i IMOBIpHOCTiI 0€3BiIMOBHOI POOOTH,
0o0YHMCIeHl MO0 THM CaMHM BXIJHHUM JIaHHM, MOXYTh 3HAYHO BIAPIZHATHCA. Tomy
3HAUEHHS YMCJIOBHX XapaKTEPUCTHK CHIBHO 3aJlie)KaTh BiJ TUITY Mepen0adyBaHOTO
po3mnoaury HapoOITKy 10 BimMoBU. OT)Ke, MUTaHHIO BUOOpPY METOAY BHU3HAYCHHS
HaIHHOCTI amapaTHOTro 3aco0y JUii TEH30METpii HEOOXiIHO MPHUAIIATH OCOOIUBY
yBary 3 BIAMOBIJIHUM JOKa30M HaOJMKEHHS TEOPETUYHHX U EKCIIepUMEHTAbHUX
JAHUX;

— TMPOAHATI3YyBaBIIM BHWINE BUKIAJCHI HEIOJNIKM W TepeBar METOJMIB BU3HAYCHHS
HAIMHOCTI armapaTHUX 3acOo0iB JIJIs TEH30METpii, Aii/IeMO BUCHOBKY PO AOLIIBHICTD
PO3pPOOKH y3araJlbHIOIOYOTO METOAY IMOBIPHICHOI OIIHKM HAJIMHOCTI aHajIoro-
u(ppoBOro MEepeTBOpPIOBayYa, MO0 BKIIOYAE HE TUIBKU JOCTOTHCTBA PO3TIISIHYTUX
METOJIIB, ajie¢ ¥ JI03BOJISIE JIOJAATKOBO BHISIBUTH E€KOHOMIUHY CKJIaJ0BY. Po3paxyHOK
HAJIMHOCTI amapaTHOro 3aco0y A TEH30METpii 3a JOMOMOIOK JAaHOTO METOIY
MOBUHEH OyTH MaKCHUMAaJIbHO 00'€KTHBHHUM i JJOCTOBIPHHM.

Y3arajJbHIOKYMH MeTO BU3HAYEHHSI HAAIMHOCTI anmapaTHuX 3aco0iB JJI TeH30MeTpil.
HeoOxigHicTh pO3pOoOKH JaHOTO METONY BUXOIUTH 13 aHAi3y BWINE OMUCAHUX METOMIIB
BU3HAUEHHS HAAIMHOCTI, IXHIX JOCTOIHCTB 1 HemonikiB. Tomy, g Toro mo0 oaep>kaTu
HAUOUTBI TOCTOBIPHI JMaH1 WMOBipHOCTI Oe3BiqMOBHOI poboTu AIIIl, a 3HAYMTH BHUPIIATH
3aBAaHHs BU3Ha4YeHHs HaniiHOCTI AL i3 BUKOpUCTaHHSAM Majoi KiJIbKOCTI BXiJHUX JaHUX,
HEOOX1THO OYyJI0 CTBOPUTH METOJ, IO BPaXxOByBaB OM HE TUIbKU 1HTEHCHUBHICTH BIJMOB,
HapoOITOK Ha BiJMOBY, IMOBIpHICTb 0€3BIIMOBHOi POOOTH MPOTATOM IEBHOTO IHTEPBATY
yacy, aje ¥ cepenHiil TepMiH 30epiraHHs, IHTEHCHBHICTh BIJMOB amapaTHOro 3aco0y Npu
30epiranHi. OTxe, y3arajJpHIOIOUYHMIA MeToa YBiOpaB B cebe HaiOuIbII 3HAYMMI OCHOBHI
napamMeTpH ¥ XapaKTepUCTUKH HAIIMHOCT, HEOOX1TH1 /sl BUPIIICHHSI 3aBJIaHHS.

ITpu po3pobui y3aranabHIOIOUOTr0 METOJy BU3HAUEHHS HAJIIMHOCTI amapaTHOTroO 3aco0y
JUIS TEH30METPIi B YMOBaX HEOJIIKY BXITHUX JIAHUX BBAXKA€MO, [0 IHTEHCUBHICTH BIIMOB
JIOCITI/PKYBAHOTO aHAIOTO-IIU(POBOTO MEPETBOPIOBAYA € MOCTIHHOK BEITHYHUHOIO (A =CONSt),
TOOTO MPOTATOM CTPOKY EKCILTyaTamii BiJICYTHI AerpafalliiiHi MPOIECH, M0 BUKJIHKAIOThH
CTapiHHA, BTOMY, 3HOIIYBaHHS U T.1. Buxoasuu i3 uporo, npuitMeMo K MOJeNTb HaAIiMHOCTI
JTAHOTO arapaTHOro 3aco0y €KCIOHEHTHUH PO3MOALT CepelHbOr0 HAapOOITKy /10 BIIMOBH. A
BUXOJNUTh, IMOBIPHICTh O€3BIIMOBHOI po0OOTH sK (YHKIIS Yacy HiANOPAIKOBYETbCS
€KCTIOHEHTHOMY 3aKOHY:

P(t)=e™"

Takoxx mpu po3poOIli y3araIbHIOIOYOTO METOJy HE BPAaXOBYIOTHCS TaKi IapamMeTpu
MIKpPOCXEMH SIK SIKICTh BHUTOTOBIIEHHS, YMOBH €KCILTyaTallii, eleKTpUYHI HaBaHTAKCHHS B
cXemi, TIJIBHINICHY TEeMIIepaTypy HAaBKOJMIIHBOTO CEPEOBHUINA, BOJOTICTh, 30UIbIIEHI
BiOpamii, ymapu ¥ T.i., TOOTO BBAaXAE€TbCsA, L0 amapaTHUl 3acid eKCIUTyaTyeThCsl B
HOPMAJTBHHX KJIIMAaTHYHUX YMOBaX.

OcCHOBHMUMH TapamMeTpaMH € I1HTEHCUBHICTb BiJIMOB HapoOITOK [0 BIAMOBU M
IMOBIpHICTh 0e3BiIMOBHOI poOoTH npotsarom 10000 roauH.

Sx 06a3oBi Meromu AN PO3pOOKH  y3arajbHIOIOUOTO METOAY MPOMOHYETHCS
BUKOPUCTOBYBATH:

— CIpOIIECHHI METO]l BU3HAYEHHS HAIIHHOCTI,
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— METOJ pO3paxyHKy HaJlIMHOCTI MPUCTPOIB MPU €KCIIOHEHTHOMY 3aKOHI HapoOITKy
IO BIJIMOBH.

[Ipu pospaxynky nHaxaiiiHocTi ALl mepenbavaeTbcs, 10 BIAMOBH €JIEMEHTIB 1
KOMIIOHCHTIB € HE3aJC)KHUMH BUNAJKOBHUMH TOJISIMHU, SKi IMiTKOPSIOTHCS E€KCIIOHEHTHOMY
3aKOHY pO3MOALTY. Y 3B'3Ky 3 YHIBEPCAIbHICTIO E€KCIOHEHTHOTO 3aKOHY pO3MOAUTY i
CHPOILEHHIM PO3PaXyHKIB MPUIMAETHCS TIMOTE3a MPO T€, 10 BCI IHII MPOLECH OMUCYIOTHCS
TaK0 €KCIIOHEHTHUM 3aKOHOM PO3MO/ILTY.

CyThb JaHOTO y3araJbHIOIOYOTO0 METOIY MOJISTae y TOMY, IO 3HAIO4YM (PakTHYHY M
HOMIHAJIbHY TIOTYKHICTh PE3UCTOPIB, (DAaKTUUHY W HOMIHAJIBbHY HaIpyry KOHIEHCATOpPiB, a
TAaKOXX THII MIKpOCXeMHM (aHajoroBa 4u IH(pOBa) MOXKHA 3HAUTH IHTEHCHBHICTH BiJIMOB
eJIeMeHTa, CepeAHiii HapoOITOK 10 BIAMOBH, TaMa-TPOLUEHTHUH pecypc, IMOBIPHICTH
0€3BiIMOBHOI POOOTH MPOTATOM 33JaHOTO IHTEPBAJTYy 4Yacy, IHTEHCHBHICTH BiJJMOB MpHU
30epiraHHi, CEpeIHIi TepMiH 30epiraHHs, a TAKOX Y -BIJICOTKOBHI TepMiH 30€piraHHs, 110 J1a€
MOYJIMBICTh MIPOTHO3YBATH TOYHHI CTPOK €KCILTyaTallii Bcboro Bupo0y [1-5].

B ocraTounomy Buai po3paxyHOK HaAIMHOCTI armapaTHOTO 3aco0y IJis TEH30MeTpii 3a
JIOTIOMOTOI0 y3arajibHIOI0YOTr0 METOY CJIiJl IPOBOIUTH TAKUM YHHOM:

1) BusHa4yaeTbCs THUI €JIEMEHTAa W 3HAXOIATHCS KOC(DIIIEHTH HAaBaHTAXKEHHS 3a
dbopmynamu:

- JUIsl TPAaH3UCTOPIB
K=Pc/Pc max,
ne Pc — paxTrdHa NOTYXHICTb, IO PO3CIIOETHCA HA KOJIEKTOPI,
Pc max — MmakcuMaabHO MPUITYCTHMA TOTY>KHICTh PO3CIIOBaHHS Ha KOJIEKTOPI.
- JUIS T10M1B
K=Il/Imax ,
ne | — bakTuyHMit cTpyM,
Imax — MmakcUManbHO MPUITYCTUMUIN CTPYM.
- JUTsl KOHJIEHCATOPiB
K=U/Un ,
ne U — ¢hakTuyHa Hampyra,
Un — HOMIHAJIbHA HaIpyra KOHJIEHCATOpA.
- JUIs pe3UCTOpiB 1 TpaHchopMaTopiB
K=P/Pu ,
ne P — (hakT4Ha NOTYXHICTh PO3CIIOBAHHS Ha €JIEMEHTI,

Pn — HOMIHANIBHA OTYKHICTb.

2) Io 1OBiHUKY BH3HAYAETHCS Ao IS IAHOTO EIIEMEHTY

3) BusHavaeTbcsl IHTEHCUBHICTD BIZIMOB IPYITH €JIEMEHTIB 1O (GOpMYyJIi:

N
A= Z ni/llki '
i=1
ne Ni — KUTbKICTh €JIEMEHTIB 200 KOMIIOHEHTIB Y cXeMi

Ai - IHTEHCHUBHICTh BIJIMOB 1-TO €JI€MEHTY a00 KOMITIOHEHTY

Ki — KoedilieHTH, 0 BPaxOBYIOTh HABAaHTA)KEHHS Ha €IEMEHT, YMOBH €KCIUTyaTallii,
KOHCTPYKTUBHI 1 TEXHOJIOT1YH1 BIMIHHOCTI ¥ T.1.

4) Tlpu eKCIIOHEHTHOMY 3aKOHI pO3MOALTY HapoOITKy 1O BIIMOBH E€JIEMEHTIB 1
KOMIIOHEHTIB amapaTHOro 3aco0y MMOBIpHICTH 0€3BIIMOBHOI pOOOTH 1-TO €leMeHTy abo
KOMITOHEHTY BU3HAYA€THCS 110 (POPMYIIi:

R (t) =exp(=4 (1))

Tomi
N
P (t) = exp[—(2 nA)t] = exp(-4t),
i=1
ne A — IHTEHCHBHICTH BIJMOB amapaTHoOro 3aco0y (mapameTp MacmrTaly po3MOoALTy
B1JIMOB)
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5) IHTCHCHBHICTH BiZIMOB €JIEMEHTY IIpH 30epiraHHi CTAHOBHUTH:

Ay, =4 Ao k
Xp = eep Xp
/16.2.
6) CepeaHiii TepMiH 30epiraHHs CTAHOBHTH:
tO.xp = ﬂvxp-l
7) v -BiICOTKOBHH TepMiH 30epiranHs (Y =95%) CTaHOBUTS:

_ 95
Lo =)

Po3paxoByrOThCsl XapaKTEPUCTUKKA HAIIHOCTI KOHCTPYKTHBHHX eJeMeHTiB (puc. 1)
koHkpetrHoro AL[IT CM-A04.07.1 Ta BU3HA4alOThCsl IHTEHCHBHICTh Bi]MOB i HMOBIpHICTb
0e3B1IMOBHOT pOOOTH BCi€l cXeMH 3a I0ITOMOTOIO:

— CIIPOIIEHOTO METOAY BU3HAUCHHS HAJIIHHOCTI,

— MeToy AU(y31HHOTO 3aKOHY HApOOITKY 110 BiIMOBH;

— METOAY €KCIIOHEHTHOT'O 3aKOHY HapOoOiTKY 10 BiJIMOBH;

— y3araJbHIOIOYOT0 METO1y BU3HAYCHHS [TapaMeTpiB HAIIHOCTI.

[TopiBHIOIOYM peabHO OTPUMAaHI JaHi 3 TEOPETHUHUMU PE3yJIbTaTaMH BCIX OMUCAHHUX
y poOOTI MeTOmiB, MOXHa 3aTBEP/UKYBATH, IO Yy3aralbHIOIOYUH METOJ PO3PAXYHKY
HagiiHOCTI € camuM ontuManbHUM st ALIIT CMM-A04.07.1 npu oxepkaHHI TOKa3HUKA
CepeqHBOr0 HApOOITKYy [0 BIAMOBM Ta JOCTYIHUM W €QEKTUBHUM [UIsI PO3pPaxyHKiB
MOKAa3HUKIB HaJidHOCTI. OAHAaK, K BUIHO 13 rpadika, po3poOsieHui MeToA MOoKazye s
CHUM-A04.07.1 pocToBipHi pe3yabTaTH WMOBIPHOCTI O€3BIIMOBHOI POOOTH, a TaKOXK
BCTAHOBIIIOE HAHOUTBII ONHM3BKI IO pealbHUX JaHUX, SKi OTPUMAaHi JJIsi BUCOKOIIBUIAKICHOTO
MoyJis aHanoroBoro BBoay/BuBoay Micro PC: 5710-1 (cepenniit yac HapoOITKy /10 BiIMOBHU
70,2 poku). Januit mogyns 5710-1 mo cBOIX OCHOBHHUX XapaKTEPUCTUKAX JIy)KE CXOXKHH 3
nocmimkyBanum ALl CHMM-A04.07.1, a 1e Jae MOXIMBICTH CTBEp/DKYBaTH, IO
y3arajJbHIOIOUUHA METOJ, MOXE BHUKOPHCTOBYBaTHCS sK i momudikauiin ALl CHUM-
A04.07.1, Tak 1 A7 TPUCTPOIB MAaKCHUMAalbHO HAOMMXKEHHX 3a CTPYKTYpOIO 3B’SI3KY
€JIEMEHTIB, 1110 MalOTh CX0’KI KOHCTPYKTUBHI OCOOIMBOCTI i OCHOBHI XapaKTEPUCTHUKH.

1

1
0,995 /

0,99

2
a 0,985
3
0,98
4
0,975
0,97
0 2000 4000 6000 8000 10000 12000 14000 16000

1
Puc. 1. BaranpHuii rpadik 3anexxHocTi 0e3BiAMOBHOI poOoTH Bia vacy: 1 — cnpouieHuit
METOA; 2 — METOA eKCIHOHEHTHOTO 3aKOoHy; 3 — Merolx Judy3iiHoro 3akoHy; 4 —
y3arajJibHIOKYUN METO/T

BucHoBku. OCHOBHI HAyKOBI 1 MPaKTUYHI pe3yabTaTH pOOOTH MOJATAIOTH Y HACTYITHOMY:
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— IIPOAHAJII30BaHO Cy4YacHI METOJM BW3HAYCHHS HAJIMHOCTI amapaTHUX 3aco0iB 3
METOI0 BU3HAYCHHSI HAMOLIBII iCTOTHHX (DaKTOpiB, IO BIUIMBAIOTh HA JAHWUH TOKA3HUK, a
came HapoOITKy Ha BiAMOBY (4acTOTH BiJIMOB), IHTEHCHBHOCTI BiJI]MOB, TE€PMiHY CIyXOu
npuctpor. JloBeaeHo, M0 KIACMYHUMHU METOJaMU HEMOXIJIMBO YITKO BHM3HAUUTH JaH1
napametpu st ALIT y 3B’ 43Ky 3 THM, 110 BOHU HE BPaXOBYIOTh KOHKPETHHUX OCOOJIMBOCTEH
po3pobseHoro BupoOy. lleit ¢dakt miaTBepKYye TOUUIBHICTE PO3POOKH  YAOCKOHAICHOT
METOAMKH PO3PaxXyHKY HaJlIHHOCTI.

— MOPIBHIOIOUM peaJlbHO OTpUMaHi JlaHi 3 TEOPEeTUYHHMHU pe3ylbTaTaMu BCiX
OMMCAHUX Y POOOTI METO/IIB, MOKHA 3aTBEPIXKYBATH, 110 Y3araJbHIOIOUNNA METO] pO3paxyHKy
HafaiiHOCTI € camuM ontuManbHuM st ALIIT CMM-A04.07.1 npu oxepkaHHI TMOKa3HUKA
CepeIHbOTO HApOOITKYy 110 BIAMOBH Ta JOCTYITHUM # e(QEeKTHBHUM Uil PO3paxyHKiB
[MIOKA3HUKIB HAIIHHOCTI.

— KpIM IMOBIPHICHUX XapaKTEPUCTHK, MOKJIUBE OJICpKaHHS BapTICHO-WMOBIPHOCHHUX
xapakrepuctuk AL J{ist nboro HeoOXinHO CTBOPUTH 0a3y AaHUX BCiX BUKOPHUCTOBYBAHUX Y
OPUCTPOI  €NEMEHTIB 3 HEOOXiMHUMH MapaMeTpaMd JUIsl PpO3paxyHKy WMOBIPHOCTI
0e3BiIMOBHOI pOOOTH i BapTOCTI KOHKPETHOTO €JIEMEHTa. 3 ypaxXyBaHHSIM ILIbOIO MOXKIIMBO
Oyze 31CTaBUTH, HAPUKIIAA, 3aMiHy PE3UCTOPIB 3 OUIBLIINM KOe(DilliEeHTOM HAaBaHTA)KEHHS Ha
MEHIIIHUH 1 TOKa3HUKAMH, 0 BUTUIMBAIOTH HA HAJIIWHICT M BApTICTh IPUCTPOIO.

— JIOCJTIJKEHO 3arajibHy METOJIUKY PO3pPaxyHKy HAIIHHOCTI JJIS BCiX EICKTPOHHUX
MPUCTPOIB 3 METOI0 PO3POOKU y3arallbHIOIO40i METOJUKH PO3paXyHKY YacTOTH BIAMOB ISt
ALII six 6a30B01 METOUKH ISl MOAATBIINX PO3POOOK METOAMK PO3PaXyHKY ONTHMAIbHOTO
MOKAa3HWKa MiHa/HaainHicTh s ALITT.

— 3aIPONIOHOBAHO BHKOPHUCTOBYBATH PO3pOOJICHY METOIWKY BH3HAUCHHS IOKa3HUKA
[iHA/HAAIMHICTG 11 BUKOHAHHS eKchpec-aHamizy pizHux Monaudikamiii AL, a Takox
MPUCTPOIB, MAKCUMAIIBHO HAOIMKEHHUX 32 CTPYKTYPOIO 3B 513Ky €JIEMEHTIB 1 KOHCTPYKTUBHUX
0co0sMBOCTEN. € MOXIMBICTH CTBOPEHHS Ha/ajl BUUEPIHOI 0a3u JaHUX BUKOPHUCTOBYBAHUX
B AIII enemMeHTIB Juisi 3py4yHOCTI BHOOPY 3aMOBHHMKOM IpU MIHIMAJIbHIA BHUTpaTi yacy
HEOOXITHUX KOHCTPYKTUBHUX uyacTuH ALIIl; mporHodyBanHs HaaiHOCTI W LIHW JUIs
monupikosanoro im AL
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DEVELOPMENT AND RESEARCH OF METHODS FOR DETERMINING
THE RELIABILITY OF STRAIN GAUGES

Y.V. Shendryk?, O.V. Golovachova?, A.M. Yemets®

National Odessa Polytechnic University
1, Shevchenko Ave., Odessa, 65044, Ukraine
Emails: e.v.shendryk@op.edu.ua’, holovachova@op.edu.ua?, 6849765@stud.op.edu.ua®

The work analyzes modern methods for determining the reliability of hardware in order to determine the most
significant factors affecting this indicator, namely the time to failure (failure rate), failure intensity, and device
service life. The following are the main methods for determining the reliability of hardware: a simplified method
for determining reliability, a method for calculating device reliability under the diffusion law of time to failure,
and a method for calculating device reliability under the exponential law of time to failure. A comparative
characteristic of the actually obtained data with the theoretical results of all the methods described in the paper is
given. It is concluded that the generalized method for calculating reliability is the most optimal for obtaining the
average time to failure indicator and is accessible and effective for calculating reliability indicators. It is noted
that in addition to probabilistic characteristics, it is possible to obtain cost-probabilistic characteristics of the
device, which is the basis for developing methods for calculating the optimal price/reliability indicator.
Keywords: strain gauges, hardware, reliability, methods for determining reliability, time to failure
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TPA®OBA MOJIEJIb ®OPMAJII3ALII CTPYKTYPHO-JTOTTUHUX CXEM
OCBITHIX ITPOT'PAM

0.0. HInuakoscrkuii, B.O. bonTsoHKOB

Hamionansuuii yHiBepcuteT «OnechKka MO TEXHIKa
1, llleuenko mp., Oneca, 65044, Ykpaina
Emails: alexandr.szpinkowski@gmail.com, vaboltenkov@gmail.com

PosrnsayTO ipobnemy popmanizaniro ctpykrypHo-torigHEX cxeM (CJIC) ocBiTHIX mporpam
y 3akiamax Bumioi ocBith. Ilokasano, mo icHyroui miaxomu mo noOyzosu CJIC maroTh
cy0’€KTHBHUII XapaKTep Ta 4acTo He BiMOOPa)KaroTh PeabHAUX JIOTIYHHUX 3AICKHOCTEH MiX
HAaBYAIFHUMH KOMIIOHCHTaMH. 3alpONOHOBAHO BUKOPUCTaHHS TPaoOBHX METOMIB I
00’exTrBHOTO aHani3y Ta mpoekryBaHHA CJIC Ha OCHOBI KOMIIETCHTHICHOTO IiIXOIy
Tuning. Ha npukiaai BOChbMH 3arajibHUX KOMIIETEHTHOCTEW Tuning mpoaeMOHCTPOBaHO
BU3HAYCHHS KIIIOYOBUX KOMIIETEHTHOCTEH, ONTUMAaJIbHOT MOCIIIOBHOCTI 1X ()OpMyBaHHS Ta
aHaJIi3 MDKTPYIOBHUX 3B’ SI3KiB. Pe3yabTaTu MOCHIIKCHHS HaBITh TaKOi 0OMEXEHOT KITbKOCTI
KOMIICTCHTHOCTEH, MOKAa3yTh, 10 KOMIICTCHTHICTh «PoOoTa y KOMaHIi» € HalOuIbII
LEHTPAIBHOIO, 28 KOMIETEHTHOCTI «CTpaTeriuyHe MIaHyBaHH» Ta «Y PaBITiHHS IIPOSKTaAMU»
— KIIFOYOBHUMH eJleMeHTaMu cucTeMr. 50% ycix 3B’SI3KiB € MIKTPYIIOBHMH, III0 MiATBEPIKYE
IHTerpOBaHUIl XapakTep Cy4acHOI OCBITHBOT HPOrpaMu. 3alpONOHOBAHMN MiIXiJ O3BOJIIE
ycyHyTH cyO’ektuBisM mpu mnpoektyBaHHI CJIC, 3abesmeuntn OamaHC MK TpylnaMu
KOMIICTEHTHOCTEH Ta MiABUIINTH €(EKTUBHICTH OCBITHBOTO MPOIIECY.

Knro4oBi ciioBa: CTpyKTypHO-JIOTiYHA CXeMa, OCBITHS IIPOTpaMa, KOMIIETEHTHOCTI Tuning,
MAaTpHIII CYMIXXHOCTI, Opi€HTOBaHUIA rpad, CIIEKTpaIbHAN aHaIi3, TOIOJIOTIYHE COPTYBaHHS.

Beryn. Pedopma Bumioi ocBitn Ykpainu 2014 poxky 3yMoBuiIa mepexil BiJl MiATOTOBKHU
¢axiBLiB 3a CHEIATbHOCTSIMH IO HABYaHHA 32 OCBITHIMU nporpamamMu. Lls 3MiHa BUKIMKania
HEOOXIJIHICTh PO3pPOOKH HOBHMX IHCTPYMEHTIB CTPYKTYPYBaHHsI HaBUYaJIbHOI'O MPOLECY, CEpe.
AKUX KJII04YOBE Miclie 3aiiMatoTh cTpyKTypHO-soriuni cxemu (CJIC). CJIC Bu3HayaroTh JOT1YHY
MOCIIJOBHICTh BUBYEHHS MUCIUIUTIH, Y3TO/DKEHHS IXHBOTO 3MICTYy 3a TeMaMH B dYaci Ta
BCTAHOBJICHHS MDKIIPEAMETHUX 3B’s3KiB. OjHak, sK TOKa3ylooTh JaHi HarioHansHOTO
areHTCcTBa 13 3a0e3MeyeHHs SKOCTI BUINOi OCBITH, 3HaYHA YACTHHA OCBITHIX MpOTrpaM Mae
po0JieMH 3 MPOEKTYBAHHSM Ta CTPYKTYPOIO, 110 MPOSBIAETHCS Y POpMaTbHOMY CTaBIICHHI 10
noOynosu CJIC [1]. Anani3z npaktuku pisHUX 3BO CcBIAUNTE NpO iICHYBAaHHS PI3HOMAHITHUX
nigxoxaiB 1o nmodynoBu CJIC, ski 4acTo HOCATH Cy0’€KTUBHUUN XapakTep Ta HE BIANOBITAIOThH
MPUHIIMIIAM CUCTEMHOCTI Ta TOCI1MOBHOCTI. Y O6aratbox Bumaakax CJIC 3BOASITHCS 10 IPOCTUX
TaOJIUIIb 3 TEePeNiKOM JIMCIIUILTIH 3a ceMecTpaMu abo cxeM 3 HeiH(POpMaTHBHUMH 3B’ SI3KaMH,
IO HE BiIOOpaKarOTh pEabHUX 3aJEKHOCTEH MK HaBYAIbHUMH KoMmroHeHTamu [2,3]. Lle
00yMOBJIIO€ AKTYaJIbHICTh PO3pOOKH 00’ eKTHMBHMX MeToiB (opmanizanii CJIC Ha ocHOBI
MaTeMaTHyHOTO armapaty. CydacHa mapaaurma BHIIOi OCBITH 0a3yeThCsl HA KOMIIETEHTHICHOMY
HiX0/Ii, 30KpeMa Ha MPHUHIMIAX MPOEKTy TUNING, SKWil BHUIUISE TPU TPYNH 3aralbHUX
KOMITETEHTHOCTEH: 1HCTpYMEHTaIbHI, MDKOCOOUCTICHI Ta cucteMHl [4]. s xmacudikaris
CTBOPIOE TEOPETHYHY OCHOBY JUISl CTPYKTYpYBaHHS OCBITHIX MpoOTrpaMm, OJIHAaK MOTpedye
KOHKPETHHX IHCTPYMEHTIB peaiizaiii. ¥ poOoTi 3apONOHOBAHO BUKOPHUCTaHHS IpadoBHUX
meToiB s popmaizaiii CJIC Ha ocHOBI KoMIeTeHTHOCTeH Tuning. Takuwm 1o BignoBimae
peamisiM dYacy TpH PO3poOIll OCBITHIX TPOrpaM y 3aKjiajax BHUIIOI OCBITH € PpO3poOKa
MaTEeMaTHUYHOTO amapary Ta airopuTMiB Ui OO0’ €KTUBHOTO aHami3y Ta MPOEKTyBaHHS
CTPYKTYPHO-JIOTIYHHUX cXeM. JIJisT o0TpyHTYBaHHS aKTyaJIbHOCTI Ta HOBU3HHU 3aITPOITOHOBAHOTO
X0y HEOOX1THUM € aHaJi3 ICHYFOUMX METOAOJOTH Ta BU3HAUEHHS IXHIX 0OMEKEHb.

Oransap  icHyrouux migxoaiB. HeoOXigHICTP y TOYHUX, BHU3HAUEHHUX I1HCTPYMEHTAx
CTPYKTYPYBaHHsI HaBYaJIBLHOI'O Mpolecy, 0co0auBo y cdepi iHpopMaliifHUX TEXHOJOTIH, €
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OYEBHIHOIO. AHaJI3 JITepaTypu MOKa3zye, MO0 MUTaHHS (opMaltizallli CTPyKTYpPHO-JOTIYHUX
cxeM (CJIC) ocBiTHIX mporpam 3aJIUIIAETHCS AKTYAIbHUM, ajieé HEAOCTATHHO PO3POOICHUM 3
TOYKH 30pY 00’ €EKTUBHUX MaTEMaTHUYHUX METOAIB [2,4]. IcHyroui miaxoau yacTo 6a3yroThCs Ha
eKCHEePTHHX OIlIHKAaX, 10 IPU3BOJAMUTH /10 CYO €KTHBI3MY Ta HEJOCTATHBOI y3TOJKEHOCTI MiXK
JTUCLUIIIHAMHA. Y TOM € Yac, KOMIIETCHTHICHMH miaxin Tuning cTraB MiKHApOIHUM
CTaHJApTOM, OJHAK Horo mpakTuyHa peamnizauis y Burisai CJIC morpebye ¢opmambHHX
incrpymenTiB [4, 5]. JlocmimkeHHs B raigy3i Teopii rpadiB Ta CIEKTPaIbHOIO aHali3y MEPEkK
MOKa3yIOTh MOTEHIiaJl BUKOPUCTAHHS MAaTPHUYHO-TpadOBUX MOJIENEH Ui aHANi3y CKIIaJIHUX
CHCTEM, [0 MOKE OyTH YCITIIIHO aJanToOBaHO JJIs OCBITHIX mporpam [6].

Merta i 3apaui pocaigxennsi. Meroro po6oTu € po3pobka rpadoBoi mozaeni (opmamizamii
CTPYKTYPHO-JIOTIYUHUX CXEM OCBITHIX IMpoOTrpam, MoOyJOBaHUX HAa OCHOBI KOMIIETCHTHICHOTO
nigxony Tuning. [lns nocsrHeHHS MeTH Tpeba BHPIIIMTH TaKi 3a/1adi: MPOBECTH MPAKTHUHY
peamizaniro rpadoBoi MOEN Ha MPUKIAII BOCBMHU 3arajlbHUX KOMIETeHTHocTe Tuning Ta
BUKOHATH aHAJII3 OTPUMaHUX PE3yJbTaTIB.

Teoperuuni 3acaau npoekTy Tuning. [Ipoekt Tuning Bu3Haudae 3araibHi (YHIBEpPCAIbHI)
KOMIIETEHTHOCTI K OCHOBY Il PO3POOKH OCBIiTHIX TIporpaM. IXHs KiII04oBa izes monsrae y
CTBOpPEHH1 30aJlaHCOBAHOI CTPYKTYpPH, IIO OXOIUIIOE Pi3HI ACHEKTH MiJrOTOBKU CY4acCHOTO
¢axiBug. Yci 3arambHi KOMIETEHTHOCTI KJIACH(IKyIOTbCS Ha TPU B3a€EMOIIOB’sI3aHI Ta
iepapXxiuHO OpraHi3oBaHi IPymu, Mo (GOPMYIOTH TPAEKTOPIIO PO3BUTKY BijJ 0a30BUX HABUYOK
710 KOMIUIEKCHUX CHCTEMHHX YMiHb.

IncrpymenrtansHi kommereHTHocTi (I). BMiHHA, moB’s3aHi 3 i1HTENEKTyaJlbHUMHU
HaBUYKAMH, METOJAMH Ta 1HCTpyMeHTaMu. DOPMYIOThCS HA PaHHIX €Tarmax HaBYaHHS Ta €
OCHOBOIO JJIsl TIOJIANIBIIIOTO PO3BUTKY. [0 HUX HanekaTh, HAIPUKIIAJ, aHATITHYHI Ta JIOT1YHI
HaBUYKH, KPUTHYHE MUCICHHS, KPEaTHBHICTh, 3IaTHICTh IO TOUIYKY Ta 00poOKu iH(popmarii
[4,5].

MixxocobucricHi komrereHTHOCTI (M). ComianbHi HABUYKH CITIBITpalli, KOMYyHiKamii Ta
B3aeMo/ii. PO3BUBaIOTHCS apaseNbHO 3 IHCTPYMEHTAILHUMU Ta IHTETPYIOTHCS B CUCTeMHI. L5
rpymna BKJIIOYAa€ KOMYHIKAIiio, poOOTy B KOMaHI, JIJAEPChKi SKOCTi, MDKKYJIBTYpHY
KOMIIETEHTHICTb.

Cucremni kommnereHTtHocTi (C). Crpareriudi BMIHHS KepyBaHHS CKJIaJHUMU
cUCTeMaMM Ta MpoeKTaMu. € BEpIIMHOK HAOyTTS KOMIIETEHTHOCTEH Ta 0a3yroThCs Ha JBOX
nonepeAHix rpynax. Croau BXOASTh YIpPaBIIHHS HPOEKTAaMH, CTpaTeriyHe IUIaHYBaHHS,
IHIIIIATUBHICTE Ta 3JATHICTH JO CAMOCTIMHOIO HABYAHHSI.

Jana xknacudikaris 3 ii goriunoro nocniioBHicTio (I - M — C) yrBOproe TeopeTHuHmi
Kapkac Ui TOOyZOBM OCBITHIX mnporpaMm. OnHak ans TpaHcdopmarii miei mozpenmi y
parMaTH4HY CTPYKTYPHO-JIOTIYHY CX€My HEOOXITHUM I1HCTPYMEHT, 3AaTHUH KUIbKICHO
OI[IHUTHU CHUJIM JIOTIYHHMX 3B’S3KiB MK KOHKPETHUMHU KOMIIETEHTHOCTSMHU BCEPEAMHI Ta MiXk
rpynamH, a TaKo Bi3yasi3yBaTH ONTUMAalbHY MOCIIAOBHICTb iX (OPMYBaHHS.

I'padoBa mozensb sik iHcTpyMeHT dopmadizanii. /111 MaTeMaTHUHOT penpe3eHTarii 3B’ s13KiB
MK KOMIIETEHTHOCTSIMH TIPOTIOHY€EThCSI BUKOPHCTaHHs opieHToBanoro rpada G = (V, E), ne V
={vy, V2, ..., Vn} — MHOKHHA BepIIHH (KOMIIETEHTHOCTEH ), a E — MHOXMHA OpieHTOBaHHX pebep
(;roriuHmMx 3anexHocTel). DaKkT HASIBHOCTI 3aJIEKHOCTI "KOMIIETEHTHICTh Vi € OCHOBOIO TSI
(dopMyBaHHS KOMIIETEHTHOCTI Vj" mo3HavaeTbess pedpom (Vi, Vi) € E [6]. Crymine BxOmy

- N . . N
Bepuau d (Vj) MOKa3ye KiTbKICTh KOMIIETEHTHOCTEH-TIepeiyMoB. CTymine Buxoay d (Vi)

— KIJIBKICTh KOMITETEHTHOCTEH, /IS SKMX AaHa € ocHoBoro. Cyma d (vj) + d'(vj) € miporo
LEHTPAJILHOCTI BEPIIMHM Yy cXeMi. SIcHO, 1m0 rpad G He MICTUTh OPIEHTOBAHUX IMKIIIB — IIE €
norivaoto BuMorow gm0 CJIC). 3anexnicte GCi — GCj BCTaHOBIIOBAIACS, SKIIO
xomrieTeHTHicTh GCi € HeoOXiTHO nepeyMOBOI0 ab0 3HauHO moserurye ¢popmyBanns GCj.
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GC8

Gc1) &c2)

Puc.1. I'pad 3B’s13KiB BOCBMH KOMIIETEHTHOCTEH.

OO0unc/IeHHs CTYNeHiB BePIIMH Ta BU3HAYEHHS KJIIOYOBUX KoMNeTeHTHOcTel. Ha ocHOBI
Matpuili A o0umciieHo BXinHi d Ta BuxigHi d* CTymeHi KOKHOI BEpPIIMHU-KOMIIETEHTHOCTI.
Pesynbratu npencrasneni B Tabnui 1.

Taboauus 1.
CTyr[eHi BCpPHIMH Ta L[eHTpaJ'ILHiCTL KOMIIETCHTHOCTEH
Komnere- 3aranbua Peii-
HTHICTE Hazga I'pyna (Tuning) | d- (Bximuwmii) | d* (BuxiaHuii) LEeHTpa- THHE
JBHICTh
GC1 AHauti3 mpobiem [HCTpYMEHT. 0 2 2 5
GC2 Kpuruane IHCTpYyMEHT. 1 2 3 4
MUCJICHHSI
GC3 KpeatuBHicTh [HCTpYMEHT. 1 2 3 4
GC4 KomyHnikaitis Mixo0co00. 1 2 3 4
GC5 Podora M Mixoco0. 3 2 5 1
KOMaHIi
GC6 YIpaBIIiHHA Crcremsi 2 1 3 4
MIPOSKTAMHU
GC7 Crpareriune Cucremni 3 0 3 4
TUTAHYBaHHS
GC8 MbKKyIBTYp-Ha Mixoco0. 1 1 2 5
KOMIIET.

Hnst  nemoHcTpamii poOOTH  3ampoOIOHOBAHOTO MAaTEeMAaTHYHOTO —amapary Oyio
cOpMOBaHO MAaTPHIIFO CYMIXKHOCTI A [T BOCBMH 3arajbHuX KomrereHTHocTer Tuning (GC1-
GCS8). Enementn matputi ajj = 1 Oyii BU3HA4YCHI HA OCHOBI JIOTIYHOTO aHAJI3Y 3aJI€KHOCTEH
MK KOMIIETEHTHOCTSIMH eKcIepraMu y cdepi OCBITHIX TEXHONOTiH MpOeKTy Tuning.
Banexuicte GCi — GCj BcraHoBiroBamacs, skmo komnereHTHICT GCi € HeoOXigHO0
nepeaymMoBor0 abo 3HauHo mojermye ¢opmyBanHs GCj.Otpumana wmarpurst A Mae
PO3MIpHICTb 8%8:

Ha ocHoBi npuBeieHoro rpady Mo>kHa oOyAyBaTH MaTPHULIIO CYMIXKHOCTI

01100000
00011000
00000110

A (0000100 1)
00000110
00000010
0000000O

0000100 0

CrnexTpanbHUH aHai3 MaTpULll CYMDKHOCTI A 103BOJIsi€E BHUSABUTH i TiioOaybHi
BiacTUBOCTI. [[ng amukmiyHoro opienroBaHoro rpacda, skum € mozaens CJIC, yci BnacHi
3HAYEHHS MaTPULl CYMI)KHOCTI JOPIBHIOIOTh HYIIIO.
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Ile miaTBepmKye BIICYTHICTh HMHUKIIB Yy rpadi Ta HOro iepapxidHy, JAEpEBOINOIIOHY
cTpyKTypy. CrieKTpanbHUii pajiyc TaKOXK CBIIYUTH PO Te, MO0 rpad € ciiabKo3B’I3HUM 1 Mae
YiTKY CHpPSIMOBAHICTh 3aJIe)KHOCTEH, IO BIJIMOBIIA€E JIOTIII HACTYMHOCTI (OpMYBaHHS
KOMIIETEHTHOCTEH.

BuxopuctoBytoun MoauikoBaHy MaTpPUIIO CYMDKHOCTI 3 JeMIIpyBaHHSIM, MOKHA
BIICBHEHO 3a3HAYUTH, 10 HaWOumbmry Bary matoth BepmmHu GCS5, GC7 ta GC6, 1 1e
HIATBEPIKYE IXHIO CHUCTEMOYTBOPIOIOUY pOJIb Ta BHCOKHM piBEHb BIUIMBY B MEpExi
3aJIe)KHOCTEH, BUSBICHUN PaHIIIe 33 JOIIOMOTOO CTYIICHIB
AHaJii3 pe3yJbTaTiB.

1. KirouoBi KOMITETEHTHOCTI 3 MaKCHMalbHOW IeHTpanbHicTIO: GC5 (PoGora B
KOMaH/ll) Ma€ HAWBUIIMH TMOKAa3HUK 3arajibHOi LEHTpajIbHOCTI (5), Oyay4yd BEpIIMHOIO 3
HaOTbIMM BXigHuM ctynieneM - = 3. Ile miaTBepmKkye Ti MOABIHHY POJIb — SIK IHTETpaTOpa
PI3HOMAaHITHUX TEpeayMoOB (BiJl aHAII3y A0 KOMYHIiKalii) 1 Ak GyHIAMEHTY JJII CUCTEMHHX
KOMIIETEHTHOCTEH.

2. CuctemH1 KoMIleTeHTHOCTI sk «mnpuiiMadi»: GC7 (CtpaTeriuHe njiaHyBaHHS) Mae
BUCOKMI BXiguuii crymine 0~ =3, ame mympoBuii Buxigauitd” =0. Lle xapakrepusye ii siK
KiHIIEBY, CHHTE30BaHy KOMIIETEHTHICTh, (POPMYyBaHHS SKO1 BUMarae oraHyBaHHS MTONEPEIHIX.

3. IncTpymeHTanbHi KOoMIleTEHTHOCTI sIK «mxepena»: GC1-GC3 maoTh MOpPiBHSIHO
BUCOKI BHXiJHI CTYIEHi, II0 MATBEPIUKYE iX posib GyHIAMEHTY, Ha AIKOMY OYyIyIOThCS iHIII
BMiHHA [2].

JlinifiHe BOpsAKYBaHHS BepiuH [6,7] 3a1ae 0iHy 3 MOXKIIMBHX JIOTIYHUX TOCIIIIOBHOCTEH 1X
dopmyBanns GC1 — GC2 — GC4 — GC8 — GC5 — GC3 — GC6 — GC7

InTepnperanisi 0cBiTHBOI TPaeKTOPIi.

1. [Touaroxk (1-2 cemectp): Crapt 3 iHcTpymeHTanbHOi GC1 (Anamniz mpobiem), noTim
nepexig no GC2 (Kpurtnune mwmcnenns). [lapamensHo abo Bimpa3y Mmicis HUX JOIUIBHO
BBOANTH MixkocoOucticny GC4 (Komynikarris).

2. Cepenuna (3-4 cemectp): Ha ocHoBi komyHikamii Oyayerbes GC8 (MiKKyIbTypHA
KOMIIETEHTHICTh), a oTiM — iHTerpaniitna GC5 (Pobota B komanai). Inctpymentansaa GC3
(KpeatuBHicTh) akTUBHO 3a/lisIHA Ha I[bOMY €Talll JUIs MiATOTOBKHU J0 MPOEKTHOI IISIBHOCTI.

3. 3aBepuieHHs (5-6 cemectp): DiHATBLHUMU €TanaMH € ONAHYBAHHS CHCTEMHMX
kommereHTHOCTEH: GC6 (YmpaBminHs mpoektamu) Ta, sk BepmuHa, GC7 (Crpateriune
TUTAaHYBaHHS).

s mociOBHICTE HE € €IMHO MOXJIMBOIO, aji¢ BOHA MaTEMaTUYHO OOIPYHTOBaHA Ta
ileamlbHO ~ Y3TO/DKYETBCS 3  NPUHIOUIOM  TUNING T[pO  MOCHIOBHE  HAKOMHYCHHS
(InctpymenTanbui — MixocoOucticHi — CucremHi).

AHauti3 MDKTpynoBux 3B s3KiB — 50% ycixX Opi€eHTOBaHUX 3B’SI3KiB y rpadi € MIKTPYIIOBUMH.
Ile BUCOKMII TOKa3HUK, SKAW CBIJYUTH NP0 TIMOOKY B3a€EMO3AJEKHICTD  MIXK
IHCTpYMEHTAJIbHUMH, COLlIaIbHUMU Ta CUCTEMHUMH HaBUYKaMH. HalO11bII TiCHI MIKTPYIIOBI
3B’SI3KM  criocTepiralotbes MK [HcTpymeHTanbHOO Ta CHCTEMHOIO rpynamu (Hamp.,
GC3—-GC6, GC3—GC7), a Takox Mixk MixkocobucricHoro ta Cucremuoro (GC5—GC6, GC3
— GC7). LUe nigrBepxye, Mo GopMyBaHHS CUCTEMHUX KOMIIETEHTHOCTEN HEMOXJIHBE 0Oe3
PO3BHUTKY SIK aHAJITUYHOTO MUCJIEHHS, TaK 1 COLlIaIbHUX HaBUYOK.

OOroBopeHHsi pe3yJbTaTiB. 3acTocyBaHHS rpaoBUX METOMIB Ui  Qopmaizalii
3aJICKHOCTEH MK KOMIIETCHTHOCTSMHU TUNING TO3BOJHMIIO MEPEHTH BiJl SKICHUX OIHUCIB JI0
KUTBKICHOTO, 00'€KTHBHOTO aHATI3y CTPYKTYPH OCBITHBOT MPOTPAMH.

1. TlpoBeaeHo miATBEp/KEHHS Ta YTOYHEHHS TEOPETHYHOI Mojeni Tuning:
MaremaTuyHuil aHasi3 MOBHICTIO MiATBEPAMB JIOTIKY MOCHIIOBHOCTI «IHCTpymMeHTanbHI —
Mixocobuctichi — CucremHi». OnHak BiH Takox BusiBub, mo GC5 (PobGota B koMaHfi) €
HAaWBXKJIMBIIIUM 1HTETPAllIfHAM BY3JIOM, a HE JIMIIe OJHIEI0 3 MIKOCOOMCTICHUX
KoMmreTeHTHOCTe. Lle Bkasye Ha moTpely 11 HeHTPaIbHOI POJli B HABYAIBHOMY MPOLIECI.

2. VYcyBaHHA CYO'€KTUBHOTO BIUIMBY Ha (OpPMYBaHHS OCBITHBOI MpPOrpaMu:
3arponoHOBaHMUHN MiAX1J 3aMiHIOE Cy0'€KTHBHI €KCIIEPTHI CY/PKEHHS 111010 «BAXKITUBOCTI» Ti€l
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YW 1HIIOT JAUCHMIUIIHA HAa OOYMCIIIOBAaHI METPUKM (CTYNEH1 BEPIIMH, LEHTPaIbHICTh). Lle
JIO3BOJISIE OOTPYHTYBATH PO3IMOMALT HABYAIBHOTO HABAHTAKCHHSI Ta MOCHIIOBHICTh BUBUCHHS
JTUCLIAIUIIH.

3. Bizyamizanis Ta MoxkiuBicTs ontumizanii: [Ipencrasnenns CJIC y Burnsaai rpada ta
HOro MaTpulli Hajae HArSIIHUE IHCTPYMEHT JJIsl MPOCKTYBAIBLHUKIB MporpaM. BuseieHHS
BEPIINH 3 HU3HKOIO 3B'A3HICTIO (HANIPUKJIIA/, MEBHI €JIEKTHBHI KYpCH) MOXE CTaTH MPHBOJOM
JUTSL TIEPETIISAY iXHBOTO 3MICTY a00 MICIlSl y IporpaMi Jisl TOCHJICHHSI IHTeTparlii.

BucHOBKH. 3a1IpOIIOHOBAHO KapKac, 0 MOEAHYE KOMIIETEHTHICHY MOZIeTh Tuning 3 anapaTtoM

Teopii rpadis, 10 T03BOJISE IEPEHTH Bl AKICHOTO ONTUCY 10 (OPMaTIbHOT MOJIEII 3aJIC)KHOCTEH

M) KOMITIETEHTHOCTSIMH. P0O3p00IJIeHO MOIeNTh Ha OCHOBI OpiEHTOBAHOTO rpada, 1Mo 1ae 3MOTy

KUIBKICHO ~OITIHIOBaTH CTYIEHI BEpIIMH, BHUKOHYBAaTH TOIIOJIOTIYHE COpPTYBaHHA Ta

CHeKTpanbHUU aHami3. Ha mnpukiami BOCBMH 3arajbHUX KommeTreHTHocTed Tuning

MIPOJIEMOHCTPOBAHO POOOTY MOJIENi, BU3HAYCHO KIt0uoBl KommneTreHTHOCTI (GCS5 «Poborta y

komanai», GC7 «Crpareriune mianyBanas», GC6 «YpaBiiHHS MPOEKTaMI») Ta MOOYI0BaHO

ONTUMAIIbHY HABUAJIBHY TpaekTopito. OTpUMaHi pe3ysbTaTd MiATBEPKYIOTh IHTETPOBaHUN

XapakTep Cy4acHUX OCBITHIX mporpam (50% MIKrpymoBuX 3B’s3KiB) Ta JEMOHCTPYIOTH

MOJJIMBICTh YCYHEHHsS cy0’ekTHBI3MY mpu npoekTyBaHHI CJIC 3a paXyHOK BHKOPUCTAHHS

00’ €KTHUBHUX MAaTeMaTUYHUX IHCTPYMEHTIB.

[lepcnieKTHBY TOMANBIIAX JIOCIIKEHb TOJSATAlTh y PO3MIMPEHHI MOJeNi dYepe3
KOMIICTCHTHOCTE KOHKPETHUX CIICHiaJbHOCTeH, a TakKoX Yy po3poOli MporpaMHOro
3a0e3meueHHs Il aBToMaTu3aiii mooynosu ta ananizy CJIC.
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GRAPHIC MODEL OF FORMALIZATION OF STRUCTURAL-LOGICAL
SCHEMES OF EDUCATIONAL PROGRAMS

O. O. Shpinkovsky, V. O. Boltenkov

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Emails: alexandr.szpinkowski@gmail.com, vaboltenkov@gmail.com

The problem of formalization of structural-logical schemes (SLS) of educational programs in higher education
institutions is considered. It is shown that existing approaches to building SLS are subjective in nature and often
do not reflect real logical dependencies between educational components. The use of graph methods for objective
analysis and design of SLS based on the Tuning competency approach is proposed. Using the example of eight
general Tuning competencies, the definition of key competencies, the optimal sequence of their formation, and the
analysis of intergroup relationships are demonstrated. The results of the study of even such a limited number of
competencies show that the competency "Teamwork" is the most central, and the competencies "Strategic
Planning" and "Project Management" are key elements of the system. 50% of all connections are intergroup, which
confirms the integrated nature of the modern educational program. The proposed approach allows you to eliminate
subjectivism in the design of SLS, ensure a balance between groups of competencies and increase the efficiency
of the educational process.

Keywords: structural-logical scheme, educational program, Tuning competencies, adjacency matrix, directed
graph, spectral analysis, topological sorting.
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CTAHJIAPTHU3ALIA MOJEJIEA 3ATPO3 )11 CYYACHHUX BIITHT OBHX
CUCTEM EHEPTETHUKMU 3 IOT-TEXHOJIOI'IAAMHA

I1.B. SABopcbkuii, M.I1. Kian, M.IL. ITpurapa, T.B. Jlutko

JIBH3 «Y3xropoacekuii HalliOHAJIBHUN YHIBEPCUTET)
3, Hapoana mi., Yxropon, 88000, Ykpaina
Emails: yavorskyi.petro@uzhnu.edu.ua, m.klyap@uzhnu.edu.ua,
mykhailo.prygara@uzhnu.edu.ua, taras.dytko@uzhnu.edu.ua

CyyacHi OLTIHTOBI cHCTeMH eHepreTHyHoro cektopy Tta loT-mmardopm BHKOHYIOTH
KPUTUYHO BAXKJIMBY (QYHKIIFO OOJIKY ITOCIYT, ()OPMYBaHHS TPaH3aKIii Ta 00pOOKH BEIIMKUX
oOcsriB naHux. Bucoka koHueHTpalis (iHaHCOBOI, MEpCOHANBHOI Ta TeJIeMETPHUYHOT
iHpopMarii poOUTh X 00’€KTaMH CTpaTerivHOl 3HAUMMOCTI, Jie MOPYILEHHS HiITICHOCT] 4H
JOCTYITHOCTI CHCTEM MOXX€ TIPU3BECTH JO 3HauyHUX (DIHAHCOBUX BTpaT, 3pHUBY
IHPPaCTPYKTypH Ta PHU3UKIB s Oe3meku. Po3BUTOK IHU(POBHX TEXHOIOTIH, XMapHHUX
cepsiciB, API-iaTerpamiii Ta loT-mpHCTpOiB CTBOPHUB HOBI BEKTOPH aTaK, BKIIOYAIOUH
eKCIUTyaTaIlil0 Bpa3INBUX KOHDIrypamiid, IOMIIIKA YIPaBIiHAA JOCTYyIoM, Henomiku [oT-
MPOTOKOJIIB, & TaKOX COMLiaJbHYy imkeHepito Ta DDoS-aTaky, mo MmIBUIIYE MiHHICTH
TPaH3aKIIii Ta MacIITaOW MMOTEHIIIITHUX 30MTKIB. Y 3B’S3KY 3 IIUM KiOepcTiiKicTh OUTIHTOBIX
wiatgopM mnotpedye He JHIIE TEXHIYHUX 3aXOMdiB, a i QopMmyBaHHS YHi(ikoBaHOT
CTaHAapTU30BaHOI Mojelni 3arpo3. Take MoAeNIOBaHHS J03BOJISE CUCTEMHO OIIHIOBATH
PH3HKH, NPOTHO3YBAaTH CLEHapii aTak, BHSBJIATH KIIOUOBI BPa3IMBOCTI Ta pPO3POOIISTH
0araTopiBHEBI MEXaHI3MHU 3aXHCTy, afalToBaHi 10 crenudiku ramysi. CydacHi miaxomu 10
mozemoBaHHA 3arpo3 (STRIDE, LINDDUN, MITRE ATT&CK) 4yacTkoBO HOKPHBAIOTh
PHU3HMKH, INPOTEe HE 3a0e3NeuyloTh KOMIUIEKCHOrO YHI(IKOBAaHOTO aHamizy came Juist
OimiHroBUX cHcTeM. ToMy aKTyaJlbHUM € CTBOPEHHS CTaHAApTH30BAaHOI MOJENi, IO
BpaxoBY€ TPAaH3aKIiHHI 0COOIMBOCTI, iHTETpaIliiiHi KaHAIH, MEPEKEBY apXiTeKTypy Ta [oT-
MPUCTPOI. 3ampoIOHOBaHAa MO Tiepeadavyae OaraTopiBHEBUH 3aXHCT JaHUX — Bif 300py
teneMeTpii Ha loT-miunapHUKAxX 10 00poOKH Ha OUTIHTOBUX cepBepax. BUKOPUCTOBYIOThCS
kpunrrorpadigni meronu (AES-256, ECC), 3axumieHi mpoToKou nepenadi, baratoakropHa
aBTCHTHU(}IKAIiS, CHCTEMH MOHITOPHHTY Ta BUSBJICHHS aHOMAaNid. ApxXiTeKkTypa 3abe3neuye
ITICHICTh, aBTEHTHYHICTh, KOH(DIACHIIIHHICTh Ta CTIMKICTH OIeparliid, a CTaHIapTH30BaAHUI
MiAX1 J03BOJISE aMaNTyBaTH CUCTEMY ITiJ] Pi3Hi MEepexkeBi Ta xMapHi cepenoBuiia. Kirouosi
KaTeropii 3arpo3 BKJIIOYAIOTh MOPYIICHHS KOH(DIACHIIHHOCTI, MUTICHOCTI Ta JOCTYITHOCTI
JIaHUX, a TAKOX cHeluudiyHi pu3MKK OUTIHIY — MiJIMIHM MOKa3HUKIB, komrpomeranii [oT-
MPUCTPOIB, MaHIMyJISALIH 13 Tapudikalieo Ta iHTerpaniinumMu kananamu. OO0’ eIHAHHS UX
acIieKTiB y €AMHY MOJIeNIb 3arpo3 JIO3BOJISIE CTAaHIAPTH30BAaHO OLIHIOBATH BPa3JIMBOCTI,
NIPIOPUTE3yBaTH PU3UKH Ta ONTHMI3yBaTH 3aXO/A1 3aXUCTY, 3a0e3Meuyoun Oe3nepepBHiCTh
pOOOTH KPUTHIHO BAXKIIMBHX CHCTEM.

Kuro4oBi ci1oBa: OiTiHTOBI CCTEMU, MOJICITIOBAHHS 3aTP03, CTaHAapTH3allis, KibepOe3mneka,
eHepretuka, loT-npuctpoi, STRIDE.

Beryn. CydacHi OUTIHIOBI CHCTEMH € OCHOBOIO POOOTHM €HEpPreTMYHHUX KOMIIaHIM, SKi
BUKOPUCTOBYIOTh  |0T-nipucTtpoi, 3abe3meuyioud  aBTOMATM30BaHUM  OONIK  MOCHYT,
dbopmyBaHHS TpaH3akid 1 00poOKy Benmukux MacuBiB gaHux. ogHs B mikt cdepi
OTPaIbOBYIOTHCS MUTBSIPJM 3aIHCIB 13 MJIATIXHOIO 1H(OpMAIli€to, MepCOHATbHUMU JTAHUMH,
TEJIEMETPIEI0 Ta KPUTUYHUMM TEXHOJOTIYHHUMM TOKa3HUKaMH, MI0 pPOOUTH OLIIHTOBI
wiatpopMu  00’€KTaMH  CTpaTeriyHoi BaxJIuBOCTI. IlopymieHHs iXHbOT IUTICHOCTI YH
JOCTYITHOCTI MOK€ CIIPUYMHUTH 3HA4HI (PIHAHCOBI BTpaTH, 3001 B IHPPaCTPYKTypl Ta pUBHKHU
JUIS HallioHaNbHOI Oe3neku. Po3mmpenHs nuppoBoi 3ajIe)KHOCTI Ta aKTUBHE BIPOBAKEHHS
XMapHUX TEXHOJIOTIH CYTTEBO YCKIaJHWIM Janamadt kibep3arpo3. XmapHi cepsicu, API-
iHTerpauii, Mikpocepsicu Ta loT-mpucTpoi cTBOpWIM HOBI BEKTOpU aTak, 110 BKIOYAIOThH
eKCIUTyaTallil0 Bpa3IMBUX KOH]Iryparii, MOMMUIKH KepyBaHHS AocTynamu, Hemomiku loT-
MPOTOKOJIIB 1 CydacHl MeToAu comianbHol 1HxkeHepii Ta DDoS-arak. 3pocranHs oOcsry
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€JICKTPOHHUX TPaH3aKIM JOaTKOBO MiABHUIINYE IIHHICTH KOXKHOI orepariii Ta MOTEHIIHHIMA
MmacmTal 30UTKIB BiJ KOMIpOMETaIlil OLTIHIOBUX MpPOIECiB. Y TaKUX yMOBaX KiOEpCTiMKiCTh
OUTIHTOBUX CHCTEM CTa€ KPUTHYHOK BUMOTOIO, SIKa TOTPEeOye HE JIMIIE TEXHIYHOTO 3aXHUCTY, a
i1 GopmyBaHHs yHi(piKOBaHOI cTaHIApPTU30BaHOI Mojeni 3arpo3. CranmapTusanis A03BOJISIE
CTPYKTYpPYBaTH PH3UKH, YHI(QIKYBaTH MIAXOAM 10 iX OIIHIOBaHHS Ta 3a0e3medyBaTu
BignoBigHicTe BuMoram ISO/IEC 27001, ISO 22301, IEC 62443, OWASP [1] i NIST [2].
MozenmoBaHHSl 3arpo3 JI03BOJISIE 3aBYaCHO BUSBJISITH KIIFOUOBI BPA3JIMBOCTI CHEPreTHYHUX
CHCTEM, MPOTHO3YBATH MOXKJIMBI CIeHapii arak i1 po3poOussATu OaraTOpiBHEBI MeXaHi3MHU
3aXMCTy, aJanToBaHI 10 creuu(piku ramxy3i — BiJl aTaKk Ha KPUTUYHO BAXKIUBI 00 €KTH
E€HEPreTHYHO1 1HPPACTPYKTYpU A0 MacoBux kKommnpomeramii loT-npuctpois. [HTErpamis nux
aCIeKTIB y €IMHY MOJEINb 3arpo3 3a0e3nedye CUCTEeMHHH Miaxia A0 Oe3MeKH Ta IiJBUIIYE
CTIMKICTh U(PPOBOI eHepreTHHO1 iHPpaCTPYKTypH.

MeTta noc/aizKeHHsI TIOJIArae B PO3poOsIeHH! YHI(IKOBAaHMX Ta CTaHIAPTHU30BAHUX JDKEPET
3arpo3 (puc.l) s cydacHUX OUTIHTOBHX CHUCTeM Yy eHepretuyHomy Ta loT-cektopax, mio
3a0e3mevuye KOMIUICKCHE BHUSBIICHHS BpAa3JIMBOCTEH, OIIIHKY PHU3HMKIB Ha PI3HUX pPIBHAX
wiaropmu Ta hopmyBaHHS e(hEKTHUBHHUX 3aX0J1iB KIOEP3axXUCTy BIAIOBIIHO IO MIXKHAPOIHUX
CTaHIApPTIB.

Ang CYYACHUX BITIHFOBUX CUCTEM

J—[ 3AI'ItO3VI H

CTAHOAPTU3OBAHA MOJLEJIb 3ATPO3 ]

v v
EHEPFETUYHUI IOT-CEKTOP
CEKTOP
v v v v v v
BUCOKI [IH(DPACTPYKTVPA J
BIPT- || IHTE- || pumorm ; BAHI
YANI3A- || rPALS 10
L Tl [ NPOTOKO/N ]

I
MPUCTPOI }

Puc. 1. CrangapTtu3oBaHi Jpkepesia 3arpo3 Ajist OUTIHTOBUX cucTteM eHepreTuku Ta [oT

TeopeTnuHi 0CHOBM 10C/Ii:KeHHA. BITIHTOBI CCTEMU BUCTYNAIOTh KJIIFOUOBUMHU €JIEMEHTaMU
€HepreTHYHUX oreparopiB Ta nposaiaepiB loT-pimens. Bonu 3a6e3neuyroTh 00K HalaHUX
nociyr, Tapudikariro, GopMyBaHHS TPaH3aKUIHHEX 3aIHCIB, 00POOKY IUIATEKIB 1 B3aEMOZII0
3 KIIIEHTCHKUMHM CEPBiCaMM. [XHS KpUTMUHICTh 3yMOBJIEHA BUCOKOK KOHIIEHTPAIIIE0 Yy TIUBOT
iH(opMarlii, sika OXOIUTIOE TIEPCOHANBHI JaHi, JIeTalbHI TTOKa3HUKU CIIOKHBAHHS, ITapaMeTpu
MepeXeBOi aKTUBHOCTI Ta (iHaHcoBi omepauii. [le poOuTh OiLIIHrOBI cUcTeMH 00’€KTaMu
M1JBUIIEHOTO PU3MKY Ta BUMArae 3aCTOCYBaHHS YITKO BU3HAYEHUX MOJIENIEN 3arpo3.
OCHOBOIO TEOPETHYHOIO aHali3y 3arpo3 Ais TaKUX CUCTEM € KJIacCH4YHI METOAM
MoJIeNIIOBaHHA B 1H(GopMarliiiHii 6e3nertl [3]. YHiBepcaabHOIO Ta NIMPOKO 3aCTOCOBYBAHOIO €
monens STRIDE [4], ska knacugikye 3arpo3u 3a IIICTbMa KaTeropisMu, TaKUMH, SK: S —
Spoofing (migpobxa / inentudikauisa); T — Tampering (rmomkopkeHHs / MoaudiKallist JaHUX );
R — Repudiation (cipoctyBanHs / BigmoBa Bif 1iit); [ — Information Disclosure (po3romnorieHss
iHpopmariii); D — Denial of Service (BinmoBa B o6cnyrosysanHi); E — Elevation of Privilege
(MiIBUINEHHS TIPUBIIEIB), MOB’SI3aHUMHU 3 TMOPYIICHHAM KOHQIAEHIIIIHHOCTI, HUTICHOCTI i
noctynHocTi iHdopmaii. [Ipote 1 Moaens He BpaxoBye cnenudiky TpaH3aKIIHHOTO OUTIHTY
Ta PEryJATOPHI BUMOTH pi3HUX ramy3ed. [Hmmit aktyamsHumid minxiq — LINDDUN [5]
(Linkability (3B’s3nicTh), Identifiability (inenTudikais), Non-repudiation (BigmMoBa Bif i),
Detectability (BusBnennsi), Disclosure of information (posronomenHs iHdopmairii),
Unawareness (HemoinpopmoBanicth), Non-compliance (HEBiAMOBIAHICTh MpaBUIIaM))
OpIEHTOBaHMI Ha 3arpO3U MPUBATHOCTI, 1110 € OCOOJIMBO BAXKIMBHUM JIJIsl EHEPTeTHYHOTO OLTIHTY
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Ta smart-meter 1HQpacTpyKTypu, A€ HaHI MOXYTh BIOOpa)kaTd TOBEMIHKOBI MaTEPHU
KopucTyBada. 3HayHe nomupeHHs orpumana il monenbs MITRE ATT&CK [6], sixa onucye
peanbHi TEXHIKM Ta TAaKTHKU aTak 1 JI03BOJIIE OyayBaTH MOBHI CIICHApii MOPYIICHHS Oe3MeKH
OUTIHTOBUX CHUCTEM Y KOHTEKCTI cydacHHX KiOep3arpos. BaJMBHUM IHCTPYMEHTOM TaKOX €
MOJICJIIOBaHHSI IOTOKIB JAaHMX, SKE Jla€ 3MOTY BHUSBISATH TOYKHM IOTEHIIIHOIO BIUIUBY
3JI0BMHCHUKA Y CKJIAJJHUX 0araTOKOMIIOHEHTHHX OLTIHIOBHX apXiTeKTypax.

[TinrpyHTSIM Ui MOJIENIOBAHHS 3arpo3 € MDKHApOAHI CTaHAApTH Ta Traily3eBi
cnenudikaii. o yriBepcansuux BigHocats ISO/IEC 27001 [7] 1 27002 [8], mo BU3HAYAIOTH
BHUMOTH JI0 TOOY0BH CUCTEM YIIpaBIiHHs iHpOopMaliiiHoo Oe3nekoro, a Takox ISO/IEC 27019
[9] mnst emepreruunoi iHdpactpykrypu Ta ISO/IEC 30141 [10] mna IoT-cucrem. B
E€HEePreTUYHOMY CEKTOP1 KJIIFOYOBY PoJib BimirparoTh cranaaptu DLMS/COSEM Tta IEC 62056
[11], mo BW3HAYAIOTH MPOTOKOIM OOMIHY AaHMMHU JiuMiIbHUKIB. Y cdepi loT Baxknmsi
pexomenpaitii NIST, ETSI ta cnenudikartii 6e3neku MQTT/CoAP. ITonpu HasBHICTH BEIHKOT
KUJIbKOCTI HOPMAaTUBHHUX JIOKYMEHTIB, BOHH HE CTBOPIOIOTH LIUTICHOI Ta yHi()iKOBaHOI Mojemi
3arpo3 came Jiis OITIHTOBUX CHCTEM.

Eneprernuni Oiminrosi miardopmu Oinbin BpasiuBi A0 Moaudikamii gJaHuX smart-
meter, MiAMIHA TMOKa3HUKIB CIOKMBAHHS, aTaK <«IIOJAWMHA TIOCEpEIWHI» T 4Yac Iepeaadi
TeJIeMETpii Ta BUTOKY MOBEAIHKOBHUX MPOodisiB KopucTyBadiB. |0T-OUTiHT XapaKTepu3yeThCs
pHU3MKaMU KJIIOHYBaHHS 11IeHTU(])IKATOPIB MPUCTPOIB, MACOBUX TEIEMETPUYHHX aTaK, MiIPOOKH
JAHUX CEHCOPIB Ta KOMIIPOMETAIIil HeCTIHKUX A0 atak mpoTokomiB loT-npuctpois.

Xo4 3HAUHY KIJIBKICTh Tally3€BUX MIAXOMIB, Y CyYaCHUX JOCHIKEHHSX BIJIICYTHS
yHiBepcallbHa, CTaHAAPTH30BaHA Ta MDKIUCIMIUIIHAPHA MOZAEIH 3arpo3, sSka 0 OXOIUTIOBaia
EHEpreTHYHi CUCTeMH 3 BUKOpUCTaHHAM l0T-mpuctpoiB omHouacHo. Taka Moaenb €
HEOOXIJTHOIO ISl TMi/IBUIICHHS TOPIBHIOBAHOCTI PH3UKIB, YHiQikamii 3aco0iB Kibep3axucry,
PO3pOOIEHHS Taly3eBUX CTaHIAPTIB O€3MEKH Ta CTBOPEHHS Y3TOIKEHUX METO/IIB OLIIHIOBAaHHS
BPA3JIMBOCTEH Y KPUTUYHUX OUTIHTOBUX iH(pAaCTPyKTypax.

3anpornoHoBaHa cxemMa MOJIEIIOE Tpoliec Oe3nedHol nepeaadi TeIeMEeTPUYHUX JaHUX
Bin loT-miummbHUKAa 70 IEHTpani3oBaHOiI OUTIHIOBOI CHCTeMH. ApXiTeKTypa mependadae
0araTopiBHEBY MOJIEJIb 3aXUCTY, fKa OXOIUIO€ (DOpPMYBaHHS JaHMX, iX KpHUITOrpadiuyHy
00poOKy, mepenayy depe3 MOTEHIIMHO HE3aXMIIEHE MEPEKEBE CEPEIOBHINE Ta TMOMAIBITY
HepeBipKy Ha CTOPOHI CEPBEPHOI IHPpaCTPyKTypH (puc.2).

Meperxka (NB-10T /

loT Mimnehuk LTE-M / LoRaWAN /

(cercopu, MCU) WIFi / Ethernet)

Y Y

MonepenHa obpobka Gatoway / Cotector
((f)inan au,iﬂ (Bepudhikauia nignucy,
IIE) A, poswndpyBaHHA,
HopManisauin) NOryBaHHA)
-. y

Y
Moayns
kpunTtorpadii
(AES-256, ECC,

SHA-256)

Backend /
BiniHroBui ueHTp

dopmyBaHHA
paxyHkis

nepeBipKa] { aHomanii

KopenaulAa

Secure Comm Layer

(TLS1.3/DTLS/
MQTT-SN) [

uinicHocTi (IDS/IPS)

Puc. 2. ApXiTeKTypHa cXeMa 3axXHIICHOI rmepeaadi TeleMeTpuIHuX JaHux loT-miumisHruKa B
OUTIHrOBY 1HQPACTPYKTYPy
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Ha nepmomy erari JiynabHAK BUKOHYE 301p Ta IEpBUHHY 00poOKy Tenmemetpii. [Tics
OO JaHi MiJJAI0ThCS KpunTorpadivHoOMy MifCHIeHHIO HNUsixoM GopmyBanas MAC-xema
abo mudpoBoro MiANUCY, MO 3a0e3nedye rapaHTii aBTEHTUYHOCTI Ta IiticHocTi. [loganbiie
mmdpyBaHHs makera (Hanmpukiaa, 3a gonomoroo AES-256 abo ECC-6a3oBaHuX aaropuTmiB)
3armo0irae MOXKJIMBOCTI HECAaHKIIIOHOBAHOTO JIOCTYITY IIiJ] Yac mepeaadi.

[lepenaua naHux 31IHCHIOETHCS Yepe3 3aXMINEHUN TpaHCHOPTHUH piBeHb — TLS 1.3,
DTLS abo mpotokoJ, sikuii Mae BOymOBaHI MexaHi3Mu IudpyBaHHs Ta 3axucty (NB-I0T,
LTE-M, LoRaWAN). Ilicis noctaBku TakeT HAIXOAUTh Ha ILIO3 300py HaHWX, 1€
BUKOHYETbCA IIepeBIpKa MIJNUCY, pPO3MU(pPYBaHHS Ta JKypHaJltoBaHHA omnepauiid. Ha
HACTYIIHOMY €Talll JlaHi MepenaroThCst 0 OUIIHrOBOTO LEHTPY, A€ AOAATKOBO IPALIOIOThH
cucreMu BusiBlieHHsI BToprHeHb (IDS/IPS) ta anroputmu BUSIBICHHS aHOMAJIH, 1O JO3BOJISE
MIHIMI3yBaTH pU3UKU aTak Tuny man-in-the-middle, replay, migminu abo reHepauii
(banpIMBUX 3HAYCHb. Takuid MiAXiJl CTBOPIOE KOMILIEKCHY OaraTOpiBHEBY MOJEIb 3aXHUCTY,
sIKa OXOIUTIOE LUTICHICTh, KOH(DIICHIIHHICTh, aBTEHTHYHICTh Ta CIIOCTEPEKYBAHICTh MPOIIECIB
nepeaadi JaHux. ApXiTekTypa Moxke OyTH ajmanrtoBaHa mia pizHi Tunu loT-mepex Ta piBHI
€HEepProCIOXKUBAaHHSA, a TaKOX MacmTaboBaHa s 1HGPACTPYKTyp, € HEoOXigHa BHCOKa
JIOCTOBIPHICTh TEJIEMETPUYHUX 3HaYEHb (€HEpPreTHKa, BOJONOCTaYaHHsI, Ta30pO3MOILT).
IMocranoBka mnpodaemu. CydyacHi OimiHroBi cucremu enepretuku Ta loT-daxiBuiB
(GYHKIIIOHYIOTh Yy CEpEeAOBHIII 3pOCTAIOUUX KiOep3arpo3, BUCOKHX BHUMOT 110 Oe3meku Ta
YCKJIaTHEHOT apXiTeKTypu. BoHM 0OpOOISIFOTH BENHMKI OOCSTH KPUTUYHHX JAHUX — BIJ
TapudikaliiHUX 3amuciB 1 TeJIeMeTpii 0 NEpPCOHANbHMX Ta (IHAHCOBUX BITOMOCTEH
KopuctyBauiB. llopymieHHss iXHBOI HITICHOCTI a00 JOCTYHMHOCTI MOXE NPU3BECTH [0
¢dbiHaHCOBHUX BTpaT, IIaXpaiicTBa, 3pUBY IMOCIYT Ta MiAPUBY JOBIpH CIIOKHMBAUiB, a B YMOBaX
1 dpoBizaii KpUTUIHOI IHYPACTPYKTYPH 111 PHU3UKH HAOYBAIOTh CTPATET1YHOTO 3HAYCHHSI.
[Tonpu yncneHHI MIXKHApOAHI CTaHJIAPTH Ta peKOMEH il 3 iHpopMaIiitHOi Oe3MeKu, Hapasi
BIZICYTHsI €IMHA yHi(piKOBaHA MOJIENb 3arpo3 came JIjs OUTIHTOBUX cucTeM. IcHyroui migxoan
(OKYCYIOTbCSl Ha OKpEMHX Taly3six a00 ONHMCYIOTh 3arajibHi aClleKTH 3aXUCTY, HE BPaXOBYIOUH
cnenudiky Oinminry. Hampukman, icHyrodi €HEpreTHYHI CTaHAApTH PErIaMEHTYIOTh
1H(GPACTPYKTYpY BUMIPIOBaHHS Ta OOJIIK CIIOKMBAHHS, IPOTE HE OXOILUTIOIOTH crienudiky loT-
OUTIHIOBUX CHUCTEM; 3arajibHl pekomeHaauii 3 6esnexku [oT He aganToBaHI A0 TpaH3aKIIHHOL
Joriku Tapudikanii. BHacnigok 1IbOro omeparopu 3acTOCOBYIOTH HECYMICHI MiJXOAU [0
MO/IEITFOBAHHS 3aTPO3, IO YCKIJIAAHIOE OLIHKY PU3UKIB, IIPOBEICHHS ayUTY Ta BIPOBAKCHHS
KOMILIEKCHOTO Kibep3axucTy. J{0aTKOBO BIACYTHICTh Y3TOJXKEHOIO TEPMIHOJIOITYHOIO
armapary Ta CTpyKTypoBaHOi Kiacu(ikallii 3arpo3 NepenikoKae CIiBCTaBICHHIO PU3HKIB M1k
eHepretuuHuMu Ta loT-O6inminroBumu muardopmamu. Lle ycknagHioe GopMyBaHHS €IMHOTO
CTaHAapTy Oe3MeKH, 1HTErpOBaHMX CHCTEM MOHITOPUHIY Ta pearyBaHHsS Ha IHUUICHTH, a
TaKO’K MJIaHYBaHHS PO3BUTKY MIATPOpM, cepTU(DiKalliio Ta JOTPUMAHHS PETryISATOPHUX BUMOT.
TakuM 4MHOM MOCTa€ HayKOBO-NIPHKJIaJHA MpodiiemMa — CTBOPEHHS YHI(IKOBaHOI Mojeml
3arpo3, IO BpPaxOBYE apXiTEKTYpHI OCOONMBOCTI OUTIHTOBUX CHCTEM, BIAMOBiIa€E
MDKHApOJHUM CTaHJapTaM 1 3abe3nedye CTaHJapTU30BAHUN aHaii3, OIIHKY Ta MIHIMI3allilo
pu3uKiB B eHepreTuuHiil Ta loT-iHdpacTpykTypi.
PesyabTaTn Ta 00roBopenHs. J{ociikeHHs MOKa3alo, 1110 Cy4acH1 eHepreTuyHi OUIIHTOB1
cucremu 3 loT-mpuctposimu Bpa3nuBi a0 Kibep3arpo3 uepe3 OOpoOKYy BETHUKUX OOCSTiIB
¢dinaHcOBUX Ta TeineMmeTpuuyHuX naHuX. Kmacmuni moneni 3arpo3 (STRIDE, LINDDUN,
MITRE ATT&CK) 4acTKOBO MOKPHBAIOTH PU3MKH, alie HE 3a0e3MedyloTh YHi()iKOBaHOTO
nigxomy juisi OumiHTy. Po3poOnena GaraTopiBHEBa CXeMa 3aXHUCTy TeleMeTpii JEMOHCTPYE
edeKTUBHICTh iHTerpamii Kpunrorpadii, 3axXUIIEHUX MPOTOKOJIB Ta CHCTEM BUSBJICHHS
aHomauiil. BnpoBamkeHHs cTaHIapTU30BaHOI MOJIEN 3arpo3 3a0e3nedye CUCTEMHUH M1 IX11T] 10
KiOepOe3neKH Ta MiABUIILYE CTIHKICTh HU(POBOI €HEPreTUYHOI IHPPACTPYKTYPH.
KuouoBi kaTeropii 3arpo3 aJis 6i1iHroBux cucreM. buTiHTOB1 ccTeMHU € BUCOKOUYTIIMBUMHU
iH(pOpMaLlifHUMH KOMIUIEKCAaMH, IO OOpOOJIAIOTH MepCOHANbHI, (PIHAHCOBi, TEXHIUHI Ta
TpaH3akuUiiHi naHl. Yepe3d me ixHild 3arpo3oBuil snaHamadr ¢GopmMyeTbes MiJl BIUIMBOM
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ITUPOKOTO CTIEKTPa PU3HUKIB, 110 OXOIUTIOIOTh TPAIUIlIHHI acTieKTH 1H(QOopMaIliifHOi Oe3MmeKu Ta
raiy3eBi ocobnmuBocti eHepreTuku i loT-ekocucrem [12]. OcHOBHHMH TpymaMu 3arpo3 €
MOPYIIEHHS KOH(1AECHIIIHHOCTI, IIIJTICHOCTI Ta JOCTYITHOCTI, OJTHAK Y BUITAJIKY OLJIIHTY BaXKJIHBO
BpPaxOBYBaTH TaKOX 3arpo3d AaBTEHTHUYHOCTI, HENPUYETHOCTi, KOPEKTHOCTI OONIKy Ta
3aXHUINEHOCT] IHTErpalifHIX KaHaIB.

[TopyienHss KOH(IAESHIIITHOCTI OXOIUTIOE IIUPOKUI Hadip pPU3MKIB, MOB’SA3aHUX 13
BUTOKOM TEPCOHAIbHUX JaHMX AO0OHEHTIB, 1H(OpMAIlii MPO IUIATIKHI IHCTPYMEHTH, 1CTOPil
TpaH3aKIlil, MapaMmeTpiB CIOXHBAHHS Ta TEXHIYHOI TenmemeTpii. Y OUTIHTOBUX CHCTEMax
KOH(]1ACHIIIIHICT, 0COOJMBO BaXKJIMBA, aJKE JaH1 4acTO MICTATH K ¢iHaHCOBY iH(OpMaIlito,
TaK 1 JjaHi, OI0 XapaKTepU3yIOTh MOBEAIHKY KOPUCTyBaua. B eHepreTHyHHMX cucTeMax BUTIK
npodiIiB COKUBAHHS MOXE JJO3BOJIUTH 3JIOBMUCHUKAM POOUTH BUCHOBKH MPO MPHUCYTHICTD
KOPUCTYBaYiB y/IOMa 4M iX MOBeAIHKOBI 3BUUKH. Y cepi [oT koHpineHIiIHHICTh TOPYIIYEThCS
Py KOMITpOMETAIlli BY3/iB TeJdeMeTpii, KOJu OOJIIKOBI JlaHI MPHUCTPOiB abo ixHI JaHi
NOTPAIISIOTH JI0 CTOPOHHIX 0ci0. Taki mopyIeHHs MaiiKe 3aBKI1 CTBOPIOIOTH MIATPYHTS 15
maxpancTBa, coliaabHOI iHXKeHepii a00 BTOpPMHHUX aTak.

3arpo3u MUTICHOCTI € KPUTUYHO HEOE3MEUYHWMH, OCKUIBKM BOHH CIIPSIMOBaHI Ha
BHECEHHS HEMpaBAMuBOi iHPopMaIlii B OLTIHIOBI 3anucH 260 MaHIMyIALII0 JAHUMU, Ha OCHOBI1
AKUX (QOpMYyeThCsl (QIHAHCOBHI pe3ynbTaT. B €HEepreTHYHHX CHUCTEMax aTakol MOXKe OyTH
danscudikallis MOKa3HUKIB smart-meter, iH €KIis MiapoOaeHuX AaHUX a0o0 MigMiHA ITaKETiB
tenemerpii. B loT-OimiHry MOXIMBUMHU € aTakd, IOB’s3aHI 3 TeHepauielo (aapmmBoi
TeneMeTpii ado KIOHYBaHHM 1IeHTH(IKaTOPIB MPUCTPOIB, IO MPU3BOIUTH 0 HEMIPABUIHHOTO
o0miky Haganux mociyr. 3mina API-3amutiB, [IKC-onepariit abo cuenapiiB Tapudikarii 6e3
HAJIEXKHOI aBTOpM3allii MNPU3BOAUTH 1O 3HAYHUX (DIHAHCOBUX BTpAT, IOMUIKOBOTO
HapaxyBaHHsI IUIATEXIB 1 MOPYIIEHHS O13HEC-TIPOIIECIB.

3arpo3u JOCTYMHOCTI CIIPSMOBaHI Ha BUBEACHHS 3 Naay OiUTiHroBux miaargopm abo
OKpeMHUX KOMIIOHEHTIB iXHbOI iHppacTpykTypu. TunoBumu nposiBamMu Takux 3arpo3 € DDoS-
aTaKy Ha 30BHIIIHI Ta BHYTPIIIHI CEpBiCH, IEPEBAHTAXKEHHS OUTIHTOBUX MPOIIECOPIB BEIUKOIO
KUTBKICTIO 3amuTiB a00 TeJIeMeTpUYHHX MakeTiB, OJOKyBaHHS JOCTymy 10 0a3 IaHuX,
HOPYILIEHHs pOOOTH JaTa-LIeHTpiB abo OOUYUCIIOBAIbHUX KiacTepiB. Y eHepreruui Ta loT
JI0JTATKOBUM (DaKTOPOM CTarOTh MacoBl aTaky Ha MPUCTPOi ab0 LUTIO3H, K1 MOXKYTh CTBOPUTH
HITY4YHE NEPEBAHTAXKEHHS Mepeski a00 JIAaHIFOTOB1 BIZIMOBH.

OxkpiM TpaauLIHHUX aCMEKTIB KOH(D1IEHIIHHOCTI, HIJTICHOCTI Ta JOCTYIHOCTI, O1JIIHIOBI
CHCTEMH MaroTh crenu(iyi kareropii 3arpo3. /o HUX HajexaTh 3arpo3u ayTeHTUYHOCTI Ta
HEMPUYETHOCTI, SIKI TIOB’s3aH1 3 MOMJIMBICTIO TIMIHUA KOPUCTYBaya, MPUCTPOIO abo JKepena
naHux. Hanpukian, y eHepreTH4HuX cucteMax — Iie miamina smart-meter, B [oT — kiioHyBaHHS
NPUCTPOIB. [HIIMM BaXJIMBUM KJIACOM € 3arp03U KOPEKTHOCTI O0JIIKY, KOJIM aTaKu CIPSMOBaH1
HE JIMIIE Ha 3MIHY JaHuX, ajle ¥ Ha MaHINyJsLiio alropuTMamMu Tapugikaiii abo JIOTiKOo
OUTIHTOBHX ITPOILIECIB, IO MOXKE CTBOPIOBATH 3HAYH1 30UTKH MPU MacIITAOHOMY 3aCTOCYBaHHI.
Takox BaroMme Micie 3aiiMaroOTh 3arpo3u, MOB’sA3aHi 3 IHTETpaliiHUMU MeXaHi3MaMH. bimiHr
MPaKTUYHO 3aBXK]IM MpaIltoe 3 30BHIMHIMEU cucteMamMu — CRM, OSS, miaTiHUMU IUTI03aMHU,
MepeXeBUMH By3J1aMu, Iutatpopmamu 300py Tenemerpii Ta API moctavanbHuKiB. Ypa3nuBocTi
B [IUX IHTETpAIifHUX KaHajaX, a TAKOXX HEJOCTaTHS aBTEHTHUYHICTh JKEpena JaHuX, cladki
MeXaH13MHU MU (pyBaHHS, HEIOCTATHIM KOHTPOJIb JOCTYIy a00 1H’ €KIiHHI aTaKH MOXKYTh CTaTH
MIPUYHHOIO KOMIUIEKCHOTO TTOPYIICHHS pOOOTH BCi€l iHQpacTpyKTypH.

BiniHroBi cuctemMu 3a3HAIOTh BIUTMBY IIMPOKOTO CIEKTPa Kibep3arpos, 1o OXOITOTh
K KJIACH4YHI acreKkTH iH(opMaiiiHoi Oe3reku, Tak 1 crnenudiuni ramyseBi pusuku. Lle
00yMOBIItO€ TOTpeOy B KOMIUIEKCHIH MOJIENI 3arpo3, 3AaTHIH ypaxyBaTH PpI3HOMaHITTA
TEXHOJIOTIYHUX IUIaTGOpM, OCOOIMBOCTI CTPYKTYp HaHUX, CLEeHapii iHTerpauii Ta JOTIKY
00JIIKOBHX Omepartii.

TexHoJorii Ta cTanaapTu 3axucrty. 3a0e3neueHHs O€3MeKU JaHUX y CY4aCHUX OUTIHTOBHUX
cUcTeMax BHMarae 3acTOCYBaHHsSI KOMILJIEKCHOTO MIiAXONY, SKMH MOeIHye KpUOTOrpadidHi
TEXHOJIOT1l, MEXaHI3MHU KOHTPOJIO JIOCTYIy, MEPEKEBUN 3aXUCT, CUCTEMH MOHITOPUHTY Ta
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criemianizoBadi ramy3eBi craHmapTH. OCHOBOIO TOOYIOBH TaKOro 3axXHCTy € BUMOTH
MDKHApOJAHUX cTaHAapTiB, 30kpema ISO/IEC 27001, ISO/IEC 27002, pekoMeHaallii cimeicTBa
NIST 800 [13], a Takox ranyzeBux crnerudikamii DLMS/COSEM, ETSI ta TM Forum, siki
BHU3HAUYAIOTh 000B’SI3KOBI MapameTpu Oe3meku ajs enepretnyHux ta loT-matdopm.

KnroyoBuM HampssMOM € 3aCTOCYBaHHS Cy4YaCHMX KpuOTOrpagidHuX METO/IB.
HIudpyBaHHs JaHUX Y CTaHI CIIOKOIO Ta Mij Yac nepeaaBanHs € QyHIaMEHTaIbHO BUMOTOIO
JUTSL 3aXUCTY OLTiHTOBOT 1H(OpMAIIii, sika MOXKe BKJItoYaTH (DIHAHCOBI TpaH3aKIIii, MepCOHATbHI
JaHi crokuBaviB. HalmommpeHimuM cranaapToM cuMmerpuyHoro mudpysanas € AES-256
[14], sxuit 3a0e3medye BUCOKUWA pPIBEHb CTIHKOCTI 10 KPUNTOAHANITUYHUX aTak 1
pexomenpoBanuii NIST i BHUKOpHCTaHHS B KpUTHYHHUX iH(opmaniiinux cucremax. J[ms
3aXMCTY JIaHUX T Yac rnepeaavyi BAKOPUCTOBYIOThCS Kpuntorpadiuni mporokonau TLS 1.2/1.3
a6o SSL, 1mo 103BOJISIOTH 3a0€3MeUUTH HITICHICTh 1 KOH(IICHIIHHICTh Y MpoLeci B3aeMOil
MDK OUTIHTOBHMMH CEpBicaMU Ta 30BHIIIHIMHU IuiaTdopmamu. J[omatkoBuM piBHeM Oe3neku
BUCTYIAIOTh amapatHi Moayii kepyBanHs kimodamu (HSM abo KMS), siki 3a6e3meuyroTh
CTBOPEHHSI, 30epiraHHs Ta poTalilo KpunTorpadiyHUX KIHOYIB Y 3aXUIICHOMY CEPEIOBHIII,
YHEMOJJIMBITIOIOYM HECAHKIIIOHOBAHWH JOCTYN 10 KJIFOYOBOTO Marepiady HaBiTh y pasi
KOMITPOMETAIlil OKPEMHUX KOMIIOHEHTIB iH)PACTPYKTYpH.

BaximBoro yacTHHOIO 3aXHCTy € moOyaoBa HaAIMHOI cUCTeMH aBTeHTH(IKalii Ta
aBTopu3aiii. Y OUNHINOBHUX CHCTEMax, IO B3a€MOJIIOTH 13 MIJbHOHAMU KOPUCTYBauiB 1
TUCSIYaMHU MDKCHUCTEMHHUX IHTErpalliii, KIacH4HOi MapojbHOI aBTEeHTHU(IKALii HEJOCTaTHBO.
CyuacHi mnatdopMu BIPOBaKYIOTh OaratodaktopHy aBTreHTHdikaniro (MFA), ska moxe
BKItoyatu SMS- abo push-komu, TOTP-gogatku, 6iomeTpudni MeToan abo anapaTHi TOKEHH,
3okpema FIDO2-cymicHi npuctpoi. Lli mexanismu BignoBigaroTh pekomenaauism NIST SP
800-63 [15] momo piBHiB ymeBHeHOCTI B aBTreHTHU(ikamii Ta ISO/IEC 29115 [16], sxi
BH3HAYalOTh BUMOTH JI0 €JIEKTPOHHOI 1IeHTU]iKallii Ta JoBipunx cepBiciB. [ MixkcepBiCHOT
B33a€MOJIi1 3aCTOCOBYIOTHCSl CTaHIAPTHU30BaHI MPOTOKOJM aBTopu3aiii, Taki sk OAuth 2.0,
OpenlD Connect Ta SAML, 1110 1al0Th MOXJIUBICTb LIEHTPATII30BaHO KOHTPOJIIOBATH JIOCTYII 1
3anobiratu HecaHkuioHOBaHUM API-Bukimkam.

MepesxeBuit 3aXUCT OUTIHTOBUX MIIAT(OPM € 1€ OAHUM (PYyHAaMEHTAILHUM HaIPSIMOM
3a0e3neueHHsl KibepOe3neku. VY 0araTOKOMIIOHEHTHHMX apXITEKTypax, SKI BKIIOYAlOTh
OUTIHTOBI TMpOLIECOPH, XMapHi cepBicH, 0a3u gaHux Ta iHTerpauiiini API, HeoOXigHO
CTBOPIOBATH CETMEHTOBAHE MEPEKEBE CEPEOBUIIE 3 BUKOPUCTAHHIM OpaHIMayepiB HOBOTO
MOKOJIIHHA, CUCTEM BUsBIEHHS Ta 3anobiranHa BToprHeHHsM (IDS/IPS), iHcTpymeHTiB
BUSIBJICHHS aHOMaJIbHOI aKTUBHOCTI Ta 3axuineHux VPN-tynemiB. Ili cucremu 3maTHi
CBO€YACHO (hiKCyBaTH HETHIIOBI 3alUTH, CIIPOOM MOPYLIECHHS MEepUMETpa, a TaKoX aTakH,
CIPSIMOBaHI Ha MaHIMYJISL1I0 OLTIHTOBUMH MPOLIECAMHU.

BaxnuBoro CKIaZloBOI0  KOMIUIEKCHOTO 3aXMCTy € IHTerpoBaHi IUIaTGOpMH
MOHITOPUHIY Ta pearyBaHHs, 30kpemMa SIEM-cuctemu Ta Ttexnonorii SOAR. Bouu
JIO3BOJISIFOTH  30MpaTH JIOTM MOJIM 13 pPI3HUX €JNeMEHTIB OUIIHroBoi 1HQPACTPYKTYpPH,
KOpPEeTIOBaTH IHIWJCHTH Ta aBTOMAaTH3yBaTH IPOIECH pearyBaHHS Ha IiHOUAeHTH. s
OUTIHIOBUX CHCTEM, SIK1 MPAIIOIOTh 3 BUCOKOIO IHTEHCUBHICTIO 3alUTiB, MOXKJIMBICTb BUSBIISITH
aHOMaJTiT Ha OCHOBI TTOBEIIHKOBUX MOJIEJIEH € KPUTUYHOIO JJIS 3amo0iraHHs 3JI0BXKHBAHHSIM,
danbcudikarii TpaH3akiiii 0o aTak Ha CUCTEMH OHJIaH-TapH}iKarii.

B eneprernunux Ta loT-mardopmax 101aTKOBY poiib BiIIrpalOTh Tady3eBl CTaHAAPTH.
B enepreruunux cucremax npotokonu DLMS/COSEM Bu3HavyaoTh MeXaHi3MU MUPPYBaHHS
Ta aBTeHTU(IKAIT 17151 smart-meter KOMYHIKaIlii, 1mo 3ade3nevye MuUTICHICTh 1 aBTEHTUYHICTh
nepenanoi tenemetpii. Y cgepi loT Baxknuumu € Bumoru ETSI EN 303 645, 1o Bu3Ha4aoTh
0a3oBi mapameTpu kibepszaxucty loT-mpuctpois, 30KkpemMa BUMOTH 10 OHOBJICHHS TIPOIITUBKH,
YHIKaJIbHUX 1I€HTU(IKATOPIB, IIM(PPYBAHHS JaHUX 1 3aXUCTY Bl MAHIYJIALIIH.

TexHonorii Ta cTaHAapTH 3aXUCTy OUTIHIOBHX CHCTEM (OPMYIOTH OaraToOpiBHEBHI
KOMILJIEKC, SIKUH OXOIUTIOE KpHUNTOrpadiuHi MexaHi3MH, aBTEHTHU(IKallilo Ta aBTOpH3AIlilo,
MepekeBy Oe3leKy, MOHITOPMHI MOJiil 1 rajy3eBl CTaHAapTH (QyHKLIOHYBaHHs. Yci i
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€JIEMEHTH MaloTh OyTH Y3TO/DKeHI B €QWHIA cucTeMi, 1o 3abe3nedye Oe3mepepBHUM 1
CTaHJAPTU30BAaHUN 3aXUCT KPUTHYHO BAXIIMBUX OUTIHIOBUX IIaT(HOPM.

ApXITeKTYPHi CTAaHIAPTH 3aXUCTY. APXITEKTYPHI CTAaHJAPTH 3aXUCTy CyYaCHUX OLTIHTOBHX
cucteM (hOpMYIOTbCS Ha OCHOBI BHMOT JI0O BHCOKOI JOCTYHHOCTi, Oe3mepepBHOCTI Oi3Hec-
MIPOIIECiB 1 CTIMKOCTI 0 Kibep3arpo3, ocKiabku eHepreTudHi Ta loT-OumiHroBi miardopmu
NPAIIOIOTh Y PEXKUMI PEeaJbHOT0 Yacy Ta 00poOIstoTh BeNuKi 00csaTu Tpan3akuii. [IpoBigHo0
TEHJICHIII€I0 € PO3IO/IIJICHA apXiTEKTYypa, 0 OXOILTIOE JeKIJIbKa HE3aJeKHUX J1aTa-1IeHTPIB Ta
XMapHHUX CETMEHTIB, PO3TALIOBAHUX Y PI3HHUX reorpadiunux perionax. Takuii miaxiza 1ae 3mory
3a0€3MeYHTH CTIMKICTh /10 TEXHOTEHHHUX aBapiid, Gi3MUHUX 3arpo3 1 KibepaTak, OCKIIbKH KOXKEH
13 CEerMeHTIB MOXe BUKOHYBaTH (YHKIIi pe3epBYyBaHHS Ta B3AEMHOTO JyOJIFOBaHHS.
['eopo3necena iHGpacTpyKTypa J03BOJIsE PeaTi30ByBaTH CTparterii 6e3nepepBHOCTI Oi3HECY 3
KOHTpOJIboBaHUMU TTokazHuKkamu RTO ta RPO BignosigHo 10 MixkHapoaHoro cranaapry 1ISO
22301 [17], 3abe3medyround MOXKJIUBICTh BiTHOBJICHHS TMOBHOI ()YHKIIIOHAIBLHOCTI CHCTEMH
HaBiTh y pa3i BTPATH OJAHOTO 3 OCHOBHUX IIEHTPIB 00OpOOKH JaHUX.

BaxnuBoro CKJIaIOBOIO  apXITEKTypH 3aXUCTy € BHMKOPHCTaHHS HE3aJIeKHUX
KOMYHIKaI[ifHIX KaHaJliB, MPOKJIAJACHUX PI3HUMH IpoBaiiiepamMu abo (i3uvHO BiIAaTCHUMHU
mapuipyramu. Lle 103Bossie YHUKATH CHUTYyallii, KOJM BHXiA 3 Jlaly OJHOIO KaHally CTae
KPUTUYHOIO TOYKOIO BiZIMOBH /IS BCi€l OumiHroBoi miardgopmu. ¥ cepepoBumiax loT-0imiHry
TAaKO 3aCTOCOBYETHCS MYINbTUIUIEKCYBaHHS TexHonorii mnepenaui (LTE-M, NB-IloT,
LoRaWAN, Ethernet), mo migBuiiye rHyYKiCTh MapHIpyTH3alii Ta 3abe3nedye JT0AaTKOBI
MOYJIMBOCTI JUIsl 00X0/ly NepPEeBaHTaKEHUX a00 HEJOCTYMHUX AUISTHOK Mepexi. [lapanensHo 3
M GOopMYIOThCS TyOIItoBaibHI 6a31 JaHWUX 13 3aCTOCYBAaHHSIM CHHXPOHHOI 200 aCHHXPOHHOT
perunikaiii, KiIacTepHHX KoH(Irypamiii 1 MexaHi3MiB aBTOMATUYHOTO TEPEMHUKaHHS Ha
pe3epBHI By3nu. lle KpUTHYHO BaKIIMBO /s 3a0e3nedeHHs Oe3nepepBHOI poOOTH MOYIIiB
TapuduKaiii, MapmpyTuszamii TpaH3akuid, (opMyBaHHS pPaxyHKIB 1 CXOBHUII ICTOPUYHHX
naanx. Cucremm opkectpanii (Hampukman, Kubernetes a6o OpenShift) mocriiiHO
KOHTPOJIIOIOTh CTaH 3aCTOCYHKIB, BHMKOHYIOTH IIEpEBIpKM iXHBOI Ipale3laTHOCTI Ta
ABTOMATHYHO TIepe3anyCcKatoTh a00 NepEeHOCUTh KOHTEHHEPH Y BUTIAIKY BHSBICHHS aHOMAiH.
3axucT MepekeBoi IHPPaCTPyKTypH BUOYIOBYEThCS 3a MPUHIUIIAMU CEIrMEHTAIll] Ta 13011
KPUTHYHUX KOMIIOHEHTIB. Mepeka MoUIsIETbCsl Ha 30HU JJOBIPU, MK SIKUMH BCTaHOBIIIOIOTHCS
CyBOpi IpaBHJa B3a€MOJIi, 10 BiAmoBigaroTh migxomam crangapra IEC 62443 [18]. Taka
CTPYKTypa Ja€ MOXJIUBICTb MIHIMI3yBaTH TOPHU3OHTAJbHE IMOIIMPEHHS aTak y pasil
KOMIIpOMETAIlii OJHOTO 3 KOMIIOHEHTIB. /[l KOHTpoiro B3aeMojii MK CerMeHTaMu
3aCTOCOBYIOTbCS OaraTOpiBHEBI MIKMEpPEKEBI €KpaHHU, MIKpocerMeHTalisl Tpadiky Ha piBHI
KOHTeHHepiB abo BipTyaJlbHUX MallUH, a Takoxk migxig Zero Trust, sxuil nependavae
MOCTIWHUN KOHTPOJIb JOCTYIY HE3aJIeKHO BiJl TOTO, Jie TIepedyBae KopucTyBay abo cepsic. Y
cepenoBHINax OUTIHTIB €HepreTUKH A0JaTKOBO BIpoBamkytoThcs BuMord NERC CIP mono
OOMEXEeHHS TOCTYNy J0 KPUTHUYHOI 1HQPACTPYKTYpH, BEACHHS XKypHaANIIB I orepaTopiB 1
30epexeHHs TOBHOTO TPacyBaHHs OIlepallii.

[lenTpamizoBaHuii MOHITOPUHT, 110 3AliicHIOETbes uepe3 SIEM-cucremu, €
(byHIaMEHTAILHUM €JIEMEHTOM apXiTEeKTYpPHOTO 3aXUCTy. BUTIHroBi miaTopMu reHepyroTh
3HaYH1 00CATH KypHAJIiB, K1 HEOOXITHO arperyBaTu, aHajli3yBaTu Ta KOPEIIOBAaTH MK cO0010
JUIs BUSIBJIGHHS aHOMaJbHUX Nofii. 3aBisaku inTerpanii 3 cuctemamu SOAR moxinBe
aBTOMAaTUYHE BUKOHAHHS CIIEHAP1iB pearyBaHHs: OJIOKYBaHHS M103PLI01 aKTUBHOCTI, 1301511151
IHIIMIEHTHUX BY3JiB, 3MiHa MapupyTiB Tpadiky albo 3amyck mpolenyp aBapiiiHOTO
NIepeHeCceHHs Ha pe3epBHI cepeioBuINa. Taka aBToMaTH3allisl 3HAYHO CKOPOUYE Yac pearyBaHHs
Ha IHIUACHTH, [0 KPUTUYHO JIJIsl CUCTEM, Y SKHUX 1epe0oi po6oTu Oe3nocepeHbo BIUTMBAIOTh
Ha (iHAHCOBI1 onepallii Ta sIKiCTh 00CITYyrOBYBaHHS KIIIE€HTIB.

VY KxoMIuiekci BCi LI apXiTeKTypHI 3aXoiu 3a0e3MeuyroTh BiMOBIIHICTh OLTIHTOBHUX
cuctem MikHapogHum Hopmam [EC 62443, ISO 22301, NERC CIP Ta ISO/IEC 27001,
dopMyIOUHM CTaHIAPTU30BAHUM MiJXiJ 10 MOJENIOBaHHS 3arpo3, YHPaBIiHHS PU3UKaAMH Ta
3a0e3nedyeHHs] Oe3MepepBHOCTI OMepaIiitHuX mporeciB. Taka CTPYKTypoOBaHa apxiTEKTypa
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JTO3BOJISIE TMIIBUIIUTH PIBEHb KIOEPCTIMKOCTI Ta rapaHTyBaTH CTaOlIbHY POOOTY OUTIHTOBUX
wiatdopmM B enepretuyHiit Ta loT-cdepax.

CrannapTu3oBaHa Mmojaeab 3arpo3. CTaHIapTH30BaHAa MOJENb 3arpo3 Uil Cy4acHHX
OiiHroBUX cucteM B eHepreTuuHiil Ta loT-chepax Mae oXoIIroBaTH KOMIUIEKCHY CYKYITHICTD
PHU3HKIB, SIKI BAHUKAIOTh Ha BCIX PIBHAX (PYHKI[IOHYBaHHS IJIAT(HOPMHU — BiJl 0OpOOKH TaHUX 1
B3a€MOJi1 3 KOPHUCTyBayaMH JI0 MEpPEXKEBHX KOMYHIKalid, iH(PpacTpyKTypu Ta 30BHILIHIX
inTerpamiii. Ii GopMyBaHHSA IpyHTYeThCS HA NPUHIMIAX CHCTEMHOTO aHANi3y, BpaxyBaHHI
cnenniku mpenMeTHOi obyacTi Ta 3acTocyBaHHI MikHapoaHux pexomenpauiii STRIDE,
OWASP, ENISA Tta NIST, mo 103Bojsie CTBOPUTH YHI(pIKOBaHY CTPYKTYpPY OIlIHFOBAHHS
3arpo3 JUIs pi3HUX THIIB OLTIHTOBUX CEPEIOBHIII.

Ha piBHI 1aHuX 10 MOl BKIFOYAIOTHCS 3arpO3H, MOB’sA3aH1 3 MOXJIMBICTIO BUTOKY
NepCOHaNbHOI, (iHAHCOBOI Ta TpaH3akUidHOI iH(OpMauii, miaMiHOI abo Moaudikaiiero
KPUTUYHO BKJIMBHX 3allACiB, HECAHKI[IOHOBAHWM JIOCTYIIOM JO KJIIOYiB HIHM(pPYBaHHS Ta
HNOPYIICHHSAM LTICHOCTI apXiBiB. OcobmuBoi yBarm morpedye 3axuct 0a3 JaHUX OUTIHTY,
OCKUJIBKM BOHH MICTATH iH(MOpMaIiito mpo Tapudu, 00K CIIOKUBAHHS PecypciB, (iHAHCOBI
orepariii, kirodi qoctyiy 10 loT-prucTpoiB Ta icTOpito TpaH3aKIii KOPUCTYBadiB. Y CUCTEMax
E€HEPreTUYHOTO CEKTOPY JIOJIATKOBHM PU3UKOM € MOJJIMBICTh MaHIMyJTFOBAaHHS MOKa3HUKAMHU
JTYMIBHUKIB 200 BTpydaHHs y OanaHCyBaHHS HABaHTA)XEHb Yepe3 3MiHY JTaHUX.

PiBeHb KOpHCTYBauiB OXOILUTIOE PH3UKH, IIOB’S3aHI 3 aTakaMH Ha MEXaHI3MH
aBTeHTU(IKallii, COLIaTbHO-IHKCHEPHUMH METO/JaMU BUKPAJCHHS OOJIKOBHX JaHUX,
HIKI/UTMBUMH A1SIMH BHYTPIIIHIX CMIBPOOITHUKIB, @ TAKOXK CIIEHAPISIMH MiABUILIEHHS IPUBLJIEIB.
VY OuniHroBux miaTgopmax, Je 4acTo peajli3yeTbesi OaraTopiBHEBHH IOCTyI (OmepaTopH,
aJMIHICTPATOpPHU, TEXHIYHI KOPHCTYyBadi, CTOPOHHI IHTETPaTOpH), Il PU3IUKU MOCUIIOIOTHCS
PI3HOMAHITHICTIO pOJed Ta CKJIATHICTIO MOJITHK KOHTPONO jgoctymy. Hemomiku B
aBTeHTH(iKalii abo BiACYTHICTH 0araTo(akTOPHOrO 3aXUCTY MPU3BOIATH 0 MOMIJIHUBOCTI
KOMITpOMeETAIlii 00TIKOBHX 3aITUCIB 1 MOAAIBIIOTO BIUTUBY HAa PO3pPaxyHKOBI MOYJIi, (DiHAHCOBI
omepariii abo 1aHi KOPUCTYBaYiB.

Taboauus 1.
[Mpiopure3artis BpaznmuBocteii [19-21]
Vulnerability Component Likelihood Impact Risk
API key exposure API Gateway 4 5 20
CDR tampering Rating Engine 3 5 15
Queue flooding Billing Queue 5 3 15

MepexeBuil piBeHb Mojeni 3arpo3 Bkitoyae DDoS-aTaku, ckaHyBaHHS BIIKPHUTHX
MOPTIiB, aTAKyBaHHsI TPOTOKOJIIB B3a€EMO/I11 MI>K CEpBICaMU, 1H €KI[IIHI Ta IHTEPIICIIiTHI aTakH,
6oTHeT-akTHBHICTh, MITM-crieHapii, ciyQiHr Ta MaHiNmyJIOBaHHS Mapuipyramu Tpadiky. Y
CyyaCHMX OUIIHFOBHX 1H(QPACTPYKTypax, $KI LIMPOKO 3aCTOCOBYIOTH MIKPOCEPBICHY
apxiTeKkTypy, pizHoMmaHiTHI API, KoHTelHepH3alil0 Ta XMapHi CEpBICH, MEPEXEBI 3arpo3u
CTalOTh OCOOJIMBO aKTyaJlbHUMH, OCKUIBKH KOKEH CEpBIC BIAKPUBAE HOBI MOTEHIIIHI TOYKU
BXOJIy JIJISl aTak.

[HdpacTpykTypHUll piBeHH OXOILTIOE 3arpo3u (HI3UYHUX aTak, aBapii y AaTa-IeHTpax,
BiIMOB 00J1aJHaHHSI, 3001B Y poOOTi eHepromnocTayaHHs, MoKex, 3aTOIJICHb, a TAKOXK PU3HKIB,
MOB’SI3aHUX 13 XMapHUMHU MpoOBaiepaMy, BKJIIOYAIOYM KOMIIPOMETALII0 KOHTEHHEPHUX
cepenoBulll a00 BIPTyaJbHHUX MallMH. 3HAaYHA YacTMHA OUTIHFOBHX IIaT(GOPM CHOTOJHI
pO3TropTaeThCs y TIOpUAHUX a00 MYJIBTHXMapHHUX CEpeloBUIIAX, 10 MOTpeOye BpaxyBaHHS
JIOJJATKOBHUX 3arpo3, OB’ SI3aHUX 3 HEMPABWIBLHUMH KOH(ITypalisiMi, HEJOCTATHIM KOHTPOJIEM
JOCTYITY 70 XMapHUX PECYpCiB 1 MOMIJIKaMHU y TIOJNITHKaxX Oe3neku. Y cdepi eHepreTUKu
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JIOIUTHHUM € BpaxXyBaHHsI 3arpo3, SKi BIUTMBAIOTh HA KPUTUYHY 1HPPACTPYKTYPY Ta MOXKYTh
BUKIIMKATA MacOBI1 BIAKTFOUEHHS a00 MOPYIIIEHHS pOOOTH CMapT-MEPEK.

[aTerpariiiii 3arpo3u CTOCYIOTHCS B3a€MOJii OUNIHTOBHUX TUIAT(GOPM 3 30BHINIHIMU
cepBicamu, API, mmarikaumu unmo3amu, loT-mmargopmaMu, CTOPOHHIMH —CHCTEMaMu
moHiTopuHry, CRM Ta ERP. TumoBumu € APIl-ataku, ekcruryararisi Bpa3jiuBOCTEH Yy
CTOPOHHIX 010J1i0TeKaX, MOPYIICHHS IIICHOCTI IepeaBaHHs JaHUX, M1 MiHa 3aMUTIiB, 8 TAKOXK
3arpo3u, MOB’si3aHi 3 HEKOPEKTHOK (ibTpaiiero Tpadiky MK 30BHIITHIMUA Ta BHYTPIIIHIMH
mMonyisiMu. Y cucremax loT-OimiHry okpeme 3HAYeHHS MAalOTh PHU3MKH KOMITpOMETallii
BOY/IOBaHHMX MPHUCTPOIB, TPOIMUBOK, MPoToKoJaiB MQTT ta CoAP, 110 npsMo BIUIMBAIOTh HA
TOYHICTH 300py NOKAa3HHKIB 1 KOPEKTHICTh HAPaXyBaHb.

O0’enHaHHA BCIX MEpeiueHUX CKIAJOBHUX Y €IMHY CTaHIApTU30BaHy MOJEIb 3arpo3

Jla€ 3MOTY KOMIUIEKCHO OIIIHIOBAaTH PU3MKH, CTBOPIOBATH YHi(iKOBaHE CEpEeNOBHIIE IS
aHaJli3y Bpa3JIMBOCTEM Ta BHU3HAYaTH IPIOPUTETHI HaNpsMU 3aXUCTy. BukopucrtanHs
npuniuniBs STRIDE 3a6e3nedye cTpykTypoBaHy Kiacu(ikaiito 3arpo3 3a TUIIAMH BIUIMBY —
MiMiHa, MApoOKa, PO3KPUTTS iH(POpMaIlii, BITMOBa B 00CITyroByBaHHI, €CKajallis MpUBLIETB,
nopyueHHs niricHocti. Jlotpumanas pekomenaaniii OWASP rapanTye akTyanbHICTh MOJEINI
st cydyacHux BeO- 1 APl-opieHToBaHMX OUTIHTOBHX cucTeM. Takuil MiAXig 103BOJISIE
chopMyBaTH Y3TO/KEHY apXiTeKTypy Oe3lekd, M0 OIHAKOBO e(QEKTUBHO TPAIIOE B
eHepretuuHux Ta loT-cepemoBuinax, 3abe3meuyroud HaJeKHUHM piBeHb KiOep3axucry Ta
CTIMKICTh KpUTHYHHX TPOLIECIB OLTIHTY.
BucnoBku. Ctannaptuzaiiis JKepel 3arpo3 1js OUTIHIOBUX CUCTeM Y cdepax eHEepreTHKHU Ta
IoT € HEBix’ eMHOO CKIIaO0BOIO (DOPMYBAaHHS HAMIMHOI Ta CTIHKOT IHYPACTPYKTYPH CydacCHUX
U(PPOBUX CEPBICIB. BanOBy'IO‘II/I CTpIMKE 3pOCTaHHS O0OCAriB JaHMX, IHTEHCHBHICTh
TPaH3aKIIMHUX TPOIECIB 1 B3AEMOMIID CHUCTEM Y pO3MOJUICHUX CEpelOBHINAX, CaMe
yHi(pIKOBaHUH MiJIX1J 10 MOJCIIIOBAHHS 3arpo3 J03BOJIsS€ 3a0€3MeYUTH CUCTEMHICTh aHamli3y,
IIPOTHO30BAHICTh PU3UKIB Ta €(PEKTHBHICT pealizallii 3aXMCHUX MEXaHi3MiB. BukopucTanus
MDKHapOJHHX cTaHaapTiB, Takux Kk ISO/IEC 27001, 27005, NIST SP 800-30, OWASP ASVS,
MITRE ATT&CK ta aktyansHux pekomenaamiii ENISA, cTBoproe Meromomnoriuny 6a3y, ska
CHPSIMOBY€E OpraHi3allii Ha BOpOBa/KEHHs HalKpaIiux CBITOBUX MPAKTHUK 111010 KibepOesnekn
KpuTHuHUX Tuiatdopm. lle He nuine migBUINYE PiBEHb B3a€EMHOI CYMICHOCTI apXiTEKTYp 1
nporenyp Oe3nmeku, a i 3a0e3neuye MOXKIUBICTb HE3AIEKHOIO ayIuTy, KOPEKTHOTO
OLIIHIOBAaHHS 3aXUIIEHOCTI Ta GOpMyBaHHS OOIPYHTOBAHUX TEXHIYHUX BUMOT ISl pO3POOHUKIB
Ta ONepaTopiB OLTIHFOBUX CHCTEM.

CyuacHi OUTIHTOBI pillIeHHS € OaraTopiBHEBUMH i 4acTO BKIIIOYAIOTh JIOKAJIbHI, XMapHi,
riopuaHi Tta nepudepiiiHi KOMIOHEHTH, 10 (OpMye J10JIaTKOBI BEKTOPH aTak 1 301bIIye
CKJIaHICTh 3a0e3mneyeHHs ix kibepcriiikocTti. BinmoBinHo, cTaHmapTH30BaHa MOJENb 3arpo3
HA/la€ MOXKJIMBICTb  KOMIUIEKCHO OLIHUTH MOTEHLIMHI pHU3UKH, MOYMHAIOYU BiJ
HETPAaBOMIPHOTO JOCTYIy Ta MAaHIMyJSIiH 13 TpaH3aKUiHHUMH MOTOKAaMH 1 3aBEpIIYIOUH
[JIMOIIUMHU 3aTPO3aMHU, TAKUMH SIK KOMITPOMETallis MO/1yJIiB OUTIHTY, BUKPUBJICHHS TOKa3HUKIB
CIOXKMBaHHSA eHeprii abo BTpydaHHs Yy mnpouecu Tapudikanii loT-npucrpoi. Yitke
CTPYKTYpYBaHHs 3arpo3 3abe3neuye (opMyBaHHS MOTO/DKEHUX CLIEHapliB pearyBaHHS,
ONTHUMI3AII0 TOMITHK JOCTYIy, NPaBWIbHY MMOOYIOBY KPUNTOTpaiqyHOTO KOHTYPY Ta
3aCTOCYBaHHS MEXaHi3MiB 6araToakTopHOI aBTeHTH(IKALIIT, 110 CYTTEBO 3HUKYE MOXKIIUBICTD
YCHIIIHUX aTaK Ha KPUTUYHI KOMIIOHEHTH CUCTEM.

OpHUM 13 KITIIOYOBUX pe3yJbTaTiB CTaHAAPTU3ALil € MOXKJIHMBICTb BIIPOBAKEHHS
0e3mepepBHOT0 MOHITOPHHTY 3arpo3 i3 BUKOPUCTAHHSIM aBTOMATH30BaHUX CUCTEM BHUSBIICHHS
aHOMaJiH, Kopemsiii mo/iii, MOBEIIHKOBOTO aHali3y Ta aJaNTUBHUX MEXaHI3MIB pearyBaHHS.
Y moenHaHHI 3 TeOpe3epBYBAHHSAM 1HQPACTPYKTYPHHUX €JIEMEHTIB, PO3MOALICHUMHU
MeXaHi3MaMH BiJHOBJIEHHS Ta LU(POBUMH cepTHU(DIKAIMHUMU TIATPOPMaMHU 1€ CTBOPIOE
CTIAKY €KOCHUCTEMY, 3aTHY (YHKIIIOHYBAaTH HaBITh y pa3i MacmTaOHUX KibepaTtak abo 3001B
Ha OKPEMHUX By3/Iax Mepexi. BainmBo Tako, 10 CTaHAApTHU3aLlis CIpPHsE MiJABUIICHHIO
MPO30POCTI B3aEMOIT MIXK pI3HUMHU CyO’€KTaMU PHHKY — [OCTa4aJbHUKAaMU IOCIHYT,
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orieparopamu iHPPACTPYKTYPH, AyTUTOPAMH, PETYJIITOPAMHU Ta BAPOOHUKAMU €HEPTETUIHOTO
00J1a THAHHS.

YSaraJ'IBHI-OIOLII/I, MOXHa CTBCP’KYBATH, 1ITO CTaH,I[apTI/I3aL[iH Moneneﬁ 3arpo3 BUCTYIIA€

byHIaMEHTOM JUIsl PO3BUTKY 3aXHUIIEHUX OUTIHrOBHX miaaTdopM, sKi BiIMOBIIAIOTH BUMOTaM
KibepOe3neku cydacHOro nugpoBoro cycrniibcTBa. Bona 3abe3nedye edekTHBHE YIIpaBIiHHS
pPHU3UKaMH, MiBHILY€E PIBEHb JOBIPH KOPHCTYBaUiB 1 Oi3HECY 10 KPUTUYHUX CEpBiciB, (hopmye
OCHOBY JIJIsl BIPOBAXKEHHS 1HHOBAI[IM 1 3MIIHIOE 3arajibHy KiOEPCTIMKICTh Tally3eH, y SKUX
TOYHICTb, O€3MEePEPBHICTH 1 Oe31eKa 0OpOOKHU JaHUX MAIOTh BUpIIIadbHE 3HAYCHHS.
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STANDARDIZATION OF THREAT MODELS FOR MODERN ENERGY BILLING
SYSTEMS WITH IOT TECHNOLOGIES

P.V. Yavorskyi, M.P. Klyap, M.P. Prygara, T.V. Dytko

Uzhhorod National University
3, Narodna Square, Uzhhorod, 88000, Ukraine
Emails: yavorskyi.petro@uzhnu.edu.ua, m.klyap@uzhnu.edu.ua,
mykhailo.prygara@uzhnu.edu.ua, taras.dytko@uzhnu.edu.ua

Modern billing systems in the energy sector and 10T platforms perform a critically important function of service
accounting, transaction processing, and handling large volumes of data. The high concentration of financial,
personal, and telemetry information makes them strategically significant targets, where violations of system
integrity or availability can lead to substantial financial losses, infrastructure disruptions, and security risks. The
development of digital technologies, cloud services, API integrations, and 10T devices has created new attack
vectors, including exploitation of vulnerable configurations, access management errors, weaknesses in 10T
protocols, as well as social engineering and DDoS attacks, which increases the value of transactions and the
potential scale of damage. In this context, the cyber resilience of billing platforms requires not only technical
measures but also the development of a unified, standardized threat model. Such modeling enables systematic risk
assessment, attack scenario forecasting, identification of key vulnerabilities, and the development of multi-layered
protection mechanisms tailored to the specifics of the industry. Modern threat modeling approaches (STRIDE,
LINDDUN, MITRE ATT&CK) partially address risks but do not provide a comprehensive, unified analysis
specifically for billing systems. Therefore, the creation of a standardized model that considers transactional
features, integration channels, network architecture, and 10T devices is highly relevant. The proposed model
provides multi-layered data protection—from telemetry collection on 10T meters to processing on billing servers.
Cryptographic methods (AES-256, ECC), secure transmission protocols, multi-factor authentication, and
monitoring and anomaly detection systems are employed. The architecture ensures integrity, authenticity,
confidentiality, and operational resilience, while the standardized approach allows adaptation of the system to
different network and cloud environments. Key threat categories include violations of data confidentiality,
integrity, and availability, as well as billing-specific risks—meter reading tampering, 10T device compromise,
manipulation of tariffing, and integration channels. Combining these aspects into a single threat model allows
standardized vulnerability assessment, risk prioritization, and optimization of protective measures, ensuring the
continuous operation of critical systems.

Keywords: billing systems, threat modeling, standardization, cybersecurity, energy sector, 10T devices, STRIDE.
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