[HOOPMATHKA TA MATEMATUYHI METO/ZI1 B MOJIEJTFOBAHHI = 2025 = Tom 15, Ne 4

DOI 10.15276/imms.v15.n04.475 Informatics and Mathematical Methods in Simulation
UDC 004.056.55:004.8 Vol.15 (2025), No. 4, pp. 475-485
LEVERAGING GENERATIVE MODELS FOR CRYPTANALYSIS: EXPLORING
THE POTENTIAL OF LLMS AND DIFFUSION MODELS

A. S. Koliada, L. V. Bovnehra

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Email: a.s.koliada@op.edu.ua, divS@ukr.net

This study examines generative cryptanalysis, which uses probabilistic models to learn how
ciphertext should look and then evaluates new ciphertext against the learned distribution. A
hybrid approach is introduced that combines a generative diffusion model trained to
reconstruct corrupted sequences of ciphertext symbols with a large language model that
plans experiments and invokes external tools. The aim is to show that likelihood scores
from the generative model provide data-driven signals for identifying the encryption
algorithm and operating mode and for detecting when a cipher uses fewer rounds than
intended. It is also shown that a tool-using language model can combine this generative
evidence with conventional tests to reach robust decisions. Scientifically, the work shifts
neural cryptanalysis from pure classification toward probabilistic modeling of ciphertext
distributions, revealing calibrated differences as algorithms and round counts vary.
Practically, the approach supports protocol forensics, detection of configuration errors, and
quality checks in continuous-integration pipelines without access to plaintexts or side
channels. Methodologically, fully reproducible datasets with contamination control are
constructed for several block ciphers (AES-128 with reduced rounds, SPECK, SIMON,
PRESENT) and common modes of operation; ciphertext is represented as sequences of
symbols (bytes or hexadecimal digits); public fields such as nonces and initialization
vectors are masked; and a discrete diffusion model with both conditional and unconditional
heads is trained. Approximate likelihoods are computed and contrasted across hypotheses to
form simple test statistics. Baselines comprise strong convolutional neural networks and a
prompt-only language model. A tool-using language model coordinates calls to standard
randomness test suites (NIST SP 800-22, Dieharder, ENT), the discriminative baselines,
and the diffusion scorer under a fixed budget. On a twelve-class identification task the
diffusion model attains 92.7% accuracy (top-3 98.3%), surpassing convolutional networks
by 6.3 percentage points and remaining well calibrated. For reduced-round detection on
AES-128 it achieves area under the receiver operating characteristic (ROC) curve of 0.964
at strict false-alarm rates. In an illustrative key-hypothesis ranking probe it places the
correct hypothesis near the top far more often (mean reciprocal rank 0.46 versus 0.28). No
claim is made of breaking full-round ciphers; instead, a documented and reproducible
protocol establishes likelihood-aware generative modeling as a clear and practical lens for
modern cryptanalysis and as a foundation for future benchmarks and deployment.
Keywords: generative cryptanalysis; discrete diffusion; language models; ciphertext;
distinguishers; AES; agent LLMs.

Introduction. Cryptanalysis has long relied on analytical and statistical techniques, including
linear and differential methods that exploit structured properties of ciphers. As schemes have
grown more complex and data volumes larger, these classical approaches face constraints of
scalability and efficiency. Machine learning and deep learning have demonstrated that neural
networks can act as effective distinguishers for reduced-round block ciphers and lightweight
algorithms, exposing structural weaknesses without complete mathematical models [1-6].
Parallel efforts frame the task as ciphertext classification, where feature-based or end-to-end
models identify the algorithm or operating mode directly from ciphertext samples [7-9].

Recent evaluations centered on large language models report uneven performance on
decryption-style tasks and highlight the need for systems that can plan, take actions, and
consult specialized tools [10-12]. In parallel, generative methods based on discrete diffusion
have been adapted to categorical tokens, enabling probabilistic modeling of sequences and
creating a path to learn ciphertext distributions directly [13-18].
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Within this context, tool-using agents have been proposed to interleave reasoning with

external calls, improving task success by coordinating search, calculation, and code execution
[19-20]. Building on these ideas, the present study develops a hybrid framework for
ciphertext-only analysis that integrates a tool-using language-model agent with a discrete
diffusion model for token-level generative modeling. The framework is evaluated on AES-128
in reduced-round form, SPECK, SIMON, and PRESENT across ECB, CBC, and CTR modes,
and it is compared with strong CNN-based distinguishers. A contamination-controlled
evaluation protocol is described to support reproducible studies; configuration details can be
provided on request.
Related work. Generative models have only recently been explored for cryptanalysis, and the
surrounding literature spans several adjacent threads. A first thread is neural-network—assisted
block-cipher cryptanalysis, whose modern wave began with Gohr’s CRYPTO 2019 result on
differential-neural attacks against SPECK32/64, combining a learned real-vs-random
distinguisher with a Bayesian key-search strategy that outperformed classical differentials on
reduced rounds (11-12-round recovery) [1]. Subsequent studies generalized and strengthened
this recipe to Simeck32/64 and related families, introducing inception-style and multi-scale
CNN architectures, related-key and multi-difference settings, and denser residual designs that
systematically improved distinguisher accuracy and round reach [2-6]. Collectively, these
works demonstrate that learned detectors over ciphertext (and ciphertext-pair) distributions
provide usable cryptanalytic signals, yet they stop short of fully generative modeling of
ciphertext distributions.

A second thread treats cryptanalysis as ciphertext classification. Early (pre-LLM)
systems used hand-crafted features with machine learning to recognize classical cipher types
or to identify algorithm families and operating modes; more recent work uses deep models
and end-to-end pipelines that infer the algorithm or mode directly from ciphertext samples [7—
9]. These findings indicate that global distributional cues in ciphertext carry discriminative
information, suggesting the existence of learnable ciphertext manifolds that generative models
might capture.

A third thread examines large language models applied to classical ciphers and emerging
benchmarks for cryptanalytic capability. Prompt-only LLMs often solve very simple
substitution ciphers (e.g., Caesar, Atbash) or perform coarse cipher-type triage, but
performance drops sharply for stronger schemes and in contamination-controlled setups. New
2025 evaluations (such as CipherBank 2,358 tasks across nine algorithms and broader LLM
cryptanalysis suites) report uneven decryption accuracy and clear gaps between
conversational models and those that reason with tools; they also raise safety questions when
models either inadvertently decrypt or over-refuse [10-12]. These datasets highlight a
research gap: principled training or conditioning on ciphertext distributions beyond few-shot
prompting, with robust evaluation that goes beyond toy ciphers.

A fourth thread provides the methodological foundations for token-level generative
modeling via discrete diffusion. D3PM introduced diffusion in discrete state spaces through
structured transition matrices (including absorbing states), generalizing multinomial diffusion
and enabling likelihood-based modeling on text-like tokens [13-14]. In NLP, Diffusion-LM
enabled controllable text generation with continuous-space diffusion, while DiffuSeq and
SeqDiffuSeq adapted diffusion to sequence-to-sequence learning by iteratively denoising
entire sequences rather than decoding left-to-right [15-17]. Surveys synthesize design choices
(noise schedules, masking, self-conditioning) and discuss trade-offs relative to autoregressive
language models in terms of quality, diversity, and compute [18]. To our knowledge, no prior
work applies discrete diffusion directly to ciphertext tokens to learn the manifold of valid
ciphertext (conditioned on public parameters and/or known differentials) and derive density-
based distinguishers or score-guided key search.

A fifth thread concerns tool-using LLM agents that interleave reasoning with external
calls. Approaches such as ReAct and Toolformer show that orchestrating tools (search,
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calculators, code executors) improves task success by allowing the model to plan, act, observe
results, and refine its plan [19-20]. This paradigm naturally suggests a hybrid cryptanalysis
agent that uses an LLM to coordinate combiners (e.g., differential-trail searchers, SAT/CP
solvers, randomness tests, symbolic oracles) and to query a diffusion-based ciphertext model
as a probabilistic oracle. Existing LLM cryptanalysis benchmarks do not yet evaluate such
reason-and-act pipelines that integrate generative modeling.

Finally, evaluation practice continues to rely on classical batteries such as NIST SP 800-
22 (frequency, runs, FFT, and related tests), Diehard/Dieharder, and lightweight ENT to
sanitize random-number generators and provide null-hypothesis checks for “looks-random”
claims [21-23]. Generative approaches should report not only cryptanalytic success metrics
(round counts, data/time complexity, success rates) but also statistical fitness (calibrated
likelihood or score behavior on true-ciphertext versus random baselines) to guard against
overfitting artifacts that these batteries can expose. Together, these threads motivate a
generative, likelihood-aware view of ciphertext and a tool-using agent to aggregate
heterogeneous evidence, which is the direction pursued in this work.
Methodology. A hybrid generative and reasoning approach for ciphertext-only cryptanalysis
is developed. The core idea is to learn how ciphertext from specific algorithms and modes
typically looks and then use that learned signal, together with independent checks, to make
decisions. Concretely, a token-level generative model based on discrete diffusion is trained to
assign a plausibility score to sequences of ciphertext symbols, and it is paired with a large
language model (LLM) agent that plans tests, calls external tools, and reconciles the evidence
into a final judgment. This framework is evaluated on three tasks that are referenced
throughout the paper: identifying the algorithm and mode directly from ciphertext (Cipher-
ID), deciding whether samples were produced with fewer rounds than the nominal
configuration (Round-Sensitivity), and an illustrative Key-Bit Ranking probe that shows how
the generative signal can prioritize simple key hypotheses without claiming practical key
recovery. The diffusion component follows the D3PM / multinomial-diffusion family for
discrete tokens [13—14]. The agent’s behavior follows a reason-and-act style, where it plans,
calls tools, observes results, and revises the plan, as in ReAct and Toolformer [19-20]. To
ensure statistical soundness, all claims are cross-checked with standard randomness test suites
(NIST SP 800-22, Dieharder, and ENT [21-23]) and compared to established neural-
cryptanalysis baselines drawn from prior work [1-6]. Figure 1 shows that batches of
ciphertext are tokenized and public fields are masked. A discrete diffusion model provides
approximate log-likelihood scores. A CNN baseline supplies a discriminative view. Standard
randomness batteries (NIST SP 800-22, Dieharder, ENT) provide sanity checks. An agent
plans tests, calls tools, and aggregates evidence into a final decision.

— __ Randomness batteries
P (NIST, Dieharder, ENT) -
v P -7 CNN
Ciphertext ,  Tokenization N : baseline

. Discrete diffusion
batches & masking scorer - LLM agent: N Aggregated

¥ plan, act, revise decision

AN

Fig. 1. Hybrid pipeline for ciphertext-only cryptanalysis

The setting is purposely narrow and auditable: only ciphertext is available (no plaintexts,
no keys, no side-channel data). Well-known block ciphers are considered (AES-128 in
reduced-round form, SPECK, SIMON, and PRESENT) and common modes of operation
(ECB, CBC, CTR). AIll datasets are synthetic and fully reproducible under strict
contamination control so that improvements cannot stem from accidental leakage: training,
validation, and test splits use disjoint key sets and independent random seeds; CBC uses
randomized initialization vectors; CTR uses unique nonces; and public fields such as
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IVs/monces are explicitly masked in the model’s input so that formatting alone cannot be
exploited. Serialization details are also randomized (e.g., how blocks are concatenated) to
avoid the model latching onto spurious patterns that do not reflect the cipher’s core behavior.
Experimental setup and results section reports concrete class sets, split sizes, and other
operational details; this section explains the logic of the approach.

Ciphertexts are represented as sequences of discrete symbols (primarily bytes, with
hexadecimal as an optional alternative) with a fixed window length. This representation keeps
the learning problem well-po sed over a finite alphabet and limits leakage of structure from
external encodings. The discrete diffusion model is trained as a denoiser: ciphertext tokens are
progressively corrupted with stochastic noise steps, and the model is trained to reconstruct
cleaner sequences until the output resembles genuine ciphertext. During training, both a
conditional head (given the algorithm, mode, and round label used to generate a sample) and
an unconditional head are fitted. At inference, their outputs are combined using classifier-free
guidance, a standard technique in diffusion modeling that nudges predictions toward the
conditional hypothesis while preserving the stabilizing effect of the unconditional model. The
model output is interpreted as an intuitive generative score: higher values indicate that a
sequence is more typical under a given hypothesis. Decision statistics are formed by
computing these scores for candidate hypotheses, taking simple contrastive differences, and
averaging over a batch of ciphertexts; these statistics are straightforward to calibrate and to

explain. Decisions are cast as likelihood-ratio tests. For a batch X = {zi} and two hypotheses

H, and Hs, the diffusion model yields approximate log likelihoods #(i | F1). The batch
statistic (1) is:

A(X) = ﬁ Z|f(.r, H,) — €(x; | Hy). @
where ; denotes a ciphertext sequence, 7 = |-\1| is the batch size, /. and H: encode the
candidate cipher, mode, and round settings, and ¢ is the diffusion-based variational estimate
of (2):

log pe(x | H), (2)
where Po denotes the likelihood under diffusion parameter #. Averaging assumes approximate
independence within the batch and any residual dependence is handled by calibration on held-
out data. A decision rule H{A(X) = 7o} is used, with 7. chosen on validation data to achieve
a target false-positive rate o in the Neyman-Pearson sense, which links the learned signal to
classical statistical distinguishers [21-23].

The LLM agent serves as an orchestrator rather than as a cryptanalytic oracle. Given a
task, the agent proposes hypotheses, queries the diffusion scorer to rank them, calls a CNN
distinguisher re-implemented from prior work [1-6], and runs the randomness batteries [21—
23] to verify that apparent signals are not due to trivial non-randomness. The agent plans,
acts, observes results, and revises the plan [19-20] with a fixed budget of tool calls and
logged traces for audit. This design allows a comparison between a prompt-only language
model (which often struggles on these tasks) and a tool-using language model that can
actually consult specialized instruments and reconcile their outputs. Decisions are then made
in straightforward terms. For Cipher-ID, the algorithm/mode is selected whose aggregated
generative score is highest, with ties or close calls resolved by the CNN signal and sanity-
checked against the statistical batteries. For Round-Sensitivity, the nominal number of rounds
is treated as a fixed threshold known to the experimenter, and a decision is made, using the
same aggregate score differences, about whether a batch is more consistent with reduced-
round or nominal behavior; thresholds are calibrated on validation data and reported with
confidence intervals. For the Key-Bit Ranking probe (on a lightweight cipher), the same
scores are used to prioritize a small set of key-bit hypotheses, illustrating how generative
evidence could guide search without asserting practical key recovery. Implementation
choices are conservative and reproducible. The diffusion backbone is a transformer-style
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sequence model with moderate depth and width; noise schedules are set to a middle-of-the-
road value that balances accuracy and runtime; regularization (dropout, stochastic depth)
follows common practice. Probability calibration is verified with temperature scaling and
bootstrap confidence intervals are reported for all headline metrics. To avoid false gains from
artifacts, NIST SP 800-22, Dieharder, and ENT are executed on both the true ciphertext test
sets and on model-resampled sequences conditioned on the same hypotheses; passing rates are
monitored alongside task accuracy so that any deviation from expected randomness would be
immediately visible. All data generators, training configurations, agent harnesses, and
evaluation utilities are maintained with versioned configurations and hashes and can be
provided upon request to support reproducibility.  In summary, discrete diffusion supplies a
probabilistic, likelihood-aware signal on ciphertext tokens [13-14]; the LLM agent integrates
that signal with independent checks [19-20]; and the complete pipeline is benchmarked
against recognized neural-cryptanalysis baselines and classical randomness tests [1-6, 21-23].
The emphasis throughout is on clarity, calibration, and auditability, so that improvements are
attributable to genuine structure in the ciphertext rather than to accidental shortcuts. All
experiments use synthetic data, reduced-round variants, and ciphertext-only settings with
randomized public fields. Intended use is defensive, including protocol forensics and
implementation assurance. No plaintext recovery claims are made. Evaluations always
include standard statistical batteries to expose trivial non-randomness [21-23], and safety
observations from recent LLM studies motivate this posture [10-12].

Experimental setup and results. This section evaluates the approach on ciphertext-only
problems and reports concrete settings, measurements, and verification steps. The study
covers three tasks: identifying the encryption algorithm and operating mode directly from
ciphertext (Cipher-ID); deciding whether samples were produced with fewer rounds than the
nominal configuration (Round-Sensitivity); and an illustrative key-bit ranking probe that
prioritizes simple key hypotheses. The ciphers are AES-128 in reduced-round form,
SPECK32/64, SIMON32/64, and PRESENT. The operating modes are ECB, CBC, and CTR.
CBC uses randomized initialization vectors, CTR uses unique nonces, and public fields
(IV/nonce) are masked so formatting cannot be exploited. Datasets are synthetic and fully
reproducible with strict contamination control: training, validation, and test splits use disjoint
keys and independent random seeds, and CTR nonces never overlap across splits. For each
combination of cipher and round setting the generator produces about one million blocks for
training, two hundred thousand for validation, and two hundred thousand for testing.
Ciphertexts are represented as fixed-length byte sequences; windows of 128 tokens are the
default, with 64 and 256 explored in sensitivity tests. An eight-label class set (four ciphers in
ECB and CBC) and a twelve-label class set (adding CTR) are both used.  The generative
backbone is a discrete diffusion model over byte tokens following the D3PM / multinomial-
diffusion family [13-14]. During training the model learns both a conditional head, which is
aware of cipher, mode, and round labels, and an unconditional head, and at inference their
outputs are combined through classifier-free guidance. A practical configuration uses a
transformer U-Net style sequence model with width between 768 and 1024, eight to twelve
denoising blocks, and eight attention heads. The corruption schedule has two hundred steps
with an absorbing mask token. Optimization relies on AdamW with a learning rate of le-4
and P values of (0.9, 0.95), a batch of 128 sequences, roughly three hundred thousand update
steps, exponential-moving-average weights, token dropout, and light stochastic depth. The
model produces likelihood-style scores (2) for a batch under candidate hypotheses — a
variational estimate of obtained by summing token-level contributions from the learned
reverse diffusion steps. Scores are averaged across sequences and contrasted between
hypotheses to form decision statistics. Convolutional neural-network distinguishers re-
implemented from prior neural-cryptanalysis work serve as discriminative baselines [1-6]. A
prompt-only language model is included for completeness on cipher-type prompts [10-12]. A
tool-using language-model agent coordinates calls to the diffusion scorer, the CNN baseline,
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and the standard randomness suites NIST SP 800-22, Dieharder, and ENT [19-23].
Probabilistic outputs are calibrated on validation data by temperature scaling, and uncertainty
on reported numbers is expressed with 95% bootstrap confidence intervals.

The Cipher-ID results on the twelve-label setting with 128-byte windows show that the
diffusion model in its larger configuration with moderate guidance achieves 92.7% accuracy
with a standard error around 0.4 percentage points, a macro-F1 of 92.1, and a top-3 recall of
98.3%. The CNN baseline reaches 86.4% accuracy with a standard error near 0.6 percentage
points, a macro-F1 of 85.7, and a top-3 recall of 94.9%. A prompt-only language model
attains 58.2% accuracy with a standard error near 1.1 percentage points. Random choice is
approximately 8.3%. The diffusion model’s advantage is most visible on CTR, where it
outperforms the CNN baseline by roughly seven to ten points, while ECB is comparatively
easy for all models. Combining conditional and unconditional heads through classifier-free
guidance improves diffusion accuracy by about two points and also reduces calibration error.

Table 1.
Cipher-ID performance
Method Accuracy (%) Macro-F1 | Top-3 (%) Std. error (pp)
Diffusion (large, gamma = 2) 92.7 92.1 98.3 04
CNN baseline 86.4 85.7 94.9 0.6
LLM prompt-only 58.2 56.4 N/A 11
Random choice 8.3 N/A N/A N/A

The Round-Sensitivity study focuses on AES-128 in CBC mode and asks whether a
batch reflects a reduced number of rounds relative to a fixed threshold. At the easier threshold
the diffusion statistics produce an area under the ROC curve of about 0.964 and a true-
positive rate near 0.71 at one percent false-positive rate, exceeding the CNN baseline which
records an area near 0.922 and a true-positive rate around 0.49. Closer to the nominal
configuration the task becomes harder; diffusion still maintains a margin (area about 0.893
versus 0.851 for CNN). Contrastive score differences are more stable than raw thresholds and
further improve after temperature scaling.

Table 2.
Round-Sensitivity on AES-128 in CBC mode
Method AUC TPR at 1% FPR AUC TPR at 1% FPR
(threshold 8) (threshold 8) (threshold 10) (threshold 10)
Diffusion 0.964 0.71 0.893 0.42
CNN baseline 0.922 0.49 0.851 0.29
Rule-based tests 0.580 0.07 0.540 0.05

The key-bit ranking probe on SPECK32/64 uses about four thousand ciphertext blocks
and a small pool of sixteen-bit subkey hypotheses. Diffusion-based scores act as a soft energy
that places the correct hypothesis near the top more often, with a mean reciprocal rank of 0.46
and a top-5 hit rate of 61%, compared with 0.28 and 41% for the CNN baseline. With half as
much data the agent-orchestrated pipeline still attains a mean reciprocal rank around 0.41 by
querying the diffusion scorer and CNN selectively.

Table 3.
Key-bit ranking probe on SPECK32/64
Method Ciphertext blocks Mean reciprocal - | Top-5 it rate Notes
rank (%)
Diffusion scorer 4096 0.46 61 Generative score used as
soft energy
CNN baseline 4096 0.28 41 Discriminative
Agent with tools using Selective querying of
half the data 2048 0.41 N/A diffusion and CNN
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Sensitivity tests indicate that byte tokenization is the best overall representation.
Hexadecimal trails by roughly six-tenths of a point but can be easier to optimize; bit-level
tokenization performs worse by about three points because of very long sequences. Guidance
values around two balance accuracy and calibration, while larger values introduce mild over-
confidence. Training both conditional and unconditional heads and combining them at
inference is better than using either alone. Windows of 128 tokens give the best accuracy-to-
cost ratio; 256 tokens match the accuracy at a noticeable compute increase. Increasing model
size from approximately 180 million to 350 million parameters improves twelve-label Cipher-
ID by a little over a point, with diminishing returns beyond that. Reducing the training set to a
quarter of its size costs about two and a half points, which the agent partially recovers through
smarter tool use. Noise schedules with two hundred steps are adequate; shorter schedules lose
accuracy and longer ones raise compute without material gains.

Replacing a prompt-only language model with a tool-using agent raises the twelve-label
Cipher-ID performance from 58.2% to roughly 81.0%. The median number of external tool
calls in this setting is fourteen with an interquartile range between eleven and sixteen. The
largest improvements occur when the agent uses diffusion scores to narrow candidates,
verifies CTR versus CBC with randomness probes, and uses the CNN signal to break ties.
This pattern confirms that a reason-and-act agent adds value by coordinating specialized
instruments rather than replacing them [19-20].

Training was performed on a single node with eight NVIDIA A100-80 GB GPUs in
mixed precision. In this setup, the diffusion model finished in about 22 hours for the base
variant and 36 hours for the larger variant; the CNN baselines trained in 6-8 hours. At
inference, a 200-step diffusion scorer processed a 128-token sequence in roughly 55 ms on
one A100, while the CNN processed the same input in about 3 ms; batched evaluation
reduced end-to-end runtime. Energy use was estimated from device power telemetry (nvidia-
smi power.draw sampled periodically and integrated over runtime) to obtain kWh, with CO2-
equivalent derived from the regional grid factor. These measurements reflect GPU power
draw and do not include system-level overheads such as CPU, memory, or cooling.

Statistical sanity checks help ensure that improvements do not arise from trivial artifacts.
The randomness suites NIST SP 800-22, Dieharder, and ENT are applied to the true ciphertext
test sets, to sequences resampled from the diffusion model under the same hypotheses, and to
random controls. Pass rates align with expectations for cryptographic-quality randomness
once serializer randomization and IV/nonce masking are in place. Typical failure modes
include confusion between CBC and CTR in short windows, and shrinking score differences
as the number of rounds approaches the nominal setting. Extending the window length,
ensembling conditional heads, and applying calibration reduces these effects by up to eight-
tenths of a point.

Presentation and verification follow straightforward steps. For Cipher-ID, include a
confusion matrix together with per-class precision and recall so that class-wise behavior is
visible. For Round-Sensitivity, include ROC curves and report true-positive rates at one and
five percent false-positive rates. For calibration, include a reliability diagram and the expected
calibration error. For the randomness suites, report the distribution of p-values and overall
pass rates for true data and for model-resampled data. For reproducibility, dataset hashes,
random seeds, and configuration files can be provided on request, together with a single
command that rebuilds the results and prints confidence intervals. These materials allow other
researchers to verify that the gains reflect genuine structure in ciphertext rather than
accidental shortcuts.

Discussion and future work. The diffusion statistic behaves like a batch log-likelihood ratio,
which explains its stability at low false-positive rates and its complementarity with
discriminative classifiers. The results support the claim that a token-level generative model
provides a useful cryptanalytic signal. The discrete diffusion model produces calibrated,
contrastive likelihood scores that separate algorithms and modes in Cipher-1D and that track
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the effect of reducing rounds in round detection. This moves the method beyond purely
discriminative CNNs and toward likelihood-aware testing grounded in generative modeling of
ciphertext [1-6, 13-14]. Benchmarks focused on LLMs show inconsistencies in prompt-only
settings; an agent that plans, calls tools, and reconciles outputs improves accuracy by
coordinating the diffusion scorer, the CNN baseline, and statistical checks [10-12, 19-23].
The benefit was most visible in difficult regimes such as near-nominal round counts and
ambiguity between CBC and CTR, where multiple sources of evidence help stabilize
decisions.

Careful calibration and statistical hygiene were essential. Likelihoods can be brittle if a
model latches onto spurious regularities, so every decision was paired with standard
randomness suites from NIST SP 800-22, Dieharder, and ENT, and with explicit calibration
measurements such as expected calibration error [21-23]. This practice made thresholds
interpretable and helped rule out artifact-driven wins. It should be considered standard
procedure for learned distinguishers.

These findings do not claim breaks of full-round ciphers. As in prior neural cryptanalysis,
reduced-round settings are used as sensitivity probes rather than as statements about the
security of nominal configurations [1-6]. The practical value lies elsewhere. Cipher-ID and
round detection can support protocol forensics, configuration audits such as detecting mode
misuse, and quality gates in build pipelines for cryptographic libraries. The key-bit ranking
probe shows that generative scores can prioritize hypotheses in toy scenarios; scaling that idea
to practical key search would require additional structure and constraints.

There are costs. Diffusion scoring is slower than CNN inference, although batching
keeps end-to-end evaluation practical. Where latency is the primary concern, CNNs or
distilled proxies may be preferable. Where robustness and calibration matter, the diffusion-
based signal adds value even at higher compute.

The threat model is the ciphertext-only setting with uniform plaintexts, randomized Vs
or nonces, and no side channels. Real deployments may violate these assumptions. To reduce
the chance of learning trivial cues, public fields were masked and serializers were randomized
so that formatting did not leak information. Dual-use concerns remain. The study is restricted
to synthetic data and reduced-round variants, and the intended applications are defensive,
including forensics and assurance. Safety issues observed in LLM evaluations on decryption
tasks reinforce the need for this posture [10-12].

Why generative modeling helps can be stated simply. A discriminative model outputs
class scores, while a density model answers how typical a sample is under a candidate
algorithm, mode, or round setting. That answer behaves like evidence in a statistical test and
is naturally combined across many samples. Discrete diffusion also supports conditional and
unconditional heads that can be mixed at inference, which improved both accuracy and
calibration in our ablations. An agent can then treat the generative model as one oracle among
several and reconcile its outputs with CNN signals and randomness tests [13, 14, 19-23].

Limits and failure modes are clear. Short windows can blur the distinction between CBC
and CTR, especially when public randomness is masked. Near the nominal number of rounds,
likelihood differences shrink and decisions become more variable. These effects were reduced
by lengthening the window, lightly ensembling conditional heads, and applying calibration,
although the gains were modest. Tokenization and serialization can also leak unintended
structure; domain randomization and masking help, and adversarial augmentation is a natural
next step.

Practitioners who adopt this approach should combine generative and discriminative
evidence rather than rely on a single view. They should run the standard randomness suites
alongside task metrics to validate that signals do not come from obvious non-randomness.
Contamination control is crucial: separate keys across splits, separate seeds, unique nonces for
CTR, and explicit masking of public fields. Byte-level tokenization is a good default.
Classifier-free guidance with a moderate scale gave a reliable accuracy and calibration
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balance. When deploying an agent, it helps to cap the tool budget and keep audit logs of
decisions.

Several directions appear promising. Theoretical work could clarify when ciphertext
manifolds are distinguishable by discrete diffusion and relate that to differential or linear
characteristics and round functions [1-6]. Calibration for finite alphabets deserves a closer
look and can be tied to the behavior of standard statistical tests [21-23]. On the modeling
side, comparisons with normalizing or argmax flows on discrete alphabets and with
autoregressive energy models would be informative, as would inductive biases that reflect
block-cipher structure, for example embeddings tied to round positions or to Feistel layouts.
Moving beyond toy ranking toward practical key search may be feasible by treating diffusion
scores as energies inside constrained search procedures and by integrating differential trails as
additional structure [1-6]. Agents could improve with access to symbolic tools such as SAT or
constraint solvers and with self-critique and consistency checks that reduce brittle plans [19,
20]. Beyond the ciphertext-only setting, the same ideas can be tested in known-plaintext or
chosen-plaintext regimes, at the protocol layer, and on stream ciphers. Conditioning diffusion
on timing, power, or electromagnetic features would create a multi-modal view that links to
side-channel analysis. Post-quantum schemes are another frontier, where generative modeling
might help study non-idealities in ciphertext and syndrome encodings. Finally, a
contamination-controlled benchmark with documented serializers and 1V or nonce policies,
plus simple statistical audit reports, would raise the standard of evidence across labs, and
distilled versions of the diffusion model would make low-latency use in build pipelines
practical [13, 14].

Taken together, the study shows that token-level generative modeling can serve as a
practical cryptanalytic lens when combined with calibration and with an agent that
coordinates independent checks. The method does not claim disruption of nominal ciphers. It
does reveal measurable structure in ciphertext and it offers a clear and testable path for future
work that blends generative modeling, discriminative signals, and programmatic reasoning.
Conclusion. This work presents a hybrid generative and reasoning framework for ciphertext-
only cryptanalysis. A discrete diffusion model trained over byte or hexadecimal token
sequences supplies calibrated, contrastive scores that reflect how typical a batch of ciphertext
IS under a candidate algorithm, mode, or round configuration. A language-model agent plans
experiments, invokes external tools, and reconciles evidence. Together they separate
algorithms and modes in the identification task, detect the effect of reducing rounds, and
prioritize key hypotheses in an illustrative ranking probe. Across controlled synthetic settings
the generative approach outperforms strong convolutional baselines and remains well
calibrated, while the agent provides clear gains over a prompt-only language model.

These findings are not claims of breaking nominal, full-round ciphers. The contribution
is a practical lens for analyzing ciphertext distributions that becomes reliable when paired
with statistical hygiene and strict contamination control. Randomness suites such as NIST SP
800-22, Dieharder, and ENT accompany the reported decisions so that improvements are not
attributable to obvious non-randomness or formatting artifacts.

Limits are clear and suggest concrete next steps. Short windows can blur the distinction
between CBC and CTR, and score differences shrink as the number of rounds approaches the
nominal setting. Tokenization and serialization choices can introduce unintended cues. Longer
windows, improved calibration, light ensembling, structure-aware inductive biases, and
integration with symbolic solvers such as SAT or constraint programming are natural
extensions. Beyond ciphertext-only analysis, the same methodology can be explored in
known-plaintext and chosen-plaintext settings, at the protocol layer, on stream ciphers, and
for encodings in post-quantum cryptography. Community benchmarks that control
contamination and document serializers, 1V and nonce policies, and statistical audits would
raise the standard of evidence, while distilled generative models would enable low-latency use
in continuous-integration pipelines.
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BUKOPUCTAHHS TEHEPATUBHUX MOJEJIEN 1151 KPAIITOAHAJII3Y:
AOC/IIZKEHHS TIOTEHIIAJY BEJIMKUX MOBHUX MOJEJIEH (LLM) TA
JUDYIIMHUX MOJEJEN

A. C. Komsina, JI. B. boBuerpa

Hamionansauii yHiBepcuteT «OnechKa MoIiTEXHIKa»
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Ie mocnmipKkeHHs pO3TIsLiae TeHePAaTUBHUM KPUIITOAHATI3, Y MEKaX SKOr0 MMOBIPHICHI MOJIENI HABYAIOThCS
TOMY, SIK Ma€ BHUIVISJATH MIH(POTEKCT, a MOTIM OLIHIOIOTH HOBI HIM(POTEKCTH BiTHOCHO BHBYEHOTO PO3MOLTY.
3amponoHOBaHO TIOPUIHHUN MiXiM, IO MOETHYE TeHEPaTHBHY TUQY3iiHY MOJeNh, HATPCHOBAHY BiIHOBIIOBATH
MOMIKOKEH] OCTIZOBHOCTI CHMBOJIIB IIA(POTEKCTY, 3 BEINKOIO MOBHOIO MOJIEIUIIO, SIKa TUIAHY€ €KCIICPUMEHTH
Ta 3a/Iil0€ 30BHINTHI IHCTPYMEHTH. MeTa MmoJsrae B TOMy, 00 IMOKa3aTH: OLIHKU IPaBIOIONIOHOCTI, OTpHMaHi
BiJl TEHEPATHBHOT MO, CITYTYIOTh JAHUMU IS iIeHTU(IKAII] aropuT™My mudpyBaHHS Ta peXuMy podoTH, a
TaKOX JJIsl BUSBJICHHS BUMAKIB, KOMM y MHA(PI BUKOPHCTAHO MEHINE PayHIIB, Hi)XXK IependavdeHo; KpiM TOro,
MOBHa MOJI€JIb, 1[0 BUKOPHCTOBYE IHCTPYMEHTH, 3/1aTHA MOEJHYBAaTH LI TeHEpaTHBHY evidence 3 KIACHYHUMHU
TECTaMM JUIs YXBaJICHHSI HAlIHHUX pillleHb. 3 HAYKOBOTO MOMIALY poOoTa 3Milllye HEWPOHHUI KPUIITOAHAII3 Bif
cyto kiacudikauii 10 WMOBIPHICHOTO MOJIENIOBAHHS PO3MOJUIIB MHM(POTEKCTY, BHUSBISIOUM BilKaniOpoBaHi
BIZIMIHHOCTI 33 3MiHH aJITOPUTMIB 1 KUILKOCTI payHAiB. 3 MPaKTHYHOTO MOMISAY HiIXiJ| MATPUMYE MPOTOKOIbHY
(hopeH3uKy, BUSIBIICHHS] IOMUJIOK KOH(]Irypalii Ta nepeBipky sSKOCTI B KOHBeepax Oe3nepepBHoOi iHTerpaii, 0e3
JIOCTYIY JI0 BIAKPUTHX TEKCTIB a00 MOOIYHMX KaHaiB. METOMOIOTIYHO CTBOPIOIOTHCS MOBHICTIO BiJATBOPIOBaHI
Ha0OpH JaHMX i3 KOHTPOJEM KOHTaMiHAIlI Ut KUTbKOX OnokoBux mmuppiB (AES-128 3i 3MEHIICHOIO KiTBKiCTIO
payaniB, SPECK, SIMON, PRESENT) i mnommpeHHX peXHMIiB poOOTH; MH(PPOTEKCT MOJAETHC SIK
MOCIITIOBHOCTI CUMBOIIIB (0aiTiB a00 MIICTHAAIATKOBAX IU(P); MyOITiuHI MO, 30KpeMa OJHOPA30Bi 3HAYCHHS
(nonce) Ta Bekropu iHimiamizarmii (IV), MacKyrOThCsI; HaBUAETHCS AUCKpPETHA Au(y3iiiHa MOJENs 3 YMOBHOIO Ta
0e3yMOBHOIO BUXITHHMHU TinkamMu. OOUHCITIOIOTHCS HAONIKEHI MPaBIOIMOIIOHOCTI, SKi TOPIBHIOIOTHCS MiX
rimorezamu 17 (OpMYBaHHS NPOCTHX CTaTUCTUK TECTyBaHHSA. ba3oBi MOpIBHSHHS BKIIIOYAIOTH IIOTYXHI
3rOpPTKOBI HEWpOHHI MepexXi Ta MOBHY MOJENb, IO Mpalfoe JIMIIe 3a Mijka3kamMu. MOBHa Mouelb 3
IHCTpYMEHTaMH KOOpJAWHY€E BUKJIMKH CTaHMAPTHUX makeTiB TectiB Bumaakosocti (NIST SP 800-22, Dieharder,
ENT), nuckpumMinamiiHuX 0a30BUX MoOjeNed i OliHIoBada AUQy3iitHOT Mojmemni 3a ¢ikcoBaHOTO OrOmKETYy. Y
3ajaui imeHTUdiKamii 3 ABaHaAUATEMa KiacaMu Audy3iliHa Mojelb gocsarae TouHocti 92,7% (ton-3 — 98,3%),
MepEeBEPITyIOYN 3TOPTKOBI Mepeki Ha 6,3 BiJICOTKOBOTO MYyHKTY Ta 30epiratoun no0py KamiOpoBky. Jlims
BUSIBJICHHSI 3MEHIIEHOI KijbkocTi payHaiB B AES-128 nocsaraerbcs Iioma mif KPUBOKIO XapaKTEPHCTHKH
po6ouoro npuiimaga (ROC) 0,964 3a >xopcTKHX piBHIB XMOHMX TPHUBOTL. B LIIOCTpaTMBHOMY €KCIIEPUMEHTI 3
paHXyBaHHSM TilOTE3 LIOMO KIIOYa NPAaBHIIbHA TillOTe3a 3HAYHO YacTillle ONHMHSETHCS OIM3BKO /10 BEPLIMHH
cnucky (cepenniii 3sopoTHuit panr 0,46 nporu 0,28). 3asB mpo 371aM NMOBHOPayHAOBHX INU(PIB HE POOUTHCS;
HAaTOMICTh 3aJIOKyMEHTOBAaHMH 1 BIIATBOPIOBAaHMH IIPOTOKOJI YTBEPIUKYE NPaBIONOAIOHICHO OOTpyHTOBaHE
TeHepaTUBHE MOJICTIOBAHHS SIK YITKY Ta NMPAKTHYHY ONTHKY CYYacHOTO KPHITOAHAII3y 1 SIK MAIPYHTS JUIA
MalOyTHIX €TAJIOHIB Ta BIPOBAKEHb.

KirouoBi cjioBa: reHepaTHBHUI KPUIITOAHANI3; AUCKPETHA TUQY3is; MOBHI MoJeli; II(POTEKCT; pO3pi3HEHHS;
AES; arentni LLM.

485



