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In the modern conditions of development of the higher education system, graduates are
required not only to have knowledge, skills and abilities in professional activities. The
professionalism of future specialists in engineering or creative specialties is determined by
their theoretical and practical skills acquired during their studies, among which the most
important are the ability to imagine, analyze, and synthesize any object. The importance of
graphic disciplines for the professional training of engineers, architects, and designers is
fundamentally important because they expand the individual capabilities of future specialists.
In our opinion, one of the current problems in teaching leading graphic disciplines is the
insufficient number of hours allocated to their study, the incomplete availability of the
necessary material resources, including computer classrooms, which is currently quite
relevant, etc. Knowledge is acquired more firmly when students understand why it is needed
and where it can be applied. In recent years, the range of tasks that can be solved using
graphic methods has expanded significantly, and accordingly, the role and importance of
graphic disciplines that lay the foundations for spatial perception and form key graphic
competencies has increased. In this regard, it is important to increase students' motivation
and interest in the learning process and raise awareness of the need for high-quality graphic
education, which is a guarantee of success in future professional activities. The article
discusses ways to improve methods for enhancing the quality of graphic training for students
in technical and creative specialties. The main objective of our study is to provide an
analytical overview of methods for improving the quality of education and to summarize the
results of monitoring the characteristics of the formation of practical graphic competencies
of junior students majoring in construction and architecture. The work uses theoretical and
empirical methods: analysis, classification, and generalization of the source base of the study;
diagnosis of students' classroom graphic works with timing of their homework. Based on
statistical data, the authors developed a computer-integrated model of a criteria-based system
for evaluating graphic works, which was implemented in the educational process.
Keywords: graphic disciplines, criteria system, graphic competencies, junior students of
engineering and creative specialties

Introduction. The increase in quality requirements for higher education institutions is directly
related to the need to achieve results in priority areas of science and technology development
at the present stage. In recent years, the range of tasks solved using graphic methods has
expanded significantly, hence the relevance and priority of high-quality graphic training for
future specialists. Problems remain unresolved in improving methods for enhancing the quality
of education and differentiated approaches to the organization of the educational process as a
whole, especially with regard to independent work by students, separately by specialty, etc.
Modern education is actively transitioning to digital formats, which necessitates the creation of
parallel computer systems for distance learning, testing and knowledge assessment, and
conducting various student surveys. The formation of professional graphic competencies of
future specialists is impossible without a thorough study of the basics of graphic literacy,

469


mailto:vera2008@ukr.net
mailto:irinaprohorez@gmail.com

V. P. Brednyova, I. M. Prokhorets

therefore, the improvement of the skills and elements of graphic culture of first-year students
begins from the first semester.

Problem statement. Graphic disciplines for junior students of engineering and creative
specialties are the first professionally oriented disciplines that contribute to the acquisition of
graphic skills and independence in self-education. It should be emphasized that the success of
future specialists is determined not only by knowledge and skills, but also by the degree of
development of their graphic competencies. In this sense, from our point of view, aspects of
research and improvement of methods for improving the quality of professional graphic training
of students of various specialties play an important role.

Analysis of resent research and publications. The problems of graphic training and
improving its quality in higher education have been considered by many researchers [1, p. 103—
113; 2, p. 202-205; 4, p. 354-360; 8; 10, p. 317-325, etc.]. The authors of these works,
representing the Kyiv, Odesa, and Kharkiv schools of training specialists in engineering and
creative professions, emphasize that higher education institutions periodically reduce the
duration of basic graphic disciplines, but the requirements for students to develop the relevant
graphic skills are increasing. And if the basics of graphic literacy are not taught in schools, i.e.,
there is no “Drawing” subject, then, according to teachers, the necessary initial theoretical and
practical knowledge and skills must be learned independently by students. Scientists emphasize
that teaching graphic disciplines is the most effective means of mastering and developing spatial
thinking [3, p. 17-21; 5, p. 110-116; 7, p. 215-227, etc.]. The content of specialized graphic
disciplines for future specialists, in accordance with the requirements of the program, clearly
defines the educational aspects, content of specialized knowledge, skills, and sustainable
competencies that students must acquire during a certain period of study, as discussed in many
sources [4, p. 354-360; 6, p. 60-68; 9, p. 175-180; 11, p. 326-331, etc.]. These publications
suggest paying attention to the timely development of basic graphic competencies of applicants
in higher education.

The purpose of the article. As is known, drawing is an international graphic language.
Creating flat images of spatial objects and reading them requires students to develop spatial
imagination already in the first year of study, so high-quality graphic training is a pressing
problem. The result of the work is a critical analysis of the statistical source database and the
development of an author's computer-integrated model of a criterion-based system for assessing
students' knowledge, which was tested in the educational process.

Main materials. The graphic competence of students for the specialties under consideration
emphasizes the need for personal development in the context of training in modern higher
education institutions, i.e., the emphasis has shifted to skills rather than just theoretical
knowledge, which is a very important factor, especially in distance learning. It should be noted
that research into the development of spatial thinking and representation in students using visual
aids from the point of view of developing professional graphic competence is a rather
interesting topic. In our opinion, clarity is an essential factor in the sustainable assimilation of
educational material, therefore, studying the forms of simple geometric figures (prism, pyramid,
cone, cylinder, sphere) contributes to the accumulation in students’ memory of graphic
primitives, which allow them to create graphic models in the future. The basic graphic
discipline for students of engineering and architecture is "Descriptive Geometry." Its founder,
the French geometer Gaspard Monge, emphasized that this science has two main goals: 1 - the
ability to accurately represent three-dimensional spatial objects on a drawing, that is, on a plane
that has only two dimensions. From this point of view, it is a graphic language that an engineer,
architect or designer needs to create his projects; 2 it is a means of searching for truth, of finding
possible ways of transition from the unknown to the known. This science is suitable not only
for developing intellectual individual abilities. The goal of the discipline is also to develop
abstract and logical thinking, spatial imagination, and the ability to analyze and synthesize
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spatial forms and relationships based on graphic models of space, which are practically
implemented in the form of drawings.

The experimental basis of our study (Table 1) consists of the results of the authors'
observations in the process of teaching graphic disciplines at the Department of Descriptive
Geometry and Engineering Graphics to first- and second-year students of engineering and
architectural specialties at the Odesa State Academy of Civil Engineering and Architecture -
OSACEA (86 students) and at the Department of Information Technologies of Planning and
Design of the National University “Odesa Polytechnic” for first-year students majoring in
construction and design (46 students). Group | consisted of first-year students majoring in
engineering at OSACEA, group Il consisted of first- and second-year students majoring in
architecture at OSACEA, and group 111 consisted of first-year students majoring in construction
and design at “Odesa Polytechnic”. A comparison of the results shown in the table and our
teaching experience shows that, first, student attendance in the classroom is very important for
academic success, especially in the first year. Secondly, student attendance at consultations in
the second year is significantly lower, but academic performance is still higher due, in our
opinion, to an increase in their motivation to study.

Table 1.
Statistical indicators of the source base
No. of Number of Attendance at Attendance at Average grade Notes
groups students classroom classes consultations point (out of 100
points)

I 26 90% 80% 85

11 60 85% 60% 88

111 46 70%)* 50% 75 * only online

Total 132

During the study of graphic disciplines, students learn methods for constructing images
of spatial objects on a plane, the rules of visual reproduction and reconstruction of the shape of
a spatial object using logical analysis, that is, this is visual activity. It should be emphasized
that, as a rule, first-year students who lacked pre-university graphic training immediately show
an insufficient level of certain graphic knowledge, skills, and abilities.

For a positive solution to the problem of successful graphic training of students, a clear
organization of individual and independent work is required at the initial stage of training,
which will be aimed at developing the individual functions of the student's eye, his observation
and perception skills. It can be argued that to improve results, it is necessary to use individual
differential methods in each group separately, depending on the initial level of graphic training
(Table 2).

The quality control system included two stages: 1 - mandatory ongoing verification of
theoretical knowledge, high-quality performance of graphic tasks and their timely submission
to the teacher; 2- final control (semester).

Table 2.
Characteristics of differentiated student success criteria
No.of Number of Theoretical Evaluation of Timeliness of Coefficient Notes
groups students material test drawings assignment success
(score out of 100 | according to | submission (%) k
points) requirementso
ut of 100
points)
I 26 75 70 65% 0.79 *
I 60 80 75 75% 0.84 *x
1T 46 60 65 45% 0.80 Fxk

*OSACEA, engineering majors, first year. **OSACEA, , architectural specialties, first and second years. ***

“Odesa Polytechnic”, first year. k — relative characteristic of the results of the final control/
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One of the methods of improving the quality of education, as tested by the authors, is systematic
control of knowledge through written and oral surveys. In the process of performing graphic
tasks, it is necessary to constantly update them thematically, which significantly affects the
formation and development of skills and graphic abilities in motivated students, and, from the
point of view of didactics, such an approach will contribute to the faster achievement of the
required level of quality in mastering.

Throughout the year, all methods of ongoing assessment were used in the educational process:
oral tests, assignments, tests, and exams, which ensured a fairly objective assessment of
students' knowledge and graphic skills.

Based on empirical data collected over many years, a computer-integrated model of a criterion-
based knowledge assessment system was developed and tested for implementation in the
educational process (Table 3). The main task of the model is aimed at developing students'
interest and increasing their motivation for learning, introducing healthy competition in
learning, and identifying and developing creative abilities.

Table 3.
Generalized criterion-based assessment of student performance

No. Number of Integrated current Average Final score (out of 100 Notes
of students characteristic (score out of student points)
gro 100 points) rating
ups (out of 10

points)

I 26 75 7 82 *

I 60 80 8.5 75% *x
I 46 60 6 45% falaled

*OSACEA, engineering majors, first year. **OSACEA, , architectural specialties, first and second years. ***
“Odesa Polytechnic”, first year

All this creates the basis for the development of sustainable graphic literacy and creative
opportunities in performing graphic tasks (term papers, course and diploma projects) of other
disciplines, as well as in future professional specialties. Tables 2 and 3 show the results of
statistical data processing obtained by the authors in comparison with expert assessments of
other teachers.
Conclusions. Developing the skills and abilities of each motivated student who feels the
presence of competition and is interested in deeper mastery of theoretical material, as well as
high-quality graphic competencies, are the main methodological tasks in the creative
educational process. The development of skills and abilities of every motivated student who
feels the presence of competition and is interested in a deeper learning of theoretical material
and high-quality graphic competencies are the main methodological tasks in the creative
educational process. The final analysis of the results of the research and monitoring of the
quality of students' graphic training clearly showed that high-quality study of graphic
disciplines is possible on the basis of an integrated approach to the educational process. Our
many years of experience show that junior students can gain deeper knowledge only with high
motivation, systematic individual work, and obtaining more detailed knowledge independently.
Thus, the graphic competencies acquired in the process of studying descriptive geometry will
allow you to realize your creative potential in a wide variety of directions. The results of the
research were tested and corrected in the educational process, which suggests the development
of this topic in the future
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VY cydacHHX yMOBax pPO3BHTKY CHCTEMH BHIIOi OCBITH BiJl BUIIYCKHHMKIB BUMararoThCsi HE JIMIIE 3HAHHS, BMiHHS
Ta HaBWYKHU y npodeciiiniid pisuibHOCTI. Ipodecionanisam MaiOyTHIX CHELialliCTIB iH)XEHEpHUX ab0 TBOPYHX
CIIeLliaTbHOCTe BUSHAYAETHCA IXHIMU TEOPSTHYHUMH Ta MPAKTHYHUMHU HABUYKaMH, HAOyTHMH I1iJ1 Yac HaBYaHHS,
cepel SIKMX HalBaXJIMBIIIMMU € 30aTHICTD YSBILSITH, aHANI3yBaTH Ta CHHTE3yBaTH Oynb-aKuil 00'ekT. BaximBicTh
rpadiYHIX AUCITUILTIH AJ1s Tpo(eCiifHOT MiATOTOBKY iH)KEHEPIiB, apXiTEKTOPIB 1 AM3aifHEPiB € GyHIAMEHTAIHHOIO,
OCKINTBKA BOHH PO3IMIMPIOIOTH IHAWBIAyallbHI MOXJIMBOCTI MaiOyTHIX (axiBmiB. Ha Hamy gymKy, omHi€io 3
aKTyaJbHHX IPOOJIEM y BUKJIAJaHHI TPOBITHUX TpadigHIX JUCIHUILTIH € HeOCTAaTHA KUTbKiCTh TOAWH, BiABEICHIX
Ha X BUBYCHHS, HCTIOBHA HAsBHICTH HEOOXITHUX MaTepialbHUX PECYPCiB, y TOMY YHCII KOMITIOTEPHUX KIIACIB,
IO € JIOCUTh aKTYaJIbHUM Ha ChOTOIHIIIHIN J€Hb, TOIIO. 3HAHHS 3aCBOIOIOTHCS OUIBII MIITHO, KOJH CTYACHTH
PO3yMIIOTh, HaBIIO BOHH MOTPiOHI 1 1€ MOXKYTh OyTH 3aCTOCOBaHi. B ocTaHHI pOKHM 3HAYHO PO3LIMPUBCS CHEKTP
3aBJjaHb, SKi MOXKHa BUPIIINTH 3a JOIIOMOTOI0 rpadiuyHUX METOJIB, i, BIJNOBIIHO, 3pocia poyib 1 3HAYCHHS
rpadiyHUX AWUCLUHUIUIIH, 10 3aKJIaJAl0Th OCHOBH IPOCTOPOBOIO CHPHUHATTS Ta (HOPMYIOTH KIIIOYOBI rpadivni
KOMIIETEHTHOCTI. Y 3B'I3KYy 3 [IMM Ba)JIUBO ITiJIBULIMTH MOTHBALIIIO Ta 3aLliKaBJICHICTh CTYJCHTIB Y HABYAJILHOMY
npoLeci Ta yCBIJOMIJICHHST HEOOXIMHOCTI sIKiCHOT rpa¢ivyHOi OCBITH, siKa € 3allOpPYKOI0 YCIiXy B MaiOyTHiiH
npodeciifHifl TismbHOCTI. Y CTaTTi PO3TIAJAIOTHCA IUISXH BIOCKOHAJNCHHS METONIB TIIBUIICHHS SKOCTI
rpadigHOl MATOTOBKH CTYACHTIB TEXHIYHHX Ta TBOPYHX crenianbHOocTell. OCHOBHOI METOI0 HAIIOTO
JOCIIIKEHHS € HaJlaHHS aHAJIITHIHOTO OTJISITy METO/IIB IiIBUILCHHS SKOCTI OCBITH Ta y3arajJbHEHHS Pe3yJIbTaTiB
MOHITOPHHTY OCOONHMBOCTEH (HOpPMyBaHHS MPAKTHYHUX TpaiuHUX KOMIIETCHTHOCTEH CTYACHTIB MOIOJIINX
KypCiB, Ki CHEHiali3yloThCsS Ha OyMIBHUITBI Ta apXiTeKTypi. Y poOOTI BHKOPHUCTOBYIOTHCS TEOPETHYHI Ta
eMIIIpUYHI METOAM: aHaii3, Kiacudikalis Ta y3arajJbHEHHs JDKEPENbHOI 0asu JOCIIKEHHS; JiarHOCTHKa
rpadiyHUX POOIT CTYAEHTIB y Kiaci 3 ypaxyBaHHSM TEpMiHIB BHKOHAHHS JIOMallHiX 3aBlaHb. Ha oCHOBI
CTaTUCTHYHHUX JaHUX aBTOpPaMH pPO3POOJIEHO KOMITIOTEPHO-IHTETPOBaHY MOJIENb KPUTEPIiabHOI CHCTEMH
OLIIHIOBAaHHS rpadiuHUX POOIT.

KoarouoBi cioBa: rpadiyni IUCUMIUIIHK, KpuUTepialibHa  cucTeMa, rpagiuHi KOMIIETEHTHOCTI, CTYIEHTH
MOJIO/ILIMX KYPCIB 1H)KEHEPHHUX 1 TBOPUYUX CIIelialbHOCTEH
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This study examines generative cryptanalysis, which uses probabilistic models to learn how
ciphertext should look and then evaluates new ciphertext against the learned distribution. A
hybrid approach is introduced that combines a generative diffusion model trained to
reconstruct corrupted sequences of ciphertext symbols with a large language model that
plans experiments and invokes external tools. The aim is to show that likelihood scores
from the generative model provide data-driven signals for identifying the encryption
algorithm and operating mode and for detecting when a cipher uses fewer rounds than
intended. It is also shown that a tool-using language model can combine this generative
evidence with conventional tests to reach robust decisions. Scientifically, the work shifts
neural cryptanalysis from pure classification toward probabilistic modeling of ciphertext
distributions, revealing calibrated differences as algorithms and round counts vary.
Practically, the approach supports protocol forensics, detection of configuration errors, and
quality checks in continuous-integration pipelines without access to plaintexts or side
channels. Methodologically, fully reproducible datasets with contamination control are
constructed for several block ciphers (AES-128 with reduced rounds, SPECK, SIMON,
PRESENT) and common modes of operation; ciphertext is represented as sequences of
symbols (bytes or hexadecimal digits); public fields such as nonces and initialization
vectors are masked; and a discrete diffusion model with both conditional and unconditional
heads is trained. Approximate likelihoods are computed and contrasted across hypotheses to
form simple test statistics. Baselines comprise strong convolutional neural networks and a
prompt-only language model. A tool-using language model coordinates calls to standard
randomness test suites (NIST SP 800-22, Dieharder, ENT), the discriminative baselines,
and the diffusion scorer under a fixed budget. On a twelve-class identification task the
diffusion model attains 92.7% accuracy (top-3 98.3%), surpassing convolutional networks
by 6.3 percentage points and remaining well calibrated. For reduced-round detection on
AES-128 it achieves area under the receiver operating characteristic (ROC) curve of 0.964
at strict false-alarm rates. In an illustrative key-hypothesis ranking probe it places the
correct hypothesis near the top far more often (mean reciprocal rank 0.46 versus 0.28). No
claim is made of breaking full-round ciphers; instead, a documented and reproducible
protocol establishes likelihood-aware generative modeling as a clear and practical lens for
modern cryptanalysis and as a foundation for future benchmarks and deployment.
Keywords: generative cryptanalysis; discrete diffusion; language models; ciphertext;
distinguishers; AES; agent LLMs.

Introduction. Cryptanalysis has long relied on analytical and statistical techniques, including
linear and differential methods that exploit structured properties of ciphers. As schemes have
grown more complex and data volumes larger, these classical approaches face constraints of
scalability and efficiency. Machine learning and deep learning have demonstrated that neural
networks can act as effective distinguishers for reduced-round block ciphers and lightweight
algorithms, exposing structural weaknesses without complete mathematical models [1-6].
Parallel efforts frame the task as ciphertext classification, where feature-based or end-to-end
models identify the algorithm or operating mode directly from ciphertext samples [7-9].

Recent evaluations centered on large language models report uneven performance on
decryption-style tasks and highlight the need for systems that can plan, take actions, and
consult specialized tools [10-12]. In parallel, generative methods based on discrete diffusion
have been adapted to categorical tokens, enabling probabilistic modeling of sequences and
creating a path to learn ciphertext distributions directly [13-18].
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Within this context, tool-using agents have been proposed to interleave reasoning with

external calls, improving task success by coordinating search, calculation, and code execution
[19-20]. Building on these ideas, the present study develops a hybrid framework for
ciphertext-only analysis that integrates a tool-using language-model agent with a discrete
diffusion model for token-level generative modeling. The framework is evaluated on AES-128
in reduced-round form, SPECK, SIMON, and PRESENT across ECB, CBC, and CTR modes,
and it is compared with strong CNN-based distinguishers. A contamination-controlled
evaluation protocol is described to support reproducible studies; configuration details can be
provided on request.
Related work. Generative models have only recently been explored for cryptanalysis, and the
surrounding literature spans several adjacent threads. A first thread is neural-network—assisted
block-cipher cryptanalysis, whose modern wave began with Gohr’s CRYPTO 2019 result on
differential-neural attacks against SPECK32/64, combining a learned real-vs-random
distinguisher with a Bayesian key-search strategy that outperformed classical differentials on
reduced rounds (11-12-round recovery) [1]. Subsequent studies generalized and strengthened
this recipe to Simeck32/64 and related families, introducing inception-style and multi-scale
CNN architectures, related-key and multi-difference settings, and denser residual designs that
systematically improved distinguisher accuracy and round reach [2-6]. Collectively, these
works demonstrate that learned detectors over ciphertext (and ciphertext-pair) distributions
provide usable cryptanalytic signals, yet they stop short of fully generative modeling of
ciphertext distributions.

A second thread treats cryptanalysis as ciphertext classification. Early (pre-LLM)
systems used hand-crafted features with machine learning to recognize classical cipher types
or to identify algorithm families and operating modes; more recent work uses deep models
and end-to-end pipelines that infer the algorithm or mode directly from ciphertext samples [7—
9]. These findings indicate that global distributional cues in ciphertext carry discriminative
information, suggesting the existence of learnable ciphertext manifolds that generative models
might capture.

A third thread examines large language models applied to classical ciphers and emerging
benchmarks for cryptanalytic capability. Prompt-only LLMs often solve very simple
substitution ciphers (e.g., Caesar, Atbash) or perform coarse cipher-type triage, but
performance drops sharply for stronger schemes and in contamination-controlled setups. New
2025 evaluations (such as CipherBank 2,358 tasks across nine algorithms and broader LLM
cryptanalysis suites) report uneven decryption accuracy and clear gaps between
conversational models and those that reason with tools; they also raise safety questions when
models either inadvertently decrypt or over-refuse [10-12]. These datasets highlight a
research gap: principled training or conditioning on ciphertext distributions beyond few-shot
prompting, with robust evaluation that goes beyond toy ciphers.

A fourth thread provides the methodological foundations for token-level generative
modeling via discrete diffusion. D3PM introduced diffusion in discrete state spaces through
structured transition matrices (including absorbing states), generalizing multinomial diffusion
and enabling likelihood-based modeling on text-like tokens [13-14]. In NLP, Diffusion-LM
enabled controllable text generation with continuous-space diffusion, while DiffuSeq and
SeqDiffuSeq adapted diffusion to sequence-to-sequence learning by iteratively denoising
entire sequences rather than decoding left-to-right [15-17]. Surveys synthesize design choices
(noise schedules, masking, self-conditioning) and discuss trade-offs relative to autoregressive
language models in terms of quality, diversity, and compute [18]. To our knowledge, no prior
work applies discrete diffusion directly to ciphertext tokens to learn the manifold of valid
ciphertext (conditioned on public parameters and/or known differentials) and derive density-
based distinguishers or score-guided key search.

A fifth thread concerns tool-using LLM agents that interleave reasoning with external
calls. Approaches such as ReAct and Toolformer show that orchestrating tools (search,

476



[HOOPMATHKA TA MATEMATUYHI METO/ZI1 B MOJIEJTFOBAHHI = 2025 = Tom 15, Ne 4

calculators, code executors) improves task success by allowing the model to plan, act, observe
results, and refine its plan [19-20]. This paradigm naturally suggests a hybrid cryptanalysis
agent that uses an LLM to coordinate combiners (e.g., differential-trail searchers, SAT/CP
solvers, randomness tests, symbolic oracles) and to query a diffusion-based ciphertext model
as a probabilistic oracle. Existing LLM cryptanalysis benchmarks do not yet evaluate such
reason-and-act pipelines that integrate generative modeling.

Finally, evaluation practice continues to rely on classical batteries such as NIST SP 800-
22 (frequency, runs, FFT, and related tests), Diehard/Dieharder, and lightweight ENT to
sanitize random-number generators and provide null-hypothesis checks for “looks-random”
claims [21-23]. Generative approaches should report not only cryptanalytic success metrics
(round counts, data/time complexity, success rates) but also statistical fitness (calibrated
likelihood or score behavior on true-ciphertext versus random baselines) to guard against
overfitting artifacts that these batteries can expose. Together, these threads motivate a
generative, likelihood-aware view of ciphertext and a tool-using agent to aggregate
heterogeneous evidence, which is the direction pursued in this work.
Methodology. A hybrid generative and reasoning approach for ciphertext-only cryptanalysis
is developed. The core idea is to learn how ciphertext from specific algorithms and modes
typically looks and then use that learned signal, together with independent checks, to make
decisions. Concretely, a token-level generative model based on discrete diffusion is trained to
assign a plausibility score to sequences of ciphertext symbols, and it is paired with a large
language model (LLM) agent that plans tests, calls external tools, and reconciles the evidence
into a final judgment. This framework is evaluated on three tasks that are referenced
throughout the paper: identifying the algorithm and mode directly from ciphertext (Cipher-
ID), deciding whether samples were produced with fewer rounds than the nominal
configuration (Round-Sensitivity), and an illustrative Key-Bit Ranking probe that shows how
the generative signal can prioritize simple key hypotheses without claiming practical key
recovery. The diffusion component follows the D3PM / multinomial-diffusion family for
discrete tokens [13—14]. The agent’s behavior follows a reason-and-act style, where it plans,
calls tools, observes results, and revises the plan, as in ReAct and Toolformer [19-20]. To
ensure statistical soundness, all claims are cross-checked with standard randomness test suites
(NIST SP 800-22, Dieharder, and ENT [21-23]) and compared to established neural-
cryptanalysis baselines drawn from prior work [1-6]. Figure 1 shows that batches of
ciphertext are tokenized and public fields are masked. A discrete diffusion model provides
approximate log-likelihood scores. A CNN baseline supplies a discriminative view. Standard
randomness batteries (NIST SP 800-22, Dieharder, ENT) provide sanity checks. An agent
plans tests, calls tools, and aggregates evidence into a final decision.

— __ Randomness batteries
P (NIST, Dieharder, ENT) -
v P -7 CNN
Ciphertext ,  Tokenization N : baseline

. Discrete diffusion
batches & masking scorer - LLM agent: N Aggregated

¥ plan, act, revise decision

AN

Fig. 1. Hybrid pipeline for ciphertext-only cryptanalysis

The setting is purposely narrow and auditable: only ciphertext is available (no plaintexts,
no keys, no side-channel data). Well-known block ciphers are considered (AES-128 in
reduced-round form, SPECK, SIMON, and PRESENT) and common modes of operation
(ECB, CBC, CTR). AIll datasets are synthetic and fully reproducible under strict
contamination control so that improvements cannot stem from accidental leakage: training,
validation, and test splits use disjoint key sets and independent random seeds; CBC uses
randomized initialization vectors; CTR uses unique nonces; and public fields such as
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IVs/monces are explicitly masked in the model’s input so that formatting alone cannot be
exploited. Serialization details are also randomized (e.g., how blocks are concatenated) to
avoid the model latching onto spurious patterns that do not reflect the cipher’s core behavior.
Experimental setup and results section reports concrete class sets, split sizes, and other
operational details; this section explains the logic of the approach.

Ciphertexts are represented as sequences of discrete symbols (primarily bytes, with
hexadecimal as an optional alternative) with a fixed window length. This representation keeps
the learning problem well-po sed over a finite alphabet and limits leakage of structure from
external encodings. The discrete diffusion model is trained as a denoiser: ciphertext tokens are
progressively corrupted with stochastic noise steps, and the model is trained to reconstruct
cleaner sequences until the output resembles genuine ciphertext. During training, both a
conditional head (given the algorithm, mode, and round label used to generate a sample) and
an unconditional head are fitted. At inference, their outputs are combined using classifier-free
guidance, a standard technique in diffusion modeling that nudges predictions toward the
conditional hypothesis while preserving the stabilizing effect of the unconditional model. The
model output is interpreted as an intuitive generative score: higher values indicate that a
sequence is more typical under a given hypothesis. Decision statistics are formed by
computing these scores for candidate hypotheses, taking simple contrastive differences, and
averaging over a batch of ciphertexts; these statistics are straightforward to calibrate and to

explain. Decisions are cast as likelihood-ratio tests. For a batch X = {zi} and two hypotheses

H, and Hs, the diffusion model yields approximate log likelihoods #(i | F1). The batch
statistic (1) is:

A(X) = ﬁ Z|f(.r, H,) — €(x; | Hy). @
where ; denotes a ciphertext sequence, 7 = |-\1| is the batch size, /. and H: encode the
candidate cipher, mode, and round settings, and ¢ is the diffusion-based variational estimate
of (2):

log pe(x | H), (2)
where Po denotes the likelihood under diffusion parameter #. Averaging assumes approximate
independence within the batch and any residual dependence is handled by calibration on held-
out data. A decision rule H{A(X) = 7o} is used, with 7. chosen on validation data to achieve
a target false-positive rate o in the Neyman-Pearson sense, which links the learned signal to
classical statistical distinguishers [21-23].

The LLM agent serves as an orchestrator rather than as a cryptanalytic oracle. Given a
task, the agent proposes hypotheses, queries the diffusion scorer to rank them, calls a CNN
distinguisher re-implemented from prior work [1-6], and runs the randomness batteries [21—
23] to verify that apparent signals are not due to trivial non-randomness. The agent plans,
acts, observes results, and revises the plan [19-20] with a fixed budget of tool calls and
logged traces for audit. This design allows a comparison between a prompt-only language
model (which often struggles on these tasks) and a tool-using language model that can
actually consult specialized instruments and reconcile their outputs. Decisions are then made
in straightforward terms. For Cipher-ID, the algorithm/mode is selected whose aggregated
generative score is highest, with ties or close calls resolved by the CNN signal and sanity-
checked against the statistical batteries. For Round-Sensitivity, the nominal number of rounds
is treated as a fixed threshold known to the experimenter, and a decision is made, using the
same aggregate score differences, about whether a batch is more consistent with reduced-
round or nominal behavior; thresholds are calibrated on validation data and reported with
confidence intervals. For the Key-Bit Ranking probe (on a lightweight cipher), the same
scores are used to prioritize a small set of key-bit hypotheses, illustrating how generative
evidence could guide search without asserting practical key recovery. Implementation
choices are conservative and reproducible. The diffusion backbone is a transformer-style
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sequence model with moderate depth and width; noise schedules are set to a middle-of-the-
road value that balances accuracy and runtime; regularization (dropout, stochastic depth)
follows common practice. Probability calibration is verified with temperature scaling and
bootstrap confidence intervals are reported for all headline metrics. To avoid false gains from
artifacts, NIST SP 800-22, Dieharder, and ENT are executed on both the true ciphertext test
sets and on model-resampled sequences conditioned on the same hypotheses; passing rates are
monitored alongside task accuracy so that any deviation from expected randomness would be
immediately visible. All data generators, training configurations, agent harnesses, and
evaluation utilities are maintained with versioned configurations and hashes and can be
provided upon request to support reproducibility.  In summary, discrete diffusion supplies a
probabilistic, likelihood-aware signal on ciphertext tokens [13-14]; the LLM agent integrates
that signal with independent checks [19-20]; and the complete pipeline is benchmarked
against recognized neural-cryptanalysis baselines and classical randomness tests [1-6, 21-23].
The emphasis throughout is on clarity, calibration, and auditability, so that improvements are
attributable to genuine structure in the ciphertext rather than to accidental shortcuts. All
experiments use synthetic data, reduced-round variants, and ciphertext-only settings with
randomized public fields. Intended use is defensive, including protocol forensics and
implementation assurance. No plaintext recovery claims are made. Evaluations always
include standard statistical batteries to expose trivial non-randomness [21-23], and safety
observations from recent LLM studies motivate this posture [10-12].

Experimental setup and results. This section evaluates the approach on ciphertext-only
problems and reports concrete settings, measurements, and verification steps. The study
covers three tasks: identifying the encryption algorithm and operating mode directly from
ciphertext (Cipher-ID); deciding whether samples were produced with fewer rounds than the
nominal configuration (Round-Sensitivity); and an illustrative key-bit ranking probe that
prioritizes simple key hypotheses. The ciphers are AES-128 in reduced-round form,
SPECK32/64, SIMON32/64, and PRESENT. The operating modes are ECB, CBC, and CTR.
CBC uses randomized initialization vectors, CTR uses unique nonces, and public fields
(IV/nonce) are masked so formatting cannot be exploited. Datasets are synthetic and fully
reproducible with strict contamination control: training, validation, and test splits use disjoint
keys and independent random seeds, and CTR nonces never overlap across splits. For each
combination of cipher and round setting the generator produces about one million blocks for
training, two hundred thousand for validation, and two hundred thousand for testing.
Ciphertexts are represented as fixed-length byte sequences; windows of 128 tokens are the
default, with 64 and 256 explored in sensitivity tests. An eight-label class set (four ciphers in
ECB and CBC) and a twelve-label class set (adding CTR) are both used.  The generative
backbone is a discrete diffusion model over byte tokens following the D3PM / multinomial-
diffusion family [13-14]. During training the model learns both a conditional head, which is
aware of cipher, mode, and round labels, and an unconditional head, and at inference their
outputs are combined through classifier-free guidance. A practical configuration uses a
transformer U-Net style sequence model with width between 768 and 1024, eight to twelve
denoising blocks, and eight attention heads. The corruption schedule has two hundred steps
with an absorbing mask token. Optimization relies on AdamW with a learning rate of le-4
and P values of (0.9, 0.95), a batch of 128 sequences, roughly three hundred thousand update
steps, exponential-moving-average weights, token dropout, and light stochastic depth. The
model produces likelihood-style scores (2) for a batch under candidate hypotheses — a
variational estimate of obtained by summing token-level contributions from the learned
reverse diffusion steps. Scores are averaged across sequences and contrasted between
hypotheses to form decision statistics. Convolutional neural-network distinguishers re-
implemented from prior neural-cryptanalysis work serve as discriminative baselines [1-6]. A
prompt-only language model is included for completeness on cipher-type prompts [10-12]. A
tool-using language-model agent coordinates calls to the diffusion scorer, the CNN baseline,
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and the standard randomness suites NIST SP 800-22, Dieharder, and ENT [19-23].
Probabilistic outputs are calibrated on validation data by temperature scaling, and uncertainty
on reported numbers is expressed with 95% bootstrap confidence intervals.

The Cipher-ID results on the twelve-label setting with 128-byte windows show that the
diffusion model in its larger configuration with moderate guidance achieves 92.7% accuracy
with a standard error around 0.4 percentage points, a macro-F1 of 92.1, and a top-3 recall of
98.3%. The CNN baseline reaches 86.4% accuracy with a standard error near 0.6 percentage
points, a macro-F1 of 85.7, and a top-3 recall of 94.9%. A prompt-only language model
attains 58.2% accuracy with a standard error near 1.1 percentage points. Random choice is
approximately 8.3%. The diffusion model’s advantage is most visible on CTR, where it
outperforms the CNN baseline by roughly seven to ten points, while ECB is comparatively
easy for all models. Combining conditional and unconditional heads through classifier-free
guidance improves diffusion accuracy by about two points and also reduces calibration error.

Table 1.
Cipher-ID performance
Method Accuracy (%) Macro-F1 | Top-3 (%) Std. error (pp)
Diffusion (large, gamma = 2) 92.7 92.1 98.3 04
CNN baseline 86.4 85.7 94.9 0.6
LLM prompt-only 58.2 56.4 N/A 11
Random choice 8.3 N/A N/A N/A

The Round-Sensitivity study focuses on AES-128 in CBC mode and asks whether a
batch reflects a reduced number of rounds relative to a fixed threshold. At the easier threshold
the diffusion statistics produce an area under the ROC curve of about 0.964 and a true-
positive rate near 0.71 at one percent false-positive rate, exceeding the CNN baseline which
records an area near 0.922 and a true-positive rate around 0.49. Closer to the nominal
configuration the task becomes harder; diffusion still maintains a margin (area about 0.893
versus 0.851 for CNN). Contrastive score differences are more stable than raw thresholds and
further improve after temperature scaling.

Table 2.
Round-Sensitivity on AES-128 in CBC mode
Method AUC TPR at 1% FPR AUC TPR at 1% FPR
(threshold 8) (threshold 8) (threshold 10) (threshold 10)
Diffusion 0.964 0.71 0.893 0.42
CNN baseline 0.922 0.49 0.851 0.29
Rule-based tests 0.580 0.07 0.540 0.05

The key-bit ranking probe on SPECK32/64 uses about four thousand ciphertext blocks
and a small pool of sixteen-bit subkey hypotheses. Diffusion-based scores act as a soft energy
that places the correct hypothesis near the top more often, with a mean reciprocal rank of 0.46
and a top-5 hit rate of 61%, compared with 0.28 and 41% for the CNN baseline. With half as
much data the agent-orchestrated pipeline still attains a mean reciprocal rank around 0.41 by
querying the diffusion scorer and CNN selectively.

Table 3.
Key-bit ranking probe on SPECK32/64
Method Ciphertext blocks Mean reciprocal - | Top-5 it rate Notes
rank (%)
Diffusion scorer 4096 0.46 61 Generative score used as
soft energy
CNN baseline 4096 0.28 41 Discriminative
Agent with tools using Selective querying of
half the data 2048 0.41 N/A diffusion and CNN
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Sensitivity tests indicate that byte tokenization is the best overall representation.
Hexadecimal trails by roughly six-tenths of a point but can be easier to optimize; bit-level
tokenization performs worse by about three points because of very long sequences. Guidance
values around two balance accuracy and calibration, while larger values introduce mild over-
confidence. Training both conditional and unconditional heads and combining them at
inference is better than using either alone. Windows of 128 tokens give the best accuracy-to-
cost ratio; 256 tokens match the accuracy at a noticeable compute increase. Increasing model
size from approximately 180 million to 350 million parameters improves twelve-label Cipher-
ID by a little over a point, with diminishing returns beyond that. Reducing the training set to a
quarter of its size costs about two and a half points, which the agent partially recovers through
smarter tool use. Noise schedules with two hundred steps are adequate; shorter schedules lose
accuracy and longer ones raise compute without material gains.

Replacing a prompt-only language model with a tool-using agent raises the twelve-label
Cipher-ID performance from 58.2% to roughly 81.0%. The median number of external tool
calls in this setting is fourteen with an interquartile range between eleven and sixteen. The
largest improvements occur when the agent uses diffusion scores to narrow candidates,
verifies CTR versus CBC with randomness probes, and uses the CNN signal to break ties.
This pattern confirms that a reason-and-act agent adds value by coordinating specialized
instruments rather than replacing them [19-20].

Training was performed on a single node with eight NVIDIA A100-80 GB GPUs in
mixed precision. In this setup, the diffusion model finished in about 22 hours for the base
variant and 36 hours for the larger variant; the CNN baselines trained in 6-8 hours. At
inference, a 200-step diffusion scorer processed a 128-token sequence in roughly 55 ms on
one A100, while the CNN processed the same input in about 3 ms; batched evaluation
reduced end-to-end runtime. Energy use was estimated from device power telemetry (nvidia-
smi power.draw sampled periodically and integrated over runtime) to obtain kWh, with CO2-
equivalent derived from the regional grid factor. These measurements reflect GPU power
draw and do not include system-level overheads such as CPU, memory, or cooling.

Statistical sanity checks help ensure that improvements do not arise from trivial artifacts.
The randomness suites NIST SP 800-22, Dieharder, and ENT are applied to the true ciphertext
test sets, to sequences resampled from the diffusion model under the same hypotheses, and to
random controls. Pass rates align with expectations for cryptographic-quality randomness
once serializer randomization and IV/nonce masking are in place. Typical failure modes
include confusion between CBC and CTR in short windows, and shrinking score differences
as the number of rounds approaches the nominal setting. Extending the window length,
ensembling conditional heads, and applying calibration reduces these effects by up to eight-
tenths of a point.

Presentation and verification follow straightforward steps. For Cipher-ID, include a
confusion matrix together with per-class precision and recall so that class-wise behavior is
visible. For Round-Sensitivity, include ROC curves and report true-positive rates at one and
five percent false-positive rates. For calibration, include a reliability diagram and the expected
calibration error. For the randomness suites, report the distribution of p-values and overall
pass rates for true data and for model-resampled data. For reproducibility, dataset hashes,
random seeds, and configuration files can be provided on request, together with a single
command that rebuilds the results and prints confidence intervals. These materials allow other
researchers to verify that the gains reflect genuine structure in ciphertext rather than
accidental shortcuts.

Discussion and future work. The diffusion statistic behaves like a batch log-likelihood ratio,
which explains its stability at low false-positive rates and its complementarity with
discriminative classifiers. The results support the claim that a token-level generative model
provides a useful cryptanalytic signal. The discrete diffusion model produces calibrated,
contrastive likelihood scores that separate algorithms and modes in Cipher-1D and that track
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the effect of reducing rounds in round detection. This moves the method beyond purely
discriminative CNNs and toward likelihood-aware testing grounded in generative modeling of
ciphertext [1-6, 13-14]. Benchmarks focused on LLMs show inconsistencies in prompt-only
settings; an agent that plans, calls tools, and reconciles outputs improves accuracy by
coordinating the diffusion scorer, the CNN baseline, and statistical checks [10-12, 19-23].
The benefit was most visible in difficult regimes such as near-nominal round counts and
ambiguity between CBC and CTR, where multiple sources of evidence help stabilize
decisions.

Careful calibration and statistical hygiene were essential. Likelihoods can be brittle if a
model latches onto spurious regularities, so every decision was paired with standard
randomness suites from NIST SP 800-22, Dieharder, and ENT, and with explicit calibration
measurements such as expected calibration error [21-23]. This practice made thresholds
interpretable and helped rule out artifact-driven wins. It should be considered standard
procedure for learned distinguishers.

These findings do not claim breaks of full-round ciphers. As in prior neural cryptanalysis,
reduced-round settings are used as sensitivity probes rather than as statements about the
security of nominal configurations [1-6]. The practical value lies elsewhere. Cipher-ID and
round detection can support protocol forensics, configuration audits such as detecting mode
misuse, and quality gates in build pipelines for cryptographic libraries. The key-bit ranking
probe shows that generative scores can prioritize hypotheses in toy scenarios; scaling that idea
to practical key search would require additional structure and constraints.

There are costs. Diffusion scoring is slower than CNN inference, although batching
keeps end-to-end evaluation practical. Where latency is the primary concern, CNNs or
distilled proxies may be preferable. Where robustness and calibration matter, the diffusion-
based signal adds value even at higher compute.

The threat model is the ciphertext-only setting with uniform plaintexts, randomized Vs
or nonces, and no side channels. Real deployments may violate these assumptions. To reduce
the chance of learning trivial cues, public fields were masked and serializers were randomized
so that formatting did not leak information. Dual-use concerns remain. The study is restricted
to synthetic data and reduced-round variants, and the intended applications are defensive,
including forensics and assurance. Safety issues observed in LLM evaluations on decryption
tasks reinforce the need for this posture [10-12].

Why generative modeling helps can be stated simply. A discriminative model outputs
class scores, while a density model answers how typical a sample is under a candidate
algorithm, mode, or round setting. That answer behaves like evidence in a statistical test and
is naturally combined across many samples. Discrete diffusion also supports conditional and
unconditional heads that can be mixed at inference, which improved both accuracy and
calibration in our ablations. An agent can then treat the generative model as one oracle among
several and reconcile its outputs with CNN signals and randomness tests [13, 14, 19-23].

Limits and failure modes are clear. Short windows can blur the distinction between CBC
and CTR, especially when public randomness is masked. Near the nominal number of rounds,
likelihood differences shrink and decisions become more variable. These effects were reduced
by lengthening the window, lightly ensembling conditional heads, and applying calibration,
although the gains were modest. Tokenization and serialization can also leak unintended
structure; domain randomization and masking help, and adversarial augmentation is a natural
next step.

Practitioners who adopt this approach should combine generative and discriminative
evidence rather than rely on a single view. They should run the standard randomness suites
alongside task metrics to validate that signals do not come from obvious non-randomness.
Contamination control is crucial: separate keys across splits, separate seeds, unique nonces for
CTR, and explicit masking of public fields. Byte-level tokenization is a good default.
Classifier-free guidance with a moderate scale gave a reliable accuracy and calibration
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balance. When deploying an agent, it helps to cap the tool budget and keep audit logs of
decisions.

Several directions appear promising. Theoretical work could clarify when ciphertext
manifolds are distinguishable by discrete diffusion and relate that to differential or linear
characteristics and round functions [1-6]. Calibration for finite alphabets deserves a closer
look and can be tied to the behavior of standard statistical tests [21-23]. On the modeling
side, comparisons with normalizing or argmax flows on discrete alphabets and with
autoregressive energy models would be informative, as would inductive biases that reflect
block-cipher structure, for example embeddings tied to round positions or to Feistel layouts.
Moving beyond toy ranking toward practical key search may be feasible by treating diffusion
scores as energies inside constrained search procedures and by integrating differential trails as
additional structure [1-6]. Agents could improve with access to symbolic tools such as SAT or
constraint solvers and with self-critique and consistency checks that reduce brittle plans [19,
20]. Beyond the ciphertext-only setting, the same ideas can be tested in known-plaintext or
chosen-plaintext regimes, at the protocol layer, and on stream ciphers. Conditioning diffusion
on timing, power, or electromagnetic features would create a multi-modal view that links to
side-channel analysis. Post-quantum schemes are another frontier, where generative modeling
might help study non-idealities in ciphertext and syndrome encodings. Finally, a
contamination-controlled benchmark with documented serializers and 1V or nonce policies,
plus simple statistical audit reports, would raise the standard of evidence across labs, and
distilled versions of the diffusion model would make low-latency use in build pipelines
practical [13, 14].

Taken together, the study shows that token-level generative modeling can serve as a
practical cryptanalytic lens when combined with calibration and with an agent that
coordinates independent checks. The method does not claim disruption of nominal ciphers. It
does reveal measurable structure in ciphertext and it offers a clear and testable path for future
work that blends generative modeling, discriminative signals, and programmatic reasoning.
Conclusion. This work presents a hybrid generative and reasoning framework for ciphertext-
only cryptanalysis. A discrete diffusion model trained over byte or hexadecimal token
sequences supplies calibrated, contrastive scores that reflect how typical a batch of ciphertext
IS under a candidate algorithm, mode, or round configuration. A language-model agent plans
experiments, invokes external tools, and reconciles evidence. Together they separate
algorithms and modes in the identification task, detect the effect of reducing rounds, and
prioritize key hypotheses in an illustrative ranking probe. Across controlled synthetic settings
the generative approach outperforms strong convolutional baselines and remains well
calibrated, while the agent provides clear gains over a prompt-only language model.

These findings are not claims of breaking nominal, full-round ciphers. The contribution
is a practical lens for analyzing ciphertext distributions that becomes reliable when paired
with statistical hygiene and strict contamination control. Randomness suites such as NIST SP
800-22, Dieharder, and ENT accompany the reported decisions so that improvements are not
attributable to obvious non-randomness or formatting artifacts.

Limits are clear and suggest concrete next steps. Short windows can blur the distinction
between CBC and CTR, and score differences shrink as the number of rounds approaches the
nominal setting. Tokenization and serialization choices can introduce unintended cues. Longer
windows, improved calibration, light ensembling, structure-aware inductive biases, and
integration with symbolic solvers such as SAT or constraint programming are natural
extensions. Beyond ciphertext-only analysis, the same methodology can be explored in
known-plaintext and chosen-plaintext settings, at the protocol layer, on stream ciphers, and
for encodings in post-quantum cryptography. Community benchmarks that control
contamination and document serializers, 1V and nonce policies, and statistical audits would
raise the standard of evidence, while distilled generative models would enable low-latency use
in continuous-integration pipelines.
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BUKOPUCTAHHS TEHEPATUBHUX MOJEJIEN 1151 KPAIITOAHAJII3Y:
AOC/IIZKEHHS TIOTEHIIAJY BEJIMKUX MOBHUX MOJEJIEH (LLM) TA
JUDYIIMHUX MOJEJEN

A. C. Komsina, JI. B. boBuerpa

Hamionansauii yHiBepcuteT «OnechKa MoIiTEXHIKa»
1, IlleBuenka np., Oneca, 65044, Ykpaina
Emails: a.s.koliada@op.edu.ua, divS@ukr.net

Ie mocnmipKkeHHs pO3TIsLiae TeHePAaTUBHUM KPUIITOAHATI3, Y MEKaX SKOr0 MMOBIPHICHI MOJIENI HABYAIOThCS
TOMY, SIK Ma€ BHUIVISJATH MIH(POTEKCT, a MOTIM OLIHIOIOTH HOBI HIM(POTEKCTH BiTHOCHO BHBYEHOTO PO3MOLTY.
3amponoHOBaHO TIOPUIHHUN MiXiM, IO MOETHYE TeHEPaTHBHY TUQY3iiHY MOJeNh, HATPCHOBAHY BiIHOBIIOBATH
MOMIKOKEH] OCTIZOBHOCTI CHMBOJIIB IIA(POTEKCTY, 3 BEINKOIO MOBHOIO MOJIEIUIIO, SIKa TUIAHY€ €KCIICPUMEHTH
Ta 3a/Iil0€ 30BHINTHI IHCTPYMEHTH. MeTa MmoJsrae B TOMy, 00 IMOKa3aTH: OLIHKU IPaBIOIONIOHOCTI, OTpHMaHi
BiJl TEHEPATHBHOT MO, CITYTYIOTh JAHUMU IS iIeHTU(IKAII] aropuT™My mudpyBaHHS Ta peXuMy podoTH, a
TaKOX JJIsl BUSBJICHHS BUMAKIB, KOMM y MHA(PI BUKOPHCTAHO MEHINE PayHIIB, Hi)XXK IependavdeHo; KpiM TOro,
MOBHa MOJI€JIb, 1[0 BUKOPHCTOBYE IHCTPYMEHTH, 3/1aTHA MOEJHYBAaTH LI TeHEpaTHBHY evidence 3 KIACHYHUMHU
TECTaMM JUIs YXBaJICHHSI HAlIHHUX pillleHb. 3 HAYKOBOTO MOMIALY poOoTa 3Milllye HEWPOHHUI KPUIITOAHAII3 Bif
cyto kiacudikauii 10 WMOBIPHICHOTO MOJIENIOBAHHS PO3MOJUIIB MHM(POTEKCTY, BHUSBISIOUM BilKaniOpoBaHi
BIZIMIHHOCTI 33 3MiHH aJITOPUTMIB 1 KUILKOCTI payHAiB. 3 MPaKTHYHOTO MOMISAY HiIXiJ| MATPUMYE MPOTOKOIbHY
(hopeH3uKy, BUSIBIICHHS] IOMUJIOK KOH(]Irypalii Ta nepeBipky sSKOCTI B KOHBeepax Oe3nepepBHoOi iHTerpaii, 0e3
JIOCTYIY JI0 BIAKPUTHX TEKCTIB a00 MOOIYHMX KaHaiB. METOMOIOTIYHO CTBOPIOIOTHCS MOBHICTIO BiJATBOPIOBaHI
Ha0OpH JaHMX i3 KOHTPOJEM KOHTaMiHAIlI Ut KUTbKOX OnokoBux mmuppiB (AES-128 3i 3MEHIICHOIO KiTBKiCTIO
payaniB, SPECK, SIMON, PRESENT) i mnommpeHHX peXHMIiB poOOTH; MH(PPOTEKCT MOJAETHC SIK
MOCIITIOBHOCTI CUMBOIIIB (0aiTiB a00 MIICTHAAIATKOBAX IU(P); MyOITiuHI MO, 30KpeMa OJHOPA30Bi 3HAYCHHS
(nonce) Ta Bekropu iHimiamizarmii (IV), MacKyrOThCsI; HaBUAETHCS AUCKpPETHA Au(y3iiiHa MOJENs 3 YMOBHOIO Ta
0e3yMOBHOIO BUXITHHMHU TinkamMu. OOUHCITIOIOTHCS HAONIKEHI MPaBIOIMOIIOHOCTI, SKi TOPIBHIOIOTHCS MiX
rimorezamu 17 (OpMYBaHHS NPOCTHX CTaTUCTUK TECTyBaHHSA. ba3oBi MOpIBHSHHS BKIIIOYAIOTH IIOTYXHI
3rOpPTKOBI HEWpOHHI MepexXi Ta MOBHY MOJENb, IO Mpalfoe JIMIIe 3a Mijka3kamMu. MOBHa Mouelb 3
IHCTpYMEHTaMH KOOpJAWHY€E BUKJIMKH CTaHMAPTHUX makeTiB TectiB Bumaakosocti (NIST SP 800-22, Dieharder,
ENT), nuckpumMinamiiHuX 0a30BUX MoOjeNed i OliHIoBada AUQy3iitHOT Mojmemni 3a ¢ikcoBaHOTO OrOmKETYy. Y
3ajaui imeHTUdiKamii 3 ABaHaAUATEMa KiacaMu Audy3iliHa Mojelb gocsarae TouHocti 92,7% (ton-3 — 98,3%),
MepEeBEPITyIOYN 3TOPTKOBI Mepeki Ha 6,3 BiJICOTKOBOTO MYyHKTY Ta 30epiratoun no0py KamiOpoBky. Jlims
BUSIBJICHHSI 3MEHIIEHOI KijbkocTi payHaiB B AES-128 nocsaraerbcs Iioma mif KPUBOKIO XapaKTEPHCTHKH
po6ouoro npuiimaga (ROC) 0,964 3a >xopcTKHX piBHIB XMOHMX TPHUBOTL. B LIIOCTpaTMBHOMY €KCIIEPUMEHTI 3
paHXyBaHHSM TilOTE3 LIOMO KIIOYa NPAaBHIIbHA TillOTe3a 3HAYHO YacTillle ONHMHSETHCS OIM3BKO /10 BEPLIMHH
cnucky (cepenniii 3sopoTHuit panr 0,46 nporu 0,28). 3asB mpo 371aM NMOBHOPayHAOBHX INU(PIB HE POOUTHCS;
HAaTOMICTh 3aJIOKyMEHTOBAaHMH 1 BIIATBOPIOBAaHMH IIPOTOKOJI YTBEPIUKYE NPaBIONOAIOHICHO OOTpyHTOBaHE
TeHepaTUBHE MOJICTIOBAHHS SIK YITKY Ta NMPAKTHYHY ONTHKY CYYacHOTO KPHITOAHAII3y 1 SIK MAIPYHTS JUIA
MalOyTHIX €TAJIOHIB Ta BIPOBAKEHb.

KirouoBi cjioBa: reHepaTHBHUI KPUIITOAHANI3; AUCKPETHA TUQY3is; MOBHI MoJeli; II(POTEKCT; pO3pi3HEHHS;
AES; arentni LLM.
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Fingerprinting is a fundamental technique for biometric identification in security systems,
forensic science, and access control, owing to the distinctiveness of papillary patterns.
Nonetheless, the processing of substantial data volumes and affine transformations (shifts,
rotations, scaling) presents issues for automatic fingerprint identification systems (AFIS).
Contemporary cloud platforms such as AWS provide answers for scalability and
asynchronous processing; nevertheless, their integration with fingerprint comparators need
more investigation. Objective of the Research: To provide an asynchronous, scalable
fingerprint sample comparison software development technology using AWS, ensuring
rapid and precise recognition without employing machine learning, and resilient to affine
distortions. A serverless architecture using AWS was established, including S3 for storage,
DynamoDB for metadata, and Lambda for computation. Euclidean descriptors were used
for distortion resilience, caching to enhance computational efficiency, and the NumPy and
Numba libraries for optimization. Evaluation was performed on the FVC2000 dataset using
an event model (S3 Events, DynamoDB Streams) and .NET CDK for infrastructure
automation. Experiments on F\VC2000 demonstrated an accuracy of F0.5 = 93%, a search
duration for a single picture of around 5 seconds, and a comprehensive comparison of
80x80 images requiring up to 15 seconds. The system accommodates thousands of
comparisons per minute due to the automatic scalability of Lambda and DynamoDB. The
absence of synchrony and the dismissal of machine learning guarantee reduced expenses
and increased velocity. This study increases fingerprinting by providing an effective
approach for processing large datasets without resource-heavy techniques, combined with
AWS cloud services, hence augmenting the capabilities of AFIS. This technology can be
used in security systems, forensic science, and access control, offering rapid and precise
identification at a low cost due to cloud infrastructure.

Keywords: fingerprinting, cloud computing, asynchronous processing, scalability, AWS
Lambda, Euclidean descriptors, comparator

Introduction. In biometric identification, dactyloscopy methods are crucial in contemporary
security systems, forensics, and access control. Fingerprinting, based on the distinctiveness of
papillary patterns on digits, is among the most dependable biometric verification techniques.
Nonetheless, engaging with it entails challenges associated with managing large data sets,
affine distortions (translations, rotations, scaling), and scanning imperfections. Previous
Automated Fingerprint Identification Systems (AFIS) required considerable computational
resources and shown scalability problems when handling large datasets [1].

Currently, several methodologies are used in fingerprinting, including techniques
reliant on minutiae (Galton points), ridge structure analysis, and deep learning. Minutia-based
techniques concentrate on the extraction and matching of critical points, yielding excellent
identification accuracy; nonetheless, these approaches are susceptible to affine distortions [2].
Techniques that examine ridge structures investigate papillary lines to enhance noise
resilience. Deep learning techniques such as CNNs and Transformers attain elevated
accuracy; nonetheless, they need extensive datasets and substantial computer resources for
optimal performance [3]. Cloud platforms such as AWS facilitate the development of systems
for the asynchronous processing of biometric data; nevertheless, the integration of these
systems with fingerprint comparison software need more investigation [4].
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To accommodate the need of processing substantial data quantities in real-time, the

development of an asynchronous comparator software technology became imperative. This
solution must provide high comparative accuracy, resilience to affine distortions without using
machine learning, and the capability to interface with cloud services. This paper will delineate
the technology of the development of an asynchronous fingerprint comparator software
functioning inside the AWS architecture. Our responsibilities include investigating fingerprint
comparison methodologies, establishing the comparator architecture, constructing its
components, and empirically assessing its performance. This approach is mostly designed for
applied fingerprinting, where the rapidity and precision of matching large datasets are
essential.
State of the art. Contemporary investigations in fingerprinting focus on enhancing three
principal attributes of fingerprint identification systems: precision, dependability, and rapidity.
These endeavors are especially crucial in difficult circumstances when fingerprint photos have
affine distortions, noise, or when comparisons must be conducted across extensive databases.
Researchers are concentrating on various primary methodologies, including minutiae analysis
(specific fingerprint points), Euclidean descriptors, Boolean metric convolution for image
quality evaluation, and cloud platform integration to guarantee system scalability.

Minutiae-based techniques, such as Galton points, continue to be fundamental to
biometric identification. This is elucidated by the distinctiveness of the positioning of these
spots on various individuals' fingerprints. Nonetheless, current methods need enhancement to
function successfully with latent and incomplete fingerprints, which are often encountered in
fingerprint analysis. Pérez-Sanchez et al. (2021) offer a technique using a convolutional
neural network (CNN) to extract features that characterize the texture, minutiae, and
frequency spectrum of a fingerprint (MCC). This approach demonstrated great accuracy on
the FVC2006 dataset, and the authors explicitly highlight its resilience to distortions. The
essential aspect is the amalgamation of many descriptors, which allows a decrease in the
incidence of false positives [5]. An analogous methodology was used in the research
conducted by Anand et al. (2020), when a CNN was utilized to generate a threshold
descriptor. This facilitated enhanced identification precision on the PolyU dataset [6]. Xu et
al. (2010) suggested the incorporation of an ordered minutiae representation into a bit string,
followed by spectral clustering. This facilitated the attainment of elevated speeds on the NIST
SD14 dataset [7]. The research conducted by Yu et al. (2024) focused on the elimination of
obstructive minutiae from latent fingerprints. The use of Euclidean distances enhanced
identification accuracy [8]. A novel minutiae descriptor was introduced, particularly
engineered for the analysis of latent fingerprints. A CNN was used for comparison, resulting
in a low Equal Error Rate (EER).

Cloud platforms like as AWS are extensively used to guarantee the scalability of
fingerprinting systems. Chowdhury and Imtiaz (2022) examined contact identification by
deep learning techniques, attaining elevated accuracy [9]. Krishna Prakasha and Sumalatha
(2025) investigated privacy in biometric systems, applicable to the incorporation of biometric
identification into loT systems using AWS Lambda, emphasizing asynchronous data
processing [10]. Bortoluzzi et al. (2025) proposed a cloud-native architecture utilizing AWS,
adaptable for automated fingerprint identification systems (AFIS) with DynamoDB for data
caching, achieving rapid comparison speeds. They also examined the efficacy of
asynchronous data processing methods in AWS for streaming, yielding a low error rate (EER)
[11].

An examination of current research indicates a distinct trend towards the integration of
novel fingerprint descriptors with cloud technologies. Nonetheless, there is an absence of
asynchronous comparators explicitly designed for fingerprinting. Advancing innovative
technologies in this domain is an urgent endeavor, facilitating both scalability and superior
identification precision.
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Goals and objectives. This study seeks to design and elucidate a software development
technology capable of swiftly and precisely comparing fingerprints with allowable
aberrations. This solution will function inside the Amazon Web Services (AWS) cloud and
will not use machine learning. The primary emphasis is on velocity and the capacity to
concurrently handle large quantities of data. This technique will facilitate fingerprinting and
the identification of individuals using their fingerprints, particularly when substantial
information requires rapid processing. To attain this objective, many activities must be
undertaken:

1. Examine various fingerprint comparison techniques to identify those most
appropriate for cloud implementation. Examine the use of fingerprint characteristics
(minutiae), inter-point distances, and other techniques.

2. Outline the structure of the software development technology, including the necessary
components for data administration, processing incoming information, and fingerprint
comparison. Utilize AWS services like as S3, DynamoDB, and Lambda throughout the design
process.

3. Create software that incorporates a fingerprint comparison algorithm, including
possible distortions.

4. Enhance program execution efficiency by minimizing duplicate computations and
using specialized libraries (NumPy, Numba).

5. Evaluate the performance using the standard FVVC2000 dataset to verify its accuracy,
speed, and capacity to manage substantial data quantities.

6. Establish an architecture for delivering the technology on AWS with the Cloud

Development Kit (CDK) in .NET, including a Dockerfile for constructing Lambda images and
interaction with Amazon Elastic Container Registry (ECR).
Asynchronous scalable comparator software development technology. A software
development technology for an asynchronous, scalable fingerprint sample comparator has
been created to address contemporary challenges in biometric identification, particularly in
fingerprint and security systems. Current automatic fingerprint identification systems (AFIS)
have difficulties in processing the increasing amounts of biometric data in real-time. This
constrains their use in situations necessitating rapidity and scalability. Following a review of
contemporary research in biometric identification, the following essential needs for the
evolving technology were established:

e The system must function asynchronously, according to an event-driven approach to
minimize data processing delays. This is essential for the effective facilitation of streaming
situations, such as the real-time addition of fresh samples to the database.

e The system must possess the capability to perform thousands of comparisons per
minute, autonomously adjusting to fluctuating workloads. This obviates the need for manual
server resource management.

e Distortion Resistance: The system must exhibit invariance to affine transformations
(translation, rotation, scaling) without relying on resource-intensive machine learning
techniques. This lowers computing expenses and streamlines the implementation procedure.

e Accuracy: The system must attain elevated comparison accuracy on benchmark
datasets, including FVC2000. Particular emphasis is placed on the precision of group
comparisons (where a single fingerprint is evaluated against a collection of other fingerprints).

e Cloud Services Integration: The solution must exhibit complete compatibility with
the AWS cloud architecture. This facilitates minimal operational expenses (pay-as-you-go)
and automated resource administration.

The selection of a serverless architecture and descriptors reliant on Euclidean distance
computation, excluding machine learning, was motivated by the need to save expenses,
provide resilience to distortions, and facilitate asynchronous processing. This is especially
crucial for fingerprint applications, since the speed and precision of recognition directly
influence the dependability of the outcomes. The solution created is based on serverless
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computing concepts and an event-driven approach, ensuring significant asynchronicity and
scalability. The system architecture has three primary components:

e Dataset: Uploading and categorizing reference fingerprints in cloud storage,
thereafter recording them in the database.

e Input Images: Processing new samples and concurrently initiating the matching
procedure.

e Comparator (Matching): Evaluating fresh samples against reference fingerprint
groups, consolidating outcomes, and determining matches according to established criteria.
The architectural choices were determined by the below rationale:

e Asynchronous: Employing events (S3 Events, DynamoDB Streams) to activate
components eliminates continuous waiting and diminishes latency to under 100 ms per event
[12]. An alternate method using periodic polling was rejected because of increased latency
and excessive resource use.

e Scalability: The serverless paradigm enables AWS to automatically grow Lambda
functions (up to 1000 or more instances) and the DynamoDB database (up to 40,000
operations per second), in contrast to systems reliant on fixed servers [13].

e Distortion Resistance: Geometric alignment using center of mass calculations and
Euclidean descriptors provide shift invariance independently of machine learning, in contrast
to convolutional neural networks (CNNs) that need pre-training.

The interaction between components occurs via events: uploading data to S3 activates
a Lambda function that records the data in DynamoDB. The DynamoDB stream then
activates a Lambda function to compare fingerprints. This system establishes a closed data
processing loop suited for streaming. The suggested interaction system is shown in the
schematic presented in Figure 1.

Group id
Groups
Dataset Groups
i images Image table
EE—
Administrator Dataset Dataset Dataset a Dataset mﬁa
bucket extractor  minutiae st

Dataset ~ Minutiae Comgparator Results

minutiae table

Input Input table
minutiae

images @ Image minutiae
User Input Input extractor \DD
bucket Input Minutiae

minutiae
table Event stream

Fig. 1. Asynchronous comparator component diagram

Input

The selection of certain AWS services was influenced by their capacity for
asynchronous processing, scalability, and cost-effectiveness.

e Amazon S3 is used for the storage of original fingerprints. S3 Event Notifications
are used to promptly activate a Lambda function upon the upload of fresh data, hence
guaranteeing minimal latency. The benefits of S3 include boundless scalability and minimal
storage expenses.

e Amazon DynamoDB: A NoSQL database used for storing metadata (Imageld as the
Primary Key, Groupld as a Global Secondary Index (GSI), and metadata including center of
mass coordinates (center_x, center_y) in integer format) along with comparison results (Key,
Result in boolean format). Employing GSls facilitates expedited queries on groups, whilst
DynamoDB Streams provide asynchronicity.
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e AWS Lambda: A serverless computing solution used for event processing, including
feature extraction and fingerprint comparison. The processing algorithms are executed in
Python using the NumPy and Numba libraries, while the infrastructure as code is created
using .NET. Lambda may expand to 1000 or more concurrent instances and exhibits a cold
start time in milliseconds when using provided concurrency.

e Amazon ECR: A repository for Lambda Docker images that includes all necessary
dependencies. ECR guarantees result repeatability and compatibility with AWS CDK.

e AWS CDK: A .NET-based Infrastructure as Code (laaC) framework for automating
the deployment of cloud infrastructure, including buckets, tables, and lambdas. The CDK
streamlines infrastructure administration and reduces the probability of configuration
mistakes.

e AWS CloudWatch is used for monitoring slowness, failures, and cold starts.
Gathering and examining logs enables the optimization of system performance and the
identification of bottlenecks.

The technology design process included the following stages:

1. Data Modeling:

e Minutiae, the distinctive points of fingerprints, are represented by the
MINUTIA_DTYPE_BASE structure, which includes x and y in int32 format, is_termination
in boolean format, and theta in float64 format. The data format was selected for its
interoperability with DynamoDB.

e Fingerprint metadata: Imageld (string), Groupld (string), center_x (integer), center_y
(integer). Employing int32 for coordinates corresponds with the data format obtained from
fingerprint scanners and reduces the need for conversions. Utilizing float64 would have
augmented memory consumption.

2. Algorithms:

e Geometric Alignment: The minutiae coordinates are normalized with respect to the
center of mass, assuring invariance to translations. The selection of the center of mass over
the RANSAC method is attributed to its reduced computational cost (O(n) compared to
0O(n?)).

e Euclidean Descriptor: Matrices of distances and angles between minutiae are
computed. The resultant matrices are stored by Imageld. Threshold values for distances (7)
and angles (45) were refined using the FVC2000 dataset.

e Boolean Metric Aggregation: The aggregation of comparison findings is executed
with the metrics normalized positive (average score > 50 multiplied by the number of
positive entries) and normalized_mean (overall average multiplied by the number of positive
entries). The determination of fingerprint match relies on threshold values of 15.0 for
normalized_positive and 1.0 for normalized_mean.

Avoiding machine learning techniques, such as convolutional neural networks
(CNNs), might diminish the expenses related to training and using GPUs. Caching decreases
computational duration.

3. Caching: Implementing a global cache {Imageld: {pair: value}} prevents the
recalculation of metrics (distances and angles), hence decreasing the processing time for
individual comparisons.

4. ID Management: The sequential assignment of IDs inside the lambda_handler (0 to
N:-1 for probes, N1 to N2-1 for galleryl, etc.) mitigates the risk of clashes. The method
assign_unique_ids returns (array, next_start_id) to maintain consistency. The use of UUIDs
was dismissed because of the enlarged key size.

5. Performance Optimization:

e Numba: Implementing JIT compilation for the greedy matching algorithm
significantly enhances its speed, achieving around 0.002 seconds per call [13].

e ProcessPoolExecutor facilitates concurrent execution of local comparisons,
accommodating 1000 or more cores.
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e DynamoDB Global Secondary Index (GSI) facilitates rapid group query execution
with millisecond response times and minimal latency in change stream processing, as seen by
DynamoDB Streams latency measured in milliseconds.

Throughout the development phase, the following components were produced:

1. Dataset Element:

e Function: Uploading and categorizing reference fingerprints in DynamoDB.

e Mechanism of operation: S3 Event (object creation) triggers Lambda The function
takes minutiae (e.g., from buffer), analyzes metadata, and adds data to the MinutiaeTable,
using Imageld as the primary key and Groupld as the global secondary index.

Asynchronicity is accomplished by S3 Events, scalability enables the processing of
thousands of files, and GSI facilitates rapid data access. The proposed alternatives
(SNS/SQS) were rejected since they introduced additional delay.

2. Incoming Images Module:

e Function: Processing new samples, writing to DynamoDB, and triggering the change
stream.

e Operation: S3 Event — Lambda Function — DynamoDB (Stream activates the
mapping component).

3. Comparator Component:

e Function: To compare a fresh sample to reference fingerprint groups, consolidate
results into metrics (normalized_pos, normalized_mea), and evaluate the match (YES/NO).

e Operational Mechanism: DynamoDB Stream — Lambda Function: ingests a new
sample, searches reference fingerprint groups via GSI, assigns identifiers, verifies/calculates
the cache, conducts comparisons, aggregates results, and records the conclusion.

e |llustration (Python):

def lambda_handler(event, context):

dynamodb = boto3.resource(‘dynamodb’)
minutiae_table = os.environ['INPUT_TABLE_NAME']
dataset_table = os.environ DATASET_TABLE_NAME']
group_table = os.environ[GROUP_TABLE_NAME']
results_table = os.environ[RESULT_TABLE_NAME']
try:
for record in event['Records']:
if record['eventName'] !="INSERT"
continue
new_image = record['dynamodb']['NewlImage']
probe_image_id = new_image['Imageld]['S']
probe_binary = new_image['MinutiaeBinary']['B']
metadata = new_image['Metadata']['M']
probe_center = (int(metadata[’ center ~X']['N']), int(metadata['center_y']['N']))
probe_minutiae = np.frombuffer(probe_binary,
dtype=MINUTIA_DTYPE_BASE)
probe_minutiae, current_id = assign_unique_ids(probe_minutiae, 0)
global_dist_cache = {}
global_angle cache = {}
scan_response = minutiae_table.scan(ProjectionExpression='Groupld’)
group_ids = set(item['Groupld'] for item in scan_response['ltems’] if 'Groupld'
in item)
while 'LastEvaluatedKey' in scan_response:
scan_response = minutiae_table.scan(ProjectionExpression="Groupld',

ExclusiveStartKey=scan_response['LastEvaluatedKey'])
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group_ids.update(item['Groupld’] for item in scan_response['ltems] if

‘Groupld" in item)
for group_id in group_ids:

query_response =
minutiae_table.query(KeyConditionExpression=Key('Groupld’).eq(group_id))

galleries = query_response['ltems’]

while 'LastEvaluatedKey' in query_response:

query_response =

minutiae_table.query(KeyConditionExpression=Key('Groupld’).eq(group_id),

ExclusiveStartKey=query_response['LastEvaluatedKey'])

galleries.extend(query_response['ltems'])

group_scores =[]

group_size=0

for gallery in galleries:
if gallery['Imageld] == probe_image _id:

continue

group_size +=1
gallery_image_id = gallery['Imageld’]
gallery_binary = gallery['MinutiaeBinary']['B']
gallery_metadata = gallery['Metadata']['M']

gallery center = (int(gallery_metadata['center_xT['N']),
int(gallery_metadata['center_y']['N']))
gallery_minutiae = np.frombuffer(gallery_binary,
dtype=MINUTIA_DTYPE_BASE)
gallery_minutiae, current_id = assign_unique_ids(gallery_minutiae,
current_id)
score, global_dist_cache, global_angle cache = compare_images(
probe_minutiae=probe_minutiae,
probe_center=probe_center,
probe_image_id=probe_image_id,
gallery_minutiae=gallery_minutiae,
gallery_center=gallery_center,
gallery_image_id=gallery_image_id,
global_dist_cache=global_dist_cache,
global_angle_cache=global_angle cache
)
group_scores.append(score)
normalized_pos, normalized_mea = aggregate_group_scores(group_scores,
group_size)

result = evaluate_thresholds(normalized_pos, normalized_mea)
results_table.put_item(ltem={
'Imageld’: probe_image_id,
'‘Groupld': group_id,
‘Result’: result
by,
minutiae_table.delete_item(Key={'Imageld'": probe_image _id})
except Exception as e:
print(f"Error processing event: {str(e)}")
return {'statusCode": 500, 'body": f"Error: {str(e)}"}
return {'statusCode": 200}
4. Infrastructure (CDK):
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e Purpose: Automation of infrastructure deployment (S3, DynamoDB, Lambda, ECR).

e Operational principle: CDK on .NET generates Docker images, uploads them to
ECR, and provides the necessary resources.

The advanced technique addresses critical challenges in fingerprinting: effective

handling of substantial data quantities, resilience to distortions, and elevated operational
speed. The characteristics of asynchronicity and scalability provide it an appropriate option
for fingerprint applications necessitating fast searches of large databases. Eschewing machine
learning may diminish expenses and streamline the installation procedure. Utilizing cloud
infrastructure offers reduced operational expenses and more flexibility. An exhaustive
illustration of the infrastructure and technologies is presented in source [15].
Verification and outcomes of the experiment. Experiments were performed to assess the
efficacy of the created asynchronous scalable fingerprint sample comparator. The standard
FVC2000 dataset was used, including fingerprint photos of diverse quality and various
distortions. The objective of the studies was to assess the data processing velocity, the
accuracy of match identification by the system, and the scalability of the system while using
AWS cloud infrastructure.

The methodology used was as follows. Testing was performed on a serverless
architecture, using Amazon S3, DynamoDB, and Lambda services. The FVC2000 dataset
was stored on Amazon S3. The photos underwent pre-processing to emphasize minutiae
(distinctive points). This was accomplished using the methods outlined in the preceding
section. Euclidean descriptors (matrices representing the distances and angles between
minutiae) were computed for each picture. This information was retained in DynamoDB to
expedite future comparisons. The matching technique included juxtaposing a single picture
(probe) with reference prints (gallery) within the collection, in addition to doing pairwise
comparisons across all photos (80 images versus 80). Cold beginnings of Lambda functions
were considered during testing, since they might influence the total processing time.

The experimental findings indicated the following. The suggested asynchronous
architecture exhibited its superiority throughout the data preparation phase. For instance, in
provisioned capacity mode without a cold start, the processing time for the whole dataset was
around 1.5 seconds, however with a cold start, the performance fell to 2 seconds for 80
photos. Secondly, the duration required to locate a single picture inside the dataset was
roughly 5 seconds. This signifies that, notwithstanding the necessary number of
computations, data processing transpires rapidly due to the use of caching and efficient
methods using NumPy and Numba. The comprehensive comparison of all photos (80 images
vs 80) required up to 15 seconds, specifically owing to horizontal scaling. The duration was
contingent upon the effects of cold beginnings in the Lambda function and the process of
recording results in the DynamoDB database. Cold starts increased the initial delay; however,
with the implementation of provided concurrency, the processing time steadied and neared the
lower threshold (about 10 seconds).

The system's accuracy was assessed using the F0.5 measure, which mostly emphasizes
precision, a critical factor for fingerprinting jobs. The system attained an F0.5 score of 93%
on the FVC2000 dataset. This satisfies the criteria for applied fingerprinting. The acquired
data verifies that the system is resilient to affine distortions (translations, rotations, scaling)
without using machine learning techniques. This facilitates a decrease in computational
expenses relative to methods using CNNs.

Scenarios with escalating load (up to 1000 photos in 10 groups) were developed to
evaluate the system's scalability. The serverless design and dynamic scalability of Lambda
and DynamoDB enabled the system to effectively execute thousands of comparisons per
minute. Manual resource management was unnecessary. DynamoDB Streams with S3 Events
facilitated low-latency (in milliseconds) asynchronous processing.

Conclusions. The advanced software development technology for fingerprint comparison on
the AWS cloud allows rapid and precise biometric identification without the need of machine
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learning. Experiments using the F\VC2000 database indicated that retrieving a single picture

takes around 5 seconds, while a comprehensive comparison of 80x80 photos necessitates up

to 15 seconds owing to horizontal scaling, achieving an F0.5 score of 93%.

The system utilizes a serverless architecture including Amazon S3, DynamoDB, and
Lambda, enabling it to do thousands of comparisons per minute with little latency and
automated scalability.  Utilizing caching and JIT compilation (Numba) accelerates
computations, while minimizing machine learning applications decreases expenses.

This method is appropriate for fingerprint recognition systems where rapidity and
precision are essential while handling large datasets. The utilization of AWS cloud diminishes
expenses and enhances system adaptability, rendering it a compelling subject for future
investigation and use in fingerprinting.
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TEXHOJIOT'TA PO3POBKH ITPOI'PAMHOI'O 3ABE3IEYEHHA J1J1A
ACHHXPOHHOT'O MACHITABOBAHOI'O KOMITAPATOPA
JAKTHJIOCKOIITYHUX 3PA3KIB HA BA3I XMAPHOI IH®OPACTPYKTYPU

IO. C. Ilorynses, K. C. Cmensaxos

XapKiBChKHI HallIOHAIBHUN YHIBEPCUTET PaAi0CIEKTPOHIKH
14, Haykwu mip., XapkiB, 61166, Ykpaina
Emails: yurii.pohuliaiev@nure.ua, kyrylo.smelyakov@nure.ua

JlakTHIIOCKOITIS € KIIFOUOBHM METOJIOM OioMeTpu4HOI ineHTH(iKalii B cucTeMax 0e3neku, CyloBiii eKcriepTu3i Ta
KOHTPOITi TOCTYIY 3aBISKH YHIKAIGHOCTI MANIApHUX y30piB. [IpoTe 00pobka Bemukux o0OcsTiB qaHUX Ta adiHHI
MEPETBOPEHHS (3CYBH, MOBOPOTH, MAacIITa0yBaHHS) CTBOPIOIOTH MPOOJEMHU I aBTOMAaTH30BaHUX CHCTEM
inenTudikauii Binoutkis nanbuis (AFIS). Cyuacni xmapHi rardopmu, Taki sik AWS, npornoHyOTh pillieHHs JUis
MacmTabOBaHOCTI Ta ACHHXPOHHOI 00pOOKH, ae IX iHTerpallis 3 JaKTHIOCKOIIYHUMH KOMITapaTopaMu HoTpedye
MO/IJIBIIOTO BUBYEHHS. MeTa OCHIPKeHHS: 3alIpOIIOHYBaTH TEXHOJIOTII0 pO3POOKH MPOrpaMHOTO 3a0e3ne4eHHS
JUISl aCHHXPOHHOTO MaciuTabOBaHOTO KOMITapaTropa JaKTHIOCKOIIYHHMX 3pa3kiB Ha 0a3zi AWS, mo 3abesneuye
MIBUJIKY Ta TOYHY iJcHTU(}iKalif0o Oe3 BHKOPHCTAaHHS MAIIMHHOTO HABYAaHHSI Ta € CTIHKOWO 10 adpiHHUX
CHOTBOPEHb. byia cTBopeHa Oe3cepBepHa apXiTeKTypa 3 BUKOpUCTaHHIM AWS, Brimrodaroun S3 aiist 30epiraHus,
DynamoDB mis mMeramanux ta Lambda mis oOunciens. J[ist CTIHKOCTI 10 CIIOTBOPEHBH 3aCTOCOBYBAIHCS
EBKJIIJIOBI IECKPUIITOPH, KSITYBAHHS IS MMiIBUIICHHS ¢()EKTHBHOCTI O0YMCIICHD, a Takox 0i0miorekn NumPy i
Numba st onrrumizarii. Omidka npoBogmiacs Ha Habopi marux FVC2000 3 BHKOPUCTaHHSIM IMOIIEBOT MOAETI
(S3 Events, DynamoDB Streams) ta .NET CDK nans apromarusauii iHdpactpykrypu. ExcniepumeHTn Ha
FVC2000 moxazamu tounicte F0.5 = 93%, yac mouryky oqHOro 300pa)keHHs — OJM3bKO 5 CeKyHj, a MOBHE
nopiBHsiHHA 80x80 300paskeHs — 10 15 cexyHxa. CucreMa HiITPUMY€E THCSYi MOPIBHSHB 32 XBWJIMHY 3aBISIKH
aBTOMarMyHOMy MacmraOyBanHio Lambda ta DynamoDB. AcHHXpOHHICTH Ta BiIMOBa BiJl MAaIIMHHOIO
HaBYaHHA 3a0€3MedylOTh 3HIDKEHHS BUTPAT 1 MiABHIICHHS MIBUAKOCTI. JIOCHiIKEHHS CHpHUSE PO3BHTKY
JAKTHIIOCKOTIi, MPOMOHYIoUN e()eKTUBHUHA MiaXix 10 oOpoOKHM BelnWKHMX HaOOpiB HaHHMX 0e3 pPecypcoeMHHX
METOJIiB, IHTErpOBaHUH i3 XMapHUMHU cepBicamu AWS, mo posmmpioe MoximBocti AFIS. Texnomoris moxe
OyTH 3acTOCOBaHa B CHCTEMax OE3MEeKH, CYJOBI eKCIIepTH3i Ta KOHTPOJi JOCTYITy, 3abe3rnedyioun MBUAKY U
TOYHY ieHTU(IKAIII0 3 HUI3bKUMHU BUTPATaAMU 3aBISKH XMapHil iHPpacTpyKTypi.

KoaiouoBi ciioBa: nakTHiIOCKOMis, XMapHi 00YMCIIEHHS, aCHHXPOHHA 00po0OKa, MacmradbosaHicts, AWS Lambda,
€BKJIIJIOBI IECKPUIITOPH, KOMIIapaTop
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The paper addresses the problem of detecting and segmenting animal images. An analysis
of neural network architectures for detecting and segmenting objects is carried out. A
neural network architecture is proposed for detecting and segmenting images with a fuzzy
background and partial overlapping of objects based on a modification of the Mask R-CNN
architecture, which demonstrates a sufficiently high evaluation indicators of accuracy and
quality of segmentation and is able to utilize additional image features of multichannel
images. The main elements of the proposed architecture are a double branch of a feature
extractor with feature fusion that uses additionally obtained image features. The proposed
architecture was tested on a set of test images of experimental animals. The results of
detecting and segmenting experimental animals by the proposed architecture and several
basic Mask R-CNN variants were compared. The segmentation quality was assessed using
the accuracy (Accuracy, Precision), completeness (Recall) metrics. Based on experimental
studies, it was determined that training a modification of the Mask RCNN architecture for
50 epochs allows obtaining sufficiently high indicators of quality and accuracy of detection
and segmentation, namely: accuracy (Accuracy) - 0.9, precision (Precision) - 0.92,
completeness (Recall) - 0.92, while maintaining basic operability. Mask R-CNN variants
with ResNet18/34 feature extractors have lower accuracy, and basic Mask R-CNN with
ResNet50/101 have significantly larger sizes without the possibility of using additional
image features. Thus, the architecture proposed in the work is effective for tasks of
detection and segmentation of objects that require high accuracy and quality of their
localization in the image.

Keywords: neural network; Mask R-CNN, architecture; object detection; segmentation,
object tracking; evaluation indicators

Introduction. In recent decades, the systematic study of animal behavior has assumed
increasing importance across disciplines including neuroscience, ethology, environmental
sciences, and agricultural research. Behavioral responses to environmental stimuli provide not
only key indicators of animal health and welfare but also serve as sensitive proxies for
broader ecological dynamics [1-3]. Parallel to these scientific needs, advances in
computational technologies, most notably in computer vision, have enabled the quantification
and analysis of behavior with levels of precision, reproducibility, and scalability that were
previously unattainable [4-5].

Historically, behavioral studies relied heavily on manual observation or basic sensor
systems. Such approaches, while being foundational, were very labor-intensive, constrained in
temporal and spatial resolution, and susceptible to observer bias [4]. The emergence of
high-resolution imaging, sophisticated motion analysis, and automated tracking algorithms
has transformed this landscape, allowing continuous and non-invasive monitoring of animal
activity across diverse experimental and natural contexts. Although deep learning has become
one of the leading tools in the field, many influential studies continue to use classic computer
vision techniques such as background subtraction, contour detection, and trajectory clustering,
which remain effective and interpretable for a wide range of behavioral analyses [7,8].

However, the adoption of neural networks has rapidly expanded the scope of
computational ethology. Deep learning frameworks, especially, convolutional and recurrent
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architectures, are increasingly used for pose estimation, fine-grained action recognition, and

multi-animal tracking. These methods allow researchers to capture subtle behavioral nuances,
integrate multimodal data streams, and generalize across species and contexts [9]. Toolkits
such as DeepBehavior demonstrate how deep learning can be applied to both animal and
human behavior imaging data, providing accessible pipelines for neuroscience and ethology
[9]. Recent comprehensive studies have highlighted the breadth of applications of deep
learning in the study of animal behavior, ranging from bioacoustics to video tracking, and
have outlined challenges and opportunities for future research [10]. Neural networks are also
being leveraged to link behavioral signatures with physiological or genetic data, offering a
powerful bridge between observable actions and underlying biological mechanisms.

The growing popularity of automated behavioral analysis is driven by a combination
of technological readiness and scientific necessity. Global challenges such as climate change,

disease emergence, and food security demand real-time tools to assess animal responses to

environmental pressures [11]. Moreover, behavior often reflects underlying physiological or
cognitive states more rapidly than biochemical markers can detect. Automated behavioral

metrics therefore provide a non-invasive view into animal welfare and can even serve as early
-warning systems for stress or illness [12,13]. Together, these developments underscore the
central role of computational methods, ranging from traditional vision algorithms to state-of-

the-art neural networks, in shaping the future of animal behavior research.

Analysis of recent publications and formulation of the problem. As noted earlier, mice
and fish are among the most commonly employed model organisms in ecotoxicology and
ethology. A substantial portion of such research relies on the study of animal behavior under
controlled, enclosed conditions, particularly during the initial stages of experimentation. For
rodents, the test setup involves a perforated test box designed to stimulate exploratory activity.
A fixed overhead camera is positioned above the apparatus to continuously record the animals
over extended periods, ranging from 30 minutes to several hours. Behavioral observations in
this context often focus on quantifying movements between holes and documenting
investigatory attempts to peer into them, which are interpreted as indicators of exploratory
drive and territorial assessment (Fig. 1a—1b).

Fig. 1. Mice/rats behaviour study: a — screenshot of a video with a lab rat, b — screenshot of a
video with lab mice

In our particular case the behavior of fish (especially bullheads) is of considerable
interest to the researchers. The enclosed test environment is represented by a square aquarium
filled with real sea water to simulate the real environmental conditions. The aquarium is also
supplied with oxygen via pipes, and a camera is mounted above the aquarium and records the
bullheads over a period of time (from several hours to one day). The video recording is
divided into 30-minute video segments to facilitate further analysis (Fig. 2a-2b).
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In terms of the experiment here are up to 10 subjects supposed to be placed inside the
aquarium. The behaviour patterns that currently are of greatest interest to the researchers
among other ones are: the general number of movements (position changes) for each subject;
the general number of movements for complete test group; number of attacks/conflicts
between 2 subjects (a movement of subject A towards subject B that results in subject B
escaping in other direction); keeping each object’s ID during the complete recording session.
This is particularly important in case of placement of 2 or 3 different kinds of bullheads into
the aquarium.

a b

Fig. 2. Fish (bullheads) behaviour study: a, b — screenshots from videos with bullheads in the
test environment (aquarium)

Currently, analysis of video sequences is performed manually by laboratory personnel,
which is a time-consuming and insufficiently accurate process, since behavioral patterns are
formed subjectively. This highlights the need for an automated algorithm capable of detecting,
tracking, and analysing subject movements with greater efficiency and precision. Developing
such a algorithm, however, is complicated by several factors. Although the position of a
subject typically does not shift dramatically between two or three consecutive frames, its
direction of movement can change abruptly, making trajectory estimation challenging. In
addition, while the experimental environment is generally stable, the aquarium background is

subject to dynamic changes. Food can introduced before and during test sessions, and the by-

products of bullhead activity accumulate on the aquarium floor. These sediments often
migrate in the form of clumps under the influence of water currents generated by swimming
fish and aeration from oxygen tubes. Because these clumps may resemble the fish in colour
and can grow up to considerable size, distinguishing the animals when they swim above such
deposits becomes difficult. This variability also precludes the use of simple strategies such as

colour - based tracking. Therefore, all these aspects must be taken into account when

developing a robust and reliable tracking algorithm.

Another important problem during detection and tracking before performing object
identification is the separation of objects that may merge into one spot when approaching
each other. That is why it was decided to add a neural detector capable of segmenting objects
to the proposed object detection and tracking algorithm, along with basic detection methods
such as background subtraction [14].

Object detection with segmentation, often referred to as instance segmentation, is a
central task in computer vision. Unlike pure object detection, which predicts bounding boxes
and class labels, instance segmentation requires delineating each object at the pixel level. This
dual requirement makes the task more challenging but also more useful in domains such as
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autonomous driving, medical imaging, and video surveillance. Over the past decade,
researchers have proposed a variety of neural network architectures to address this problem.

This overview examines four representative families: Mask R - CNN, YOLACT,
SOLO/SOLOvV2, and DetectoRS, while also briefly noting related approaches such as

CondlInst and Panoptic FPN. Each architecture embodies different trade - offs between

accuracy, speed, and complexity.

Mask R-CNN [15] is the most widely recognized architecture for instance
segmentation. It extends Faster R-CNN [16], a two-stage object detector, by adding a parallel
branch dedicated to mask prediction. The model begins with a convolutional backbone,
typically ResNet-50 or ResNet-101, augmented with a Feature Pyramid Network (FPN) [17]
to capture multi-scale features. A Region Proposal Network (RPN) then generates candidate
object regions, which are refined through RolAlign, a pooling method that avoids the
misalignments caused by quantization in earlier designs. For each region of interest, the
network predicts class labels, bounding box coordinates, and a binary mask. This modular
design allows Mask R-CNN to achieve high accuracy across benchmarks such as COCO, and
its flexibility has made it a standard baseline in both research and industry. However, the
two-stage nature of the model makes it computationally heavy and relatively slow, which can
be a limitation in real-time applications. In contrast to the two-stage paradigm, YOLACT [18]
demonstrates that instance segmentation can be achieved in real time. Instead of predicting
masks for each region of interest, YOLACT generates a set of prototype masks for the entire
image and then linearly combines them with per-instance coefficients predicted by the
detection branch. This one-stage design is conceptually simpler and avoids the overhead of
region proposals and Rol operations. The result is a system that can run at real-time speeds on
modern GPUs, making it attractive for applications such as robotics or video analysis where
latency is critical. The trade-off is that YOLACT generally achieves lower accuracy than
two-stage methods, particularly on small or overlapping objects, and its prototype mask
approximation can blur fine boundaries. Nevertheless, it still represents a step toward
balancing speed and accuracy in instance segmentation.

SOLO (Segmenting Objects by Locations) [19] and its successor SOLOv2 [20] take a
different approach by reformulating instance segmentation as a direct classification problem
on a spatial grid. The image is divided into grids, and each grid cell predicts whether it
belongs to an object instance and outputs a mask kernel to generate the segmentation. This

anchor-free, grid-based formulation eliminates the need for proposals or Rol pooling, making

the pipeline more straightforward. SOLOv2 improves upon the original by introducing
dynamic convolution, which enhances both speed and accuracy. These models demonstrate

that instance segmentation can be addressed in an end-to-end manner without the
complexities of proposal generation. However, the grid-based formulation can be sensitive to
object scale and placement, and dense scenes with many overlapping objects remain

challenging. Despite these limitations, SOLO and SOLOv2 highlight the potential of anchor-
free methods and have influenced subsequent research. As an alternative, DetectoRS [21]

represents the high-accuracy, high-complexity end of the spectrum. Built upon Cascade Mask
R-CNN [22], it introduces two key innovations: Recursive Feature Pyramid (RFP) and

Switchable Atrous Convolution (SAC). RFP enhances multi-scale feature representation by

feeding FPN outputs back into the backbone, allowing recursive refinement of features. SAC
adapts receptive fields dynamically by switching between different atrous rates, enabling the
network to capture varied contextual information. Together, these innovations significantly

improve performance, and DetectoRS has achieved state-of-the-art accuracy on COCO
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benchmarks. The cost of this performance is computational expense: the model is very

resource - intensive, requires significant GPU memory, and is unsuitable for real - time

applications. Its complexity also makes it harder to train and deploy compared to simpler
designs. Nonetheless, DetectoRS demonstrates how architectural innovations can push the
boundaries of accuracy in instance segmentation.

Instance segmentation has progressed rapidly, moving from the proposal-based, two-

stage paradigm of Mask R-CNN to real-time one-stage models like YOLACT, to anchor-free

formulations like SOLOv2, and to advanced recursive designs like DetectoRS. Each
architecture reflects a different balance between accuracy, speed, and complexity, and each
has influenced subsequent research. The diversity of approaches underscores the richness of
the problem and the ongoing search for architectures that can deliver both precision and
efficiency. As applications of computer vision expand, the demand for models that can

perform accurate, real-time instance segmentation will continue to drive innovation, likely

leading to architectures that combine the strengths of current paradigms while mitigating their
weaknesses.

The considered models are initially designed for typical images with 3 channels

without additional features. Also, not all architectures have a flexible modular structure.
Therefore, the goal of the study is to create an architecture that could use the advantages of
the presence of additional image features while maintaining the overall accuracy of the basic
options with a smaller structure/size of the model (compared, for example, to the basic Mask
R-CNN with ResNet101) along with preserving the relative modularity for further
modifications if necessary. To achieve the set goal, it is necessary to solve the following main
tasks: analysis of the architectures of object detection and segmentation networks;
development of the basis of a feature extractor that will use additional image feature channels;
experimental study of the developed architecture.
Main material. Image processing within the proposed approach [14] includes several
sequential stages: preprocessing, primary segmentation (for further background filtering),
detection, and analysis. During image preprocessing and earlier detection stages, such as
background subtraction [14], we are able to obtain additional image features in form of new
image channels, such as the result of background subtraction/image with CLAHE or shadow
correction. These channels contain additional image representations with highlighting specific
image aspects. Thus it was decided to utilize these additional channels to enhance object
detection and segmentation in terms of combined detector. The basic Mask R-CNN was
chosen for it general accuracy and primarily, for its modularity since currently it is not
required to adopt the detection for real-time usage. Also there was an aim to create an
architecture that with the utilization of additional channels would be smaller in terms of basic
Mask R-CNN with ResNet101 backbone or even ResNet50.

Since using a separate backbone for additional image data is already a valid approach
for extra data handling [23,24], it was decided to use to parallel feature extraction branches in
the backbone, one for main image channels (Branch A) and one for feature (engineered)
channels (Branch B). Since additional channels are refined and filtered from noise, to enhance
feature constructions the feature fusion was applied from branch B into branch A. Among
different fusion technics [25,26] it was currently decided to utilize SE-based fusion [27] since
using it one will stick to data-aware mixing: after concatenation, the SE gate learns which
channels (from A or B) are useful per stage and per image, instead of blindly summing. Also
it is robust to scale/statistics mismatch as the channel attention can down-weight noisy or
poorly scaled auxiliary features (e.g., depth/engineered bands) before they enter the top-down
pathway and is Lightweight & stable, as the squeeze-excite MLP adds very few
parameters/compute and preserves spatial structure, which is good for plugging into FPN
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stages without upsetting optimization. Table 1 and Figure 3 show the general idea of merging
two branches within the backbone.
The SE-based fusion performs:
a) concatenation of features from the main (A) and aux (B) branches at the same spatial
scale:
U =Concat(A B)eR"™*, C=C, +C,,

where H,W,C are height, width and number of channels.
b) feature squeezing (global context per channel):

1 H W c
7 =—— U. =zeR";
° HwW Zl,zl‘ he
c) learning of channel importances with a bottleneck set by r (SE-ratio)

EXC Cx
s=o(W,6(W,z)), W,eR"™ , W,eR "7,
where r is SE-ratio, 6 =ReLU, o =Sigmoid.
d) channels reweighting:

Uije= Se 'Ui,j,c-
Table 1.
General dual-branch fused feature extractor backbone
. . A-branch Fusion points
Stage Spatial stride (main) B-branch (aux) (BA) Output for FPN
Split 6-ch — A:
Input 1x ch0-2, B: ch3-5 same B B
conv7x7/2, BN,
C1 (stem) 2% ReLU — 64ch; same - -
maxpool/2
i C2(A) — goes
C2 (layerl) 4x ResNet-18 64ch - to FPN lateral
layerl — 64ch 1x1
Stage-entry fuse ,
C3 (layer2) 8x 128¢ch 128¢ch at C3: Bo>A C3(/’|‘a)te;;|FPN
(se_concat)
Blockwise fuse ,
C4 (layer3) 16x 256¢h 256¢h inside C4 (after C4(1?a2[e;;IFPN
blocks)
Blockwise fuse ,
C5 (layer4) 32x 512ch 512ch inside C5 (after CS([?aie;;IFPN
blocks)

Research results. To assess overall performance and applicability in more realistic conditions,
all training and testing sessions were conducted on locally available hardware. Test
experiments were conducted on a laptop with an Intel Core 19-13980HX CPU, 64GB RAM
and a single NVidia GeForce RTX 4090 Laptop GPU. As a relative primary test the basic
Mask RCNN variant with several single backbones and training parameters were trained and
tested. They include the standard configuration with ResNet50 and ResNet101 backbones, as
well as a version with smaller backbone, such as Resnetl8 and ResNet34. Due to GPU
memory limitations the batch size has to be altered in order to perform training on available
hardware. The number of epochs was fixed at value when model accuracy stopped increasing
significantly.

For basic Mask RCNN architectures a dataset with JPG-images was used. It was
separated into 340 train and 13 validation images (the dataset was augmented using image
rotations). The example benchmarks are presented on table 2. The architecture
implementation from [28,29] was used as an additional source of implementation example.

501



N. Volkova, M. Shvandt

Input:
6-channel image (HxWx86)
A

,/L-—*""/ .
¢ —

—— \\\:;-‘ —_—
‘ first 3 chans last 3 chans
'\\ i AN ¢
e N >
BRANCH A (main) BRANCH B (aux)
(RGB: channels 0..2) (extra bands: chans 3..5)
| | R <
C2 a c2.b
V
\\ 7 < 2
s >
Hybnd entry fusron
C3 a A Fuse(A B) C3 a
— uslng FUSE= =
\ y “se_concat™: \
| —— I
FPN S v
‘ Blockwise fusion ‘
inside C4 (B — A)
C4_a A~ Fuse(A,B) (same C4 b
se. conca!)
R R
\ T
Blockwise fusion
inside C4 (B — A)
C5_a A — Fuse(A,B) (same C5_b
se_concat)
v \.

Fig. 3. Visualization of the general scheme of fusion of two branches inside the backbone

The elements of the confusion matrix were used to calculate segmentation quality scores:

Accuracy (1), Precision (2), Recall (3) [30]:

TP+TN
Accuracy = , 1)
TP+TN+FP+FN
. . TP
Precision = ——, (@)
TP+ FP
TP
Recall=——, ©)
TP+FN
Table 2.
Basic Mask R-CNN architecture training and benchmarking
AVG
Inference
Batch Trainin ms

Architecture Backbone - g mAP50 (excluding | Precision | Recall

size epochs model 1t

sample

warm-up)
Mask R-CNN ResNet101 2 30 0.92 102.5 0.963 0.939
Mask R-CNN ResNet50 4 30 0.92 101.8 0.974 0.927
Mask R-CNN ResNet34 6 30 0.84 ~91 0.89 0.89
Mask R-CNN ResNet18 4 30 0.83 104.9 0.86 0.902
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For the developed dual-branch feature extractor architecture, the number of training epochs
was increased to 50. The benchmark is shown on table 3. Figure 3 shows the example
detection result.

Table 3.
Dual Fused ResNet18 backbone Mask R-CNN architecture benchmarkin
AVG
Inference
Batch Traini ms
Architecture Backbone ate raining MAP50 (excluding | Precision | Recall
size epochs "
model 1
sample
warm-up)
Dual Branch
Fused backbone ResNet18 4 50 0.9 105.5 0.915 0.915
Mask R-CNN

Fig. 3. Dual fused backbone detection visualization

Conclusions. This research proposes a neural network architecture for detecting and
segmenting images with a fuzzy background and partial overlapping of objects based on a
modification of the Mask R-CNN architecture. The accuracy and quality of object detection
and segmentation in images using the proposed modified architecture of the Mask R-CNN
neural network with a dual feature extractor on multi-channel images were studied. To
increase the volume of the training sample, the paper performed a data augmentation
procedure, the volume of which was increased by 4 times. The segmentation quality was
assessed using an confusion matrix, based on the elements of which segmentation accuracy
indicators (Accuracy, Precision, Recall) were calculated. Comparative analysis showed that
the proposed modified architecture of the Mask R-CNN network with a smaller number of
parameters compared to the variants with one ResNet101/ResNet50 shows accuracy and
speed at the level of these architectures. Also, the indicators of the modified architecture
exceed the accuracy indicators for the variants with ResNet18/34. The presence of an
additional branch for additional features also allows working with images with more than 3
channels for a wider use of all image features. Further research will be aimed at additional
improving of the architecture accuracy and to execution of object identification.
Akwnoledgments. Special thanks for the research assistance and provided test videos and
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MOJUPIKALIA APXITEKTYPU MASK R-CNN U1 AETEKTYBAHHS TA
CErMEHTAIII 30BPAKEHD
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Emails: volkova.n.p@op.edu.ua, maxim.shvandt@gmail.com

Y po0oTi po3rIIsTHYTO 337a4y JETEKTYBaHHS Ta CETMEHTalil 300pakeHb TBapuH. [IpoBenieHO aHaii3 apXiTEeKTyp
HEWPOHHUX MEPEX JUIs IETEKTyBaHHs Ta CerMeHTalii 00’ €KTiB. 3allpONOHOBAHO apXITEKTYpy HEHPOHHOT Mepexi
JUISL IETEKTYBaHHS Ta CeTMEHTalii 300pakeHb 3 HEUiTKUM 3aJHIM ()OHOM Ta YaCTKOBUM HEPEKPHUTTIM 00’ €KTIB
Ha ocHOBI Moaudikauii apxitektypu Mask R-CNN, sika 1eMOHCTpy€e JOCTaTHBO BHCOKI MOKa3HUKH TOYHOCTI Ta
SKOCTI CerMeHTamii Ta 3JaTHa BHKOPHUCTOBYBATH JIOJAaTKOBI OCOOJNMBOCTI OaraToKaHaJIBHUX 300pa)KCHb.
OCHOBHUMH €JIEMEHTaMH 3aIIPOIIOHOBAHOT apXiTEKTYpH € MOJBIiHA TijJKa EKCTPAKTOpa O3HAK i3 3JUTTSIM O3HAK,
0 BUKOPHUCTOBYE IONATKOBO OTPHMAaHi O3HAKH 300pakeHHsS. 3aNpONOHOBAaHY apXiTEKTypy ampoOOBaHO Ha
HaOOpi TECTOBHX 300pakeHb MiJAOCIITHUX TBapwWH. [IpOBeICHO MOPIBHAHHS PE3yJbTATIB NETEKTYBAHHSI Ta
CerMeHTaIlii MiIT0CTITHUX TBAPHH 3aIPOIIOHOBAHOIO apXiTEKTYPOIO Ta MeKiTbKkoMa 0a30BUMH BapianTamMu Mask
R-CNN. OmiHKy SKOCTi cerMeHTamii BUKOHAaHO 3 BHKOPHUCTAHHSIM METpUK TO4HOCTi (Accuracy, Precision),
noBHotH (Recall). Ha ocHOBi ekcrmeprMeHTalbHUX MOCTIKCHh BHU3HAYCHO, IO HABYAaHHSI MoauQikarii
apxitekrypu Mask R-CNN mporsirom 50 emox m03BOJSE OTPHUMATH TOCTATHHO BHCOKI MOKAa3HUKH SKOCTI Ta
TOYHOCTI JIETCKTYBaHHS Ta CerMEHTalii, a came: To4HicTh (Accuracy) - 0.9, Tounicth (Precision) - 0.92,
noBHoTa (Recall) - 0.92, npu 30epiranni 6a3oBoi oneparuBHocti. Bapiantn Mask R-CNN i3 ekcrpakTopamu
o3Hak ResNetl18/34 maroTh MeHIIy TOUYHICTH, a 0a30Bi Mask R-CNN 3 ResNet50/101 maroth 3Ha4HO OiibIIi
po3Mipu 0e3 MOJJIMBOCTI BHKOPHCTaHHS IOJAaTKOBUX O3HAaK 300pa)KeHHS. TakuM YMHOM, 3alpOIOHOBaHA B
po0OTI apXiTeKTypa € e()eKTUBHOIO [T 3a/1a4 JACTCKTYBaHHS Ta CETMEHTAIlil 00’ €KTiB, SIKi OTPEOYIOTh BUCOKOT
TOYHOCTI Ta AKOCTI IXHBOT JIOKaTi3amii Ha 300pakeHHI.

Kawuosi caoBa: nefiporrna Mmepexa; Mask R-CNN, apxitekTypa; NETCKTyBaHHS OO0'€KTiB; CETMEHTAIIis;
BiZCTE)KEHHS 00'€KTIB; MOKAa3HUKHU SIKOCTI
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JUCKPETHA MATEMATHKA B IIPABOBOMY AHAJII3I: TPA®OBE
MOJIEJIOBAHHA TPAHC®OPMAIIII HOPMATHUBHO-TIPABOBO1
APXITEKTYPU HAIIIOHAJIbLHOI CUCTEMM KIBEPBE3NEKA

JI. baGana

3axiqHOYKpalHCHKHI HAIllOHAJIHHUH YHIBEPCUTET
11, JIeBiBCBKa BYI., TepHormins, 46009, Ykpaina
Email: ludaduma7@gmail.com

VY crarTi mpencTaBIeHO KOMIUICKCHUM aHami3 TpaHchopMarlii HamiOHaJIbHOI CHCTEMH
kibepOe3nexkn YkpaiHu BHacmigok npudHATTS 3akoHy Ne4336-IX «IIpo xpuruuny
iHppacTpyKTYpy» Bin 27 Oepesns 2025 poky 3 BUKOPHCTAaHHIM METOJIB Teopil rpadis s
KUTBKICHOI OWIHKA CTPYKTYPHHX 3MiH 3aKOHOJABYOi apXIiTeKTypH. AKTYalbHICTh
JIOCITIKEHHST 00YMOBJICHA KPUTHUYHOIO HEOOXITHICTIO 00'€KTUBHOI OIIHKUA €()eKTHBHOCTI
3aKOHOJIABYKX 3MiH y cepi KibepOe3neKH B yMOBaX 3pOCTAI0UUX Kibep3arpo3 Ta pociichbkol
arpecii mpotu Ykpainu. MeToro poOOTH € MaTeMaTHYHE MOJICIIOBAHHS Ta MOPiBHAIbHUN
aHaJi3 CTPYKTYPHHX XapaKTEPUCTHK HAIIOHAIBHOI CHCTEMH KibepOe3meku 10 Ta Miciist
IMIUIEMEHTAIlii HOBOI'O 3aKOHOJABCTBA. METOMOJIOTIS JOCHTIMKCHHS 0a3yeThCsl Ha
3aCTOCYBaHHI M'STH KIIOYOBHX METPHK Teopii rpadiB: MIUIBHOCTI Mepexi, cepemHboi
JOBXHWHHA NUIAXYy, KoedimieHTa KiacTepu3amii, IeHTPaJbHOCTI 3a MOCEPEeTHHUITBOM Ta
MoxmynspHocTi. [l Bi3yamizamii mpaBOBHX 3B'S3KIB MK HOPMAaTHBHUMH aKTaMH
mo0ymoBaHO rpadu 3aKOHOAaBYOI apXITEKTYpH, CTBOPEHO MATPHIIl CYMI>KHOCTI 3 BarTOBUMH
KoedimieHTaMu, MO BiHOOpa)KaroTh CHIIy IMPAaBOBOTO peETyiIioBaHHA. HaykoBa HOBH3HA
NoJIArae y INEepIIOMYy 3acTOCYBaHHI MaTeMaTHYHOTO amapary Teopii rpadis it aHamizy
HOPMATHUBHO-IIPABOBOI apXiTEKTypU CHCTEMH KiOepOE3MeKH, IO JO3BOJMJIO MEPeHTH Bin
Cy0'€eKTUBHUX OIIIHOK J10 OO0'€KTMBHUX KiJBbKICHUX KpuUTepiiB edekruBHOCTI. [IpakTiuHe
3HaueHHs POOOTH MOJATaE€ Yy CTBOPEHHI METOMOJOIIYHOI OCHOBM JUIS MOHITOPHHIY
€(eKTUBHOCTI 3aKOHOJABYMX 3MiH, IIPOTHO3YBaHHs HACHIJKIB MalOyTHIX HOPMaTHBHHX
aKTIB Ta ONTHMI3allil CTPYKTYpPHUX IapaMeTpiB HaIllOHAJbHOI CHUCTEMH KibepOesmeku.
BHCHOBKM MiATBEPIUKYIOTh, 10 NpUHHATTS 3akoHy Ne4336-1X nmikBigyBamo KpuUTHYHI
NPOTaJIMHA B KOOpJAWHamii MiX BiJOMCTBAaMH, CTBOPWJIO TOTYKHMH IEHTpaJbHUN
KOOpAMHAIIHHIUI Xab Ta 3a0e3meunIio nepexis BiJg parMeHTapHOT 10 iIHTErpPOBaHOI CHCTEMH
3aXHUCTY KPUTUYHOI iHpacTpyKTypH.

Kuarouosi ciioBa: xibepOesrneka, kpuTHuHa iHQpACTpyKTypa, Teopis rpadiB, HOPMaTHBHO-
IIpaBOBa apXiTeKTypa, MaTeMaTHYHE MOETIOBAHHS, CTPYKTYPHHUH aHaii3, KOOpIMHALis
BiJIOMCTB, 3aKOHO/[aBYa TpaHchopmarris.

Beryn. [puiinsatTs 3akony Ykpaiau «[1po kputruny indpactpykrypy» 27 6epesus 2025 poky
CTaJI0O BU3HAYAJIbHUM MOMEHTOM Yy PO3BUTKY HalllOHAJIbHOI cCcTeMH KibepOe3neku YKpaiHu.
YV KOHTEKCTI 3pocTatouux Kidep3arpo3, pociichbKoi arpecii Ta IpoleciB €BpOIHTErpallii JaHui
3aKOHOJIaBUMH aKT HaOyBa€ OCOOJMBOi aKTyaJbHOCTI $K IHCTPYMEHT 3a0e3NedeHHs
HalloHabHOi Oe3neku. OCHOBHOIO MepenyMOBOIO MpUHHATTS 3akoHy Ne4336-IX crana
HEOOX1/THICTh aJIeKBATHOI BIAMOBIJI HA CyYacHI BUKJIMKHU HaIllOHANbHIN Oe3merni. [lounnaroun
3 2014 poky, YkpaiHa 3iTKHynacs 3 Oe3nperneneHTHUMH Kibep3arpo3amu 3 00Ky Pociiicekoi
Oeneparii. Kibeparaku Ha enepretuuny cucremy 2015 Ta 2016 pokis, ataka Bipycy NotPetya
y 2017 porui npoAeMOHCTPpYBaIM KPUTUYHY Bpa3IUBICTh HAI[lOHaJIbHOI 1H(pacTpyKkTypH [1].
[lparnennss VYkpainm 10 wieHctBa B €C BuMarajgo rapMoHi3alii 3aKOHOJABCTBa 3
€BPOTMEHCHKUMH CTaHIaapTamu, 30kpema 3 JlupextuBoro (€C) 2016/1148 mpo 3axoam moa0
BHCOKOT'0 3araJIbHOT0 piBHS O€3MeKHn MepexxeBuX Ta iHpopmaniiiHux cucreM (dupextuna NIS)
[2]. Ho mpuiinsaTrs 3akoHy Ne4336-1X ykpaiHchbke 3aKOHOAABCTBO y cdepi kibepOesmeku
XapaKkTepu3yBaJlocs 3HAYHUMHU IPOTaTuHAMMU:

1. BiacyTHICTh KOMIUIEKCHOTO MIAXOAY /10 3aXUCTY KPUTHUUHOI IHPPaCTPYKTypH;

2. Hey3romxkeHicTh MOBHOBRXEHb MK PI3HUMU OpraHaMH BIIA/IU;
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3. HenmocraTHe peryinoBaHHs IPUBATHOTO CEKTOPY;
4. BiACyTHICTh CHCTEMH MOHITOPUHTY Ta pearyBaHHs Ha 1HIUICHTH.
3a nanumu Jlep:kaBHOI CITy>KOM CHEeIiabHOTO 3B'13KY Ta 3aXUCTy iH(opMarii YKpainu,

y 2020-2021 poxkax 3adikcoano moHay 70 000 kibepaTak pi3HUX THITIB Ha JACPKaBHI peCypCH
[3]. Kputruna indpactpykTypa, 1110 BKJIIOYAE SHEPTETUKY, TPAHCIIOPT, OAHKIBCHKY CHCTEMY,
TeJEKOMYHiKaIlii, moTpedyBaja CrerialibHOro MpaBoBoro 3axucty. [udpopizaiis eKOHOMIKH
Ta CYCHUIbCTBA 3HAYHO NiABHMIIMIA 3aJEKHICTh Bix iH(OpMAaIiiiHO-KOMYHIKAIIITHUX
TEXHOJIOTIH, 10 3pOOWIIO KPUTHYHY 1HGPACTPYKTYpYy OLIBII Bpas3inWBOI N0 Kibepsarpos.
[pwuitasarTs 3akony Ykpainu Ne4336-1X [1] «I[Ipo kputndny iHpacTpyKTypy» € 00'€KTHBHO
HEeOOXiTHUM Ta aKTyaJbHMM KPOKOM Yy po30yaOBi1 HaIllOHAIBHOI CHCTEMH KiOepOe3IeKu.
AKTyanbHICTb 3aKOHY 00yMOBJIEHA!

1. KpuTuyHow HeOOXiIHICTI0O 3aXHUCTy HAIIOHAIBHOI 1H(PACTPYKTypu B yMOBax

riOpuaHOI BilHHU,

2. €BponeiicbkMMHU iHTerpamiiHUMH mpolecaMH Ta HEOOXIIHICTIO TapMOHi3aIil

3aKOHOJIaBCTBA;

3. TexHoJOriYHMMH BUKJIUKAMU 1I1(poBOi TpaHchopmallii CyciibCTBa;

4. TIpakTH4YHOIO MOTPeDOI0 Y KOOPAMHAIT 3yCHIIb IEPKABHOTO Ta IIPUBATHOTO CEKTOPIB.
AHagi3 gociaipkens Ta myoOaikauniii. CydacHuidl ctan JgochipkeHb y cdepi kibepOesnexu
KPUTUYHOI iHQPACTPYKTYPH XapaKTEPU3Y€ETHCSI 3HAUHUM PO3IIMPEHHIM TEOPETHYHOI 0a3u Ta
MPAKTUYHUX MiAXOJIB, 10 O0OYMOBJIEHO KapJUHAIBHOIO 3MIHOIO XapakTepy Kibep3arpo3 y
KOHTEKCTI CYYaCHUX BIWCHKOBUX KOH(DIIKTIB. JlOCHiIKEHHS TIOKa3ylTh KapAWHAIBHY
Tpancopmarlito danamadTy kidep3arpos3, MO OCOOJMBO SCKPaBO MPOSBUIACS B yMOBax
pociiicekoi arpecii mpotu Ykpainu. Biktop XKopa [6] dikcye ekcroHeHIianbHe 3pOCTaHHS
KUIBKOCT1 KiOCpIHIIMJICHTIB, IO CBIIYUTh MNpO IHTeHCHiKalio KiOepKOHPpOHTaIii Ta
HEOOXTHICTh MeperyIsiay TPAIUIIHHUX MMIX0/IB 10 3a0e3nedeHHs KibepOe3nekn. AHATITHIHI
nocnimkenHs Mapii [letpenko [7] AeMOHCTPYIOTh €BOJIOIII0 METO/IB KibepaTak BiJl MPOCTUX
TEXHIYHUX 3acO0iB 70 KOMIUIGKCHHX O0araTOBEKTOPHHUX OIepalliii, o MOEIHYIOTh
TEXHOJIOTIYHI Ta COIaJIbHO-TICUXOJIOTIYHI KOMIIOHeHTH BIumBYy. Tomac Pim [9] y cBoix
JOCIIPKEHHAX MIJKPECIIOE YHIKAIbHICTh YKPAiHCHKOTO JOCBIY SIK MPUPOJHOI J1abopaTopii
JUI BUBYEHHS cydacHHX (GopM KiOepKOH(PpOHTalii, [0 KapIUHAIbHO 3MIHHJIO TEOPETHUYHI
YSIBJIEHHSI TIPO MPUPOAY CYHaCHUX KOH(QUIIKTIB Ta poJib KIOEPIPOCTOPY B HUX.

@dynnamenrtanbHi JociikeHHs bproca Illnaiiepa [9] po3kpuBaroTb 0OMEXKEHICTh
TpaJULIHHUX IEHTPaTi30BaHUX MoeNel KiOep3axUCTy B KOHTEKCTI Cy4aCHUX BHUKJIMKIB.
ABTOp IEMOHCTPYIO€ HECITPOMOXKHICTb 3aCTapUINX MiIXO/IiB aJIeKBaTHO pearyBaTu Ha IIBUAKO
€BOJIIOLIIOHYIOY1 T1OpUAHI 3arpo3u, 110 BUMAarae KapAWHAJIbHOIO NEPErIly apXITeKTYpPHHUX
NPUHIMIIB M00ya0BU cucteM KibepOesmeku. [esim Papbep [10] y cBOiX TeopeTHUHHX
poboTax BHUCBITIIOE (yHAAMEHTAIbHI BPa3JIUBOCTI IIEHTPAII30BaHUX CHCTEM, 30KpeMa
npo0IeMy €IMHUX TOYOK BiIMOBH, 1110 CTBOPIOE KPUTHYHI PU3UKU B YMOBAX LIJIECTIPIMOBAaHUX
aTak JepKaBHUX akTopiB. JlocmiaHWK OOIpyHTOBYE HEOOXITHICTH TEPEXOoay 10
JICIIEHTPATI30BaHUX aPXITEKTYp SIK OCHOBM CTIMKOCTI Cy4yaCHHX CHCTEM KiOepOe3meKkH.
€Bporielicbka MOIeNIb Ki0epOe3neku, TEOPETUIHO OOIPyHTOBaHa B poOoTax €BpONEHCHKOTO
arentctBa 3 kibepoOesneku (ENISA) [11], npeacrasisie ceKTOpaIbHUN MiIX1]] AK aIbTEPHATUBY
TpamHLifiHuM neHTpanizoBanuM MozxensiM. FOka Mokora [12] po3pobisie KOHLENTyambHi
OCHOBHM IyOJIYHO-IPUBATHOIO TapTHepcTBa B cdepi KkibepOe3neku, OOIPyHTOBYHOUU
HEoOX1/IHICTh BpaXyBaHHS Taly3eBoi crienudiky Mpu po3poOIll 3aX0/IiB 3aXUCTY.

AMepHUKaHCHKUH MiIXiJ, TEOPETHYHO OOTpyHTOBaHMiA B podotax [xen Icrepmi [13],
0a3yeThCsl Ha KOHIIEMINT PO3MOAUICHOI BiAMOBIAAIBHOCTI, MO Tependadac akTUBHY POJIb
NPUBATHOTO CEKTOpa B 3a0e3leyeHHl HalioHalnbHOI KiOepOesneku. [lanwii miaxifg
pO3TIsSAaeThCA SIK BIANOBIAb HAa BHUKIMKM Cy4acHOro 1H(OpMAI[IHOIO CYCHIIbCTBA, [€
OUTBIIICT KPUTUYHOI 1HPACTPYKTYPH HAJICKUTh IPUBATHUM onepaTopaM. DyHIaMeHTalbHI
JTOCHipKeHHs MaccauyCeTchbKoro TEeXHOJOTIYHOro 1HCTUTYTY [14]  oOIpyHTOBYIOTH
BUKOPUCTAHHS MaTeMaTHYHOT'O MOJICJIFOBAHHS Ha OCHOBI Teopii IrpadiB 11 aHaANI3y CKIAJHUX
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MEpEeXEBHUX CTPYKTYP B yMOBaxX JWHAMIuHUX Kibep3arpos. TeopeTHyHHII BHECOK MOJISTaEe B
po3pobIti GopmamizoBaHUX MIXOMIB 10 MojeitoBaHHs Kibepekocucrem. [lani Koen [15]
PO3BHBA€ KOHIIETITyaJdbHI OCHOBM 3aCTOCYBaHHSA TrpadOBUX MoOJENEW Ui MPOrHO3yBAaHHS
MOBEIHKH CKJIQJHUX CHCTEM IIiJl yac Kibeparak Ta ONTUMI3allii po3IMoAUTy PECypCiB 3aXHUCTY.
ABTOp JEMOHCTPYIOE TepeBarn MaTEeMAaTUYHOTO MiAXOJYy HaJ €BPUCTUYHMMHU METOAAMHU B
KOHTEKCTI Cy4JacHUX BUKIUKIB KibepOesneku. [Ipoext DARPA SAFER Hamae emmipuuni
JOKa3u e(QEeKTUBHOCTI CHCTEM, CIPOEKTOBAaHMX Ha OCHOBI NPUHIMIIB Teopii rpadis,
JIEMOHCTPYIOUH CYTT€BE IMOKpAIECHHS MOKA3HUKIB JACTEKIlI Ta JIoKaji3amii KiOepiHIMICHTIB
NOPIBHAHO 3 TPaaWIiHHMMHU MiAXoJaMH. AHaTi3 ICHYIOYOi JITepaTypud BHABISE KilTbKa
3HAYYIIMX HPOTalMH y Cy4YacHHUX JociikeHHsX. [lo-mepiue, HenOCTaTHHO BHBUYEHUMHU
3ITMIIAFOTHCS MUTAHHS aAanTallii TEOPEeTUYHUX MOJENed 0 Crenu(iYHUX YMOB KpaiH, 110
MepPeKUBAIOTh aKTUBHY (a3y BiicbKOBOTO KOH(UIKTY. [lo-mpyre, oOMeXeHO0 € KITbKICTh
JOCTIKEeHB, IO OETHYIOTh TEOPETUYHI PO3POOKH 3 IPAKTHYHUM JOCBIJIOM IMILUIEMEHTAIlIi B
yMOBax pecypcHux oOMekeHb. KpiM Toro, icHye moTpeda B MOIaIbIINX JTOCTIHKEHHSX 1010
oNnTUMIi3alii CTPYKTYPHHX XapaKTEPHUCTUK MEPEK KiOepOe3neKkn 3 BUKOPUCTAHHSAM Cy4aCHHX
METO/IB MAaTeMaTHUYHOI'O MOJICJIIOBAHHS, 30KpeMa B KOHTEKCTI CHEelU(iKu HalioOHAJIbHUX
cucreM KiOepOesneku. IlpoBeneHuii aHami3 JiTepaTypu JAEMOHCTPYE AKTHBHHHA PO3BHTOK
TEOpeTU4HOi 0a3u JOoCHiKEeHb KiOepOe3nekn KPUTHUHOI 1H(PPACTPYyKTypH, BOJHOYAC
BUSIBJISIFOUM MOTPEOy B MOAAIBIINX JOCTIKEHHSAX, CIIPSIMOBAHUX Ha PO3POOKY aJanTHBHHUX
MoJielel, 31aTHUX ePeKTUBHO (PYHKIIOHYBAaTH B yMOBaX Cy4acHUX BUKJIMKIB Ta 3arpos.
MeTow gocaiKeHHs] € KOMIUISKCHHWI aHami3 TpaHcopmarlii HalioHAJIBHOI CHUCTEMH
KibepOe3neku YKpaiHu uepe3 Npu3My CTPYKTYPHUX 3MiH, CHPUYMHEHUX MPUUHATTAM 3aKOHY
Ne4336-1X «IIpo kputuuny indpactpykrypy» [1], 3 BUKOpHUCTaHHSIM METOIIB Teopil rpadis
JUTSE Bi3yaltizanii Ta KiUTbKICHOT OLIIHKH MOKPAIIeHb 3aKOHOAaBUOT apXIiTEKTYpH.

OcHoBHa yacTuHa. OyHIaMEHTAIBHOIO MPOOJIEMOIO YKPATHCHKOI CHCTEMH KiOepOe3neKku 10
2021 poxy Oyna BiACYTHICTh CIEI[iali30BaHOT0 3aKOHOJaBYOT0 aKTY, III0 PEryIr0BaB OU 3aXHCT
KPUTUYHOI 1HQpacTpykTypu. IcHytoumnii Ha Toii yac 3akoH Ykpainu «IIpo ocHOBHI 3acaau
3a0e3neyeHHs kibepoesneku Ykpainu» Ne2163-VIII Bim 2017 poxy mnuie ¢dparMeHTapHO
TOpPKaBCsl MMUTaHb KPUTHUYHOI 1HQPACTPYKTYPH, HE CTBOPIOIOUM ILTICHOI CUCTEMH ii 3aXUCTY.
JlaHa mporanuHa NpU3BOAMIIA A0 CTPATEriyHUX BPA3IMBOCTEH Ha PiBHI JAEp)KaBU, OCKUIBKH
00'€KTH €HEePTeTUKH, TPAHCTIOPTY, OAHKIBCHKOI CUCTEMU, TEICKOMYHIKaIIIM Ta 1HII KPUTUIHO
BA)XJIUBI €JIEMEHTH HallIOHAJIbHOI IHPPACTPYKTYPH HE MaJIM aJIeKBaTHOI'O IPABOBOTO 3aXUCTY
B KiOep3arpo3. OcoOnuBO TrocTpo Ll mpobiema mposiBUiacs i yac KidepaTak Ha
eHepreTuuHy cucreMy Ykpainu y 2015 ta 2016 pokax, Koiu BiJICYTHICTh YITKOTO IIPaBOBOTO
peryioBaHHs yCKJIaIHWIa KOOPAUHALIIIO 3aX0/1B pearyBaHHs.

Ho npuitnarts 3akony Ne4336-IX cmocrepiranacss KpUTHYHA BIJCYTHICTH YITKOTO
PO3M01LTy TOBHOBA)KEHb MIXK OpraHaMU JIep»KaBHOI Biaau y cepi kidbepOe3neku, 1110 HA0UHO
JIeMOHCTpYe Tpad 3aKOoHOAABUOI apxiTekTypu (puc.l). @ynkuii 3abe3nedenHHs kidepoe3nexu
Oynu XaoTH4HO pos3noauieHi MK Ciyx0Oor Oesneku Ykpainu, Jlep)kaBHOIO CiIyk0010
CHeliaJbHOro 3B'SI3Ky Ta 3axucTy iHpopmarlii, MiHicrepcTBoM 000poHH, HarioHambHOIO
MOJIILIIEI0 Ta 1HIIMMHU BIJOMCTBaMHU 0€3 HaJIeXKHOI KOOpAuHalil iX AisuibHOCTI. CTPYKTYpHUI
aHamiz rpady BusABIA€ (yHAAMEHTAIbHY MpoOsieMy — BIACYTHICTh LEHTPaAJbHOTO
KOOPJIMHYIOUOTO BYy3J1a, SKUW O 00'€THYBaB BC1 3aKOHO[aBY1 aKTH Ta 3a0€31euyBaB CUCTEMHY
B3a€MOJiI0 MiX BioMcTBaMu. OCOOIMBO KPUTHUYHOIO € 130J1bOBaHa MO3uIlis By3na «MK»
(MDKBITOMYA KOOpAMHAILISN), SKUW 3'eqHaHuil 13 3akoHOM mipo KibepoOesneky (3KbB) mume
CIa0KUM MYHKTUPHUM 3B'3KOM, W0 Bi3yaJbHO MiJATBEP/DKYE BIJACYTHICTH IPaBOBOTO
MeXaH13My KOOpPIUHAIII1.
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Puc.1. I'pad 3akoHonaBcTBa 3 KibepOe3neku Ykpainu 10 2025 poxky

I'pad (puc.l) nmemoHCTpye (parMEeHTOBAHY apXiTEKTypy CHUCTEMH, Ji€ KIIOUYOBI
3aKOHO/IaBYi aKTH — 3aKOH PO OCHOBHI 3acau 3a0e3neueHHs Kidepoesneku Ykpainu (3Kb),
3akoH npo HarioHansHy Oe3nexky Ykpainu (3HBY), Kpuminansuuii konekc Yipainu (KK) ta
3akoH 1po 3axucT nepcoHanbHuXx nanux (33[1/]) — MaroTh mepeBakHO ClIAOKi 3B'SI3KH MiXk
co0010, MMO3HAYEHI MYHKTUPHUMHU JiHiAMU. Taka cTpyKTypa IpHU3BOAUIIA O TEPMIHOJIOTIYHOT
HEY3TO/DKEHOCTI MK aKTaMHU Ta BiJICYTHOCTI MEXaHI3MiB B3a€MOJIIi MIX BiJJOMCTBaMH, IO
peryioBaliiucsi Pi3HUMH 3aKOHaMU. AHaji3 pO3MOJALTYy KOMIETEHLIH 4depe3 mpusmy rpady
nokasye, mo Ciyxba Oe3neku Ykpainu kepysanacs Hopmamu 3Kb Ta 3HBY, JlepxaBna
ciyk0a crienianbHOro 3B's13ky — nosioxeHHsaMu 3Kb Ta 3akoH npo eIeKTpOHHI JOKYMEHTH Ta
enekTpoHHuil nokymenrooOir (3EJl), MinictepctBo o6oponn — Hopmamu 3HBY Ta KK, a
Harmionansna nominist — crartamu KK ta wactkoBo 3Kb, mpoTe Bei i 3B'sI3KH 3aIHIIaIICs 1032
€IMHOIO0 KOOPAMHALIIMHOIO CTPYKTYpOt0. BiIcyTHICTh CHIIBHUX 3B'SI3KIB MIXK By3J1aMU Ha rpadi
BiJJ0Opaxae peasibHy Mpo0sieMy AyOJII0BaHHS KOMITETEHLIN 06e3 KOOpAMHALT, 0 TPU3BOAMIIO
JI0 MapajieIbHOr0 BUKOHAHHS CXO0XKHUX (QYHKIIN pi3HUMH BigoMcTBaMu. CTBOPUMO MaTpUIIO
CYMIXHOCTI rpady, MO3HAYUMO BY3JIU:

e KY - Koncrurynis Ykpainu;
o 3KBb - 3akon npo kibepOesnexy Ne2163-VIII,
e 3HBY - 3akoH npo HaiioHaldbHY O0e31eKy YKpaiHu;
e 33IIJI - 3aK0H Npo 3aXUCT NEPCOHATBHUX JIAHUX;
e KK - KpuMiHanbHuUii KOJIEKC;
e 3E/l - 3aK0H Npo eJIeKTPOHHI TOKYMEHTH;
e MK - MixBijioM4a KOOpUHAITIS;
e KI - Kputnuna indpactpykrypa,
e VI - YopasniHHs IHIUICHTAMH;
e [IIC - [IpuBaTHHi1 ceKTOD;
e M3 - MixHaponHe ciBpOOITHUIITBO;
e C€C - Cranpapru €C.
Jlerenna Baropux koedinieHTiB:
e 1.0 - cunpHUit 3B'5130K (IIpsIME PETYITIOBaHHS)
0.5 - cnmabkwii 3B's130K (OMOCEpeIKOBAHE PETYIIOBAHHS)
0.2 - 3B'130K /10 IpoTaJInHY (HETIOBHE PETYIIIOBAHH)
0 - BiACYTHICTB 3B'SI3KY
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Taomauns 1.
Martpuiis cymikaocTi A (12x12):
| Iky |3k6  |3HBY [3304 |kk [3BEA |MK |KI |vI |[nc |m3 |cec

|
Ky Lo Jlzo [ o5 || 10 o o Jfo joffofolfol] o |
BKB 120 o || o5 | o5 Jos5]| o5 ] 02]o02]o02]o02]o02] 02 |
Bupy Jlos | o5 || o || o Jo | o Jo2fofojo o] o |
B3mg 1o o5 ] 02 || o Jo | o Jjo oJoffolfo] o |
Kk  JlofJos | o || o JoJ o o JoJojo o] o |
BEx  JloJlos ][ o |l o Jo oo ofoffolfo] o |
Mk Jlo o2 | o2 || o o] o o JoJofo o] o |
K1 LoJlo2 ][ o | o Joj oo jofofolol] o |
[v1 o o2 o | o JJoJ oo foffofolfol] o |
mc  Jlo o2 | o || o o o o Jolfojofol]| o |
M3 LoJlo2 ][ o J o Joj oo jofofolol] o |
cec o o2 ][ o | o Joj o o Jofojofol] o |

AHauni3 3B'13KiB MIXK 3aKOHOJaBYUMHU akTamu y cdepi kibepoesneku Ykpainu g0 2025
POKY IEMOHCTPY€E KPUTHUHY (hparMeHTallito MPaBoOBOi apXiTEKTYpH 3 MEPEBAKAHHIM CITA0KUX
1 HeroBHUX 3B'13KiB. CuibHI 3B'13ku (1.0) icnyBanu nume Mk KoHctutyuiero Ykpainu Ta
0a30BMMH 3aKOHaMH Tpo KiOepOe3meKy 1 HamioHaIbHY O€3NeKy 3aBASKH IPSIMHM
KOHCTUTYI[IHHUM TOCHJIAHHSAM Ta TEPMIHOJIOTIYHIN Yy3romkeHocti. Crnabki 3B'sizku (0.5)
xapakrepusyBam B3aemogito Mk 3Kb ta 3HBY uepe3 myOmoBanns kommerenuii CBY i
JCC33I, a rakox mix 3Kb ta 33[1]] uepe3 nepetun cdep peryatoBaHHsa 6e3 KOOpAMHALIT MixK
pizHuME perynstopamu. HaiimpoonemarnyHimumu Oyiu 3B's13ku 10 nporanud (0.2), 1e 3akoH
npo kibepOe3neKky Juine ASKIapaTUBHO 3rajlyBaB KPUTUYHO BAKIMUBI cepu: MIDKBIIOMUY
KOOpJAWHAII0 0e3 KOHKPETHHUX MEXaHi3MIB, KPHUTUYHY IH(PACTPYKTYypy O€3 CHCTEMHOTO
HiAXO0y, YHNPaBIiHHS IHUUACHTAMH 0e3 JeTallbHUX NpOoLenyp Ta NpUBAaTHUM cekTop 0e3
imMnepatuBHUX HOpM. [loBHa BincyTHicTh 3B's3kiB (0) cmocrtepiramacss MK akTaMU Pi3HHUX
npaBoBUX c(ep, MO0 (YHKIIOHYBAIM 130JbOBAHO, @ TAaKOXX MK ycCiMa HEBpEryJbOBaHUMHU
nporajuHamMu. J[nsi KUIbKICHOI OLIHKM €()EeKTHBHOCTI apXITEKTYpH HaI[lOHAJIbHOI CHCTEMU
Ki0epOe3neK: 3acTOCOBAHO IM'SITh KIIOYOBMX METPUK Teopii rpadiB, KOXHaA 3 SKUX
XapakTepusye crnenudiuHi acnekTd (PYyHKIIOHYBaHHS cucteMu. OmnumemMo iX HUXK4YE s
OIIIHKH 3aKOHIB 10 MpUiHATTS 3akoHy Ne4336-1X Bix 27.03.2025 [1].

HineHicte Mepexi (Network Density) e dyHIaMeHTaaIbHOI METPHKOIO, 1110 BUMipIOE
CTYIiHb B32€EMOIIOB'SI3aHOCTI €JIEMEHTIB cucTeMu KidepOesneku. L{g xapakrepucTuka nokasye,
HACKIJIbKU IHTEIPOBAHOIO € 3aKOHO/1aByYa apXITEeKTypa — YU ICHYIOTh JJOCTAaTHI IIPAaBOBI 3B'I3KU
MDK pI3HUMH HOPMAaTHUBHMMHU aKTaMu JUIsl 3a0e3rneuyeHHs epeKTHBHOI koopauHalii. Huzpka
HIUIBHICTh MEPEXkK1 CBIAYUTH PO pparMeHTapHICTh IPABOBOT0 PETYIIOBAaHHS, 1110 Ha MPAKTHUII
HPU3BOJMUTH 10 MPOTAIUH Yy KOOPAMHALIT MK BIIOMCTBaMH Ta HEY3I'OPKEHOCTI B pearyBaHH1
Ha Kibep3arposu. 3pobumo 1 po3paxyHok 3a popmysaoro [17]:

Density = 2 X E/(V x (V—-1)) Q)
ne, E = xinbkicts pedep = 11, V = kinbkicTh By3niB = 12. Cepenns gomxuHa nuisixy (Average
Path Length) [18] xapakrepusye epeKTUBHICTh KOMYHIKAI[IHHUX TOTOKIB MIK PI3HUMH
eJeMeHTaMu CucTeMu KibepOesmeku. Il merpuka BimoOpakae CKIATHICTh MPOIEAYP
Y3TO/DKEHHSI MK BIJOMCTBAMU — UMM OLIbIlIa JOBXKHHA NUISAXY, TUM CKIAIHIIIE IOCITTH
KOOpJMHAINI MK pI3HUMH CETMEHTaMH CHCTeMH. BHCOKI 3Ha4eHHS IIHOTO TOKa3HUKA
KOpENIOI0Th 3 TMOBUIBHUM pearyBaHHsSM Ha KiOEpiHUMAEGHTH Yepe3 HEeOoOXIiJHICTh
0araTopiBHEBOIO MI>KB1IOMYOI0 Y3TOJKEHHS Ta CKJIaJH1 OIOpOKpaTUYHI poLeaypH. 3poOumMo
pO3paxyHOK 3a hopmyoro (2):

APL = (1/n(n—1)) x X d(i,)) 2
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JIe: M - KUTbKICTh BY3JiB; d (i, ) - HAWKOPOTIIA BiJICTaHb MiX By3Jamu i Ta j. Jlaimi oOpaxyemo
koedimient knactepusaritii (Clustering Coefficient), [17] sikuit BuUMipro€e TEHICHIIIIO SICMEHTIB
cucteMu KibepOesneku 10 (opMyBaHHS 3TYPTOBAaHUX TPYIl 13 CHJIBHUMH BHYTPIIIHIMHU
3B'si3kamu. Llst MeTpuka rmokasye, yu iCHyFOTh TEMAaTU4YHI KJIACTepH 3aKOHO/IABCTBA, 10 MOTIIU
0 3a0€e3MeynTH Clieliaii3oBaHy KOOPIMHAIIIIO JIJIs pI3HUX TUIIB Kidep3arpo3. Hu3bki 3HaUeHHS
KoeilieHTa KJ1acTepu3allii cBi14aTh Mpo BiICYTHICTh (HYHKIIOHAIBHUX OJIOKIB Y CHCTEMI, 110
YCKIIQJIHIOE CTBOPEHHS CIIEIialli30BaHUX TPYI pearyBaHHs Ta TEMATUYHUX KOOPIMHAIIHHUX
MEXaHi3MiB.

CC@) = 2 xei/(kix (ki—1)) (3)
Jie, el - KUTbKICTh 3B'SI3KIB MIXK CyciaMmu By3na i, ki = CTymiHb By3a i.

HactynmauM mokasHukoM Oy/e IEHTpalbHICTh 3a mocepeanuiTBom (Betweenness
Centrality) [18] izeHTH(}iKye KIIOUOBI €IEMEHTH CHUCTEMH, 4epe3 SIKi MPOXOASTh OCHOBHI
iH(opMarliifHi Ta KOOpAWHAIIMHI TOTOKHU. {1 MeTpuka BU3Ha4ae, sIKi 3aKOHOAaBYl aKTH abo
IHCTUTYLIi BUKOHYIOTh POJIb LIEHTPAIBHUX KOOPAMHATOPIB y cucTeMi kibepOesnexku. Husbki
3HAYEHHsI LEHTPAJIIHOCTI 3a TOCEPETHUIITBOM IS BCIX BY3JIB CBiAYaTh MPO BiJCYTHICTH
CHPaBXHBOTO JiJIepa B CHCTEMi, IO NPU3BOAMTH 10 PO3MOPOIICHHS BiIMOBINAIBHOCTI Ta
Hee(DeKTUBHOI KOOPJAMHAILI MK PI3HUMH CErMEHTAaMH HaIlllOHAJIbHOI KiOepOe3mekH, sSKui
pO3paxoByeThCs 3a popMyor(4):

BC(v) = X(s #v #t) ost(v) /ost 4
ne: st - KUTbKICTh HAWKOPOTIINX IIJISX1B MK By3J1aMHu S Ta t; 0st(V) - KUIbKICTb HUISAX1B, IO
OpOXOJSTh Yepe3 By3on v. Moaymspuicts (Modularity) [17] Bumiproe sIKicTh moainy Mepeki
Ha OKpeMi CHiIbHOTH a00 (yHKIIOHAIbHI MOAYII, [0 MAalOTh CHJIbHI BHYTPIILIHI 3B'SI3KH Ta
cia0Ki 3B'A3KM MK TpyrnaMu. ¥ KOHTEKCTI CUCTEMH KiOepOe3leKH Isi METpUKa IMOKa3ye, 9u
ICHYIOTh YITKO BH3HaueHi (YHKIIOHAJIbHI OJOKM (HampuKiaj, OJIOK 3aXHCTy KPUTHUUHOI
1H(PaCTPYKTYpH, OJIOK MPOTUAIl KiOEep3I0UMHHOCTI, OJIOK MIKHAPOAHOTO CIiBPOOITHHUIITBA),
aki Moriu O 3a0e3MeuuTH Ccreliani3oBaHy Ta epeKTUBHY KoopiauHarito. Hu3bki 3HaueHHS
MOJYJISIPHOCTI CBiIYaTh MPO BiJICYTHICTh MPUPOJHHUX KIIACTEPIB y CHCTEMI Ta HEMOXKJIMBICTD
dbopMyBaHHS crieliani3oBaHUX KOOPIUHAIIITHIX MEXaHi3MiB.

Q = (1/2m) x XY[Aij — (ki x kj)/(2m)] x &(ci,cj) (5)
Jie, M - 3arajibHa KiJIbKICTh pedep; Aij - eleMeHT MaTpuili cyMixkHOCTI; ki, kj = cTyneHi By3IiB
iTaj; 6(ci,cj) = 1, Ko By3M B OJIHIM CIUIBHOTI, O - iHaKIIe

JleranpHUW  aHANI3 CTPYKTYPHHX XapaKTEPUCTUK KOXKHOTO BY3Jla CHCTEMHU
KibepOe3neKku po3KpuBae crieugiyHi poii Ta NpodIeMU KOOPIUHALIT OKPEMHUX €JIEMEHTIB.

Tabauus 2.
AHai3 CTPYKTYpHUX XapaKTEPUCTUK KOXKHOTO By3J1a CUCTEMU KibepOe3neku

| By3sou || Cryninb || JlokanbHa KJacTepu3auis || HenTpaninicTs || Tun |
| KY || 4 || 0.33 || 0.15 || 3aK0oHOIaBUMI |
| 3Kb || 5 || 0.40 || 0.23 || Koopaunauiiauii |
| 3HBY || 3 || 0.33 || 0.12 || 3aKOHOIaBYMI |
EDY 0.00 | 0.05 | Crenianizosanmii |
| kxk | 3 | 0.33 | 0.10 I Kapruii |
ED P 0.00 | 0.03 | Texnuiunmii |
| Mk || 1 ] 0.00 | 0.00 | Tporarusa |
| KI || 1 || 0.00 || 0.00 || IIporanuna |
vt | 1 0.00 | 0.00 | Tporamna |
| Ic || 1 || 0.00 || 0.00 || ITporamuna |
| m3 | 1 | 0.00 | 0.00 I Tporanmna |
l cec || 1 | 0.00 | 0.00 I Tporamuua |
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Koncruryuis VYkpainn (KY) Tta 3akon mpo kibepbesneky (3KB) memoHCTpyIOTH
HaWBHII TOKa3HUKHU CTYIICHsI Ta IIEHTPAJIIHOCTI, 110 BIAMOBIIA€ X PoJii 6a30BUX HOPMATHBHUX
aktiB. OnHak HaBiTh HalBuUIMKA moka3HUK neHTpaninocti (0.23 mis 3Kb) 3anumaerncs
KPUTAYHO HHU3BKHM TIOPIBHAHO 3 HeoOXigHuM miarmazoHoM 0.4-0.6 nius edeKTHBHOTO
KoopauHatopa. KpurnuHo BaxkiuBo, mo Bci micts nporanud (MK, KI, VI, TIC, M3, CEC)
MaroTh HYJIbOBI 3HAYEHHS JIOKAJIBHOI KJIaCTepHU3allil Ta IMEHTPATIHOCTI, 0 MIATBEPIKYE X
NOBHY 130JIbOBAaHICTh BiJl OCHOBHOI 3aKOHOAABYOi Mepexi. Hailbinpin mokazoBUMH €
pe3yJIbTaTH TOPIBHSJIBLHOIO aHANI3y CTPYKTYPHHX METPHK JIO Ta IICIsA MPHHHATTS 3aKOHY
Ned4336-1X, sixi 7eMOHCTPYIOTh MacTad TpaHchopMalifHUX 3MiH.

Taoauus 3.
PesynpTaTi NOPIBHSUIBHOTO aHAITI3Y CTPYKTYPHUX METPHUK
Metpuka o 3akony Ne4336-1X Micas iMmniaemeHTamii Hog’p;:;ie:)ﬂﬂ,

| linpHicTh Mepexi || 0.15 ” 0.78 “ 5 |
| Koedimient knactepusarii || 0.23 || 0.87 || 4 |
| HenTpanizicTh (MakKc.) || 0.23 || 0.94 || 4 |
| MopynspHicTh || 0.12 || 0.76 || 6 |
| I'moGaneHa eheKTUBHICTD || 0.18 || 0.68 || 4 |

Pe3ynbrati TOPIBHSIBHOTO aHANi3y JEMOHCTPYIOTH IOKPAIICHY TpaHCHOopMaIlio
apXiTEeKTypu HAI[lOHAJTbHOI CHUCTEeMH KibepOe3rneKku, /e BCl KIHYOBI CTPYKTYPHI METPHUKHU
JOCSTII ONTUMAIIBHUX 3HAYEHb MICi NpUHHATTS 3akoHy Ne4336-1X. Haiibinem 3Hauynmmu
€ TMOKpaIlleHHsI MOJYJSPHOCTI Y 5 pa3iB Ta LIUIBHOCTI Mepexi y 4 pas3u, 10 CBIIYUTH PO
nepexiz Big parMeHTapHo1 10 IHTETPOBAHOI CHCTEMH 3 YITKMMHU (PYHKIIOHATHHIUMHU OJIOKaMU
Ta IMOTY)XKHUM LEHTPAJIbHUM KOOPJMHATOPOM. 3POCTaHHS LEHTPAJIbHOCTI y 3 pa3u, IO
MaTEeMAaTHYHO TMIATBEP/DKYIOTh  JIKBIAMIID TOMEpeAHiX mpobiemM OaraTopiBHEBOTO
YV3rO/UKEHHST Ta PO3MOPOIIEHHS BIANOBITAIBHOCTI MDK BigoMcTBamu. KomrekcHe
MOKpAIIeHHSI BCIX METPUK J0 ONTHUMAJIbHUX [1alla30HIB CTBOPIOE HAYKOBO OOIPYHTOBAaHY
OCHOBY Uil e(EeKTUBHOI KOOpJMHALi, IIBUIKOTO pearyBaHHs Ha KiOCpIHIUAEHTH Ta
(dbopMyBaHHS CIiel1alli30BaHUX MEXaHI3MIB MPOTU/IIT PI3HUM THUIIaM Kibep3arpos.

Kputnuna nucnpomnopiisi B po3no/iisli BaroBUX KOeQilieHTIB MIATBEPIKYE CTPYKTYPHI
npobnemu cuctemu. OTXKe, Taka CTPYKTypa YHEMOXKITUBITIOBaIa e(hEeKTUBHY KOOPIMHALIIO Ta
CTBOpIOB&JIa CHUCTEMHI Bpa3iuBOCTI. J[nsg MiATBEp/UKEHHS MNPAKTHUYHOI 3HAYYIIOCTI
CTPYKTYPHUX METPHK ITPOBEACHO KOPEISAIIHIIA aHalli3 iX 3B'SI3KY 3 pealbHUMU TTOKa3HUKaMHU
e(eKTUBHOCTI CUCTEMHU KiOepOe3neKu.

Taoauns 4.
Kopesiiist CTpyKTYpHUX METPUK Ta MPAKTUYHUX NOKA3HUKIB
. Koediumient .
3anexHicTh bin InTepuperanist
KopeJsii (r)
TinpHicTE Mepexi <> Mixsimomdi . .
. -0.78 CuibHUHN HETaTUBHUMN 3B'SI30K
KOH(ITIKTH
| Krnacrepmsanis <> Yac pearyBanus || -0.65 || [TomipHMI HETaTHBHUI 3B'I30K |
EeHTpaTiHICTh <> E(eKTHBHICTD . .
Henrp (1) +0.82 CwIbHUI TIO3UTUBHUM 3B'SI30K
KOOpAWHAIIIT
| APL < CxnagHiCTh IpOLERyp || +0.71 || CuibHUH TIO3UTHBHUHN 3B'S30K |

J1st KOMIUIEKCHOT OLIIHKM apXiTeKTypH CUCTEMHU PO3PaxOBaHO JOAATKOBI IHTETpasibH1
meTpukH. Bukopucraemo Innexc Binepa (cyma BCix HAHKOPOTIIMX BiJCTaHEN):

W = 2Xd(i,j) = 276 (6)
Ta po3paxyemo EQexkTuBHICTh Mepexi:
E = 1/nn—-1)) x ¥ (1/d(i,j)) = 0.18 (7)
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Po3paxoanuii ingexc Binepa (276) B 2.3 pa3u nepeBulllye ONTUMAIbHE 3HAYESHHS /IS

MEpEeXi TaKoro po3Mipy, IO CBIAYNATH TPO HEEPEKTUBHICTH KOMYHIKAIlIMHMX ITOTOKIB.
I'mo6anpHa edextuBHicTh Mepexi (0.18) 3HauHO HUXK4Ye HeoOXimHoro nmianazony 0.5-0.7, mo
MaTeMaTUYHO OOIPYHTOBYE MPAKTHUYHI MPOOIEMH KOOPAMHAITI.
PesyabTaTn Ta o00roBopeHHsi. DyHIAMEHTAIBLHOK MPOOJIIEMOIO YKPAlHCHKOI CHCTEMU
kibepOesneku 10 2025 poky Oyia BiICYTHICTh CHEIiadi30BaHOI'O 3aKOHOJABUYOTO aKTY, IO
perymoBaB OM 3axHMCT KpUTUYHOI iH(pacTpykTypu. IcHyroumii Ha Toil yac 3akoH YKpaiHu
«IIpo ocHOBHI 3acaau 3a0e3mnedeHHs KibepOesneku Ykpainm» Ne2163-VIII Big 2017 poky
auie pparMeHTapHO TOPKABCs MUTaHb KPUTUYHOI IHQPACTPYKTYpPH, HE CTBOPIOIOYH IT1ITICHOT
cucremu ii 3axucty. Jlo nmpuiitaarTsa 3akony Ne4336-IX cnocrepiranacs KpuTHYHA BiJICYTHICTh
YITKOTO PO3MOJITY TIOBHOBAXEHb MK OpraHaMu JAepkaBHOI Biaaw y chepi kibepOesmexu.
Oynkuii 3a0e3nedyeHHs kidepOesneku Oynu xaoTH4HO posnoaiieHi Mk Ciayx0oro Oe3neku
Vkpaiau, JlepkaBHOIO Chnyx000 CHEHiaJbHOrO 3B'A3KYy Ta 3axucTy iHdopmariii,
MiHictepcTBOM 000poHH, HalrioHaIpbHOIO TOJIIIE0 Ta 1HITUMHU BIJIOMCTBaMH 0€3 HaJeKHOI
KoopauHaii ix aissbHOCTI. CTPYKTYpHUH aHami3 rpady BUsBIsAE GyHAAMEHTAIBHY IpoOIeMy
— BIICYTHICTHh LEHTPaJIbHOTO0 KOOPAMHYIOUOTO By3na, sIKHKA Ou 00'€eqHYBaB BCi 3aKOHO/ABYl
aKTH Ta 3a0e3nedyBaB CHUCTEMHY B3a€EMOMII0 MiX BimoMcTBamu. OCOOIMBO KPUTUYHOIO €
13071p0BaHa Mo3uiist By3na «MK» (Mi>KBiToMYa KOOpAUHALLIA), AKH 3'€ THAHUIN 13 3aKOHOM PO
kibepOesneky (3KB) numie craOKuM ITyHKTHPHUM 3B'S3KOM, IIO Bi3yaJIbHO MiATBEPIKYE
BIJICYTHICTh ITPABOBOT'0 MEXaHI13My KOOPMHAIII].

Puc. 2. I'pad HanioHanbHOI cucTeMu KibepOesneku micis npuitHATTsA 3akoHy Ne4336-1X

I'pad (puc.2) tpanchopMoBaHOI CHCTEMH JIEMOHCTPYE 3HAauyHI 3MiHU B apXiTEKTypi
HAI[IOHAJIbHOI cHcTeMHU KibepOesneku micis nNpuiHATTS 3akoHy Ne4336-1X «[Ipo kputuuny
1HPPACTPYKTYPY», € LIEHTPAIBbHUHI BY30J1 3aKOHY CTa€ BarOMUM KOOPAWHAIITHUM XaboM, 110
o0'elHye BCl €JleMEHTH CHCTeMH uepe3 MilHl 3B'a3kd. Ha BiaMiHY BiJ moOIepeaHbOoi
¢dparmenToBaHol cTpyKTypH, Temep 3akoH Ne4336-1X (2025) BuKOHYE pPOib TOJIOBHOTO
1HTerpaTopa, BCTAHOBIIOIOYM MpPsMi 3B'S3KH 3 ycCiMa KIIFOYOBHMH 3aKOHOJABUMMH aKTaAMU:
Koncturymiero Ykpainu (KY, 1996), 3akonom mpo HamionansHy Oesneky (3HBY, 2018),
Kpuminansaum konexkcom (KK, 2001), 3akonom mpo 3axuct nepcoHanbHux gaHux (33111,
2010) Ta iHIIUMH HOPMATUBHUMHU akTaMu. ['pad HaOYHO MoKa3ye, Ik HOBUHM 3aKOH JIIKB1yBaB
KPUTHUYHI MPOTAJIMHU B CUCTeMi KiOepOe3neKku: Temep iCHYIOTh MillHI MPaBOBi 3B'SI3KU MiX
yciMma eJleMEeHTaMH CUCTEMH, 1110 3a0e3meuye eeKTUBHY KoopAuHalito Mix Ciryk0010 6e3nexu
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VYkpainu (CBY), Hamionanpaum koopaunaniinum neHtpoMm (HKII), cucremoro ormiHku
BianosigHocTi (COB) Ta iHmmmu cy6'ektamu. OcoOIMBO BaXKIIMBUM € CTBOPEHHSI 3B'SI3KIB 3
HOBMMH IHCTHTYLIHHUMH €JIEMEHTaMH, TAKUMHU K BcCeyKpalHCHKHI LIEHTP KOMIT'TOTEPHUX
Ha3BuvaiiHuX curyaiii (BLIK) ta cuctemu ynpasninas innuaentamu (CY1), mo 3abe3neunnm
KOMIUICKCHUM MiJXiJ [0 3aXUCTy KPUTHUYHOI iH(pacTpykrypu. HailOinpimr moka3oBUMH €
pe3ynbTaTH MOPIBHSUIBHOTO aHANI3y CTPYKTYPHHX METpHK (Tabi.3) A0 Ta Micis MPUHHATTS
3akony Ne4336-IX, ski AeMOHCTPYIOTh MacmTad TpanchopMaliiiHux 3MiH. AHami3

JIEMOHCTPYE TOKpaIieHy TpaHchopMalliro apXiTeKTypH HalliOHAIBLHOT CUCTEMHU KiOepOe3neKu,

JI€ BC1 KJITFOYOB1 CTPYKTYPHI METPHUKH JTOCSTIIM ONITUMATHHUX 3HAYCHb ITICIIS TPUHHATTS 3aKOHY

Ne4336-1X [1].

BHCHOBKM Ta NMpakTH4HI pekoMmeHAauii. Bukopucranus metoiB Teopii rpadis 103BOIHUIO

MepelTH BiJ CyO'€KTHBHUX OIIIHOK /10 OO'€KTUBHHMX KIJbKICHHMX KPHUTEPIiB €(PEKTHBHOCTI

HalllOHAIBHOI cHucTeMH KiOepOe3nekn VYkpainu. MareMaTHUHUM aHami3 CTPYKTYypHUX

XapaKTEePUCTUK Tpady MiATBEPAUB KPUTHUUHI HEMOIIKM KOOPAMHAIII 10 MPUUHATTS 3aKOHY

Ne4336-IX Ta mponeMOHCTpYBaB pEBONIOLIWHY TpaHCc(OpMAIil0o CHUCTEMH Micias HOro

iMruiemenTanii. JlocmimkeHHs BUSIBUIIO YOTHPHU KIIFOUOBi pe3ynbTaTh. [lo-niepie, 06'eKTUBHE

HiATBEP/DKCHHS CUCTEMHUX TpobjeM - Bci CTpyKTypHi MeTpukd (mitbHicTs 0.15,

neHTpaiinicts 0.23, moaynapHicTs 0.12) Oynu KpUTUYHO HIKYE ONTUMAIBHUX 3HAYEHb, 110

MaTEeMAaTHYHO BEpH(PIKYBAIO SKICHO BHUSBICHI HEMONIKKM (PparMeHTOBAHOI 3aKOHOJ/aBUYOl

apxitektypu. [lo-mpyre, macmrad Tpancdopmarlii - MmokpaiieHHs MOKa3HHUKIB y 4-6 pasiB

JIEMOHCTPYE PEBOJIOMIMHUIA XapakTep 3MiH B apXIiTEKTypi CHUCTeMH KiOepOe3mneku, e

nIibHIicTh Mepexi 3pocna 3 0.15 mo 0.78, a momynsiphicts - 3 0.12 mo 0.76. Ilo-Tpete,

NPaKTUYHA BAJIAHICTh - CHJIbHI KOPEJALi MK CTPYKTYPHHUMH METPHKAMH Ta ONepariiHuMU

noka3zHukami (r = 0.65-0.82) miATBepKYIOTh TOYHICTh MATEMAaTHYHOTO MOJIETIIOBAHHSA Ta HOTO

BIJIMIOBITHICTh peaJbHUM MpoIIecaM KOOPAMHALT MK BIJOMCTBaMH.

Cnuparouyrich Ha JOCHIDKEHHS MPOBIIHUX HAYKOBIIB, CPOPMYIHOBAHO MPAKTUYHI
peKoMeHamii 1moa0 moaaibIioro BrockoHaneHHs 3akoHy Ned336-IX. Konmemrii Bproca
[[uaitepa Ta [eBima ®apOepa OOIPYHTOBYIOTH BIPOBAKEHHSA TiOpUAHOI TOMONOTIT 3
PE3epBHUMU NUIAXaMU KOMYHIKAIlIi SISl MiABUIIEHHS CTIMKOCTI /IO HUJIECIIPSIMOBAHUX aTak.
€sponeiicekuii nocsin ENISA Ta pospobku FOku HMoKoTH MiATBEpIKyIOTh IONiNBHICTH
CTBOPEHHS CIEL1ali30BaHUX CEKTOPAJbHUX KJIACTEpiB 3 BUCOKOIO BHYTPIIIHBOIO LIUIBHICTIO
3B'3KiB. AMepukaHcbka Monens Jlken Icrepni [13] Bkasye Ha HEOOXimHICTH omTHUMi3arlii
«MOCTOBHX BY3JIIB» M) J€pKaBHUM 1 MPUBATHUM CEKTOpamH, ToJi sk pociimxkerHs MIT ta
Hanni Koena oOIpyHTOBYIOTH BIPOB/KEHHS QITOPUTMIB caMoOOprasizamii Mepexi Ta
JUHAMIYHOTO Tepepo3noaiury pecypciB. OTxe, OTpUMaHl pe3yabTaTH MOXYTh OYyTH
BUKOPUCTaHI s MOJAJIBLIOTO MOHITOPUHTY €(EeKTUBHOCTI CHUCTeMH KibepOesmnekH,
MPOrHO3YBaHHS HACIAKIB MalfOyTHIX 3aKOHOJIaBYMX 3MIH Ta CTBOPEHHSI aJIalITUBHUX CUCTEM
3aXUCTy KPUTHYHOI 1H(pacTpyKTypu Ha OCHOBI HpUHIMMIB Teopii rpadis. IlepcrnekTuBu
MOJAIIBIINX JIOCII/PKEHb BKJIIOYAIOTH MOTIIMOJIEHE BUBYEHHS JWHAMIYHUX XapaKTEPHCTHK
Mepex KibepOe3neku, po3poOKy MPEeJUKTUBHUX MO/IETIeH PO3BUTKY KiOep3arpo3 Ta CTBOPEHHS
CUCTEM IITYYHOTO IHTEJEKTY JUJIsi aBTOMATUYHOI ONTHUMI3allii CTPYKTypHUX HapaMeTpiB
HAI[IOHATIFHOT CHUCTEeMU KiOepOe3neKku B pealbHOMY Yaci.
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DISCRETE MATHEMATICS IN LEGAL ANALYSIS: GRAPH MODELING OF
NORMATIVE-LEGAL ARCHITECTURE TRANSFORMATION OF THE
NATIONAL CYBERSECURITY SYSTEM

L. Babala

West Ukrainian National University
11, Lvivska St., Ternopil, 46009, Ukraine
Emails: ludaduma7@gmail.com, roman.pasichnyk@gmail.com

The adoption of Ukraine's Law "On Critical Infrastructure” Ne 4336-1X on March 27, 2025, marked a
defining moment in the development of Ukraine's national cybersecurity system. In the context of escalating cyber
threats, Russian aggression, and European integration processes, this legislative act gains particular relevance as
an instrument for ensuring national security. The fundamental problem of Ukraine's cybersecurity system before
2025 was the absence of a specialized legislative act regulating critical infrastructure protection, which led to
strategic vulnerabilities at the state level and fragmented coordination between government agencies responsible
for cybersecurity. The study aims to conduct a comprehensive analysis of the transformation of Ukraine's national
cybersecurity system through structural changes caused by the adoption of Law Ne4336-IX «On Critical
Infrastructure», using graph theory methods for visualization and quantitative assessment of legislative
architecture improvements. This research addresses the critical need for objective evaluation of legislative changes
in cybersecurity amid growing cyber threats and military aggression. The work provides a mathematical
foundation for assessing the effectiveness of legal frameworks and coordination mechanisms between government
agencies, which is essential for national security enhancement and European integration processes. The
methodology is based on applying five key graph theory metrics: network density, average path length, clustering
coefficient, betweenness centrality, and modularity. Legal relationship graphs between normative acts were
constructed, adjacency matrices with weight coefficients reflecting the strength of legal regulation were created.
Correlation analysis was conducted to validate the relationship between structural metrics and operational
efficiency indicators. The research demonstrates revolutionary system transformation: network density increased
from 0.15 to 0.78 (5-fold improvement), modularity improved from 0.12 to 0.76 (6-fold improvement), and
centrality increased from 0.23 to 0.94 (4-fold improvement). Correlation analysis confirmed strong relationships
between structural metrics and practical coordination efficiency indicators (r = 0.65-0.82). The Wiener index
decreased significantly, indicating improved communication flows, while global network efficiency increased
from 0.18 to 0.68. This work represents the first application of graph theory mathematical apparatus for analyzing
the normative-legal architecture of cybersecurity systems, enabling transition from subjective assessments to
objective quantitative efficiency criteria. The research contributes to the intersection of discrete mathematics, legal
studies, and cybersecurity policy analysis, establishing a new methodological approach for evaluating legislative
effectiveness in complex governmental systems. The methodology developed can be used for ongoing monitoring
of cybersecurity system effectiveness, predicting consequences of future legislative changes, and optimizing
structural parameters of national cybersecurity systems. The results provide evidence-based recommendations for
improving inter-agency coordination, creating specialized sectoral clusters, and implementing adaptive critical
infrastructure protection systems based on graph theory principles.

Keywords: cybersecurity, critical infrastructure, graph theory, legal architecture, mathematical modeling,
structural analysis, agency coordination.
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AHAJII3 MTPOBJIEMU KPUMIHAJIICTUYHOI'O JOCJII)KEHHS ICTOPII
BEBBPAY3EPA

M. B. Binin?, O. A. Cronakesuu!, A. O. CTonaxkesny?

"HamionansHuii yHiBepcuTeT «O1echKa MO TEXHIKa»
1, llleBuyenka mp., Oneca, 65044, Ykpaina
2 [lep>xaBHHI YHIBEPCUTET iHTEIEKTYaIbHHX TEXHOJIOTIH Ta 3B'3Ky
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[IpoananizoBaHO MOXIIMBOCTI HasBHUX IPOTPaMHHMX 3aco0iB sl KPUMiHAJIICTUYHOI'O
aHamizy icTopii HaWOUIBII 3aCTOCOBAaHMX Opay3epiB, moOyaoBaHMX Ha 0a3i marhopmu
Chromium (Chrome, Edge, Opera Ttomro). ®opmarnizoBaHa Ta MpoaHaTi30BaHA HasBHA
cxema 30epeXeHHsI JaHUX PO KOpUCTyBaya Ta Horo fiit B mpodini Edge, BusBieHi micus
30epeKeHHs] Pi3HUX HACTPOWOK i (aiiniB uporo Opaysepa. Ha ocHOBI aHani3y BUXiAHOTO
koxy Chromium ta daktuunux 30epexeHux aaHux Opaysepom Edge Hamani moscHEHHS Ta
3B’SI3KM MK CyTHOCTAMH 0a3 manmx SQLite mpodinro # 3mict fioro ocHoBHOro JSON
¢aiy. PosrmsHyTo HasBHEe mporpamHe 3a0e3leYeHHs, SKe JO03BOJISIE POBOIJHUTH
KPUMIHATICTUYHAN aHami3 maHux 3 mpodimo. Le yrumit mis pobotw 3 AaHUMH Ta
JaMITaMH¥, CIIeIialli3oBaHi YTHIITH U1 300py AaHUX 3 poditto Opaysepa 3 MO3UIIil OJHOTO
Uy iH(QOpMAII] — Kell, iCTopis BiABiMyBaHB, KyKi W OLTBII KOMIUIEKCHI 3aCO0M aHATi3y
npodiniB OpaysepiB. OcTaHHI TO3BOJISIIOTH 310paTH HaWOUIbLIY KUIBKICTH iH(OpMAII.
[Ipore y 1isOMy KOMIUIEKCHE MpOrpaMHe 3a0e3NeueHHs Ma€ BENMKHH IOTEHI[aa Juis
MOKPAIICHHS, OCKUIbKH TPAIFOBATH 3 HASIBHUM HE JyXe 3PYYHO I KPUMiHATICTA.
KarouoBi caoBa: Kpuminamictuunmii aHami3, Opay3ep, YTUIMTH 300py JaHHX,
KOMIUIEKCHUI aHalli3 aKTUBHOCTI, WIKI[UIMBE IpOrpaMHe 3a0e3NeueHHs, XPOHOJOTis
3JI0YMHHOT JiSUTBHOCTI.

Beryn. [l KpuMiHaIICTUYHOTO aHali3y Tpeba BUKOHATH 30ip JOKa3iB, IS 4YOro MOTpiOHO
aHaizyBaTu 30epexeHi B Opaysepi JdaHi: BiABilaH1 BeOcallTH, ICTOpPiIO MOIIYKY, 1CTOPIO
3aBaHTaXeHb, (aim cookie (kyki) Ta mani ¢popm [1]. 30ip nanux BeaeThes B 4 eTany.

1. Awnanmiz aktuBHOCTi. [l03BOJii€ BCTAHOBUTH TEBHI OCOOIUBOCTI  XapakTepy
KOpPUCTyBada, HOro/ii 3BUYKH, OCHOBHY MISJIbHICTh, 1HTEPECH, MTO3BULISA Ta JOTIOMOTTH
BUSIBUTH TE€BHI 3a4illKi, BCTAHOBUTH MOTHBH, IpOAHATI3yBaTH NOTEHLIHHY MOXIIMBICTh
(b1314HOT HasIBHOCTI KOPUCTYBaya y NPUCTPOIO B MEBHI MPOMIDKKH 4acy.

2. AHani3 IIKIJUIMBOTO IporpaMHoro 3abesneuyeHHs. JlaHi 3 npodiso MOXyTh MICTUTb
IHIMKATOPU KOMIIpOMETAllii, MOYMHAIOYM 3 MIJ03pUIMX BCTAHOBJIEHUX pPO3IIUPEHb U
3aKIHUYIOYH NepioJuyHuM gocTtynoM jo mijgo3pianx URL. fkmo G6paysep OyB 3axomieHui
XaKepoM UM UIKIJUIMBUM TPOrpaMHUM 3a0e3leyeHHsM, 1€ Moke OyTH JI0Ka30M
HEBUHYBATOCT1 KOpHCTyBaua Opay3epa B IPOBEIEHHI HE3aKOHHUX JiH.

3. BusBneHHs XpOHOJNOTIT 37M0YMHHOI MisuTbHOCTI. JlaHi 3 TpodiIo JT03BOJSIOTH
BiJITBOPUTH TIOCTIAOBHICTh MO/Ii/, OLIHUTH MACIITA0H 1HIIUEHTY Ta MOTO HACIHIIKH.

4. OTpumaHHS JOCTYIy 10 TEPCOHANbHMX AaHuX. [laposmi, maHi J1jis aBTO3allOBHEHHS,
IPOILIOBI KUIIEHI MOXYThb CTaTH JIKepesnoMm s 300py JoKa3iB Ha pi3HHX Iu1ardpopmax i
MOJKYTbh JIOKA3aTH BUSBUTHU CIIBYYaCHUKIB KPUMIHAJIICTUYHOI A1SUTBHOCTI.

AHai3 Mae TIOTOMOTTH 3HAWTH AOKa3H KiOep3OUYMHHOCTI, KPAJAI)KKH 1HTETIEKTyaabHOT
BJIACHOCTI, 1HCANJAEPCHKUX 3arpo3 Ta BHUIMAJKIB HECAHKI[IOHOBAHOTO JIOCTYIMY, a TAKOX MOXKE
3HaJJOOUTHUCH 11 MApKETOJIOT1B, KIOEPIICUXO0JIOTIB, COLI0JIOTIB, PO3POOHHKIB CHCTEM 3aXHCTY
Bijg OoTiB [2].
3aranbHa cTpykTypa Ta dopmart 30epe:keHHs 1aHUX B npodini Opaysepa. B mpodini
30epiraeThCcs HaCTyMHA 1HQOpMAIIis.
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1. BingsimyBani caiiTu i pe3ynabTar B3aemoxii 3 Humu: nepenik URL Tta matu, Kyki,
30epexxeHui Keml ()11 YHUKHEHHSI TTOBTOPHOTO 3aBaHTa)KEHHS 300pakeHb, CKPHUIITIB TOIIIO,
IKOHKHM caiftiB/favicons), moTrouHa cecis Ta 30epexeHi cecii, Komii eKpaHiB CaWTiB s
MOTNIEPETHBOTO TIEPETIIAY, CTPYKTYpOBaHa iH(opMallis s Be03acTOCyHKIB (0a3u aHMX,
Nepesik HaCTPOHOK, aBTO30epekeHi daitmm To1o), uppoBi cepTudikaTu.

2. BBenena kopucryBadeM iH(opMallis: MOMIyKOBI 3alTUTH i 0OpaHi MPOIO3HIIii, BBEEHI
B ¢opmu mani (I1Ib, tenedon, emeitn Ttomo), maponi. bararo OpaysepiB 30epirarorh
1H(opMaIiro Mpo KapTKH, IEPCOHANIbHI PaXyHKH, ajie TYT CTaHAapTy HEMAE.

3. 30epexeHa KOpUCTyBaueM iHGOpMAIlis: 3aKpIIJICHI HAa BKJIAIKAaX CaWTH, TEpeNiK
obpanoro (bookmarks, favorites), pe3ynbratu 3aBaHTaxeHHs (aitniB Ta nuisax 10 Hux B OC.

4. BcTaHOBNICHI PO3IMIMPEHHS: MEPENiK, Bepcis, YBIMKHEHO YHM Hi, MpaBa JOCTYILY,
HACTPOIKM KOHKPETHUX PO3LIMPEHb, CIIOBHUKHU Ta JI0/1aHI B HUX KOPUCTYBAYEM CIIOBA.

5. MeTpuku Ta iHIIA CTaTUCTHYHA iH(OPMALisA: BUKOPHCTOBYETHCS JUISI 3BOPOTHOTO
3B'SI3KY 3 pO3pOOHUKaMH Opay3epa.

6. Hactpoiiku Opaysepa, siki MOXYThb OyTH 3MiHEHI KOpHUCTyBadeM uepe3 rpadiuHuii
iHTepdeiic a0o0 pydHUM YHHOM (32 1M’ SIM ITapaMeTpiB) B CHEIIaAIbHUX Mepernikax, iHpopmarlris
PO MporpaMHe OTOYEHHS (OmeparliifHa ciucrema, ApaiBepH, TOIIO)

binburicts iHpopmarii 30epiraetbes B hopmi Tabauip 6a3u qannx SQLite, koxkHa B/
30epiraetbcss B okpemMoMy (aiisti 6e3 posmupenns bJl. Menma wactuna sk JSON daiinm,
nesiki Qaitnu 30epiratotbesa B 6iHapHomy dopmari (IndexedBD). Kpim Toro, npodisne MicTUTh
Kel, 6araro ciy»00Boi iHpopMarlii 10 po3mmpeHs Microsoft Ta BCTaHOBICHHX PO3NIMPEHb.
3a 3aMOBYYBaHHSAM ICTOpis 30epiraeTbcs 3a TPU OCTAHHI MICSI, a Kell 30epiraerbes 10
TPHOX MICAIIB (€ QYHKIIIS Teperisiay 3aKemoBaHol Bepcii callTy HUIIXOM J0oJaBaHHs cache:
nepen URL), mpore koHKpeTHU# Tmepiof 30epekeHHs IMEeBHOrO 00'€eKTa € MUTaHHIM
cKiIagHuM, ocKinbku Chromium mmme npuitmae no yBaru HTTP 3aronoBku, e BKasyeTbes
YM KENIyBaTW KOHTEHT W HACKUIbKH JOBro, MpoTe 30epirae 00'€KTH BHUXOISYH 3 BIIACHUX
kputepiiB. Ilpore, BaXIMBO BIIAMITHTH, MO Tichas 3-X MiICAILIB BHIAIAETHCS JIOKJIAaTHA
indopmanis (BracHe BupanaThes 3amucu 3 bJl History), ame mepemik BiABiAyBaHUX
BeOCalTIiB Ta mepioJl iX 3aCTOCYBAaHHS 3 MOMEHTY CTBOPEHHS MPO(LII0 MOKIUBO BIATBOPUTH
3a inmmMu BJ1, JSON ¢daiinamu Tomio, KOTpUX B Mpo(isii 3HaUHa KUIBKICTb.

Martepian mpo cxeMu — 1€ pe3ysibTaT aHaji3y BHUXIJHOTO KOAY Ta KOMEHTapiB 0
HbOoro B pemno3utopii [3]. YacTkoBO 3acTocoByBajach JOKYMEHTAIlisl Uil pO3pOOHUKIB
Opay3epiB, poTe BOHA 3a3BWYail MICTUTH JIMIIE 3arajibHe MPU3HAYEHHS U TO HE 3aBXK/IH.
ToOTo B iHTEpHETI BiACYTHS OdilliiiHa JOKyMEHTALlisl 00 CTPYKTYPHU Ta MPU3HAUEHHS M10JIiB
6a3 npanux, JSON ¢aiiniB Tomo. BincyrHicTs o¢imiifiHOI JOKyMeHTalli — 1€ MO3ULS
po3poOHUKIB. BoHM He rapaHTyloTh CTaOLIbHICTH (OpMaTiB i MOXKYTh 3MIHIOBAaTH CXEMHU
30epiraHHs Ta aJrOpUTMH OOPOOKH TaHUX O€3 MOMEPEHKEHHS Ta Y3TOIKEHHS.

Posrnssnemo cxemu 6a3 manmx SQLite ta JSON ¢ainiB Ha mpuknani Opaysepa
Microsoft Edge Bepcii 140.0.3485.8 B OC Windows 10 22H2.

LentpansHoro € bJI History, cxema sikoi mokaszana Ha puc. 1.
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e EXIE——
url & integer NN id o integer link_url_id & intager NN guid varchar NN
visit_time integer NN url longvarchar top_level_url longvarcharNN current_path lengvarcharNN
from_visit & integer title longvarchar frame_url longvarcharNN target_path longvarcharNN
external_referrer_url text wisit_count integer NN visit_count integer NN start_time integer NN
transition integer NN typed_count integer NN received_bytes integer NN
segment_id & integer last_visit_time integer NN total_bytes integer NN
downloads_url_chains
wisit_duration integer NN hidden integer NN state integer NN
id& integer NN
incremented_omnibox_typed_score booleanNN danger_type integer NN
chain_index integer NN
opener_visit & intager interrupt_reason integer NN
originator_cache_guid & text hash blob NN
ides integer primary key(id,chain_index)
originator_visit_id & integer end_time intager NN
source integer NN
originator_from_visit & integer openad intzger NN
originatar_opener_visit ¢ integer last_access_time integer NN
is_known_to_sync booleanNN transient integer NN
consider_for_ntp_most_visited booleanNN referrer varchar NN
visited_link_id & integer NN site_url varchar NN
app_id & text embedder_download_data varchar NN
:
tab_url varchar NN
tab_referrer_url varchar NN
m m id o integer segment_id & integer NN
http_method varchar NN
cache_guid 2 text id o p— name varchar time_slot integer NN
by_ext_id varchar NN
urlid & integer NN visit_count integer NN
by_ext_name varcharNN
by _web_app_id varchar NN
etag varchar NN
last_modified varcharNN
mime_type varchar(255)NN
original_mime_type varchar{z55)NN

Puc. 1. Cxema B/] History B Edge (moka3aHi TUIbKH Ba)XJIMB1 TaOJINII)

JlaMO KOpOTKY XapakTepHUCTUKY KOXHiM Tabmuii: urls — mepemik BCiX YHIKaIbHHX
Bebaapec, fAKi BiABigyBanMCh 3a uac 30epiraHHs Ta KUIbKICHA CTaTHCTHKA; segments,
segments_id — 36epiratote url B Mexax BHYTpilIHBOI Kiacudikailii pecypciB Opaysepom
(K10 Taka €); visit_source okpema TabnuIs A Kiacuikamii pkepen Bi3UTIB (IUB. HUKYE);
Visits — BiacHe Tabmwils, sika 30epirae icTopito ycix BiaBigyBaub; Visited links — ciyx6oBa
tabymus B skii cmiBcraBieHHi URL ta iM's xocTa, sike Horo BimoOpaxye (HasBHE B Edge),
HaIpUKIaI, top_level url = https://86box.net/2025/08/24/86box-v5-0.html,
frame_url=https://86box.net/; downloads, downloads_url_chains — 36epirae goBosi JgoKIaIHI
iHpopManito mpo 30epexeni daitnu. OCKITbKN 3aBaHTaXEHHS — 1€ JUKEPETIO MOTPAIUISIHHSA
Maiike BCiX (paiiiiB Ha KOMIT'IOTEp B Cy4YaCHUX YMOBax, TO MepeBipka (ailiB MpOBOAUTHCS 3a
JIOBOJII CKJIaJTHOIO MPOLIETyPOIO.

MosnuBi 3Ha4eHHs MoJisl KoAMQIiKaTopiB OITOBOro mojs Vvisits.transition Ta iX ceHC
npuBeseHi B Taom. 1.

Tadoauus 1.
MosxuBi 3HaUeHHsI KoaudikaTopiB Mo visits.transition (interrupt.chromium\components\
download\ public\common\download_interrupt_reason_values.h)

Kon HazBa 3HavyeHHS
0 LINK IMepexij 3a MOKJIMKAHHSM 3 1HIIOI CTOPIHKH
1 TYPED Bseneno URL BpyuHy 3 agpecHOro psaxa
2 AUTO_BOOKMARK Tepexin 3a 3akIagkamMu 4u npomnosuiiero 3 Ul
3 AUTO_SUBFRAME ABTO3aBaHTaXeHHs Y (peiimi (pekiaama, BiJKeT)
4 MANUAL_SUBFRAME KopucTyBau kianHyB Ha mOCh ¥ (ppeiimi
5 GENERATED ITepexin 3a 3reHepOBaHOIO aapecoro (HAMPUKIAI MOIIYK 3 aIpeCHOTO

PANKY)

6 AUTO_TOPLEVEL ABTO3aBaHTa)XEHHS CTApPTOBOi CTOPIHKM YU CTOPIHKH 3 aJIpecHOrO
psiaka
7 FORM_SUBMIT [epexix micist BignpasiaeHHs Gopmu
8 RELOAD [lepe3aBaHTa)KeHHS CTOPIHKA
9 KEYWORD [Tepexin 3a KIIOYOBHM CJIOBOM (KOpHUCTYBallbKa MONIYKOBA CUCTEMa)
10 | KEYWORD_ [Nepexin 3a pe3yabTaToM, 3r€éHEPOBAHMM 32 IIOIIYKOM 3a KIIOUOBUM
GENERATED CJIOBOM
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MoxJnBi 3HaUEHHS TOJIsI KBai(ikaTopiB OITOBOro moss Visits.transition nmpuBezeHi B
Tab. 2.
Taoaung 2.
MosxnuBi 3HaueHHs KBamidikaTopis mos visits.transition (ui. PageTransition
chromium\ui\base\page transition_types.h)

Kon Hasga 3HaueHHs

0x01000000 PAGE_TRANSITION_FORWARD_BACK | Ilepexiz 1mo KHOIIKaM «BIepea/Ha3am

0x02000000 PAGE_TRANSITION_ Iepexin 3 anpecHOTO psiaKa
FROM_ADDRESS BAR

0x04000000 PAGE_TRANSITION_HOME_PAGE ITepexin Ha JOMAIIHIO CTOPIHKY

0x08000000 PAGE_TRANSITION_ FROM_API [Mepexin inimiioBanuii APl (mampukiap,

location.replace)

0x10000000 PAGE_TRANSITION_ CHAIN_START IToyaTok JIaHIFO)KKA TIEPEXO/IiB

0x20000000 PAGE_TRANSITION_CHAIN_END Kinenp naHIroKKa nepexoiin

0x40000000 PAGE_TRANSITION_ [lepenanpaBiieHHsT Ha CTOPOHI KIi€HTa
CLIENT_REDIRECT (JavaScript, meta refresh)

0x80000000 PAGE_TRANSITION_ [TepenanpaBiieHHsT Ha CTOpPOHI cepBepa
SERVER_REDIRECT (HTTP 3xx)

0x00800000 PAGE_TRANSITION_ Macka s TepeBipKM YW € CTOpiHKa
IS_REDIRECT_MASK penipeKToM

baunmo, mo nmani 3 tabm. 1 1 2 mictate iH(opMaliio, sKa J03BOJSIE BIATBOPHUTH
ICTOpitO TyXe TOKIAJHO, aXK A0 HATHCHEHHS (DYHKIIOHAIBHUX KJIaBill B Opay3epi.

Bl Top sites. Lls 06a3a gaHWX MICTUTh OJHY BaXJIMBY TaONUII0 top sites —
BHYTpIIIHIN pedTUHT Opay3epa BeOCaMTIB 3a BiJIBIIYBaHICTIO KOPHCTyBadeM, fKa Ma€ TPU
nons: url, url rank, title. Koxxna agpeca mae peittunr Bix 0 (Haifuactimie BigBiAyBaHHIA) 70
opieHToBHO 15-20. ITone title — 3aroJI0BOK CTOPIHKH.

B/1 Shortcuts. BukopucToByeTbest [UTst 3B'13yBaHHsI TIOUTYKOBUX 3aIMTIB i (PaKTHUHUX
BiJBilyBaHb KopHcTyBauda. Sk mnomykoBa cucreMa B Chromium Opay3epax Moxe
3acrocoByBatuch Google, Bing, DuckDuckGo Ta iH. BuBeneHnuii nepemnik mporno3ullii, sKi
Haslae Opay3ep NpH BBEAEHI B aJpeCHU psAA0K MOUIYKOBOTO 3allUTy HAa3MBAEThCS omniboX.
B/l micTuTh nuiie OIHY BaXXJIWMBY TaONUIIO, siKa Ha3uBaeTbcs omni box shortcuts. Komm
KOpUCTYBau Ha0Hupae 3amuT B omniboX, JBUTYH aBTOJIONIOBHEHHS CIIOYaTKy IIyKae
criBnaaiHHsA B omni_box_shortcuts. Skiio spiauk He 3HAWAEHUHN, TO TOUIYK TPOBOIUTHCS 110
tabmuusam bJ] History. Cxema tabnumi omni_box_shortcuts BJ[ Shortcuts mae mons: id, text,
fill_info_edit, url document_type contents contents_class description description_class, type,
transition, type, keyword, last_access_time, number_of _hits.

BJI Network Action Predictor mpusHaueHa Ui TPOTHO3YBAaHHsS aApecH Ta ISt
BHU3HaueHHs (ailiiB, 5Kl OyyTh 3aBaHTaXKyBaTHUCh 3 1HIIUX pecypciB. Cxema b/l noka3ana Ha
puc. 2. Tabmuus lcp_ critical path predictor B moni key MICTUTH mepenik XOCTIB Ha SKi
KOPHCTYBa4 3aXx0JauB IepeBaxkHo cam. Tabmuist Icp critical_path_predictor_initiator_origin
MICTUTh TEpeiK XOCTiB, 3 SKHMX IEPEeXOJUB YacTO KOPUCTyBad Ha iHIII caiTu. Talnmus
network action_predictor MICTUTh BBEIEHUN KOpPHUCTYBau€éM B aJpecHe TI0Je TEeKCT
(mouynHArOUM 3 JiTepH) ¥ Ti agpecu, siKki Oynu mifka3aHi. 3a KOXKHOIO aJipecoio (iKCYEThCs
KUIBKICTh Tiepexo/iB kopucTyBaya (hits) ¥ KipKicTh pa3iB, KOJIU MiJKa3Ka Oyja HE MpHUIHATA
(misses).
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lep_critical_path_predictor resource_prefetch_predictor_origin resource_prefetch predictor metadata

key & text key &2 text key & i

proto bleb proto bleb el I

network _action_predictor resource_prefetch_predictor_host redirect

id & text

lcp_critical path_predictor_initiator_origin

key £ text key £ [=xE
user_text text proto blob proto blob
url text
number_of_hits int

number_of_misses int

Puc. 2. Cxema tabaunup BJ] Network Action Predictor

b/l WebAssist (tinpku B Edge) Mae momomaratu peanizyBatu poOOTY B iHTEpPHETI 3a
JIOTIOMOT'OI0 TOJIOCOBOTO YIIPABIIIHHA MiJ Yac BUKOHAHHS 1HIIUX Jiii. @aKTUYHO Ma€ Meperik
ycix URL 3 mera-teramu (He 3aBX14 BAaj0). 30epirae iHGpopMalito 3 MOYaTKy BCTAHOBJICHHS
Opaysepa it He Buaanse 1i. Cxema bJ] mokazana nHa puc. 3.

navigation_history

url & varchaiN

id integer

title varchar

metadata varchar

last_visited_time integer NN

num_visits integer NN
product_entity_id varchar product_entity_id 2 & varchamnN
locale varchar category varchar
titledata varchar entity varchar
urldata varcchar search_keywords varchar
page_profile varchar

Puc. 3. Cxema BJ] WebAssist

B B/l WebAssist HasBHI 1Bl TaOiMLll, METOIO SKUX € Kiacudikaiis yciei 310paHoi
iHdopmanii MOAO0 BiABIAyBaHb Ta MOKYHOK 1 iHTepHeTi. MeTarern Ta iHIII JOTOMDKHA
iH(popMallisl TeHepyeTbCsl aBTOMATHYHO, NMPUHMAEThCS 0 yBarM MoBa pecypcy. Tabmuus
product_entities MICTUTh 3amMCH NpPO 3HalAEHI ToBapu B iHTepHeTi. Ilone entry micTUTh
iHpopMmamiro B Burisgi  JSON, ame craHgapTHOi CcXeMH Haue Hemae. Talmuis
navigation_history mictuth nepeinik Bcix BiaBinanux URL. Bona mMo)ke BUKOpHCTOBYBaTHUCH
JUIsL CTBOPEHHSI TIEBHOT'O TOIY 3@ BECh IEPIOA 4yacy, MPOTe MU MOMITUJIH, 10 ME€BHI CaliTU B
TOMI HE MOIJIM CTUIBKM BiABIAYyBaTHCh, MaOyTh B SKHICh HEpioJl yacy JIYMIBHUK HEBIPHO
NpaIloBaB, a MOKE 1 3apa3 3 HUM € MPOOIIeMH.

Merta B/l DIPS no3Bonsie mpuiiMaTH pillIEHHS IOAO MPHUBATHOCTI. MICTHTh OJHY
HiHHY Tabnuiuoo bounces. B Hill cxoxke 3amucaHuil Mepesik XOCTIB, Ha SKHUX PO3MIIIEH]
BiacHe caiitu. BrnacHe orinka Opay3epa MicTuTbes B OiHapHuX (aitnax DIPS-shm i DIPS-
wal. [Tone site MicTuTh iM’s1 XocTa (WWW 3aBXKIH BIJICYTHE), mois first site storage time i
last site storage time MICTSATh Yac MEPUIOrO ¥ OCTAaHHBOTO 30€peKEHHs MaHMX B Opaysepi
(BrirOYarouM Kyki), first user activation time 1 last user activation time — yac nepumoro i
OCTaHHBOTO BUKOPHCTAaHHS CaiTiB. HasBHICTh iHTEpBally BiIBiAyBaHHS CaWTiB — 1€ IlIHHA
iHpopmMmartis. € mie moinsd, aje BOHM HE MAlOTh I[IHHOCTI IS HAmol 3amadi. TaOmwils
resource prefetch predictor host redirect hikcye Kyau BeGCaldT 3BUYAWHO 1HILIIOE TTEPEXi.
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B/l favicons mpu3HaueHa As KEIIyBaHHSA 1IKOHOK BeOcaifTiB. BinMiTuMoO, 110 1aHi He
ouMIyIOThCs, ToMy 111 BJl Tex moxe cratu kepenoM iH(opmariii mpo BiABiIyBaHHS
KOpHUCTYBaya 3 yacy iHcTamuii Opaysepa. 3BiCHO, HE BC1 CAliTH MAarOTh 1IKOHKH, ITPOTE 3HAYHA
ix kinpkicTh. [0 BJI mMoxxHa posrasgaTu sk pesepBHE mxepeno iH(opmarii. CTpykTypHa
cxema b/] nokasana Ha puc. 4

S
id & integer

id & integer
url longvarcharNN
icon_id & integer NN

last_updated

image_data C . -

width integer N N
id &2 integer

height integer
page_url lengvarcharNN
last_requested integer
icon_id &

page_url_type integer

Puc. 4. Cxema tabmunp BJ] favicons

Brnacne ikonku 30epiratotecsi B favicons bitmaps.image data. width 1 height
3BHUaitHo abo 16x16 abo 32x32. [Ilome icon type mae 3HadeHHs BignoBigHo 10 ENUM
IconType
(O—mommunka, 1 — 3Buyaiinmii favicon tomo). Ilone icon_mapping.page url type Biamosigae
ENUM IconMappingType i Bu3Ha4a€e A0 40ro BiTHOCUTHCS iKOHKA (0 — ISl OJHIET CTOPIHKH,
1 — 1o nmoMmeHy 4 XOCTy, 2 — J0 BHYTPIIIHIX CIIy’)KOOBHX CTOpiHOK Opaysepa, 3 — 10
po3mpeHs  Tomio). Busnauennss Hamani B favicon_base  chromium\components\
favicon_base\favicon_types.h.

BJ] MediaDeviceSalts mictuth comni (B ceHci kpuntorpadii) ans IesKux cauTiB, sKi
peai3yloTh TOJIOCOBE BBEACHHA. MicTUTh OJHY 3Hauymry Tabnuiro media device salts. B
Hiit storage key — URL, salt — cosnp, creation_time — yac CTBOpEHHSI.

bJI Web Data wmictute monan 50 Tabmuib, mMpoTe Maibke BCl BOHU IMYCTI abo
3all0BHEHI HE3HauHOO iH(popMalliero. AHami3 neperniky Ta CTpykTypu Tabnuis BJl, mokasye,
1o ii meToro € 301p iH(popMarllli s aBTo3anoBHeHHs. [IpoTe, Haue6TO poOUThCS 11e HE AyXKe
BJIAJIO, MOKJIMBO IMPHYMHOIO IIBOTO € T€, L0 CHCTEMa OPiEHTOBaHA HA AHIJIICBHKY MOBY.
Hinna iHdopmanist Oyna sokamizoBaHa jume B 4 tabmuugx. Tabmuus keyword MmicTuth
HepeniK MOUIYKOBUX CHCTEM 3arajbHOro NMPH3HAYCHHS Ta Ha JEAKHUX caiTax (Ha KIUTaJIT
Wikipedia). [nmi Tabaumi MiCcTATh BBEJEHI KOpUCTyBaueM I 30epeskeHi B moiis aaHi. [Iporte
LIHHICTh MaIOTh JJAJIEKO HE BCl 3alIUCH. B iHTepHeTI MpUCyTHS OJ(HA JIOTIOBI/Ib, B SIKIl BJAIOCh
MPOrpaMHoO 11eHTU(IKYBAaTH OCOOUCTICTh HAa OCHOBI LIUX JaHuXx [4]. [ificHo, AaHUX JJi IbOTO
JOCTaTHBO, MpoTe 6e3 TexHozorii [T 06pobutu ne cknaaHo.

Bl Login Data wmictute 30epekeHi JIOTIHH, NApoji W TEBHY CTaTHCTHYHY
iHpopmanito. CtpykTypHa cxema b/l nmoka3ana Ha puc. 5.
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url varchar NN form_signature integer NN parent_id & intege id 2

username varcharNN field_signaturs er NN Insecurity_type teger NN origin_url &

status integer NN field_type integer NN create_time integer NN action_url
alert_state NN create_time integer NN is_muted integer NN

last_checke: NN

< &2

sanitized_username

password_notes
alert_seen rtege:
intege:

id o integer

password_value

last_seen_time submit_element

parent_id & intege:
alim &

key warchar NN

value lob
blacklisted_by_user integer NN
date_created rteger NN
scheme int=ger NN
confidential
password_type
logins_edge_extended

id 2@ integer

password_category integer NN

generation_upload_status intage
sync_model_metadata possible_username_pairs T
id 2 integer date_last_used integer NN

model_metadata varchar NN

ger NN

sender_email

sync_entities_metadata

= sender_name
storage key 2 integer

etadata varchar NN
teger NN

date_last_filledl rteger NN

Puc. 5. Cxema tabimnup B/ Login Data

KitouoBoro tabmunero Tyt € logins. Llst Tabmuns GpakTHuHO MICTHTH iH(OpMAIIiIO K
aBTOpU3yBaTUCh B (popmi aBTopum3amii neBHoro caiity. Ilome origin url — e BeGaapeca
cTopiHk: 3 (GOpMOIO UII BXOAY, a action url — me BeGampeca, Ha sKy [ Gopma BKa3ye.
username_element — me im's HTML-aiementa s jtoriny i username value — #oro
3HaueHHs. password element — im'ss HTML-enemenTa ans mapomto i password value — 1e
3amupoBaHuid mapoib (mpo mudpanuo Oyne onucaHo HUxue). submit element — HTML-
inmeHTudikaTop KHONKW Ui BimnpasieHHs ¢opmu. Ilome scheme mictuth O (opmu:

0 - 3Buuaiina, 1 — mpocra Ttomo (muB. ENUM Scheme - PasswordForm
chromium\components\download\public\common\download_interrupt_reason_values.h).
[Tone password type Bkasye Ha Tun mnapons: 0 — 3BuuaiiHuil, 1 — 3reHepoBaHuil,

imnoproBanuit (quB. ENUM Type). Ilone times used MiCTUTh KUIBKICTh BXOJIB. [HIIN mOjs
HE MarOTh BEJIIMKOTO CEHCY, OUTBIIICTh 3 HUX 3aBxkau mycta. Tabmuis logins_edge extended
MICTUTh JOJATKOBY 1H(QOpMAaIlilo, sika BUKOpUCTOBYeThes nuiie B Edge. Ilone source MicTuth
mxepeno 30epexenns (0 — 6paysep, 1 — immopt, cunxponizauisi) Ilone strength alert status
BKazye Ha Te, o mapoib cinabkuii. [lome password category kmacudikye mapoib Ha 4
KaTeropii:

1 - xopmopartuBHuWil akayHT, 2 — Microsoft Account, 3 — Windows Hello / PIN,
3aCcTOCYHOK/po3mupeHHs. Google 3acTocoBye clelialibHi cepBiCH s MEPEeBIpKU HAAIHHOCTI
napoJiB, MapoJii AKl 3HAXOJAThCS B CJIOBHMKAaxX MapoiiB 4M BioMO, 10 Oyiu BKpaJeHi
BKa3YIOThCs K HeHaailHil. Tabnuus breached micTuTh iHpOpMALiIO 0 3HANHAEHUX BUKPAJAECHUX
napossix (interpanis 3 Password Monitor / Have I Been Pwned). ITone url — e agpeca caiita
y sikoro 0yB BKpajeHuil napois. [lone username micTuTh iM'a KopuctyBaua [lone status mae
Tpu ctanu: 0 — He mepeBipeHo, 1 — mepeBipeHo ¥ maposib He B HeOe3Ieli, 2 — mepeBipeHo i
napons B HeOesmeni. [lome alert state MICTHTH CTaH TOBiZIOMIJIEHHS MpO HeOE3MeKy
(moka3zano/He nokasano). [lone last checked time micTuth yac ocranHboi nepeBipku. [lone
hashed password mictuTh xem naposto ais 3Bipku. Tabmurs insecure credentials MicTHUTB
BIJIOMOCTI Tpo ciabKicTh mapodiB (cimabki, MOBTOPHO BUKOpHWCTaHi, BKpazeHi). I[lome
insecurity type Bka3zye Ha Ttun Hebesmeku: 0 — moxumenuit (Leaked), 1 — cmabkwuii,
2 — TIOBTOpHE BHWIKOPHCTaHHS, 3 — KoMmmpomerarisi udepe3 ¢immar. Tabmmus field info
30epirae MeTaznaHi mpo nosis (GopM A aBTO3aNOBHEHHS, HE MICTUTh KOPUCHOI 1H(pOopMaIlii.
Tabmung password notes npuszHayeHa AJisi 30€piraHHs 3ayBa)keHb /10 MapoiiB. Taka QyHKIIis
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nependaueHa B API Chromium, ane He mepenbaveHa B rpadiuHoMy iHTepdeiici Opaysepa.
Hapa3i Tabnuis He 3amOBHIOETHCS W M0 Ma€ MICTUTH 3aMiTKa — HE MOBHICTIO BH3HAYEHO.
Tabmuus stats MICTUTh CTaTUCTUKY BiZIMOBH BiJl BAKOPHCTAaHHS aBTo3amoBHeHHs. [lone — 11e
JIOMeH, username value — norin, dismissal count — CKiJIbKHM pa3iB aBTO3aMIOBHEHHS BiIXUJICHO
1 update time — wyac oOCTaHHBOrO BiAXWICHHA. Tabmuii sync entities metadata i
sync_model metadata MicTITh cay)KOOBY iH(MOpMAIlI0 TIPO CHHXPOHIZAIIID IMAPOJIIB MK
HNPUCTPOSIMH KOPUCTYBaya.

BbJI Login Data For Account 3a cTtpykTyporo imeHtnuHa Login Data. AKTHByeThCS
SKIIO BMHKAETHCS CHUHXPOHI3alis MDK TPUCTposMHU Ha 0asi akayHta Microsoft. B
HNPOTUJICKHOMY BUIIAKY ITyCTa.

B/l Visited Links mpusHauena mns 30epiranns xemoBanux URL. baza mpusnauena
JUISL TIPUCKOPEHHS TONIYKY BIABIIAHUX CAaWTIB (HAmpUKIaj, IS 3MIHH BJIACTUBOCTEH
NOCWJIaHb Ha BXE BiABiaHI BeOCalTH, HANpHKIan Koibopy). llpore, B HIA MaroTh
30epiratuck He uymcti URL, a ix Xxem 3a KaHOHI30BaHMMH (TOOTO TPUBEACHUMH IO
cTangapTHoi (opmu, sika Ha3uBaeTbesl B Opaysepi canonical) URL. Buxinuuii kon ¢yHKmin
TSt XeIITyBaHHS Ta MOIITYKY 3HAXOIUTHCS B visitedlink_writer
chromium\components\visitedlink\browser\  visitedlink_writer.cc, mnpore BiH CHIBHO
po30uTHii 1O (YHKUISIM, TOMY CKJIaJHO BIITBOPUTH TOYHO JIOTIKY. 3 OIHUCY MOXHa
3pO3YyMITH, IO 3aCTOCOBYETHCS METOJ| BIAKPUTOI aapecarii abo 3aKpUTOTO XEHIyBaHHS — 1€
METOJ BUPILIEHHS KOMi3ild y Xem-tadnuisx. [Ipu mpoMy MeToi XeuI-Komi3isi BUPIIIYETHCS
NUITXOM 30HIYBaHHS, a00 mepebopy ambTEpPHATUBHUX MICIh Y MacuBi (TIOCIIIOBHICTh
30HAYBaHHs), TMOKU He Oyne 3HalWIeHO IIbOBUU 3amuc, abo He Oyae 3HaiineHo
HEBUKOPUCTAHUI CIIOT MAacHBY, IO BKa3ye Ha BiJICYTHICTh TAKOTO Kito4Ya B TaOmuii. Takuii
METOJI Mae 0OMEKEHHSI Ha po3Mip, TOMY, MOXJIMBO, BiH OyB 3aMiHEHH 3 MONIYKY B XEUIOBIH
TaONMUIl Ha AMCKY HAa aJlbTEPHATUBHUM, SKUH pOOMTHCA B omepaTtuBHid mam'sti. Taka
peaizalis TeX MPUCYTHS B IPOrpaMHOMY KOJi. [Hakie, cy1s4u 1o Koay, sKIIo € npobiemMu
3 (ailytom xenry i BiH 3acTapiB, Opay3ep Mae MOro BUIAIUTH ¥ CTBOPHUTU 3HOBY. AJie e HE
poOuthcs. Anamiz (aiimy moka3ye, 10 BiH 3aCTOCOBYE 4-0aiiToBuil xemnl. biibiIicTh 3 XemriB
HYJIbOBI, 1110 MOSICHIOETHCSI THM, 1110 3aCTOCOBYETHCS AJITOPUTM JIIHIMHOTO 30HyBaHH (linear
probing). ToOTo Opay3ep Bumiise micue Juisi 30epiraHHs BENIUKOrOo MacuBy mo 4 Oaltu i
xemye URL, 3acTocoByroun pemty BiA AUIEHHS Ha po3Mip Iboro macuBy. Hampukman st
256x6 3amuciB : hash(url) % 256000. OTpumane 3HaueHHS — i€ 1HAEKC, KyIu Tpeba 3amnucatu
4-GaiiToBuii xeml. SIKIo KoMipka mycra (HyJapoBa), Opay3ep 3amucye Tyau Xeml. SKImo Hi —
IIyKa€e HACTYIHY BUIbHY KOMipKy. B Oynb-sikomy Bunajaky 1ei Qaiin € BTOpUMHHUM # 5K
BUXOJUTh 3 onucy Oynayerbes 3 b/l History. B parionanbHuii yac He BIajoCh peani3yBaTH
TaKWi aNTOpPUTM Tak, 10 MpaloBas 3 6a30r0 Chromium — cxoxe TaM crienudiyHa peanizaiis
neskux (QyHKIIH, He Taka sk B 0i6mioTexax Python. IlpoTe cama ines 3acTocyBaHHS TaKoro
QITOPUTMY J0BOJII MpoAykTuBHA. Ockinbku AaHi mpo neBHuil URL 3HaxoasThCs HE TIABKU B
History, a MOXyTh 3HaXOIUTUCH (YU HE 3HAXOJUTHUCH) B IHIIMX (aiiax, TO 3aCTOCYBaHHS
TAKOTO AJITOPUTMY MOXKE JiHCHO MiABUIMMTH IIBUJKICTh MOIIYKY IHPU 3acTOCYBaHHI
LIUKJITYHOI 00pOOKH, KOJIM BCl Xellll OyAyTh 3aBaHTAXEH1 B IaM'ATh.

Hactymni BJ1 BrowsingTopicsSiteData, DashTrackerDatabase,
ExtensionActivityEdge, ExtensionActivityComp, Extension Cookies, InterestGroups,
PrivateAggregation, ServerCertificate, Shared-Storage He micTsaTh 1ikaBoi iH(popMarrii.

JSON ¢aiin preferences y mpodim Opayzepa Edge € meHTpambHUM CXOBHIEM
HaJIalITyBaHb KOPUCTYBaya Ta CTaHy Opay3epa. BiH MiCTHTh Sk Ti100alibHi MapaMeTpu, Tak 1
cenudiuai maHl a1 okpemMux caiTiB. OcCHOBHa MeTa IbOTO (hailmy — 3a0e3nmeuuTH
BIJTHOBJICHHSI CEPEJIOBHUIIA KOpHCTyBaua IICJs Iepe3anycky Opay3epa Ta CHHXPOHI3aIlilo
TIOBEIIHKM MiX pi3HHMH nipuctposiMu. CTpyKTypa (ailry mokazaHna Ha puc. 6.

VY daiini MoXHA BUAUIMTH KUTbKa KJIIOYOBUX Ipyn naHux. llo-mepire, me 3arajibHi
HaJalITyBaHHs 1HTepdelicy Ta MOBEAIHKM (B TOMY YHCIl €KCIIEpUMEHTalbHI ¥ He
3aJJOKyMEHTOBaHi): MoBa iHTepdeiicy, Tema o¢GOpMIIEHHS, CTapToBa CTOpiHKa, HaOip
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3aKpIIUICHUX BKJIQJOK, IapaMeTpH aBTO3aloOBHEHHA (OPM 1 TMOIIYKOBI CHCTEMH 32
3amoBuyBaHHsM. [lo-apyre, y Preferences 30epiraioTbcsi naHi Mpo OOJIKOBI 3al¥CH:
iH(pOopMaIlist PO CHHXPOHI3aLi0 3 akayHTOM Microsoft, 103B0JIM HAa BUKOPHCTAaHHS MapOJIiB,
icropii Ta 3aknamok. TyT ke (IKCYIOThCS MapaMeTpd AOCTYNYy J0 XMapHHUX CEpBICIB 1
ciry)k00BUX TOKEHiB. Tpetiii 010k — crerudivni 1 BeOcalTiB HanamTyBaHHs. J[1s1 KO)KHOTO
JOMEHY Opay3ep Bele OKpeMi 3amucH, M0 BKIIOYAIOTH JO03BOJHM (IOCTYN 10 KaMepH,
MiKpOo(OHa, T€OJIOKAIlii, CIOBIIIEHB), & TAKOXK IMOKA3HUKHU B3a€MO/Iii KOPUCTYyBaya i3 CAliTOM.

MoBa iHTepdency

Tema / ochbopmneHHn

JNomaluHa cTopiHka
cTapToBi BKknagku

Mowykosi cucTemmn

ABTO3anoBHEHHA chbopm ]

I

BaraneHi HanawTysaHHA

HacTtpoiku nepeknanadya i
MOBHI NpedbepeHuii/cTaTncTika

AkayHT Microsoft

O6nikosi 3anucu CTaH CUHXpOoHi3auil ]

TokeHwn poctyny"”

Hossonwu (kamepa, y

mikpodpoH, reocnokaudis)

visits
mediaPlaybacks

lastMediaPlaybackTime ]

“ hasHighScore
HacTpoikn macwrabysaHHA J
[ HasBHi neunsa
Yacosi MiTkn
[ MNoniTMkK neuus
. BuHAaTkKM JS, pop-up
[ Ceprtudikatin

KopnopatueHi nonitmkm J

Engagement-meTpuku

MapameTpn okpemux
seGcanTie

Preferences (JSON)

Beaneka Ta
KOHpIASHLIMHICTE

CTaH yBiMKHEHHS /
BUMKHEHHS

HanawryBaHHusa
posWMpeHs

PoswwnperHn Ta moayni

ExkcnepuMeHTansHi npanopui ]

CnyxGoBi napameTpy Kew WBWOKoro 3anycky I

BryTpiwHI cnyxbosi aaxi I

Puc. 6. Cxema JSON dcaitny preferences

Hanpuknan, KinmeKicTh BiABiAYBaHb, (DakTH BIATBOPEHHS MeJia, 4Yac OCTaHHBOI
aktuBHOCTI. i nani BUKOpUCTOBYIOThCS cucTeMmoro Site Engagement /uist BU3HauUeHHS piBHS
JIOBIpH 10 pecypcy Ta MpiOpUTETHOCTI Horo mokaszy. YerBepTuit 6JI0K — CUCTEMHI TapaMeTpH
Oesnexku Ta KoH(iAeHIIHHOCTI. TyT 30epiraroThcst BiIOMOCTI MPO 3a0JI0KOBaH1 a00 J03BOJICHI
KyKH, TOJIITUKM BIJACTEXKEHHS, BHUHATKM Ui JavaScript 4M CIUIMBalOYMX BIKOH. Takox
¢bikcyroThCs AaHl Npo cepTUu(iKaTH, MOJITUKH KOPHIOPATUBHOTO KEpyBaHHS Ta pe3yibTaTu
MEePeBipOK OE3MEKH.

JIJ1 KpUMIHATICTUYHOTO aHai3y HalOUIbII IIIKaBUM TPETii OJIOK.

B 6paysepax Ha 6a3i miaardpopmu Chromium 3actocoByetbes Site Engagement Service
JUISL OLIIHKU PIBHS 3allIKaBJIEHOCTI KOPUCTYBauiB B JaHUX KOHKpeTHoro origin. Origin — 1e
tepmid Chromium, To6T0 mpoTOKOI+CcyooMeH+1oMeH+TopT. CyOJ0MEH B NeSKUX BUTAAKaX
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Opay3ep 3MiHIOE Ha Macky [*.] , TOOTO origin BIZHOCHUTBCS 1O BCiXx cyOmomewniB. [lopT
BIJIHOCUTBCS /10 HEOOOB'I3K0BO1 1H(OpMaIlii, B IEIKMX BUMAAKAX TOCTATHIN TIJIBKHA MPOTOKOJ.
Koxxen BeOcallT B 1iil cucTeMi Mae CBiif Oan, SKUW 3MIHIOETHCS B 4aci 3a HAOOPOM TNEBHUX
npaBui. ban — aucio 3 maBydoro Toukoro Bijx 0 10 100. AKTHBHICTE KOpUCTYyBaya 301JIbIIYE
0an, aje € MaKCUMyM NIPUPOCTY Ha JEHb, 100 YHHUKHYTH «HAaKpy4dyBaHHS». SIKIIO CalT HE
BIIBIIYIOTh, 0ajl TIOCTYIIOBO 3MEHIIYETHCA 3 dYacoM. He CHHXPOHI3YEThCS: OIIHKH
30epiraroThCsl JIOKAIbHO Ha MPUCTPOI, HE mepeaarTbes Mk npodimsamu. Kpim engagement
iH(opMaIio o0 origin MICTATh: app banner — caiiTu, siki BukopuctoByBainu API Google
JUis Tokasy OadepiB; automatic_downloads — caiitu, sKiM [103BOJICHO BHIaBaTH Ha
3aBaHTaKEHHS Oinpiie HiXK omuH (aiia; client_hints — ¢ikcaris caiTiB, sKi 3aUTyBaId
CreniajbHi JJaHi mpo MPHCTPii Ta omepaliifHy cucTeMmy KopucryBayda. KpiM TOro, MOXYTh
NpeJCTaBIsATH IIEBHY IiKaBicTh MOBHI BIOm0OaHHS KopHcTyBada language usage count —
KUIBKICTh TEPErNIIHYTHX CTOPIHOK TeBHOK MoBow; language dwell_time_average —
KUIBKICTh 4Yacy (B BIZHOCHMX HEHOPMOBAHHUX OJUHUIIIX CXOXE), MPOBEICHOTO HA CTOPIHKAX
MIEBHOIO MOBOIO (YOMYCh BUKOPUCTOBYIOThCS He ISO 639-1, Hanpukiaz € craTUCTHKA 0 uk i
M0 ua, CXOXe 0 Opay3ep CIUpAaeTbCd HAa METaTerd, sAKi He 3aBXKIW HAIaloTh BIpHY
iHpopMaliro nmpo MoOBYy cTopinku); language_model_counters — kinbKicTh CaiiTiB M0 MOBaM,
Kl BU3HA4YMB Opay3ep 3a JIOMOMOTOI0 HelpoMmepexkeBoi mojeni. B mpoMy Bumaaky MoB
ICTOTHO MEHIIle, HDK B TmomnepeaHbomy myHKTi; language translated_count — xijbKicTh
MEepeKIaIEHUX CTOPIHOK 3 PI3HUX MOB.

JSON ¢aitn Bookmarks mictute iHbopmamio mpo BuOpaHi BeOCaliTH KOpHCTyBaua
(na3Ba 3amnucy, url Toio) i iHpopMallig PO CTaH CUHXPOHI3allii.

Hacrtymai JSON ¢aiinmu He wmicTsath BaxkiauBoi iHpopmamii: JSON ¢aiin Secure
Preferences MicTuTh iCTOTHY KiJIBKICTh MAapaMeTpiB, YaCTHHA 3 HUX 3aKOJ0BaHa. BiIbIIiCTh -
e posmuperHHs Big Microsoft (Hampukiam, OISl TIOJOBUHY MPUCBSYCHA POSMIUPCHHIM IS
YUTAHHA TOJOCOM PI3HUMH MOBaMH, MPH YOMY Ui ACSKUX MOB € JIeKiJIbKa BapiaHTiB
rojocy). Kpim Toro, Tyr 30epiraloTh HACTPOWKH Jesiki posmupeHHs. JSON  daiin
PrefferedAps cxoske, 1110 CTBOpeHHIT Ha MalOyTHE. 3apa3 HE MICTHUTh HIYOro KpiM OJHOTO
6e3cencoBoro 3anucy. JSON daitn HubAppS MicTuth AonoMiKHY 1H(pOpMaIiro s yaT-60Ta
Copilot. JSON ¢aiin BrowsingTopicsState Mae MiCTHTB JOIOMDKHY 1H(pOpPMAILLitO, e HiY0ro
KpIM HYJIbOBOi CTATUCTUKH HE MICTUTb.

3yNMHMMOCH 1€ Ha NUTaHHI: SKAM YWHOM KOPUCTYBad MOXKE 'CXOBaTHCh" BIH
3aHECEHHs CBO€i aKTUBHOCTI B Yyci mepenideHi ¢ainu? Bcei Opaysepu Ha minatdopMi
Chromium MarOTh PeXUM 1HKOTHITO (IPUBAaTHUM pexuM). B 1iboMy pexuMi BiAKpUBAETHCA
BIKHO 3 YMCTUM NpodiieM i micis ioro 3akpuTTs Bes iHPopMallis Mae BTpadyaTtuch. OCHOBHI
BIIMIHHOCTI MDK 3BHYaHUM PEXHMMOM I PEXUMOM IHKOTHITO pO3IJIsiHYTI B [5-7]. IcTopis,
MapoJii, BBEJICHI JaHl TOIIO 30epiratoThCs JIMIIE B ONEPATHBHINA MaM’sATi. Y IiIoMy, Opay3ep
nificHo He Oyzae ¢ikcyBaTH aKTHBHICTh KOPHUCTYBada IMOKH BiH HPAIIO€ B IIbOMY PEXHMI U
OTpUMaTH 1HQOpPMAIII0 MPO HOro aKTUBHICTh 3 MPOQLI0 Oyde HE MOMXIHBO, OCKUIBKU
(akTUYHO KOPUCTYBau MpalLlOBaB B IHIIOMY, THUM4acoBoMmy mpodiai. baratopiuni
JOCTIPKEHHS (PIKCYIOTh, 110 PIBEHb 3aXUIIEHOCTI pekuMy aHoHIMHOCTI B Chromium Buie,
HDK y Opay3epiB mNoOIepefHiX TOKOJiHb # 3aiiBa iHQopmauis He 30epiraerbes. Lle
MiATBEP/UKYETHCS, HANPHUKIAT, B JOCTDKEHHI [8], B SKOMYy 3aCTOCOBYBAJIM TEXHOJIOTIIO
BIpTyaJIbHUX MAILIMH JUIsl TOPIBHSAHHS 00pa3iB A0 Ta Miclis BiJABIAyBaHHS NEpetiky caitis B 30
Opay3epax i OinbIin. Bimbmn cBike pempe3eHTaTUBHE JOCITIDKEHHS [9] TakoX MiATBEPIKYE,
1110 piBeHb AHOHIMHOCTI OCHOBHHX Opay3epiB BiJIIIOBI/IA€ 3asIBICHOMY.

[Ipote, 3BicHO, MpUBaTHHUI pexkuM cam 1o cobi 6e3 VPN Ta cX0XuX TEXHOJOTIH He
3a0e3mneuye JOCTaTHIA piBeHb aHOHIMHOCTI. Yac TocTymy 10 calfTiB Ta iX JOMEHHE iM’sI MOXe
30epiratuchk y npoBaiiziepa B xypHaii DNS-cepepy um B xypHaini iHmmx DNS-cepsepis.
Bpaysep He 3MiHIO€ cBOtO ineHTHdiKami0: User-agent, 4acoBy 30HYy, [P anpecy (i BHyTpilIHIO
anpeca B NAT). Tomy 3 BeOcaiiTy, SKIIO BEAYThCA HAICKHI KypHAIH, MOXKHA
11eHTU(IKYyBaTH KOPUCTYBaya.
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3acTocyBaHHs 3arajibHMX IHCTPYMEHTIB KPHMiHAJTICTHYHOIO aHAJI3y i aHAJI3 JaMIIB.
Micuie BCTaHOBJIEHHSI OCHOBHUX KOMIIOHEHTIB Opay3epa 3a 3aMOBUYYBAaHHSM 3BE/IEHO B TaOIl.

3.

Taoauus 3.
MicIiie BCTaHOBIIGHHSI OCHOBHUX KOMITOHEHTIB Opay3epa Edge B OC Windows
Komnonent Hlnax
OcHoOBHa nporpaMa C:\Program  Files  (x86)\Microsoft\Edge\Application|Mictute  msedge.exe,
6i0mioTeKH, pecypcu
Update Engine C:\Program Files (x86)\Microsoft\EdgeUpdate|Ciry>x6a oHoBieHHs Gpay3zepa

User Data (mipociss) %LOCALAPPDATA%\Microsoft\Edge\User Data|Tyt 36epiratorscst Bci mpodii,
ICTOPIsI, KyKH, JOTiHA

Kem %LOCALAPPDATA%\Microsoft\Edge\User  Data\Default\Cache|Chromium-xerr,
IndexedDB, Media Cache
Posmmmpenns %LOCALAPPDATA%\Microsoft\Edge\User Data\Default\Extensions\

YcTaHOBIEH] pO3MUPEHHS

[Tonpu Te, 1110 BUKOHABYMH (haiii BCTAHOBIIOETHCS B KaTajor i 32-0iTHUX mporpam,
e He 00OB'sI3KOBO O3Hadvae, mo msedge Oyne came 32-0itHuM. 3BmuaiiHo B 64-0iTHiin OC
BCTaHOBIIOEThCA 64-0iTHUil Edge Ta iHIII CymyTHI KOMIIOHEHTH, MPOTE 3 BUKOPUCTAHHSIM
KOPITIOPATHBHOTO 1HCTAIATOPA MOKHA 3pOOUTH Pi3HI BUOOPH.

dopmanbHO HE3aJIeKHUMHU KOMIOHeHTamMH Bif Edge, Xoua BOHM BCTaHOBIIOIOTHCS i
OHOBIIIOIOTHCA pazoM, € WebView2, widgets Ta xsocial. WebView2 — ne mopraTiuBHa Bepcis
Edge, saxa npusHaueHa /7151 BAKOHAHHS B pOrpaMax sk JBUTYH rpadiynoro intepdeiicy. [umri
JIBl TporpamMu — 1ie HOBHHHU 3 caiiTy MSN Tta mns kopuctyBadiB XBox. OOuzaBi mporpamu
BUMararoTh 3actocyBaHHs WebView?2.

64-6itHmii Edge 3acrocoBye HactymHi kimoui peectpy — rinobansai (HKLM), sxi
BU3HAYAIOTh IOJITHKH, BEPCil0, IMapaMeTpy OHOBJIEHHS, 103BoiM Ta KopuctyBada (HKCU),
K1 30epiraroTh HANAITYBAaHHS KOPUCTYBadya, CHHXPOHI3aIliI0, I03BOJIH, CTaH MPOQLIIO.

[Iporpamui intepdeiicu Windows nis Bzaemonii 3 Edge npuBeneni B Tab. 4.

Taoauus 4.
ITporpamni inTepdeiici OC Windows ans B3aemonii 3 Edge
API / InTepdeiic IIpusHayeHHs
WInINET / WinHTTP Edge Bukopucropye WinHTTP juist cucTeMHHX 3aIUTiB
ShellExecute / COM 3amyck Opay3epa yepe3 msedge.exe 3 mapamerpamu
Group Policy (ADMX) Kepysanust nonitukamu uepe3 GPO
WebView2 Runtime Boynosysanus Edge sk TBMKKa peHIEPUHTY B 3aCTOCYHKH
DPAPI MudpyBanas mapomie y Login Data. [dns posmmdpyBaHHS TapoiiB
nmotpibeH SID xopucTyBada Ta Kirodi 3 Protect B peectpi
Windows Search / Jump Lists | InTerpariis 3 mourykom, icTopi€ro 3amycky

PeanizoBani API ontumizosani nig OC Windows, 1110 poOUTE B3a€MOJIII0 Ta aIMIHICTPyBaHHS
nig miero OC 3pydHilInM HIXK, Hanpukial, 3 Google Chrome.
[HCTpyMEHTH 3araqbHOTO MPU3HAYEHHS 3BEJIEMO /10 Tabl. 5.

Tabauus 5.
IHCTp}/'MCHTI/I 3araJibHOro Npru3Ha4u4CHHs, l'IpI/IJIaTHi JJIA 3aaa4 KpHMiHaﬂiCTI/IqHOFO aHaJ'Ii3y
Ne Hazga 113 IIpuzHayeHHs Caiir

1 AccessData CrBopeHHsT 00pa3iB TUCKIB W maM'aTi ISl X MOJAIBIIOTO | exterro.com
FTK Imager | kpuMiHaJiCTHYHOTO aHAJI3y

2 | Volatility IHcTpyMeHT st aHamisy oOpasiB ImuckiB i mam'sti, Qaiimy | github.com/
migkadyBaHHs, ribepHarii, immmx mammie 3 Benmkoro | volatilityfoundation/
KIJIBKICTIO IJIAriHIB [JIs1 BAKOHAHHS BCiX OCHOBHHUX 3a7a4 volatility
3 | DB Browser | 3pyunwuii rpadiunuii inTepdeiic moctymy mo 6a3 manux SqLite | sqlitebrowser.org
for SQL.ite 3 MOJKJIMBICTIO BUKOHYBATH JOBUTbHI KOMaHIN
4 | Janice Iporpama s mepernsay 3micty JSON ¢aitnie sk gepes, | github.com/Janice

ONTHMIi30BaHa JyIsi poO0TH 3 (aililaMy BETUKOTO PO3MIpy
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5 ImHex BaratodyHkiioHansHa mporpama i meperisigy Oinapuux | github.com/
¢aiiniB (s IndexedDB) WerWolv/ImHex
6 | DCode Iporpama a1 nekomyBaHHs pi3HHX (GopM 3amucy aatu/dacy | www.digital-

noxiit (miaTpuMyroThes ocobmuBi  opmaTtu  30epiranus | detective.net/dcode/
Chromium), MO>Xe 3aCTOCOBYBaTHCh JI0 poOOTH 3 OiHApPHHUMHU
(hatimamu

7 | CyberChef BebGincTpyMeHT [uist IeKOAyBaHHs, AeindpyBanus, mapcunary | gchq.github.io/
3acTocoByeThCs I IekoayBanHs protobuf, base64, hex, gzip | CyberChef
— BOHHM YaCTO 3yCTPIdalOThCs B Opay3epHUX apTedaxTax

8 | ShellBags Jlo3BOIISIE IOBIYHO TATBEPANTH JOCTYII 10 Tipodimio Gpaysepa | tzworks.com
Explorer a00 HOro KOIKOBaHHS

9 Registry Ilepermsinm  peectpy  Windows 3 KpUMIHATICTHYHUMH
Explorer (hyHKIISIMA Moxe BHABHTH HaJAIITyBaHHA Opaysepa,

TIOJITHKH, CIIIIH 3aITycKy ericzimmerman.github.io

VYsaBumo, 110 3po0JICHO JaMIl aKTHBHOI orepalliiiHoi cuctemu 3 Opay3epom Edge 3a
noromoroto FTK Imager. SIk orpumaru notpiOHi naHi? MokHa OJUBUTHCEH B 0a3y JaHHX B
nam'sTi. OnepariiiHa cuctema s €(EKTUBHOCTI BHUKOPHUCTOBYE MEXaHI3M KEIIyBaHHS
dainiB y nam'sti. Lle o3nauae, mo xonu Chrome uutae daitn History 3 gucka, BMICT LIbOTO
dairy 30epiraeTscst B onepatuBHii nam'saTi (y kemri ¢aittoBoi cucremn). I1in yac HacTynmHUX
3BepHEHb N0 ¢ailly cucremMa MoOXe AyXe IIBUAKO 3uyuTaTd AaHi npsmo 3 O3Il, He
3BEpTAIOUMCh 10 MOBUIbHOrO aucka. Kpim Toro, cam mpomec msedge.exe Oyme 30epiratu
yactunu i€l b/ y cBoill BnacHil mam'sTi (Kyd4i Ipolecy), OCKIIbKY BiH MPAIIOE 3 JaHUMH 3
dairy. B mam'sti Oyme 3HaXxoauTwch HE 000B's3k0BO Bes bJI, ame il 3Hauna i dvacrto
aKTyajbHa YaCTHHA.

Komu ctBoproerscst mamm nam'ati (Hanpukiazg 3a ponomoroto FTK Imager, Belkasoft
Live RAM Capturer un Dumplt), BukoHyeTbcsi HacTymHe. CTBOPIOETHCS 3HIMOK YCi€l
OTIepaTUBHOI MaM'sITi HA JTaHUI MOMEHT 4acy, IO BKIoYae. JlaHi BCIX 3amylieHuX MpoIeciB
(BUKOHABYMH KO, Kydi, cTeku Tomo). Kemr ¢aitnoBoi cucremu, B SIKOMY SIK pa3 MOXYTh
3HaXOJUTUCh OJOKM (CTOpiHKM) naHuX 3 ¢aitny History i Oararbox IHIIMX HEIaBHO
BUKOpUCTaHUX (aiiiiB. Pi3Hi iHII cTpykTypH AaHux sipa OC.

Posrasinemo 611b11 feTanbHO 3acTocyBanHs Volatility.

ITicng Toro, sk cTBOpeHO JjaamMn (Hampukiaax B (aiia memory.raw) HEOOX1THO
3aCTOCOBYBATH CHellialibHI Iariiu B mpogiai Winl0x64.

Jns Bepcii 2.X moynHaTy Tpeda 3 HaCTYNHUX IJIariHiB
volatility -f memory.raw --profile=Win10x64 pslist
volatility -f memory.raw --profile=Win10x64 dlllist -p
volatility -f memory.raw --profile=Win10x64 cmdline -p
volatility -f memory.raw --profile=Win10x64 netscan
volatility -f memory.raw --profile=Win10x64 chromehistory

Ha mo 3Bepratu yBary? Ilponecu msedge.exe — mepeBipuTH Kinbkicth, PID, uac
3amycky. Bimkputi Bkiagkun — depe3 chromehistory, cmdline, dlllist. MepexeBi 3’enHanHs
— netscan nokaxe akTuBHI TCP/UDP cecii. 3aBantaxeni DLL — MoXyTh BKa3zaTH Ha
posmupeHHs abo mkianusi moayii. Kemosani URL / ictopis — Butsaryerbes 3 O3I1, HaBiTh
AKIIO Tpodiias OyB OUHIIEHUH.

Sx npamroe muaria chromehistory B Bepcii 2.x?7 CkaHye nmam'siTb - IPOXOIUTH IO
BCHOMY JlaMITy MaM'dTi, IIyKa€ CUTHATYPH, CTPYKTYpH, XapakTepHi Juia nporeciB Chrome.
3uaxoauth SQLite B/ — mrykae B mam'siTi pparMeHTH, siki MarOTh CHEI[IAJIbHUX 3aroJIoBOK. 3
OKpeMHuX ()parMeHTiB B MaM'ATi HAMAaraeTbCsl BIIHOBUTHU IIUIICHY CTPYKTYpy Oa3u JaHUX B
naMm'ati. Skmo me BHaeThcs, TO M0 Hel MokHa pobutn SQL-3amutu. [Hm mmarinm 3
npedixcom “chrome” mpamoroTs ananoriuno [10]. B Bepcii 3.x koHmenuis nomyky inma. 11
BukopucroBye miarin Chrome HX [11]. [Tnarin HE ckanye Bcio mam'siTh HaBMaHHS. 3aMicTh
IIbOT'O BiH BUKOPUCTOBYE NMOTYXHUN MexaHi3Mm Volatility 3 mig Ha3Boro yarascan. Yarascan
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JI03BOJISIE LIyKaTH B mam'sTi 3a meBHUMH mabimoHamu (YARA-mpaBuwinamu). ¥V mpomy pasi
TJIariH IIyKae He MPOCTO BUIIAIKOBI /IaHi, a CUTHATYPY 3arojoBka SQLite 6a3u manux (mepiri
Oaiitu (aiimy History). Konu Volatility 3HaX0auTh Takuii 3arojIoBOK, BOHA 3JJaTHA BU3HAYUTH,
Yyu € 1el perioH mam'saTi BimoOpakeHuM (aitiom (memory-mapped file). Omeparriiina
cucTeMa, KOJH TporpaMa 4utae (aiia, Moke BioOpa3suTH HOro BMICT MPSIMO y BipTyalbHY
naM'sate miporecy. Lle edpexTuBHMII MexaHI3M ngoctymy. IlnariH BUTATYe 1el BimoOpakeHHA
daitn ninkom. Ilo cyti, BiH 3HaXOQUTh y mam'sTi TouHy Komito Qainy History 3 amcka (Ha
MOMEHT CTBOPEHHS JIaMIia) i 30epirae Horo y BUIIIsAL (aiiny Ha AUCK JOCIITHUAKA.

[ikaBoro € pobora [12], B siKili 3aIIPONOHOBAaHA METOJIOJIOTISI AJIT OTPUMAHHS JIaHUX 3
Opaysepis Ha miardopmi Chromium.

1. Inentudikanis KiaaciB i CTPYKTYp, AKi MPENCTaBISAIOTH Opay3ep, BKIAAKY, TPYIy
BKJIaNOK, BiaBigany URL-anpecy tormno y BuxigHomy koji mpoekty Chromium.

2. 'enepyBaHHs 00'€KTHOT CTPYKTYPH TaKHX KJIACIB 1 CTPYKTYp Ta CKaHYBaHHS JAaMITy
nam'sTi i1 TIOIIyKy 00'ekTiB Browser sik BiANpaBHUX TOYOK aHAJI3y Mam'siTi 1, BIJIMOBIIHO,
BUSIBJICHHS il KOpucTyBaya Ha ocHOBI Chromium.

3. Hapemrri, BusBuBmM 00'ekT Browser, MoxHa IHTEpHpeTyBaTH 3HAUYIIl MO 1
JNOCTIIUTH BCl JOCTYMHI TiJ00'€KTH, BHKOPHCTOBYIOYHM 3MiHHI-IOKQXYHKH, 3 METOIO
BUJTYYCHHS 3HAYYIIOi 3 TOYKU 30pY KPUMIHATICTUYHOI eKCHepTu3u iH(opmallii, HarnpuKiai,
npo Bigkputi Biianku 1 BigBimani URL-aapecu. Crpomeno igest pobotu [22] momsirae B
TOMY, 0 mporpama MoBorwo C++, ckomminboBaHa Visual C++ Mae meBHY CTPYKTypy: HE
TUIBKH THIM JIaHUX CTaHJIAPTU30BaHI B po3Mipax, aje i CTpyKTypa KJaciB, BIJHOIIEHb MiX
KJ1acaMu, (popMaT MmepeHocy 3a CI0BO 3a JONOMOTO BKa3iBHUKIB TOIIO. TOOTO MU MOKEMO
BIJIPI3HUTH 7€ #Je Kiac, a Je iHIMA KOJA. A 3HAYUTh MU MOXXEMO IIYKaTH CTPYKTYpY, sSKa
MOB'sI3aHa BJIACHE 3 KJIacaMU, SIK BOHU pealli3oBaHi B KOHKpeTHiHM penakuii Chromium. Takum
YUHOM, HEOOXiqHO oOparu BiAmoBimHy meBHoMy Opaysepy (Edge, Chrome Ttomio) Bepciro
Chromium # i CKOMITUTIOBATH B PEXXHUMI 30€peKEHHSI CHMBOJIIB IS BiIJIaro/uKeHH. Maroun
cuMBOJIBbHI pdb (aitnm Mu MoKeMO 3HAWTH B KOJI JlamMIia Miclie, sIKe BiIOBIA€E CTPYKTYpi
noiniB kiaciB. CTpyKTypy LUX KIaciB po3poOHuKHU OpayszepiB Ha ocHOBi Chromium He
3MIHIOIOTb.

Baxxnusi kiacu Ta ix moss B koai Chromium npuBeseHi B Ta0m. 6.

Taéauus 6.
Baxxnusi knacu Ta 1x mois B koai Chromium
Kaac Hoae KomenTap

Browser profile_ Im'st ipoinro um podisib TpUBATHHUIA
tab_strip_model Bkiiajiku i Tpynu BKIAJI0K
session_id_ ID o6'ekta kiacy Browser
bookmark_bar_state Yu noka3yBaTH MaHeIb 3aKJIaI0K
window_has_shown_ Uu BiKHO MOKA3YETHCS
user_title 3aroj0BOK BiKHa

Profilelmpl path_ Hlnsx o AppData

TabStripModel contents_data_ [epernik CTBOPEHNX BKIAJO0K

group_model Jlaui npo rpynu BKIaJI0K

selection_model_

Innexc OCTaHHBLOT
BHKOPHCTAHOT BKJIAJIKU

TabGroup id_ ID rpynu BKJIaJ 0K

visual_data_ [Tapamerpu BiJoOpaskeHHs TPyNHU BKJIAJIOK

tab_count_ KipKicTh BKJIAJOK B TPYIT BKIAJJOK
TabGroupld token_ 16-6aiiToBuii MacuB, SKHH TIpeICTaBIISIE

yHiKanpHUHA [D

TabGroupVisualData title_ 3aroJI0BOK Ipyny BKJIQJIOK

color_ Kodip rpynu BKJIaIoK
NavigationControllerimpl entries_ [epenik BixBigannx URL
NavigationEntrylmpl frame_tree_ [Jani, nos's3ani 3 HTTP 3amurom

unique_id_ ID 3anmcy

title_

3arosoBOK Bi/IBiTaHOi BEOCTOPIHKH
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favicon_

Indopmanis mpo iKOHKY caiiTa

ssl

nani SSL (ceprudikat Tomo)

use_r_typed_url_

URL, 1110 IOKa3y€ThCS B aIPECHOMY PAJIKY

timestamp_

Yac BinBigysauss (Chrome Epoch)

http_status_code

Kox HTTP Binnosizai

CTpyKTYpHO i€epapXiro KJIaciB MPeICTaBUMO HA pHC. /.
Knacu BigHocaTbecA fo

Browser B) bBpaysep
group model @ rpynasknagok
[ TabStripModel ]—-[ TabGroupModel ]—-[ std: :map TabGroupId ] B
il i Knapka
£ (b) TabGroup TabGroupVisualData ] ) Biasiaanmii URL |
contents_data contents primary frame tree navigator controller
std::vector Tab WebContents FrameTree Navigator NavigationControllerImpl ]
entries l frame_tree_—frame_entry url
[ std: :vector }—-[ NavigationEntryImpl }——»[ FrameNavigationEntry } GURL

referrer url

redirect_chain
std::vector

user_typed url_
GURL

favicon url

FaviconStatus }—'[ GURL ]

ssl certificate
—v[ SSLStatus }-—-[ X5@9Certificates
timestam

Puc. 7. Iepapxist Ki10o4oBHX KiaciB (agamnroBaHo 3 [22])

GURL

subject

CertPrincipal

issuer

CertPrincipal

ABTOpHM TMOKa3alu, L0 3aCTOCYBAHHS AalrOPUTMY J03BOJISE BHU3HAUUTH 1CTOPIIO
BiJIBilyBaHb 32 KO’KHOIO BKJIAJIKOIO BikHA. [Ipy oMy HE Ba)KJIMBO, 11€ TPUBATHUH MPOPiIE un
3BMYaiiHui. Jly1g 3acTOCyBaHHS MiAXOAY JOCTaTHHO 3pPOOMTH JaMI AaKTHBHOTO IPOLECY
msedge (uepe3 aucrieryep 3agad 4yu nporpamy procdump) 6e3 HOro 3ynmuHKUA W MPOBECTH
nomyk 3a anroputmom. @aiin gammna BikHa Edge 3Buuaiino He menmte 0.5 I'0 it 6inbire 2 I'0
AKIIO poOuTH MOBHMM 3a gomnomororo procdump. [lpuknan 3HalieHOI YacTUHU, sIKA MOXKE
OyTH 3aroJOBKOM BKJIaJIKM B pexumi Private nokasanuii Ha puc. 8.

4D1808ED: 38 8C 6 8.00Q

4D1808F0:

4D180900:

4D180910: 65

4D180920: 72

4D180930: 20

4D180940 : 69

4D180950 : 76 t Edge Developer

4D180960 : 61 documentation |
74 Microsoft Learn
66 : Microsoft Edge
74 [65]29 (InPrivatfe])

bool Invalid
ASCII Character ‘e'
wchar_t
charlé_t
char32_t ?
UTF-8 code point 'e' (U+0Ox00
String "e"

Wide String L"\xE2\xAS5\
Stringlé u"\xE2\xAS5\
String32 U"Invalid"
time32_t 10.05.
timeb4_t Invalid

DOS Date 5/11/2000

Micr
osoft Edge 142 w
eb platform rele
ase notes (Oct.
2025) - Microsof

Sun,
A

Puc. 8. Houny B penakTopi InPrivate TexcroBoro psaky B ¢popmari UTF-8

Takum 4yMHOM, 3arajbHi IHCTPYMEHTH MOTEHIIIHO JT03BOJSIOTH OlIbIIE HIK MOXKHA
otpumaru 3 6a3 manux npodins. [Ipote e Habarato ckimamguime. [IeBHUI ceHC BOHU MalOTh
JMIIE KOJMM HasBHUM Jamm, ane He cami 06a3u mpodins abo komu morpiOHO 3ibpatu
1H(opMaIiro 3 JamMIy 3amymneHoro Opay3epa 3 HasIBHUMHU BKJIQJKaMU B IPUBATHOMY PEKHMI.
3acrocyBaHHs cnenianizoBaHux 3aco0iB aHadizy mpoginiB OpaysepiB Ha muaardgopmi
Chromium. [Jani po3ristHeMO OLTBII Celiani30BaHi IHCTPYMEHTH.

BrowsingHistoryView Big NirSoft [13]. VHiBepcambHa mporpama Ui Heperisiry

ictopii . JIOCTOTHCTBOM 3acCTOCYHKY € Te, 11O BIH MOXeE IpalioBaTH Maibke 3 ycima
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cyuyacHUMH U He nyxke Opayzepamu migx OC Windows. Moo 3i6patu URL, nmaty
BIJIBITyBaHHSI, KIJTbKICTh BiJIBITyBaHb W aApecy, 3 SAKOI MOTPANWIA Ha CTOPIHKY.

ChromeCacheView Bin NirSoft. VHiBepcaibHuil 3aCTOCYHOK Ui TEPETysiLy Kelry
Bcix OpaysepiB Ha 6a3i iargopmu Chromium. MosxkHa npoBecty BUOIPKY U pounTaTu haiin
3a HOro peajlbHUM IIISIXOM B (hailyioBiil cucTemi.

ChromeCookieViewer Big NirSoft. YHiBepcanbHMiI 3aCTOCYHOK AJIsl MEPErisaay KykKi
Bcix Opay3epiB Ha 6a3i maTdopmu Chromium. JlocTymHui 3MiCT KyKi, JaTa HOTO CTBOPEHHS,
JOCTYITY Ta 3aIJIAHOBAHOTO BUIAJICHHS.

Haii po3risiHeMO IHCTPYMEHTH aHall3y, sKi peali3yloThCs K IUIariHa 10 Opaysepa.
To6To 30MpalOTh AaHi 3 CepeluHH. IX mepeBara — KpoCIIaTGOPMOBICTb, BiIKpUTHI KOX
(He3anexHo BiJ JiLeH3i1).

WebHistorian: Education edition [14]. Ilnarin m03BoJis€ TEpErasgaTH CalTH,
MOLITYKOBI 3aIIMTH Ta 4Yac BiABiAyBaHb. IcTOpis BiABIAYBaHb JEMOHCTPYETHCS 3a JIOTIOMOTOIO
crerianbHOro rpadiky, mokasaHoro Ha puc. 9. Y K0XKHE KOJIO MOKHA MEPEUTH 3a JeTaTbHOI0
iH(popMari€ro i meperstHyTH TaOIHII0 MO BiJIBIYBaHHIM CalTy: CTOPiHKA, 3ar0JIOBOK i Yac.

fbmedia ijt.
habr.
a8
.soopu

be,

. tutorialspo

. r|1gh|ppg co .

Puc. 9. Ilpuknan Bl3yan13au11 Bl}lBl}IyBaHOCTi Ta CalTiB 3a Bl}lBl}IyBaHICTIO (po3mip) Ta
KaTeropiero (Kouip)

IcTopist MOITYKOBUX 3alUTIB Bi3yalli3yeThCs SIK XMapa TETiB 3a OKPEMUMH CIIOBaMHU. Alle O
KO)KHOMY CIJIOBY MOXXHa KIJIAITHYTH TIPABOI0 KHOIKOK MHII W TEPerJITHYTH 3aluTH, SKi
MICTHJIM Lie KiIouoBe cioBo. KonmpopoBa KapTa Bizyalli3ye aKTUBHICTb KOpHUCTyBada 3a
roJMHAMU Ta JHAMU TKHA. Kormist ekpaHy mokazana Ha puc. 10. 3HU3y KOJIbOpOBa JIETeH 1A
NoKa3ye sKa NPUOMU3HO KUIBKICTh BI3UTIB cCHOCTEepiraeThcsi 3a roauHy. [lo KoxxHOMY
KBaJ[PaTHUKy MO>KHa KJIAIIHYTH, Ta IEPETJITHYTH SKI KOHKPETHO CTOPIHKH OyJIM TepETIIsTHYTI B
el nepion yacy.

Tu

Ba 82 18a 1la 12p lp 2p 3p dp Sp  fp  Tp  Gp 9p  18p 1lp 12

Puc. 10. [Tpukiax Bi3yanizaiii BiIBiIyBaHOCTI 3a TOAMHAMHM Ta JHIMH THXKHS

History Trends Unlimited. Amanoriunuii 10 monepeanboro rmiarin [15], ame menrr
3py4YHHI B KOPUCTYBaHHI, OCKUIbKH TPEACTaBiIsIe JaHl MpocTo gk Tabmumi. [Ipore, B HbOTO €
MOKJTMBICTE KJTacu(iKarlii 3a TUIIOM Tiepexo/1y (TOITYKOBUI 3aIUT, TIPSIME BBEIACHHS ajpecH,
nepexiz 3 iHmoi agpecu, sreneposane 1111 nocunanns Tomo) — puc. 11.
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[ auto_toplevel
form_submit
generated

Transition Type typed

reload
0 auto toplevel

@ form submit
@ generated

0 iink

@ manual_subframe
B reload

@ typed

manual_subframe

L ink

Puc. 11. Kpyrosa niarpama 3a Tuniamu rnepexomis [16].

Hapemri, po3risiHeMO crenianizoBaHy MporpaMmy Ui KOMIUIEKCHOTO 300py JaHUX,
ska HasuBaeThes Hindsight [17]. Lls nporpaMa peami3yeThCst B ABOX BEPCIs i 1O CYTi SIBIISIE
coboro Python ckpunt. B rpadiuniii Bepcii iHTepdeiic peanizyerbes sk BebiHTepderic. B
HBOMY MOXHA 33JaTH IUBIX A0 Hpo(diiro, 3alyCTHTH HEperiij, NMEperisHyTH 3arajbHy
CTaTUCTHKY Ta EKCHOpTyBaTu pe3yibratu aHanizy B Excel ¢aitn un B JSON. Ilpuknan
3arajJlbHUX pe3yJbTaTiB aHalli3y IOKa3aHui Ha puc. 12.

Detected Chrome version:  130-134 Login Data records: 202 DIPS Items: 0
URL records: 2570 Preference Items: 9582 Extension Rules records: 297

Download records: 63 Extensions: 21 Extension Scripts records: 32022

Cache records: 4520 Extension Cookie records: 2 Extension State records: 10512

GPU Cache records: 0 IndexedDB records: 9760 Local Extension Settings records: 57076
Coakie records: 6136 Session Storage records: 163928 Managed Extension Settings records: 0

Local Storagerecords: 28703 | Site Characteristics records: 42812 Sync App Settings records: 0
Bookmark records: 52 File System Items: 495 Sync Extension Settings records: 465
Autofill records: 830 DIPS Popup Items: 32 HSTS records: 3961

Puc. 12. Crarucruka 06po6ku npodimto Hindsight

B mnopiBHSHHI 3 monepenHIMH IHCTPYMEHTaMH LeH 1HCTPYMEHT HalMEHII 3pYYHHH,
OCKUIBKM He Mae (hakTW4YHO rpadiyHoro iHTepdeiicy, KUl Jormomarae aHani3yBaTH MaHi.
[Ipore, Hindsight nHanae neBHy iH(popMmaliio, Ky HE MOXIHWBO OTPUMATH 3a JOIIOMOTOIO
iHImMX iHCcTpyMmeHTiB. lle iHdopmalis mnpo Te, Ha SAKUX caiiTax 3acTOCOBYBaJlOCh
aBTO3amoBHEHHS (opM (30KpeMa 3 MapoisiMU) Ta T SKUM JIOTIHOM TPOBOJMJIACH
aBTOpH3allis, 1€ BCi 30epekeHi NMaHi y storage Juisi BeO3aCTOCYHKIB i I BCl 3alHTH, Kl
NPOBOJIATH TMEPIOJIMYHO PO3MIMPeHHs. Y mijomy mporpama Hindsight — me rapna touka
BIJUTIKY JUIsl pO3pOOKH 3aCTOCYHKIB 3 IEBHUMU aJIrOPUTMAMU aHAJI3y Ta Bizyasizalii.
BucHoBku. Po3risinyro aHaniz 30epekeHux B Opay3epi 1aHUX, K1 MalOTh OyTH MOTPIOHI SIK
JIOKa3M MpU KPUMIHATICTUYHOMY aHami3i. JleTanbHO mpoaHasi3oBaHa 3arajbHa CTPYKTypa Ta
dopmar 30epekeHHs naHuUX B mpodun Opayszepa. OmnucaHe 3acTOCYBaHHS 3arajlbHUX
IHCTPYMEHTIB KPUMIHAJIICTUYHOTO aHaji3y ¥ aHami3 aammiB. IIpoaHanizoBaHe 3acTOCyBaHHSA
crerianizoBaHux 3aco0iB aHani3y npodini OpaysepiB Ha miiatdopmi Chromium, a came Taki.
1. CrneuianizoBaHl YTHJIITH JUIs 300py AaHMX 3 MO3MUIIT OAHOro TuUmy iHpopMmari (ker,
iCTOpid BiJBilyBaHb, KyKi To110). [IeBHa iH(dopmallist BuUMarae 3akpuTTs Opaysepa, 1HIla MOKe
OyTH 310paHa ¥ mpH BiIKpUTOMY Opaysepi.

2.  KowmmekcHi 3aco0u aHani3y, peani3oBaHi K miariHu s Opaysepa. [lpu upomy miaxoni
JI0 peajti3allii cucTeMH He 710 Beiel iHpopMallii HassBHUI TOCTYII, OCKUIBKU HasiBHI OOMEKEHHS
Opay3epa JuIsl TUIariHiB, BBEJCH] 3 METOIO O€3TEeKU i He TIIbKHU.
3. KowmmnekcHi 3acobum aHamildy, SKHM He TOTpiOeH 3amyck B Mexax Opaysepa. Lli
IHCTpYMEHTH 3/1aTHI 310paTu HalOUIbIIY KUTbKICTh iH(popMarii. [Ipore 3BHuaiiHO npamoBaTu
3 HEIO HE AY)XKe 3pYJHO.

Cnucok Jiteparypu
1. Mandine L. Browser Forensics. Medium. 2024. URL:

https://medium.com/@Ilaurent.mandine/browser-forensics-89429fe0749f

533



How

10.
11.
12.
13.
14.
15.

16.

17.

534

M. B. Binin, O. A. Cronakesuy, A. O. CtonakeBu4

KiGepricuxomnorisi y BUMipax Cy4yaCHOTO HayKOBOT'O IUCKypcy: MoHorpadis / C.
Xamxupanena, 0. Jlesin, M. Togopoga; pen. C. K. Xamkupanesa. Oneca: ACTpONPHUHT,
2024. 240 c.

The official GitHub of the Chromium. URL.:https://github.com/chromium/chromium
Dusek D. Identification of specific Google Chrome user based on analysis of its
application data. Proc. of Studentskda Konference Inovaci, Technologii a Veédy v IT. Brno.
2016. URL: https://excel.fit.vutbr.cz/submissions/2016/044/44.pdf

Shafgat N. Forensic investigation of user’s web activity on Google Chrome using various
forensic tools. Int. J. Comput. Sci. Netw. Secur. 2016. No.16(9). P.123-132.

Rathod D. Web browser forensics: Google Chrome. Int. J. of Advanced Research in
Computer Science. 2017. V.8. No. 7. URL: https://ijarcs.info/index.php/ljarcs/article/
view/4433

Flowers C., Haider A. Web browser artefacts in private and portable modes: A forensic
investigation. International Journal of Electronic Security and Digital Forensics. 2016.
No.8. P.99-117. URL: https://doi.org/10.1504/1JESDF.2016.075583

Horsman G., Findlay B., Edwick J., Asquith A., Swannell K. A forensic examination of
web browser privacy-modes. Forensic Science International: Reports. Volume 1. 2019.
URL.: https://doi.org/10.1016/j.fsir.2019.100036.

Hughes K., Papadopoulos P., Pitropakis N., Smales A. Private Mode: Is It What We
Were Promised? Computers. 2021. No. 10. P.165. URL.:
https://doi.org/10.3390/computers10120165

Volatility plugin: Chrome History. URL:
https://blog.superponible.com/2014/08/31/volatility-plugin-chrome-history/

Chrome history plugin for Volatility 3. URL.: https://github.com/its-

radio/volatility _plugins/blob /main/chrome_hx/chrome_hx.py

Choi G., Bang J., Lee S., Park J. Chracer: Memory analysis of Chromium-based
browsers. Forensic Science International: Digital Investigation. 2023. Vol. 46. DOI:
10.1016/j.fsidi.2023.301613.

Unique collection of small and useful freeware utilities. URL.: nirsoft. net

Digital Forensic Analysis of Web Browser Records. URL: webhistorian.com

History Trends Unlimited https://chromewebstore.google.com/detail/history-trends-
unlimited/pnmchffiealhkdloeffcdnbgdnedheme

Chromium is an open-source browser project. URL:
https://chromium.googlesource.com/chromium/src/+/master/chrome/common/extensions/
api/history.json

Hindsight: Internet history forensics for Google Chrome/Chromium. URL.:
https://github.com/obsidianforensics/hindsight


https://ijarcs.info/index.php/Ijarcs/index
https://ijarcs.info/index.php/Ijarcs/index

WEB BROWSER HISTORY FORENSIC ANALYSIS
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The present study analyzes the capabilities of existing software tools for the forensic analysis of the history of
the most commonly used browsers based on the Chromium platform (Chrome, Edge, Opera, etc.) to determine
their effectiveness. The existing scheme for storing user data and actions in the Edge profile has been formalized
and analyzed, and the locations where various settings and files of this browser are stored have been identified.
A thorough analysis of the Chromium source code and the actual data stored by the Edge browser was conducted
to elucidate the relationships and interconnections between the entities of the SQL.ite database of the profile and
the contents of its main JSON file. The existing software that facilitates forensic analysis of profile data is
reviewed. The following are utilities for working with data and dumps, specialized utilities for collecting data
from a browser profile from the perspective of one type of information—cache, visit history, cookies—and more
complex tools for analyzing browser profiles. The latter category facilitates the collection of a more substantial
amount of information. However, in general, the potential exists for significant improvement in the realm of
complex software, given its present suboptimal functionality, particularly from the perspective of forensic
experts who utilize it.

Keywords: forensic analysis, browser, data collection, browser plugins, activity analysis, malware, criminal
activity timeline.
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CUCTEMA ABTOMATHU30BAHOI'O AHAJII3Y IU®POBOI'O CJILAY
KOPUCTYBAYA B COHIAJIBHUX MEJITA 3 BUKOPUCTAHHSAM OSINT
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VY cTaTTi MpeAcTaBIeHO CUCTEMY aBTOMAaTH30BaHOTO aHai3y HU(POBOIo Clliy KOpHCTYBaya
B coLiayIbHUX Menia 3 BUKopucTaHHsM miaxoxiB OSINT, amantoBaHOro mist yKpaiHCBKOT
MOBHU. 3pOCTaHHsI aKTHBHOCTI B COLIQJIbHUX MEpEXax CTBOPIOE PU3UKH JUIS NPHBATHOCTI
4yepe3 HaAKONHMYEHHS IepcoHanbHOi iHQopmaunii. MeToro pobOTH € CTBOpEHHs
crewiali3oBaHoi CUCTEMH JJIsl KOMIUIEKCHOTO aHali3y U(POBOi IPHCYTHOCTI KOPUCTYBaUiB
y Telegram ta YouTube i3 ypaxyBaHHIM MOpP(OJIOTIYHUX 0COOIMBOCTEH yKpaiHChKOT MOBU
Ta KyJbTYpPHOTO KOHTEKCTy. IIpoBeneHO aHami3 iCHYIOYHX METOMIB JOCIIKEHHS
conianbHUX MIaT(HopM, BUSIBICHO OOMEKEHHS ITPH POOOTI 3 yKpaiHCHKUM KOHTEHTOM 4Yepe3
HEIOCTaTHIO TOYHICTH pO3Mi3HABaHHS MOBH Ta BiICYTHICTH CHENiaTi30BaHUX JIIHTBICTHIHUX
Mojeneld. 3amponoHOBaHA CHCTEMa CKIAJa€ThCs 3 TPHOX IOCIHIZOBHHX aITOPUTMIB:
anroputMy 300py manux depe3 API Telegram ta YouTube, anroputmy KOMILIEKCHOTO
aHali3y TEKCTOBOrO KOHTeHTy 3 BuKopucTaHHsM TF-IDF nns BuiineHHs KIIOYOBUX
TepMiHiB Ta langdetect mjisi aBTOMATHMYHOTO BHM3HAYCHHS MOBH, QITOPUTMY MOOYIOBH
IHTErpOBaHOTO MPOQIUII0 3 HOpPMaNi3ali€l0 PI3HOTHITHUX [aHUX HAa OCHOBI TEKCTOBOTO,
CoLiaIbHOTO0, YaCOBOTO Ta MOBE/IIHKOBOTO KOMITIOHEHTIB. EXCrieprMeHTalIbHE TECTyBaHHs Ha
BHOIpII 31 CTa KOPUCTYBAYiB Pi3HUX BIKOBHX KaTETOpiil MOKa3aJo TOYHICTH cucTemu 73%
JUISL YKpaiHCBKOTO KOHTeHTy, o Ha 18-25% mnepeBuilye MiKHapoIHI aHAJOTH MpU
cepeqHbpoMy daci 00poOku 85-95 cexyHa Ha KopucTyBada. 3HaueHHsS F1-score CTaHOBIATH
0.79 nns 360py manux, 0.66 mIsA anrOpUTMY TEKCTOBOTO aHamizy Ta 0.64 mnsd anroputmy
moOymoBu mpodinro. HaykoBa HOBH3HA MONATAE Y CTBOPEHHI CIIEiali30BaHOI CUCTEMH IS
YKpaiHCBKOT MOBH 3 YpaxyBaHHSM il MOP(HOIOTIYHNX 0COOIMBOCTEH. Pe3ynmpTaT MOXYTH
BHKOPUCTOBYBATHCS CHemiajgicTaMd 3 KiOepOesneku i ayauTy OUGPOBOTO CIidy,
JOCIITHUKAMH COLIATEHAX MEpeX IS aHaNi3y MOBEAIHKOBHUX MATEpHIB Ta (axiBIIMHU
OSINT anst Bepudikanii inpopmanii 3 BITKpUTHX KEpe.

Kurouosi cioBa: OSINT, uudposuii ciif, counianbhi mesia, Telegram, YouTube, mamuaue
HaBYaHHS, aHAJI3 TEKCTY.

Beryn. 3pocTaHHS akTHMBHOCTI KOPHCTYBadiB Yy COLIAJBHUX MEpeXax MPU3BOIUTH 10
(opMyBaHHS 3HaYHUX OOCSTIB IM(PPOBUX CIIJIIB, K1 MICTATH EPCOHATBHY 1H(OpPMAILiIO PO
ix BmacHukiB. Open Source Intelligence siBnsie co0oro AMCHUIUTIHY 300py Ta aHamizy
iH(popMarii 3 myOJIiYHO JOCTYIHUX JPKEpe Ui OTpPUMaHHs PO3BilyBaJbHUX BUCHOBKIB. X0ua
METOAHM POOOTH 3 BIIKPHUTUMH JDKEPETaMHU BUKOPHUCTOBYBAIUCH MPOTATOM CTOJITh, Cy4acHe
posyminast OSINT chopmyBanock 3 po3BUTKOM IHTEPHETY Ta U(PPOBUX KOMYHIKAIIIH.

Hudposuii cmig xopuctyBaua (GOPMYETHCS UYEpe3 B3AEMOJIIO 3 PIZHOMAHITHUMH
oHJIalH-TIIaTopMaMu Ta cepBicamu. Llei cimin BkITtoUyae sk CBiIOMO 3alMINEH] JIaHi, Taki K
nyOmikamii B coliaJibHUX MepeXaxX, TaK 1 HEeCBIIOMO CTBOpEHY iH(opmallito, BKIIIOYAIOYU
METaJlaHi, 4aCOBi BIIMITKMA aKTUBHOCTI Ta maTepHH MoBeAiHKH [1]. JlochmiKeHHs TOKa3yIOTh,
110 HaBITh OOMeXeHU Hallp JaHUX 3 COLIATILHUX MEPEX MOXKE PO3KPUTH 3HAUHY KUIbKICTh
MEePCOHANBHOI 1H(OpMAIlil, [0 CTBOPIOE K MOXKJIUBOCTI AJIs JIETITUMHOTO aHami3y, TakK 1
Cepito3HI MUTAHHS 100 MPUBATHOCTI [2].

Metoau aHami3y COLIAIBHUX MEPEeX XapaKTepU3YIOThCA PI3HOMAHITHICTIO IMiJTXOJIB.
MeperxeBuit aHai3 30CepeIKy€eThCsl Ha CTPYKTYPI1 3B'3KIB MI>K KOPUCTYBayaMu Ta MOMIMPEHH1
iHpopmaii. KonTeHTHUT aHami3 10CiIKye TEKCTOBY Ta MyJIbTUMEIIHHY iH(pOpMaIito yepes
CCHTHMEHT-aHaJIi3, TeMaTH4YHEe MOJENMOBaHHs Ta kiacuikamniro tekcry [3]. [ToBemiHkoBHiA
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aHaJli3 BHBYA€E MATEPHU aKTUBHOCTI, YaCOBI XapaKTEPUCTUKU Ta T€ONPOCTOPOBUN KOHTEKCT.
IHTerpoBaHi MmigXxoau MOEAHYIOTh MYJIbTHMOJAIBHUN aHai3 Ta 3aCTOCYBAHHSA MAIIMHHOTO
HaBYaHHS JIJIsl KOMILIEKCHOTO JIOCII/KCHHS KOPUCTYBAIIbKOT aKTUBHOCTI [4].

CyuacHi JOCHIKEHHs BCE YacTillle BUKOPUCTOBYIOTh T€XHIKM MAIIMHHOI'O HaBYaHHS
JUIs  aBTOMarm3amii mporecy aHamizy [5]. Anropurmu  kiacudikaiii - 103BOJSIOTH
KaTeropu3yBaTl KOHTEHT 3a TEMaTHUKOK 4YM TOHaNbHICTIO. HeHpoHHI Mepexi MOXYThb
00poOIsSITH CKJIaTHI MYyIBTUMOJATBHI JIaHi, BKIIOYAIOYM TEKCT, 300paXKEHHS Ta BIIEO
oaHo4yacHO. OcoOIUBOTO PO3BUTKY HAOYJIM METOIU OOpPOOKH MPUPOIHOI MOBHU IJIsl aHAII3Y
TEKCTOBOT'O KOHTEHTY [6].

Telegram 3aiimae yHiKaibHY Hillly cepell MECEH/DKEPIB Yepe3 MO€JHAHHS IPUBATHOTO
CHUIKYBaHHs 3 MyONIYHMMHU KaHAJAaMH Ta TpynaMu. ApPXITeKTypa BKJIIOYA€E MPHUBATHI YaTH,
rpynu, cyneprpymnu ta kananu. Oco6unusictio Telegram e cucrema nepecusiaHHs HOBIJOMIIEHb
3 30epexkeHHsAM iH(OpMaIi PO OpPUTIHAIBHE KEPENo, IO CTBOPIOE MOXKIUBOCTI IS
BIJICTEeXKECHHS MOIIMPEeHHs iHpopMartii Mixk karnaaamu [7]. YouTube npeacraisie iy Moaeib
ppoBOi MPUCYTHOCTI, OPIEHTOBAaHY Ha JOBrOTPUBAIMHA BigeokoHTeHT. [lmardopma Hamae
Oaratuii Habip MeTajaHUX s KOXKHOIO BiJIe0, BKJIIOYAIOYM CTAaTHUCTHKY IEpeTrysiiB,
KOMEHTapi Ta iHdopmallito npo mieiauctu [8].

OcHoBHUMH oOMexeHHsAMH icHyrounx OSINT iHCTpyMEHTIB € Opi€HTalis Ha
AQHTJIOMOBHMH KOHTEHT, CKJIAQJHICTh HAJANITYBaHHS Ta BHUKOPUCTAHHS, a TaKOX
dbparmeHTapHiCTh (YHKI[IOHATBHOCTI. BiibIIICTh pillleHh BUPILIYIOTH OKpeMi 3aBIaHHsS 0e3
MOYJIMBOCTI KOMIUIEKCHOTO aHaji3y Hu(poBOro ciigy KopucryBada. s ykpaiHCbKOiI MOBU
1€ 0COOJMBO AKTyaJIbHO Yepe3 CKJIaJHy MOP(]OIIOrio Ta BIACYTHICTh BEITUKUX aHOTOBAaHUX
KopmyciB qanux [9].

Merta poGoru. Meroro aaHoi poOOTH € PO3poOKa CHUCTEMU AaBTOMATHU30BAHOIO aHANI3y
U(PPOBOTO CIiAy KOPHCTyBaya B COIiAJIbHUX Menia 3 BHKopucTaHHIM miaxoniB OSINT,
a/1alITOBAHOI [yl YKPaiHChKOI MOBH Ta KYJIbTYPHOTO KOHTEKCTY.

Jnist mocsiTHEHHSI TOCTaBICHOT METH HEOOX1THO PO3B’A3aTH TaKi 3aBAaHHS:

- pO3pOOUTH aNrOpUTM 300py MyOIIYHO JOCTYMHHUX JAaHUX 3 COIIaIbHUX MEia,

- pO3pOOUTH aNrOPUTM KOMILUIEKCHOTO aHali3y TEKCTOBOTO KOHTEHTY 3 YpaxyBaHHSIM

cneundiku yKpaiHChbKOi MOBH;

- po3poOUTH aNrOpUTM NMOOYAOBH IHTEPOBAHOTO LIU(POBOTro MPOod1sIt0 KOPUCTYBAYA,

- pealizyBaTH 3a3Ha4yeHl AITOPUTMHU y CKJIAJl €IUHOI CUCTEMHU;

- TPOBECTH TECTyBaHHs pO3pOOJIEHOT CUCTEMHU Ta MpoaHali3yBaTH ii €eKTUBHICTb.
OcHoBHa yactuHa. Bubip Telegram ta YouTube oOGymoBieHHil iX MOMyJISPHICTIO Cepe
YKpaiHChKOI ayAuTOpii Ta HasBHICTIO cTablnbHUX API 17151 300py myOai4HO TOCTYNHUX JTaHUX
3 KaHaJiB, TPy, BiJI€O Ta KOMEHTAapIB.

Anroput™m 300py JaHMX peali3oBaHO Yy BHIVIAAI MOCIIJOBHOIO IpOLECY 3 M'ATH
ocHOBHHUX ertamiB. [lepmmii eram BKIIIOYae I1HIIIATI3AMIIO Ta 1MEHTU(DIKAIII0 KOPUCTyBaya.
AJNTrOpUTM OTPUMYE TOYATKOBI J1aHI KOpUCTyBaua, Taki Ak username abo ID mpodimro, Ta
nepeBips€e AOCTYNHICTh npoduio Ha obox miuargopmax. ns Telegram BUKOPHUCTOBYETHCS
Telegram Bot API uepe3 o¢iuiitnuii kiieHt, a juis YouTube 3actocoByeTbest Data API v3.
Hpyruii eran nependadae 36ip 6a30Boi iH(popMalii Tpodia0 KOpUCTyBaya, BKIIOYAOUN 1M's
KOpUCTYBaya, ONuC Npodiito, aBarap, JaTy CTBOPEHHS aKayHTY, KUJIBKICTh MIAMUCHUKIB Ta
nignucok. s indopmartis hopmye 6a30By cTpyKTypy 1MdpoBoro mpodisito KopucTyBaya Ta
CIIY’)KUTh OCHOBOIO JUIs TOJANbIIOro aHamizy. TpeTii eram 30cepe/pKyeTbcsi Ha aHami3i
KOHTEHTHOI aKTHBHOCTI KOpUCTyBaya. AJTOpuTM 30Upae BCl JOCTYIMHI MyOIiuH1 myOmikanii,
KOMEHTapi Ta peakiiii kopucryBaua. /[yis Telegram anani3ytoTbcst MOBIJOMIICHHS y yOIIYHUX
KaHaJlaX Ta Tpynax, BKIIOYAI0UH MEepeciiaHi MOBIIOMIICHHS, 10 TKUX KOPUCTYBAd Ma€ JOCTYI
abo € yuacHukoM. Jlns YouTube 30uparoThcsi Bifieo KOpUCTyBaua, HOro KOMEHTapi Mix
BJIACHUMH Ta Yy>XHMH BiJI€0, CTBOPEHI TUICHIINCTH Ta iX HAIOBHEHHS. YeTBEPTHii eTar BKIII0Yae
noOy/J0By comiasibHOro rpady KOpHCTyBaua depe3 aHajii3 MiANHCOK Ha KaHaIM Ta
KOpPHUCTYBauiB, B3a€MOJINH 3 IHIIMMU YYaCHMKaMH CIHUIBHOT, YacCTOTH CHUIKYBaHHS 3
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KOHKpPETHUMH KOHTakTamu. II'atuii eram mepenbadae 30ip MeTagaHMX Ta TEMIIOPAIBHOI
iH(opMarrii, BKIFOYar0Yr YaCOB1 MITKH aKTHBHOCTI, IH(POpPMAIIiIO PO MPUCTPOi KOPUCTyBaYa
Ta 1HII TEXHIYHI METaJaHi.

Ha ocHOBI po3po0€HOr0 airopuTMy CTBOPEHO MPOIPaMHHUM 3aCTOCYHOK, SIKHM
peaitizye Bci onucani eranu 300py Ta 00poOku nanux. [ 3a6e3nedeHns cTadiapHOI poOOTH
3aCTOCYHKY IMepe0ayeHo cucteMy oOpoOku moMuiok. [Ipu TumuacoBiii HegoctynmHOCTI API
w1aTGopMHu  AITOPUTM TEPEXOJUTh B PEKUM OUIKYBAHHS 3 TIOCTYIIOBUM 30UTBIICHHIM
IHTEepBaTy MK CITpOOaMH MiAKIIOUYEHHS 3T1THO 3 (HOPMYJIOK:

tae =0 *2" 1)
ne to=1 cexyHna, N— HOMep cupoOu MiAKIIoUeHHs. TakoX peani30BaHO JIOKAIBHUHN Kelll Jyis
onTHUMI3alii IPOAYKTUBHOCTI Ta 3MCHINCHHS HaBaHTa)XeHHs Ha 30BHImHI APIL. Yac xutts
Kelly BU3HavaeTbcsl TUnoM naHux: 300 cekyHn juisi mpodUIbHUX JaHUX KOpHUCTyBadiB, 60
CEeKYHJ JJII TUHAMIYHOTO KOHTEeHTY (myOsikarii, komeHnTapi) Ta 900 cexyHa Il CTaTUIHUX
MeTananux (iHdopmarlis npo kaHamm, rpynu). Taka audepeniiaiis 3ade3neuye Oamanc Mix
aKTyaJIbHICTIO 1HGOpMAIIil Ta €PEKTUBHUM BUKOPUCTAHHAM oOMexeHuX KBOT API mrardopm.

Peamizamis eramiB 2-5 wmae cnenudiuHi 0COOMMBOCTI JUISI KOXHOI TUIAT(QOPMH.
Apantamis anroputMmy Juis Telegram Bkitouae poOOTYy 3 MeCeHKep-Crenu(piYHUMU
¢ynkuismu gepe3 Telegram Bot API. Anroputm BukopuctoBye metoa getChat ast orpumManHs
iHdopmatii mpo myOIiuHI KaHATU Ta TPYIH, BKIIOYA0YU Ha3BY, OMUC, KUIBKICTh YYaCHHUKIB Ta
11y 6a30By iH(pOpMarito. Merox getChatMember 103BoJIsie aHaTi3yBaTH CTAaTYC KOPUCTYBaYa
B NyOJIYHUX CHUIBHOTAaX, BU3HAYaTH HOTO pOJIb Ta PiBEHb aKTHBHOCTI. [ oTpuMaHHS
Bi3yanbHOI iH(opMarlii 3actocoByeTbest MeTon getUserProfilePhotos, sikuii 3a06e3neuye qoctyn
0 aBaTapiB KopucTyBauiB. OkpeMy yBary mpujijieHo oOpoOlli mepeciiaHuX MOBiIOMIIEHbD,
ockineku Telegram 36epirae MeTamaHi Mpo OpUTiHAIBHE IKEPEIIO, IO JO3BOJISIE BIICTEXKYBATH
JIAHITIOKKU MOIIMPEeHHs 1HGopMaIii MK KaHamaMHu. AJTOPUTM TaK0X BPaxOBYe CHElU(IKY
nyOJIIYHUX Ta MPHUBATHUX TPYI, aJaNTyOYd METOAM 300py IaHHX BiQIOBITHO JO PiBHSA
JOCTYMHOCTI iH(pOopMaIlii.

Jnst YouTube amanTariiss anropuTMy 30CEpEIKYETbCS HAa KOMIUIEKCHOMY aHami3i
nyOJNiYHUX KaHaliB KopucTyBauiB uepe3 YouTube Data API v3. Ilpouec 30opy naHux
MOYMHAEThCS 3 MeTony channels.list, skuil Hamae 06a30By CTAaTUCTUKY KaHaly: KUIbKICTh
HiANKMCHUKIB, 3arajibHy KUIBKICTh NEperisaiB, JaTy CTBOPEHHS Ta OMUC KaHaly. Meron
search.list BUKOpuCTOBY€ETBCS U1 OTPUMaHHS CIUCKY BCIX MYyOJIIYHUX B1I€O KOpUCTyBaua 3
MOXJIMBICTIO (uIbTpalii 3a Aaroro myOsikamii Ta THUIOM KOHTEHTY. JlJii KOXKHOTO BiJI€O
aITOpUTM 30Upae AeTallbHI MeTaaanl yepe3 MeTo videos.list, BKIrouaroun Ha3By, OIKC, TETH,
TPUBAJICTh, CTATUCTUKY MEPErIsIiB, JIAalKiB Ta au3iaikiB. OCOOIUBY LIHHICT MPECTABIIIE
aHaji3 KomeHTapiB uepe3 meron commentThreads.list, sskuii 103BOJIs€ BUBYATH HE TUIBKH
KOMEHTapi KOPUCTyBaua IiJl BIIACHUMHU BiJI€0, ajie i Horo akTUBHICTS 1]l BiIEO 1HIITUX aBTOPIB.
ANTOpUTM TaKoX aHaJII3y€e CTBOPEHI KOpUCTyBaueM IUIEHINCTH yepe3 MeTo/ playlists.list Ta ix
HarmoBHEHHs uepe3 playlistltems.list, 1mo po3kpuBae TemMaTWyHi I1HTEpecH Ta NaTEepPHU
CIIO’KMBaHHS KOHTEHTY. J[0JaTKOBO BpaxoBYIOThCS JaHl PO MiANMKUCKA KOPUCTyBaya Ha 1HII
KaHaId, 10 (opMye ysBIEHHS Npo HOro couiajgbHE OTOYEHHS Ta cdepu iHTEepeciB y
BIJICOKOHTEHTI.

Po3pobnennii anroputm 300py JaHUX peajizye OaraTOpiBHEBY CHUCTEMY KEIIyBaHHS
JUTISL OIITHMI3AIIi] TPOyKTUBHOCTI. CrcTemMa 0OpoOKH MOMIIJIOK a/IallTOBaHA 10 OCOOITMBOCTEH
koxxHoi mmatgopmu: Telegram Bot API mae oOMexeHHs Ha KUTBKICTh 3alIUTIB Ta crienudivHi
KOAM TOMMJIOK, Kl MOTpeOyroTh okpeMoi oOpoOku, a YouTube API mae cucremy kBOT 3
aimitom 10000 oguHUII HA I€HB, III0 BUMArae peTeIbHOro MIaHyBaHHS 3alUTiB Ta ONTHMI3aIlii
Bukopuctanua API pecypcis.

3i0pani gaHi 3 000X MaTopM OOpOONAIOTHCS HE3AIEKHO Ta NEepeaaroTbes 0
HACTYITHOTO €Tally aHajidy, /€ BOHHU OO'€HYIOTbCSI Ha pIBHI MOOYIOBU I1HTETPOBAHOTO
npodimo kopuctyBaya. [y Telegram anani3yroTbcst JOCTYIHI MOBiIOMIIEHHS KOPHCTYBaya y
nyOIiYHUX KaHallaX Ta Ipylax, yacToTa aKTMBHOCTI, TUIIM KOHTEHTY KU BiH MyOJikye abo

wait
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nepecunae. OcobnrBa yBara NpUAUISETbCS aHai3y (OpBapAMHIa MOBIJOMIIEHB, IO MOXE
PO3KPUTH MEpeXy 1H(POPMAIITHUX JHKEpEN KopucTyBada Ta ioro yrnogooanss. s YouTube
aJIanTalist 30CepeKyeTbCs Ha aHali3i MyOIiyHIX KaHa B KOPUCTYBaviB, X BiZIeO KOHTEHTY,
KOMEHTapiB, TJICHIMCTIB Ta MAMUCOK Ha iHII KaHaau. YouTube API no3Bomsie oTpumyBaT
JETAIbHY CTaTUCTUKY KaHATy, BKIIOYAIOYHM KUTHKICTh TEPETJISAIIB, IMiJMUCHHUKIB, JAlKIB Ta
KOMEHTApIB, 110 HAJla€ MOXJIMBICTh OIIIHUTH PiBEHb BIUIMBY KOPHCTyBada Ha IIaTdopmi.
ANTOpHUTM aHalli3y€e MeTaaHi BiJIco, BKIIFOYAIOUH 3aT0JIOBKH, OTIMCH, TETH, TPUBAIICTH Ta ATy
nyOsikarii 111 moOy1oBu MpodiIro IHTEPECiB KOPUCTyBAYA.

TexcToBmii aHami3 3aiimae 1eHTpanbHe Micie B cuctemMax OSINT, ockibku MOBHA
MOBEJiHKA KOPHCTYBauiB pO3KpHBA€e HaWOuIbie iHGopmMamii 1Tpo ixX 0COOHMCTICHI
XapaKTePUCTUKH, CBITOTJISA Ta COMialibHI 3B'3KU. PoO3poOieHHid alropuT™M MO€ETHYE
TpaAMIiHI METOIM OOPOOKH TPUPOTHOI MOBH 3 CYYaCHUMH TiJX0JaMH YaCTOTHOTO aHaIi3y,
aJJalITOBaHUMU JUIsl YKPaiHCbKOI MOBHU.

AJTOpUTM TEKCTOBOTO aHaNi3y CKJIAJa€ThCs 3 M'ATU eramiB o0poOku. [lepmnii eran
BKJIIOYa€ HOpMAJIi3allif0 Ta OYMIIEHHS TEKCTYy BiJ TexHiuHux aptedaxrie, HTML Treris,
CHeI[iaIbHUX CHMBOJIB Ta 1HIIUX €JIEMEHTIB, SKi HE HECYTh CEMAaHTHYHOTO HAaBAHTAKCHHS.
[Tpomiec HOpMmaizamii BKIJIFOYA€E MPUBEACHHS TEKCTy a0 craHmaptHoro ¢opmary UTF-8,
KOPEKI[iI0 KOJyBaHHS CHMBOJIIB, OOPOOKY €MOJIXKi Ta crelialbHUX CUMBOIIB. Jpyruii eran
nepea0davae TOKEHI3alil0 Ta JIeMaTH3aIlil0 TEeKCTy 3 ypaxyBaHHAM MOP(OIOTIYHIX
0COOJIMBOCTEH yKpaiHChKOi MOBU. BHKOpPHCTOBYETBHCS CHeEIliani30BaHHl TOKEHI3aTop, SIKUM
BpPaxoOBY€ YKpaiHChbKI KOHCTPYKIlii, MPUAMEHHUKH 3 anocTpodoM, CKIaaHI YUCTIBHUKU Ta
Ha3BH BiacHi. TpeTiii eramn BKIIOYa€ aBTOMaTUYHE BU3SHAUEHHS! MOBU TEKCTY 3 BUKOPUCTAHHIM
6i0mioTexu langdetect, 10 BaXXIMBO JIs1 6araTOMOBHOTO KOHTEHTY KOPHUCTYBadiB. AJITOPHTM
BUKOPHUCTOBYE CTATUCTUYHMM MiAXiJ HA OCHOBI YaCTOTHOTO aHaNi3y CUMBOJBHUX N-TpaM s
YKpaiHChKOI Ta aHTJiiChbKOoi MOB. Bu3HaueHHS MOBH J03BOJISIE KOPEKTHO 3aCTOCOBYBATH
BIJIMOBIAH1 JIIHTBICTUYHI pecypcu: ISl YKPaiHCHbKOT MOBH BUKOPHCTOBYIOThCS CIEIiali30BaH1
CJIOBHHMKH Ta TOKEHI3aTOPH, aIaliTOBaHi 10 MOP(OJIOTIYHUX 0COOIMBOCTEH YKpaiHCHKOI MOBH,
TOJ1 SIK JAJISl aHTJIIHCHKOT 3aCTOCOBYIOTHCS CTaHAAPTHI 010110TeKH 0OPOOKH MPUPOAHOT MOBH.
UerBepTuii eram anropuTMy peamidye CEHTHMEHT-aHajli3 TEKCTOBOTO KOHTEHTY JIJIs
BU3HAUEHHS €MOIIiifHOro 3a0apBJieHHS TOBIIOMJIEHb KOPUCTyBaua. BHKOPUCTOBYETHCS
riOpUIHUM MiAX1Jd, SIKUH MO€JHYE CIIOBHUKOBI METOJIU 3 €JIEMEHTAaMH YacTOTHOIO aHali3y.
Anroput™m kinacudikye TEKCTH 3a TPhOMa OCHOBHUMHM KaTE€TOPISIMUA €MOIIIIMHOTO 3a0apBlIeHHS:
MO3UTHUBHE, HETaTUBHE Ta HeWTpanpHe. [I'ITHil eTanm BKIIOYAaEe YACTOTHHUH aHa3 KIIOUYOBUX
CJIIB Ta BUAUIEHHS CYTHOCTEH 3 TEKCTY KOpUCTyBaya. AIroput™ BukopuctoBye meroa TF-IDF
JUIsl aBTOMAaTHMYHOTO BUSBJICHHS HaMOLIbII BaXXJIMBUX TEPMIHIB Yy KOPIIyCl TEKCTIB
KOpHCTyBaya. Bara TepMmiHy t y KOHKpeTHOMY TeKCTi 0 po3paxoByeThCs 3a GOPMYJIOLO:

TF — IDF(t,d) = (f (t,d)/max_ freq(d))*log(N / {d e D:t e d})) 2

ne f(t,d) - gactora tepminy t y tekcti d, max_freq(d) - makcumanbHa 4actoTa Oy/Ib-SKOTO
TepMiHy B TekcTi d, N - 3arajipHa KiJIbKiCTh TEKCTOBUX ()parMeHTiB KopucTyBaya, [{d €D it €
d}| - KinBKiCTh TEKCTOBHX (PPArMEHTIB, IO MICTATh TEPMiH t.

Takox peanizoBaHO 00pOOKY HECTPYKTYPOBAHOTO TEKCTY 3 YpaxyBaHHSIM IHTEpHET-
CJIEHTY, CKOPOYEHb Ta HEOJIOTI3MIB, XapaKTEepHUX JUIS YKPaiHChKOI 1HTEPHET-KYJIbTYpH.
CtBOpeHo crienianizoBaHuil coBHUK 3 MoHaA 800 MOmyispHUX YKpPaiHCHKUX CKOPOYEHb 3 iX
po31IN(ppPOBKaMH Ta KOHTEKCTyaIbHUMHU 3HaUYCHHIMH. Lle cyTTeBO miABHIIYy€e TOUHICTh aHATI3Y
Cy4acCHOTO YKpaiHCHKOTO MU(POBOr0 KOHTEHTY Ta 3MEHIITYE KIJTbKICTh TTIOMHUJIOK TIpH 00poOiIIi
HECTaHAAPTHHUX TEKCTIB.

[ToOynoBa KOMIUIEKCHOTO IU(PPOBOTO MPOQUII0 KOPUCTYBaya € TPETIM aJITOPUTMOM
CHCTEMH aHali3y, KM 1HTerpye pe3yibTaTH BCIX IMOMEpenHiX cTaliil oOpoOKH Yy €IuHY
CTPYKTYPOBaHY MOJI€Nb. AJNTOPUTM MOOYTOBU Tpodino (PyHKIIOHYE Yepe3 JBa OCHOBHUX
etanu. [TouaTkoBuii eTamn BKIF0OYa€e HOpMai3allito Ta CTaHAAPTU3ALIIIO BCIX 310paHUX JaHUX 10
eqnHOi cucteMu koopauHar. [Ipomec Hopmaizaiii mepeadavae MpUBENCHHS BCIX METPHUK 10
crangaptu3oBanoi mkaiu [0,1] 3a ronomororo ¢yHKIIT MiH-MaKc HOpMali3aiii:
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X_norm = (X —x_min) / (x_max — x_min) (3)
JIe X - T0YaTKOBE 3HAYEHHS, X_MIN Ta X_Max - MiHIMaJbHE Ta MaKCHMMAaJbHEC 3HAYCHHS B
miamnas3oHi.

ComianpHuii KOMIIOHEHT XapaKTEpPH3Y€E MEPEXy COLIalbHUX 3B'A3KIB KOPUCTYBaua,
piBeHb HOro BIUIMBY Ye€pe3 CHIBBIJHOMICHHS IiNUCHUKIB O MIANUCOK, Ta aKTUBHICThH
B3a€EMO/IIT 3 THITUMHU KOPHUCTYBauyaMHu 4epe3 KUIbKICTh KOMEHTAapIB, BIAMOBIAEH Ta peakiliid Ha
nyOmikaiii 1HIMUX KOopucTyBadiB. YacoBUU KOMIIOHEHT BiloOpakae MaTepHH AKTUBHOCTI
KOPHUCTYBaya B 4aci, BKJIIOUYAIOUX NIEPi0Id HAWBUIIOT aKTUBHOCTI, PETyJISAPHICTD MyOJIiKariii Ta
3MIHM B TOBEAIHII MPOTSIroM pi3HUX TepiofiB. IToBeqiHKOBHII KOMIIOHEHT aHAJi3ye€ TUIH
KOHTEHTY, SIKi KOPUCTYBau CIIOKMBA€E Ta CTBOPIOE uepe3 Kareropusailito 3a ¢opMaTom (TEKCT,
BiJZIe0, 300payKeHHS) Ta TEMAaTUKOIO, Or0 peakiii Ta B3aeMOil 3 pi3HUMH TUIIAMHU MaTepiajiB
yepe3 4YacToTy JaiKiB, KOMEHTapiB, PEnocTiB Ta mneperniimiB. [pyruii eran mnependadae
pO3paxyHOK 0a30BUX KOMIIOHEHTIB IU(ppoBoro npodinto. TekcToBHil KOMIIOHEHT BKJIIOYAE
aHaJli3 JIGKCUYHOTO OaraTcTBa KOpPUCTYBaya, BU3HAYCHHS JOMIHYIOUHMX TEMAaTHK Ha OCHOBI
YaCTOTHOTO  aHaji3y KIIOYOBHX TEPMiHIB, OIlIHKY eMOIiiHOro mnpodimo depes
CIIBBIIHOIICHHS TMO3UTHBHUX, HETaTUBHUX Ta HEUTpaJbHUX IMOBIAOMJIEHb, Ta aHali3
CTHJIICTHYHHX OCOOJMBOCTEH uepe3 NOBXHUHY PEUYEHb i BAKOPHCTAHHS CIIEIU(IYHOT JIEKCHUKH.
Jlexcuune GaratcTBO po3paxoByeThes 3a hopmynoro TTR:

TTR=V|/N (4)

ne |V| - xinbkicte yHikambHHX ciiB, N - 3arajgbHa KUIBKICTH CIIIB Yy KOPIYCi TEKCTIiB
KOpHUCTYBaya.

PesyabraTn. Ouinka e(peKTUBHOCTI pPO3pOOJIEHOI CHUCTEMH MPOBOJIWIACH HA IYONIYHO
noctynHux npo¢insix kopuctyBadi Telegram ta YouTube pi3HHX BIKOBHX KaTeropiii Ta piBHIB
aktuBHOCTI. TectyBanHs npoBoausnock Ha 100 kopucTyBauax, mpodini skux Oynu BigiOpaHi 3
nyONiYHUX KaHauiB Ta Tpyn YyKpaiHCchkoi Tematuku. CTpyKTypa TECTOBOi BHOIpKH
mpelcTaBieHa B Tabn. 1, sika JEMOHCTPYE PO3IMOALT yYaCHUKIB JOCHIIPKEHHS 32 BIKOBUMH
rpyrnaMu Ta piBHEM aKTHBHOCTI Ha JOCIHIDKYBaHHX IUIaT(Gopmax.

Taoanms 1
XapakTepUCTUKU TECTOBOI BUOIPKH KOPUCTYBAUiB
Bikosuii nianason KIHBKICTL. PiBeHb aKTMBHOCTI Telegram YouTube
KOPHCTYBaviB
18-25 pokiB 36 (36%) Bucokuii 30 24
26-35 pokiB 40 (40%) [MomipHwmii 36 32
36-50 pokiB 24 (24%) Huzpkuii 20 16
3aranom 100 (100%) - 86 72

Anroput™m o0ya0BH UG POBOro MpouTIo MOKa3y€e BaplaTUBHY TOUHICTH 3aJI€KHO BiJl
noBHoTH BXimHux gaHux. Cepen 100 mocmimkyBaHWX KOPHCTYBadiB 36 Mail BHCOKY
aKTHBHICTh TIEPEBaXHO y BiIll 18-25 pokiB, NIEMOHCTPYIOYH TOYHICTH TpodimtoBanHs 78%.
KopuctyBaui 3 HOMIpHOIO aKTUBHICTIO, sIKi cTaHOBMIIM 40% BuOipKH MmepeBakHo y Bili 26-35
POKIB, MMOKa3ajiu TO4HICTh 66%. KopucTyBaui 3 HU3bKOIO aKTUBHICTIO, IEPEBAXKHO CTapuIl 3a
36 pokiB i cknanatoun 24% BUOIpKH, IEMOHCTPYBAIU TOUHICTH MpodiatoBaHHS 59%.

AHani3 NpoAYKTUBHOCTI alroputMy 300py JaHUX IOKa3aB cepelHid dac oOpoOKu
OJTHOTO KopHucTyBaua npuoiausHo 85 cexynn mis Telegram Tta 95 cexkynn mist YouTube.
JlocniakeHHsT TOYHOCTI aJrOpUTMIB TEKCTOBOTO aHalli3y MOKa3ajio BHUCOKI Pe3yJbTaTH s
YKpaiHChbKOI MOBH: BH3HAUEHHS MOBH J0CATNI0O TOuyHOCTI 91%, ceHTMMeHT-aHami3z 74%,
TeMatnyHa kiacudikamis 69%, BUAUICHHS KIIOUOBUX CiB 77%. Jis aHTIidCbKOT MOBH
pe3yNIbTaTH CTAHOBUIIH BiAMOBITHO 92%, 71%, 67%, 74%. 3Mmianuii KOHTEHT IEMOHCTPYBaB
JIeII0 HIKYI HoKa3sHUKH: 87%, 65%, 64%, 69%. OcoOJIMB1 BUKJINKH JJISI CUCTEMHU CTAHOBJIATH
TEKCTH 3 BUCOKMM PiBHEM ipOHii, capka3zMy ab0 BUKOPHCTAHHIM CJIEHTY, /€ TOYHICTh aHaNli3y
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3HWXKYETHCSA, 10 TOB'A3aHO 31 CKIAJHICTIO aBTOMAaTUYHOTO PO3Mi3HABAHHS KOHTEKCTYaJIbHUX
Ta KyJIbTYpPHUX HIOAHCIB YKPaiHCHKOI IHTEpHET-KOMYHIKaIIii.
[MopiBusuibHUY aHaumi3 3 icHyrounMu OSINT iHcTpyMeHTaMu MPeCTaBICHO B Ta0. 2.

Taoauns 2
Amnai3 eheKTUBHOCTI CHCTEMH BiTHOCHO iICHYIOUHUX PIllICHb
Cucrema To..qHICTB..HM [Buaxicrs [Tmatdopmu Criertiasizartis
YKpaiHChKOi MOBH 00poOKH
Maltego 55% 180-240 cex Bararomnardopmua MixHapoaHa
OSINT 0 .
Framework 48% 200-280 cex baratornardopmua MikHapoaHa
Social-Analyzer 52% 190-260 cex CoriasnpHi Mepexi MixHapoaHa
Pospobuena 73% 85-95 cex Telegram, YouTube VYkpaiHncbka
crucTeMa

Pesynmpratn mMOKa3yoTh mepeBarn po3poOIeHOI CcHUCTeMHM Yy crhemiamizamii Ha
YKpaiHCHbKOMY KOHTEHTI, I0 3a0e3nedye mOpupict ToyHocTi Ha 18-25% mopiBHAHO 3
YHIBEpCATbHUMH MIDKHAPOJHUMHU DIilIeHHAMHU. [IOKa3HWKM TOYHOCTI Uil CHCTEM-aHAJIOTiB
OTpUMaHi LUISIXOM TECTyBaHHS Ha BiacHId BUOipii 3 50 ykpaiHchbkux npodiniB. Piznuns y
HIBHJIKOCTI 0OpPOOKH MOSICHIOETHCS Pi3HUM (DYHKITIOHATIOM CHUCTEM: YHIBEpCaIbHI IHCTPYMEHTH
BUKOHYIOTh IIIMPIIE KOJO 3aBlaHb, TOJAI SK pO3po0JCHa CHUCTeMa OINTUMI30BaHa s
KOHKpeTHHX 1uaTdopm Telegram ta YouTube.

OyHKIIIs OLIHKU SKOCTI pe3yibTariB 0a3yeThes Ha MeTpuii F1-score:

F1=2*(precision*recall) / (precision + recall) (5)
ne precision = TP/(TP+FP), recall = TP/(TP+FN), TP - true positive, FP - false positive, FN
- false negative. Cepenne 3Hauenns F1-SCoOre mist TppoX alnropuTMiB cUCTeMHU cTaHOBHTH (.79
st 300py nanux, 0.66 nis TekctoBoro anamiizy, 0.64 s noOynoBu npodinito, MO CBIAYUTH
Ipo 3aJ0BUIBHY SIKICTh pPOOOTH aITrOPUTMIB 3 YpaxyBaHHSM CKJIAQJHOCTI 3aBIaHb
ABTOMATUYHOTO aHaJI3y COIlaIbHUX MeJia.

AHaJti3 TOMUJIOK BCi€i CHCTEMH B IIJIOMY BHUSBHB OCHOBHI JDKepesia HETOYHOCTEH, SIKi
npejcTaBieHi Ha puc. 1.

50
40

30

YacTka IOMILIOK, %

Henoexora nasmx OcobmBoCTI Texmiuni 3001 CKIaHICTE
Yepe3 HaTallTyBaHHA YKpaiHCBKOT MOBI API nathopm iHTepmpeTanii
TIPHBATHOCTI Ta CIEHTY KOHTEKCTY

Kareropii oMok

Puc. 1. I'icrorpama noMusiok cucteMu

HaiiGinpiry yacTKy CTaHOBIATH TPOOIEMH 3 HEMTOBHOTOIO JIAHUX Yepe3 HATAIITYBaHHS
NPUBATHOCTI KOopucTyBaviB (45%), 0cOOIMBOCTI yKpaiHChKOT MOBH Ta iHTepHET-CleHTY (25%),
texHiuHi 3001 API mnatdopm (20%) Ta cknanHICTh IHTEpIpETaLli KOHTEKCTyallbHUX 3HAYEHb
(10%). Po3moin MpUYMH MOMHJIOK TTOKAa3ye, 110 HAWOUIBIINIA BIUIMB Ha SKICTh aHAJI3y Ma€e
JIOCTYITHICTh JIaHWX, TOJMI SIK TEXHIYHI Ta JIHTBICTHYHI BUKIWKH CTAHOBIATH MEHIIHM, aje
3HAYYIIMHA BHECOK Yy 3arajibHy MoXHOKy cuctemMu. OLiHKa TOYHOCTI MOOYJOBH KOMIUIEKCHOTO
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U(ppPOBOro NpodiI0 MPOBOAMIACE IIIISIXOM MOPIBHSHHS pE3yJabTaTiB POOOTH CHUCTEMH 3
eKCIIEpTHUMH OIliHKamu (Tabd. 3).

Tabauusa 3
TouHicTh 1IeHTH}IKAIT XapaKTePUCTUK [MHUPPOBOTO MPOQLIIO
XapakTepucTHKa TouHicTb KispkicTb 3pa3kiB

OCHOBHI iHTEpecH KOPHCTyBaya 75% 100
Emonifinuii npodisne 70% 100
PiBens comiaibHOI aKTUBHOCTI 7% 100
[Ipodeciiina cdepa aisuTbHOCTI 65% 87
YacoBi maTepHU aKTUBHOCTI 87% 76

PesynpTati MOKa3ylOTh HAWBHUILY TOYHICTh Yy BH3HAYEHHI YAacOBUX MAaTEpPHIB
akTUBHOCTI (87%), 110 MOSICHIOETHCSI 00'€EKTUBHUM XapaKTepOM TEMIOpAJbHUX JaHMUX Ta iX
MEHILIOI0 3aJICKHICTIO BiJ iHTepmnpeTauii. PiBeHb colianbHOI aKTMBHOCTI BH3HAYA€ETHCS 3
TOYHICTIO 77%, OCKUIBKH METPUKH MIAMKCOK, KOMEHTAPIB Ta B3a€MOJIH MIIAI0THCS TIPSIMOMY
KUTbKiCHOMY aHanizy. OCHOBHI IHTEpecH KOpHCTyBauda iIeHTH(IKYIOTbCS 3 TOUHICTIO 75%
3aBlAkM 3actocyBaHHIO MeTony TF-IDF ans BuaineHHs KIIOYOBUX TEPMIiHIB Y TEKCTOBOMY
KOHTeHTi. EmomniiHuii mpodink BH3HAYAETHCS 3 TouHICTIO 70%, MmO € 3aJ0BIIBHUM
pe3yiabTaTOM 3 YPaxyBaHHSAM CKJIQJHOCTI CEHTUMEHT-aHalli3y i1 YKpaiHCbKOi MOBH.
HaliHmkuy TOYHICTH JI€MOHCTpYe BH3HaueHHs mpodeciiinoi cdepu mismbHOCTI (65%),
OCKUTBKH 1151 XapaKTEPUCTHKA YaCTO HE BUPAKEHA B IyOJIIYHOMY KOHTEHTI KOPUCTYBAUiB.

3arajbHa TOYHICTb CHUCTEMH JJIsI YKpaiHCbKOI MOBH  pO3PaxoByBajlach SIK
CepeIHbO3BAKCHE 3HAYCHHS TOYHOCTI BHM3HAYCHHS II'ATH KIIOYOBUX XapaKTEPUCTHK
KopHucTyBaua 3 TaOnuii 3: OCHOBHI IHTEpEecH, eMOILiiHuil mnpodinb, piBeHb COMIAIbHOT
aKTUBHOCTI, mpodeciitna cdepa ta yacosi natepuHu. CepenHe apudMeTndHe IUX MOKA3HUKIB
CTaHOBUTH 73% /17151 KOPUCTYBaUiB 3 IOMIPHOIO aKTUBHICTIO, 1110 1 BAKOPHCTOBYEThCA K 6a30Ba
METPHUKa MOPIBHIHHS CUCTEMH 3 aHAJIOTaMHU.

TecryBanHsi cTabiTbHOCTI POOOTH aNTOPUTMIB MPU PI3HUX YMOBaX EKCIUTyaTarlil
MOKa3aJI0 3a/I0BUIbHY CTIHKICTH 0 TUMYacoBoi HemoctynHocTi APl comianpHuMX 1utaTtdopm.
Cucrema aBTOMaTHYHOIO BIJTHOBJICHHS 3 BHMKOPHCTAaHHSIM €KCIOHEHLiHHoro backoff
3a0e3neuye MpoJOBKEHHS POOOTH MICIS YCYHEHHS TEXHIYHUX IIPOo0OJieM 3 BIIHOBIEHHIM 89%
¢yHKLIIOHATBHOCTI mpoTsaroM 3-5 xBwiMH. [lpum 30UIblIEHHI HaBaHTaXEHHs CHUCTEMa
JNIEMOHCTpPYE JIHIAHE 3pOCTaHHA Yacy oOpoOku, 30epiraroyud MOMKIMUBICTH TMapayieNbHOI
00poOKH 110 5 Mpo(iaiB 0AHOYACHO €3 CYTTEBOTO 3HUKEHHS MPOTYKTUBHOCTI.

JocmimxeHHss MacimTaboBaHOCTI PO3pOOJIEHOI CHUCTEMM TI0Ka3ajio, IO CHCTeMa
e(EeKTUBHO CHpaBIIEThC 3 OOpOOKOI KOPHCTYBauiB PI3HOIO pIiBHS aKTUBHOCTI. Jlis
KOPUCTYBadiB 3 BHUCOKOIO akTUBHICTIO (monanm 500 myOmikamii) cepemaHiii yac oOpoOKH
3011bIIyeThest 10 120-140 cekyHa, mpoTe TOUYHICTh pe3yabTaTiB 3pocTae 10 82% 3aBAsKH
Oinpmomy o0csry nanmx Juis aHamizy. KopucryBaui 3 momipHoto aktuHicTio (100-500
nyOuikamiif) oOpoOsitoTeCs 3a cTaHAapTHUM wac 85-95 cexynn 3 TouHicTio 73%. s
KOPHUCTYBayiB 3 HU3bKOI0 akTUBHICTIO (MeHIe 100 myOoikairiit) yac 00poOKU CKOPOUYETHCS 110
60-70 cexyHa, OlHAK TOYHICTb 3HIKYETHCS 10 64% depe3 oOMekeHH 00CAT BXITHUX JaHUX.
BucnoBku. Po3po6iieHo cucTeMy aBTOMaTH30BaHOTO aHAMI3y ITU(POBOTO CITITY KOPUCTyBava
B COLIIAJIbHUX MeJlia 3 BUKOPUCTAHHSAM MiJIXOJIB BIAKPUTOro 300py iH(popmarllii, agantoBaHy
JUIT  YKpaiHChKOI MOBH Ta KYJIBTYPHOTO KOHTEKCTY. I[IpOBeIeHO KOMITJICKCHHI aHalli3
ICHYIOUMX METOJIiB JOCHI/DKEHHS COLIaTbHUX MIATGOPM Ta BUABICHO iX OCHOBHI OOMEXEHHS
pu poOOTi 3 YKpaiHOMOBHUM KOHTEHTOM. Po3pob6iieno anroputm 300py myOaid4HO AOCTYITHUX
JAHUX, SKUHA BKJIIOYA€ IM'ATh OCHOBHUX e€TamiB Ta 3a0e3nedye CHUCTeMaTHMYHHHM MiAXiA 10
OTpUMAaHHS pPENEBAaHTHUX JIaHUX MpU JOTPUMAHHI TEXHIYHUX oOOMexeHb. PeanizoBaHO
crnerianizoBani amanrarii must podotu 3 Telegram Bot API ta YouTube Data API v3.
3arponoHOBaHO AJITOPUTM KOMIUIEKCHOTO aHaji3y TEKCTOBOTO KOHTEHTY 3 BHKOPHUCTaHHSM
metony TF-IDF ta 6i0mioTexu langdetect 111 aBTOMaTHUHOTO BU3HAYEHHSI MOBH, a/1alITOBaHy
TSl yKpaiHChKOi MOBH. P03p06iieHo anropuT™ moOy10BU IHTETPOBAHOTO IIU(POBOTO MPOQIIIO,
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SKAM BKJIIOYA€ TEKCTOBMH, COILIaJbHUM, 4YaCOBMH Ta MOBCAIHKOBUM KOMIIOHCHTH.
ExcniepuMeHTanabHe TECTYBaHHS MIATBEPAMIIO €()EKTHBHICTh CUCTEMH 3 TOUHICTIO 73% s
YKpaiHCBKOTO KOHTEHTY, 110 Ha 18-25% mepeBullye moka3HUKA MI>KHAPOJHUX aHAJIOTIB MPH
cepenHboMY Yaci o0poOku 85-95 cekyH Ha KOpHCTyBaya.

1.
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SYSTEM FOR AUTOMATED ANALYSIS OF USER DIGITAL FOOTPRINT IN
SOCIAL MEDIA USING OSINT

A. Vlasova, V. Nazarov, I. Yarova, N. Kushnirenko

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Email: kushnirenko@op.edu.ua

The article presents a system for automated analysis of user digital footprint in social media using Open Source
Intelligence (OSINT) approaches adapted for the Ukrainian language. Growing user activity on social networks
creates privacy risks through accumulation of personal information. The aim of the work is to create a specialized
system for comprehensive analysis of user digital presence in Telegram and YouTube considering morphological
features of Ukrainian language and cultural context. Analysis of existing social platform research methods revealed
limitations when processing Ukrainian content, particularly insufficient recognition accuracy and absence of
specialized linguistic models. The proposed system consists of three sequential algorithms: a data collection
algorithm through Telegram and YouTube APIs, a comprehensive text content analysis algorithm using TF-IDF
method for key term extraction and langdetect library for automatic language detection, and an integrated profile
construction algorithm with heterogeneous data normalization based on textual, social, temporal, and behavioral
components. Experimental validation on a sample of 100 users across different age categories demonstrated system
accuracy of 73% for Ukrainian content with average processing time of 85-95 seconds per user. The highest
accuracy was achieved in determining temporal activity patterns (87%) and social activity level (77%). Scientific
novelty lies in creating a specialized system for Ukrainian language considering its morphological features,
including integration of TF-IDF frequency analysis methods adapted for word forms specificity, development of
Ukrainian internet slang dictionary with over 800 entries, and construction of a comprehensive digital profile
model based on four components.

Keywords: OSINT, digital footprint, social media, Telegram, YouTube, machine learning, text analysis.
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YAOCKOHAJIEHHA CTEI'AHOI'PA®IYHOI'O METOAY BBYIOBYBAHHSAA
TH®OPMAIIIL B YACTOTHY OBJIACTH IIU®POBUX 305PAKEHD

B. 1O. Bonommwn, B. B. [lonydanos, I'. P. [Tamnes, H. . Kymnipenko

Hamionaneuuii yaiBepcuTeT «OJ1echKa MOJIITEXHIKaY)
1, [lleBuenka mp., Oxeca, 65044, Ykpaina
Email: 1945vlad1945@gmail.com

Ha cporomimmHii neHp IiCHye 3Ha4yHa KUIbKICTh METOAIB Ta IHCTPYMEHTIB JUIs
npuxoByBaHHS iH(opmanii y wnmdpoBux 300paxeHHsX. I[Ipore OUTbIIICTE i3 HUX
3aJIMIIAIOTHCS BPa3JIMBUMH JI0 CTUCHEHHs, (ibTpanii ado 1HIMX aTak, 10 MPU3BOIUTH 0
CIIOTBOPEHHS a00 BTpaTH MpuxoBaHWX naHKX. OCOOJMBO II€ CTOCYETHCSA METOMIB, SKi
MPAIIOIOTh Y MPOCTOPOBIi 00MacTi, J¢ HAaBiITh HE3HAYHA OOpPOOKA 300paKEHHS MOXKE
3pyiHYBaTH BOYJOBaHE IOBIIOMJICHHSI. METOH pOOOTH € MiJABHMIICHHS CTIHKOCTI Ta
HamiiHOCTI  TpuXoByBaHHSA iH(opmamii y 1HudpoBHX  300pakeHHAX  IIIIXOM
YIOCKOHAJeHHs creranorpadiyaoro meroxmy Koxa i Xao, skuil mpamoe B 4YacTOTHIM
o0macTi 3 BUKOPUCTAHHSIM OHCKPETHOTO KocuHycHoro meperBopeHHs (IKII). ¥V pobori
MPOBEACHO AaHalNli3 ICHYIOYMX CTEraHorpadiyHUX METONiB 1 MporpaMHHX 3aco0iB,
BU3HAUCHO iX IIEPEeBaru Ta HEJOJIKH, IO JO3BONMIO c(HOPMYBATH HANPSMOK MOAANBIIOTO
yIoCKOHaNeHHs. P0o3po0iieHnii MeTo/1 BKIIFOUa€ BUKOPUCTaHHSI KEPOBAHOTO BUOODY OJIOKIB
JKII 3a [q0mOMOror CHeIiaibHOIO KJI0Ya, [0 3a0e3leuye PIBHOMIPHHNA PO3IMOILT
NPUXOBAHUX JAaHUX 1 migBuIye criiikicte merony ao JPEG-crucuenns. IlpoBeneHo
eKCIIEPUMEHTAJIbHI JOCIIJKCHHs, SKI II0Ka3ajll MOKPALICHHS IOKAa3HUKIB MIKOBOTO
criBBigHOIIEHHs curHany 1o mymy (PSNR) y nopiBHsIHHI 3 6a30BHM aJrOpUTMOM, a TAKOXK
30epeKeHHS] KOPEKTHOCTI JEKOAYBAaHHS JaHMX HaBITH MICJS CTUCHEHHS 300pa)KeHHS 10
60%. Po3poOneHuit MeTom Moke OYTH 3aCTOCOBAaHWH y CHCTeMax 3aXHCTy iH(opMarii,
(POBOro BOASHOTO MAapKyBaHHS, a TAKOXK y NPOTrPAMHUX PILICHHSAX Ul MPUXOBYBAHHS
KoH}pimeHIiitHNX  maAmx. OTpuMaHi  pe3ynbTaTH  MIATBEPUKYIOTh  JOIUIBHICTH
BUKOPUCTaHHS yJOocKoHaneHoro meroxy Koxa i XKao anst mimBumieHHs HamidHOCTI Ta
Oesmekn UPPOBUX 300pakeHb. BUKOPUCTaHHS KIIFOYOBOTO MeEXaHi3My BHOOpY OJIOKiB
BIIKPHBAa€ MOMJIMBOCTI JJIsI TIOOYZOBH OIUNBII CKIAQJAHAX CHCTEM 0OaraTopiBHEBOTO
npuxoByBaHHs iHpopMmarlii. OTpuMaHi pe3ysbTaTH CTBOPIOIOTH MiAIPYHTS JUIS MOJAIIBIINX
JOCITI/DKeHb Y HamNpsIMKy KOMOiHYBaHHsI creraHorpadidHux 1 KpunrorpadiyHuX METOJIiB
JUIs 3a0€31eYeHHsT KOMIUIEKCHOTO 3aXHCTY HU(PPOBUX JaHHX.

Koarouosi caoBa: creranorpadis, meron Koxa i XKao, wactotHa obGmacts, undpose
300paXKeHHSI.

Beryn. V cydacHoMy 1iu¢poBoMy CBITI 00cari 0OMiHy iH(pOpMalli€l0 HEBIIMHHO 3POCTAlOTh,
10 TIIBUIIYE BUMOTH JI0 3aXHCTY JAaHHMX BiJI HECAHKIIOHOBAHOTO JIOCTYIY, MIAPOOKH Ta
nepexoruieHHs. OaHUM 13 e(eKTUBHHUX HampsMiB 3a0e3nedeHHs iHpopMmaiiitHoi Oe3neku €
cTeraHorpagiss — MeTOJl NPUXOBYBaHHA (DaKTIB MepeAaBaHHS JaHUX Yy MYJIbTUMEIIHHUX
00’eKxTax, 30kpema y nuuppoBux 300paxkeHHsx. Ha BiaMiny Big kpunrorpadii, creranorpadgis
He Jsume 30epirae KOH(INEHUIHHICT, TOBIJIOMIICHHS, ane W MpHUXOBye caMm (akT Horo
ICHYBaHHsI, [0 POOUTH 11 0OCOOIMBO KOPHCHOIO y chepax Oe3neyHoro oOMiHy iHPOpMAIIi€To,
IU(PPOBOTO BOJTHOTO MapKyBaHHS Ta 3aXHCTy aBTOPCHKUX mpaB. [lompu 3HauHM# mporpec y
po3pol1ii creraHorpadiqyHUX METO/iB, 0araTo 3 HUX 3AIUIIAIOTHCS BPA3IMBUMHU JI0 Cy4aCHUX
atak — crtucHeHHs JPEG, ¢inprpanii, 3minu po3mipy abo koHBeprauii Qopmary. lLle
0COOJIMBO CTOCYETHCSI METOJIIB, II0 MPAIIOIOTh y MPOCTOPOBiH 00JIaCTi, Ie HaBITh HE3HAYHE
penaryBaHHsS 300pakeHHs MOKE MPHU3BECTH JI0 YacTKOBOI ab0 TMOBHOI BTPATH MPHUXOBaHUX
nanux. Came TOMY OCTaHHIMHM pOKaMH aKTUBHO PO3BHBAIOTHCS METO/H, SIKI BUKOPUCTOBYIOTh
4acTOTHY 00JacTh, 30KpeMa Ha OCHOBI JIUCKPETHOTO KOCHHYCHOTO TepeTBOpeHHs. OmHuM i3
HaOLIbII BIiIOMHX 1 MOIIMPEHUX METOMIB 4acToTHOI cteraHorpadii € merox Koxa i XKao,
sakuii 0azyerbes Ha Moaudikarii koedimientiB JAKII. Ileit meTon XxapakTepus3yeTbesi BUCOKOIO
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e(eKTUBHICTIO, ajie BOJHOYAC Mae€ OOMEXEHHs, OB sI3aHi 3 PIBHOMIpPHICTIO BUOOpPY OJIOKiB
s BOynmoByBaHHsA 1H(MoOpMaIli Ta 3HWKEHHSM SKOCTI 300pakKeHHS TpU TMiABUIICHHI
CTIMKOCTI. YPa3IuBICTh aIrOPUTMY O T€OMETPHUUHUX aTak i A0 Brpar npu JPEG-ctuchenHi
3YMOBIIIOE€ HEOOXIJHICTh HOro BJIOCKOHAJIEHHS. 3 OMIANY Ha I, METOI0 JaHoi poOoTH €
yIOCKOHAJIEHHsT creranorpagiunoro wmerony Koxa 1 JKao mwisxoMm 3ampoBaKeHHs
KJIFOYOBOT0 MexaHizMy Bubopy OmokiB JIKII, mo 3abe3neuye OubIl piIBHOMIPHUN PO3IMOILT
JAHUX, a TaKOX MOXJIMBICTb KEpyBaHHS IapamMeTpoM BOYIOBYBaHHS Ui JIOCSATHEHHS
ONTUMAJIBHOTO CITIBBIHONIICHHS MDK SKICTIO 300pa)KE€HHS Ta CTIHKICTIO TPHUXOBAHOI
iHpopMariii. Y mporeci AOCTDKEHHS Oyln0 TMPOBENEHO aHaji3 ICHYIOYHMX METOJIB
creradorpadii, iX CHIBHHUX 1 CIAOKHUX CTOPIH, & TaKOX EKCIEPUMEHTAIbHE IOPIBHSIHHSI
YIOCKOHAJIEHOT Bepcii alroputMy 3 0a30BHM MeTOAOM. Pe3ynbTaru mokasaid, M0 HOBA
Moaudikallis A03BOJIsIE 30€perTH KOPEKTHICTh BITHOBJICHHS JaHWX HAaBITh IICIA CYTTEBOTO
JPEG-ctucuenns (no 60%) i 3abe3mneuye BUII 3HAYCHHS TIIKOBOTO CITIBBIIHOIICHHS CUTHATY
10 ryMy. TakuM 4uHOM, PO3POOICHHUH MiAX1/1 CIIPHUSE IMiIBUIICHHIO HAIHHOCTI, CTIHKOCTI Ta
e(eKTUBHOCTI cTeraHorpadiqHuX CHCTEM, IO IiITBEP/PKYE HOTO aKTyalbHICTh IS CYy4acHOi
KibepOe3eKH Ta MPaKTUYHOrO 3aCTOCYBaHHs y cepi 3axucty mudpooi indopmarii [1].
Mera i 3agaui podorm. MeTor0 pPOOOTHM € MIIBHINCHHS CTIHKOCTI Ta HAMIHHOCTI
npuxoByBaHHA 1HGopMamii y UupoBUX 300paKEHHSIX LUISIXOM  yJOCKOHAJICHHS
creranorpagiunoro merony Koxa i JKao 3 BHKOpHCTaHHSIM MeXaHi3My BHOOpY OJIOKiB
JUCKPETHOTO KOCHHYCHOT'O TEPETBOPEHHS HAa OCHOBI Kitoua. JIJis TOCSATHEHHS MOCTaBJICHOI
METH HEOOXiTHO pO3B’sI3aTH TaKi 3aBJaHHS:

- TPOBECTH aHAJI3 ICHYIOUHMX METOJIB cTeranorpadii, BU3BHAYUTH X mepeBaru Ta
HEJIOJIIKH, a TaKOXX o0rpyHTYBaTH BubOip Meroay Koxa i XKao sixk 6a3oBoro;

- JIOCHiIUTH 0cOOIUBOCTI BOYIOBYBaHHS iH(pOpMaIlii B YaCTOTHY 00J1acTh 3a
JIOTIOMOTOI0 IMCKPETHOTO KOCHHYCHOTO ITEPETBOPEHHS;

- po3poOuTH yaockoHaneHny moaudikamniro meroay Koxa i XKao i3 Bukopuctanusim
KIIFOYOBOI'O M€XaH13My BUOOpY OJIOKIB /ISl IPUXOBYBaHHS JaHUX;

- TPOBECTH €KCTIIEPUMEHTANIbHI JOCTiIKeHHs €()eKTUBHOCTI 3alIPOITOHOBAHOTO METOY,
MOPIBHSTH HOTo 3 0a30BUM aJITOPUTMOM 3a MOKa3HUKAMU SIKOCT1 300pakeHHs Ta
criiikocti 10 JPEG-cTHCHEHHS,

OcHoBHa yacTuHa. MeToau nmpocTopoBoi o0acTi B creraHorpadii 0XOmioTh TEXHIKH, 1€
NPUXOBaHHS JaHUX BiIOYyBaeTbcs Oe3nmocepeqHbO B Mikcedl 300pakeHHs. ['onoBHa Mmera
[OJIATaE B TOMY, 100 e€(peKT HasBHOCTI MOBIJOMJICHHS OyB HEMOMITHUM JUIsl cIiocTepiraya
npy meperisal 300paxeHHs. ICHYIOTh pi3HI crocobu kiacudikaiii MeToaiB creraHorpadii

(puc. 1) [2]:

Texnika creraHorpadii

LSB DFT
PVD MeToz npocToposoi 0bnacti Crerarorpadis Tpancopmanii DCT
JOMEHY
BPC DWT
BexTopHe BOYIOBYBaHHA PO3MIHPeHHH CIIEKTP
CTaTHCTHYHHI IpHIOM MeToI CHOTBOPEHHS

MackyBaHHA Ta QiTbTpartis

Puc.1. Texnika creranorpadii

Huckperne kocunycHe neperBopeHHs (JKII, DCT) e pizHOBUAOM JiHIHHOTO
OPTOTOHAJILHOTO TIEPETBOPEHHS, SKE, Ha BIIIMIHY BiJl AUCKPETHOTO mepeTBopeHHs Dyp’e,
3a0e3nedye Oubll e(EeKTUBHY EHEPreTUYHY KOMIIPECiI0, TPaHC(HOPMYIOUH 300pa)KeHHS 3
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MIPOCTOPOBOI 0OJIACTI y YACTOTHY, IO J03BOJISIE BUALUTATH 3HAYYII KOMIOHEHTH CUTHAITY IS
noganbimoi  00poOku abo crera”orpadiuyHoro BOymoByBaHHS. T0OTO mpeacTaBisie
300payKeHHS y BHUIVISINI MaTpuili 8X8, ne 37iBa 3BEepXy 3HAXOAATHCS 3HAYCHHS, IO
BIJIIOBIaOTh 3a (DOHOBI €JIEMEHTH 300paXKCHHS, a CIpaBa 3HU3Y — 3a KOHTypH (puc. 2) [3].
[ponenypa JAKII 3acTocoByeThCst 10 KOKHOTO OJIOKY Bif JIIBOTO BEPXHBOTO KyTa JI0 MPABOTO
HWKHBOTO KyTa. [licis 1hOro KOXeH OJOK CTHUCKAEThCS 3 BHKOPHCTAHHSIM TaOHIli
KBaHTYBaHHs 11 MaciradyBanas koedimientis JIKII, a motim y ctucii 6;10Kku BOYJIOBYETHCS
noBimomiieHHs. [lpu HeoOXigHOCTI 300pa)keHHS MOXKE OYTH BiJIHOBJICHE 3a JIOIOMOTOIO
IpOIIECy JCKOMITPECii, BHKOPUCTOBYIOUH 3BOPOTHE JIUCKPETHE KOCUHYCHE MepeTBOpeHHs [4].

LR
™ % A AR UL
L 0 0 010 00 00
=S
= R
===
S=EcEEnEE
======En

Puc.2. brnok gacrornoi o6macti AKIIT

i

JluckpeTHEe KOCHHYCHE TepeTBopeHHsI BukopucToByethesi y JPEG crucuenHi. [Iporec
CTHCHEHHS BKJItOUYae B cebe 0OHYJIEHHsS BUCOKOYACTOTHUX cKiagoBux Marpuui JKII, a came
YacToT, SIKi 3HAXOAATHCS B MPaBOMY HIDKHBOMY KyTi Martpumi. Lli BucokodacToTHI
KOMITOHEHTH B1JIOBIJIAI0OTh 32 Pi3Ki KOHTYPH 1 JeTaii 300paxxkeHHs. ToMmy miJ yac CTUCHEHHS
JPEG came Ha KOHTypax MOXYTb 3'ABIATHCA apTedakTH, L0 TMPOSBISIOTHCS y BUIIISAAL
po3muTHX obnacreii [5].

JKII 311i1710HfoeTLc;[ 3a HACTYITHOIO (DOPMYJIIOIO:
N1 N1

2x+1)in 2y+l)in
DCT(ij)= — C(I)CU) ZU Zﬂpnef{xg ) cos ZN) 0s [( JZN)J l (1.1)
v2 = =
ne ] — inzaexcu koedinienta DCT y mpocTopi 4acTor;
V  — KOOpAMHATH MiKcens y 010Ky 300paxeHHs po3MipoM NxN;

pixel(X, y) — 3HaueHHs IHTEHCHBHOCTI ITIKCeJIs y Toulli .t, 17 (ICKpaBicTh);
C(i), C(j) — nopmyBasbHi koedimientu [6].

Ilepeitnemo no metony Koxa i XKao, korpuii 6ynemo moaudikysaru. Ha mouarkoBomy
eTarli MepBUHHE 300pakKeHHS CTaHAAPTHUM YHHOM po30uBaeThcst Ha 8%X8 Ooku. J[o KOKHOTO
Onoky, sikuii Oyaemo mo3Hadatu B, 3actocoByethcs JKII, Tum camum 37ilicHIOIOYU
nepeBeIeHHsT KOKHOTO OJIOKY 13 MPOCTOPOBOi B YAaCTOTHY 001acTh. Y pe3yibTaTi BUXOJUTh
8x8 Onok koedimientiB JIKII. Koxumii 010K NpU3HAYEHO U MPUXOBAHHS OIHOTO OiTa
nonatkoBoi iHpopmartii ().

Icaye nBi peanizarii aropurmy:

1. Jlns BOynoBwu Gita /I BukopucroBytothes 2 koedinienta JKII;

2. Jns BOynosu Oita /Il BukopucroBytoThes 3 xoedimienta JAKII.

PosrnsiHemo noxmagHo mepmuit Bapiant. Ilin wyac opranizaiii npuxoBaHOTO KaHATy
3B'A3Ky a0OHEHTH TIOBHHHI TOIEPETHBO TOMOBHUTHCS (3B'A3aTHCS IO 3aXHUIICHOMY KaHATY
3BSI3Ky) Mpo J1Ba KOHKpeTHUX koedimienta JKII i3 koxHoro O5oky, siki OynyTb
BUKOPUCTOBYBATUCSA JUIsI TPUXOBAHHS JaHMX. 3agaMo JaHi KoedimieHTH iX iHAeKcaMu
wlvrl 1 w2r2 Bwmacuax koedimientiB JIKII:
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(1. J_) ............ (1 8)

(8 ) ............ (8 ,8) '

BinMiTiMo, 1m0 3a3HadeHi 1HIEKCH TOBHHHI BIANOBITATH CEPEIHBOYACTOTHUM
koedimientam JIKII, mo 3abe3neunTh: mpuxoBaHicTh iHGOpMaIlii; BOyq0oBaHa iHGOpMAIIisS HE
OyJie CIIOTBOPIOBATHCS MPHU Jpeg-CTUCKY 31 3HAYHUMH KoedimieHTaMu sKocTi (abo, Mo Te kK
came, 3 MaJTUMH KoedillieHTaMu CTUCKY) [7].

Ha npaxrtuiii HaivacTtiie BUKOPUCTOBYIOThCS 1,271 =45 1 w2 v2=54
Hexait y mporeci creranomepeTBopeHHsi Tpeba BOymyBatu yeproswii Oit 42401 L
BiamoBigHO 10 CEKpPETHOTrO KJIOYa JJIsi I[bOTO BHOUPAETHCS OJOK [[3-koHTeliHEpAa.
Biamosigawuii iiomy 650k koedirienti JIKII noznaunmo ZJK:

[\ AKIT JKI JKIT 7]
b, b, U o
AKIT JKIT JKIT
BZ]KH _ b21 b22 b b28
JIKIT JIKIT JIKIT
| b;, b, . by

Jnst BOyOBH A4 BHKOPMCTOBYIOTBCS KOEDILIEHTH Ay 7,21/7KTT, - BOynosa Gita 44

BiOYBAa€ThCS TaKMM YHHOM: SKIIO JA=(0 , TO pI3HUNA aOCOJNIOTHUX 3HAYCHBb
BUKOPHUCTOBYBaHUX Jisi BOynoByBaHHs KoedimieHTiB JIKII pobnsaTs Oinbiie aeskoi 3agaHoi

JIOJIaTHOI BeMYuHU P, a ko #4=1 , TO 1 pi3HUIA poOUTHCS MeHIe -P:

'KIT 'KIT
) bulz V2

Up ,Vvq

>P, npu b =0,

JIKIT
Up vy

b JIKIT

Uy Vv,

<-P, npu b =1

Takum yMHOM, MEpBUHHE 300paXKEHHS CIIOTBOPIOETHCA 32 PAaXyHOK BHECEHHs 3MiH Y
koegiuientu JKII, ko ix BITHOCHI BEIMYMHU HE BIANOBIIAIOTH NPUXOBYBaHOMY OiTy. Uum
Oinbiie P, THM cTeraHocucTema, CTBOPEHa Ha OCHOBI JJAHOTO METOAY, € OUIbII CTIHKOK 10
CTHCKY, OJIHAK SIKICTh 300pa)KCHHS MPH [[bOMY MOKE€ 3HAYHO moripmutucs [8].

[Ticns BigmoBiAHOTO BHECEHHS Kopekilii B 3HaueHHs koedimientis JIKII, mpoBoauTscs
3BopotHe JIKII Omoky. VY pe3ynbTaTi mnepecusiaHHA CTEraHOMOBIIOMJICHHS, SIK BXKE
3a3Ha4yaj0Csd BHILE, 3a3HA€ CIIOTBOPEHH:A, cnOTBOpeHHs 3a3Hae W JI. g Burary /I
BUKOHY€ETHCS aHaJIOT14Ha nporeaypa Budopy koediuientis JIKII y koxHOMY 06110111, 1110 OYyiu
3a[ifHI B CTEraHONEPETBOPEHHI, a PO3B'SI30K MpO TMepeJaHuil OiT YyXBaIOETbCI Yy
BIJIMOBITHOCTI 3 HACTYITHUM TTPABUIIOM:

— JIKIT — JIKIT

bk = O, npu bul,v1 buz,v2 y
— K| |— gk

b, =1, npu |buv|<[bu,,

ne bul,v1dKII, - xoedinientn JKII Onoxy MOMKIMBO 3MIHEHOTO IIpH Iepenadi

cTeraHomnoBigomieHHs [9].

[IponoHyeThCS AOJATH KITIOY, 33 TOTIOMOTOIO SIKOTO 3/1IHCHIOBATUMEThCS BUOIp OJIOKIB
JUCKPETHOTO KOCHHYCHOTO IIEPETBOPEHHS, y sKi Oyae MNPUXOBYBATHCS J10JIaTKOBA
iH(popMartis. BukoprucTanHs Kit04a J03BOJIUTH 3IHCHUTH KEpOBaHUH Tpolec BUOOpY OJIOKIB,
10 poOUTH MpOIeAYPY BOYAOBYBaHHS OLIBII OPraHi30BAHOIO Ta MOCIITOBHOIO.
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Ha noyatkoBoMy eTari nepBUHHE 300pa)KeHHsI CTAaHIaPTHUM YHHOM pO30MBAETHCS HA
8x8 0Oyoku omgHAKOBOTO PO3Mipy. PO30MTTS BUKOHYETHCS 3a TIEK K CXEMOIO, IO W B
OpUTIHABHIA Moudikamii METOTy, IO JO3BOJIAE 3a0E3MEUYUTH Y3TOJDKEHICTH 13 0a30BUM
anroputMoM. Iliciast HbOro 10 KOXKHOTO 3 OTPUMAaHUX OJIOKIB 3aCTOCOBYETHCS JIMCKpPETHE
KOCUHYCHE TICPETBOPCHHS. 3aBISKH IbOMY KOXEH OJIOK 300paKCHHS MEPEBOIUTHCS 3
IPOCTOPOBOi 0O0JIacTiI B YAaCTOTHY. Y pe3ylbTaTi TaKOro IEPETBOPEHHS KOXKEH OJIoK
300payKeHHST TPEICTABIAEThCA y BUDIISIAI Ooky koedimientiB JIKII, sxi onucyroTh HOro
4acTOTHI XapakTepucTukH. lle Oyae Burisaatu HacTynmHuM ynHoM (puc. 3) [10].
U11|U12| Ur3|Ura| Urs | Ure| Ur7| U1s
Ua1| U2 | Uzz|Uas| Uas | Uze| Upr| Uzsg
Us1|Usz|Us3| Uss| Uss| Uss| Usr | Uss
Usa|Us2| Usz| Uss| Uss| Usg| Usr| Uss
Us1|Usz| Us3|Us4| Uss | Use| Us7| Uss
Us1|Us2| Us3 | Usa| Uss | Uss| Us7| Uss
Ur1| U2 | Uz3|Ura| Uzs| Uz6| Ur7| Uss
Ug1|Us2| Us3| Uss| Uss | Uss | Us7| Uss

Puc.3. bnoxu JIKII 31 cBo€ro Hymepaili€ero

Y 3BHYallHOMY MeETOJi 3a3HAYa€ThbCs, 0 KOXHUH OJOK MpU3HAYEHUH IS
MPUXOBYBAHHS JIMIIIE OJHOTO OiTa MomaTkoBoi iHdopmarii. Takuii miaxia € JoBOJ MPOCTUM,
ajie BiH HE BPaxOBY€ MOKIIMBICTh BUKOPUCTAHHS OUIBII THYYKOTO MEXaHi3My BUOOpY OJOKIB.

B agantoBaHOMY METOAI NMPOIOHYETHCS 3aCTOCYBATH CIEUIaIbHUN KIIOY, SIKUH Oyrne
reHepyBaTucs camocTiiiHo. OCHOBHa BUMOra J0 KJO4Ya — BIJACYTHICTh ITOBTOPIOBaHHUX
CHUMBOJIB, M0 3a0e3medyye YHIKQIbHICTh Ta OJHO3HAYHICTH BUOOpY OsokiB. Kirrou
dbopMyeTbcs y BUTISAII TMOCHIOBHOCTI 3 I'ATH JIBO3HAYHUX 4HCEN, SKI MK €000 He
MOBTOPIOIOTHCS. [[71s1 mpukiany BisbMeMo Kitoud «5312761837». SAxiio po3nuiuTd Horo Ha
YaCTUHM, OTpUMAEMO I’ATh uucen: «53 12 76 18 37». ¥V TakoMmy BHUIUIAII BiH 3pyyHille
CIIPpUIMAETHCS Ta JO3BOJISIE HAOUHO MOKA3aTH, SIKUM YHHOM BiJIOYBA€THCS BIIOOPAKEHHS Ha
o6moku JIKII. Takum YMHOM, KOXKHE YHCIIO BIJNOBIJa€ KOHKPETHOMY OJIOKY 3 I€BHOIO
HyMepalli€ro, 1 came y 111 0J10ku Oyzie mpuxoByBaTUCA jJojaTkoBa iHdopmartis. Ha pucynky 4
NOJAaHO MNPUKIIAJ CXEMaTHYHOro BifoOpaskeHHs BHOOpY OJIOKIB BiJIMOBIHO 10 3a/laHOTO
KITIOYa.

U11 @13 U1s|U14| U1s| U1s| U17 @19 531276 1837
Uz1|Uzz| Uzs| Uzs| Uas| Uas | Uar | Uns
Us1|Us2| Uss|Us4| Uss| Uss @33 Uss
Us1|Us2|Usz|Uss|Uss| Uss Usr|Usg
Us1|Usp @LSQ Us4|Uss| Uss|Usy| Uss
Us1| Us2| Us3| Usa|Uss| Uss| Us7| Uss
U71| Uz2| Ur3| U74| U7 Uie Uy7|Uzs

Ug1|Ug2| Ugs|Ugs| Usgs| Ugs | Ug7| Uss

Puc.4. Boynosysanus /I B JIKII 610ku Hymepallis KOTpUX BiANOBITA€ KIHOUY

IToBTOproeMo ait0 Ans Beix ymcen 1 orpumyemo HactynHuid Burisia JIKIT Gnokis,
AKIIO 1HIEKCHU OJIOKIB TTOBTOPIOIOTHCS, TO BOHU MPOCTO MPOITYCKAIOTHCS, 0aYMMO HACTYIHUIN

pucyHOK (puc. 5).
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11 [U1d) D1 Ure] Uss| U601 531276 18 37
(WPYAAYEY) [owas nonen UM-,J_)-ﬁ-U?_? Uss
CJU31| Uso} Us3 | Usa| Uss| UssjUsrRUas >
Uga| Usof|Uss|Uss ﬁ Usel| Usrfl|Uss
AUs1| Us2WUs3BUs4 | Uss | Usel| Us7l|lUsgl>
Us1| Us2| Us3|Usa| Uss| Use| Us7{Uss
'EKU@AU”‘ U4 UTST-U;ﬁ Uz7lU7g

Ve U U

Puc.5. Kinuesuit Bug 6J10Ky B KOTpHUil OyAyTh MPUXOBaHi AaH1

TobTo 6aunmo 110 Osoku ming iHgekcamu U21, U24, U25, U41, U44, U45, U61, U64,
U65, U8, U84, U85 B3araini He OyAyTh BUKOPHCTAaHHI HA BIIMiHY Bi/I OpUTIHAIBHOTO METOLY
B KOTPOMY KOXXHUI OJIOK MPU3HAYEHO I PUXOBaHHs ogHoro Oita /1.

Jlamni Bce BigOyBa€eThCSl TAKMM CaMUM YMHOM SIK 1 B OpHUTiHANBHINA Moaudikarii. Okpim
TOTrO 110 Oy/e 101aHO MOXKIIUBICTh 00MpaTu 3HaueHHs P, nis Toro mjo0 KOpuCcTyBad cam Mir
obuparu 1o oMy OiIbIe MOTPIOHO, OUTBINNI 3aXKUCT Y OLIbIIA SKICTh.

ExcriepuMeHTanbHi JTOCHIPKEHHS TPOBOAMUIIMUCS 13 BUKOPUCTaHHSIM Habopy 3 100
OpUTIHAIBHUX 300pakKeHb, SKI MalW PIi3HUHA 3MICT Ta CTPYKTYpy. Y KOXKHE 300pa)kKeHHS
BOyIOByBasiacsi TE€BHA KUIBKICTh JOAATKOBOi iH(popMalii, BUpa)keHAa Yy BiJCOTKOBOMY
CIIBBIIHOIICHHI JI0 MAaKCUMAJIBHO MOXKIIMBOI KUIBKOCTI TJAaHUX, SIKi TOTCHIIIHHO MOXXYTh OYyTH
po3mimieHi y 300paxkenHi. Takuil miaxig A03BOJMB OIIHUTH, SK 3MIHIOETHCA SKICTh
300pakeHb 3aJIEKHO BiJ 00CATY MPUXOBAHOI iHPOpMAILLii.

Y mporeci ekcepuMeHTy Oyno MpOBEACHO Cepil0 TEeCTiB, MiJ 4Yac SKUX JaHi
BOYJIOBYBAJIMCSL Y CHHIM KaHaT 300pakeHHs. [Ipu npomy mapamerp P Oyno 3adikcoBano Ha
piBHi P = 25. Ile nano 3mory 3a0e3neuuTH OJHAKOBI YMOBH JJISl BCiX 300pakeHb Ta KOPEKTHO
MOPIBHATU PE3yIbTaTH.

Jlnist OLiHIOBaHHSI SIKOCTI cTeraHorpadiuHux 300paxeHb Oys10 BUKOPUCTAHO MMOKA3HUK
MIKOBOTO CHIBBIJHOWIEHHS CHTHaly A0 Inymy. Otpumani 3HaueHHs PSNR no3BossioTh
BU3HAUUTHU CTYIIHb CIOTBOPEHHS 300pakKeHHs Miclig mpollecy BOymOBYyBaHHS iH(opmarrii.
UM BUIIMM € 3HAYCHHS I[LOTO IMOKA3HWKA, THM MEHII TIOMITHUMHU € 3MIiHH JUTSI JIFOJICEKOTO
oKa.

Ha pucynky 6 300paxeHi pe3ynpratd. BumaHo, mo ymockoHaneHa moaudikaris gae
Kpallli pe3yJIbTaTH BiJl B)K€ HasiBHOI.

7 3anexHicTb PSNR Bif 06¢Ary NpUXoBaHOro TeKCTy

¢

401

38

PSNR (a5)
s

34t

32

—©— Hosu# MeTOL
—8— CTapuit MeToq

30 L L L L L L
10 20 30 40 50 60 70 80 90 100

% TekcTy

Puc.6. I'padik 3anexxHOCTI KibKOCTI TEKCTY 1 BIutiBY Ha PSNR 300paskeHHs
Jlyist 6UTBII TPYHTOBHOI MEPEBIPKU HOTO MOXIIMBOCTEH OyJIO MPOBEACHO JTOAATKOBUN

eKCIIEPUMEHT, CHPSIMOBAaHWN Ha OIIHKY 3JaTHOCTI alTOPUTMY KOPEKTHO JIeKOAYyBaTU
JIOTaTKOBY 1H(OPMAIIiiO 32 YMOB pi3HUX piBHIB cTucHeHHs JPEG.
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VY naHomy IOCHi/KEHHI aHajizyBajacsi poOOTa METOAY IMpH 3MIHHUX 3HAUYEHHSIX
koedimienTa sikocti QF, a Takok npu pizHUX mapamerpax P. Ile 703BoNHIIO OMIHUTH HE JUIIIE
3arajibHy CTIMKICTh aJTOpUTMY, aje il BU3HAYMTH, K CaMe 3MIHIOETbCS MOTO HAAIWHICTBH y
3aJIC)KHOCTI Bl YMOB CTHCHEHHS.

Ha pucynky 7 300paxeHi pesynbratd. OTpuMaHi €KCIIEpUMEHTAIbHI pPE3ylIbTaTh
MiATBEPKYIOTh, 10 3alPOIIOHOBaHA MOAU(IKAIIs IEMOHCTPYE MOKPAIICH] XapaKTePUCTUKH
NOPIBHSAHO 3 HAasgBHUM 0a30BMM MeToZoM. Pesympratu nexomyBanHs [l mpu 3HaueHHSX
napametpa P = 25 ta P = 40 He 1eMOHCTpYIOTh TOMITHUX 3MiH. OTHaK J1J1s1 3Ha4eHHIM P = 55
cTasio MOXIUBUM ycmimHo BUTITTH [ mpu crucHenni 80%. [lomanpini eKcepUMEHTH
MoKa3aJu, 1o npu 3HadeHHsax P = 70 ta P = 85 nudpoBy iHdopmarliiro Baasocs BiTHOBUTH 3a
yMoB ctucHeHHs 10 70%. Haiikpammii pesynsraTt 0yno orpumano mpu P = 100 — HaBiTh 3a
YMOBH CTHUCHEHHsSI 300paxeHHs 10 60% uudposa indopmanis Oyna BuUTITHyTa 0€3
CIIOTBOPEHb.

I_Cmpwﬁ meton [ Hoswit Meroﬂ.l {_Cmpwﬁ wercq [ Hoswit METOJJ‘ I_C‘rapwﬁ meton, [ Hoswit MEIOD,}
P=25 P =40 P =55

+ + +
@ 5 @
5 5 I
[} = [}
= = =
3 3 3
s g s
PPE RSO P RPPRPRELCL S PP PP CS RS
QF QF QF

I_CTapmﬁ meton, [ Hoeuit Mem,u,l {_Cmpwﬁ weton, [ Hoswi METO,El‘ I_C‘rapmﬁ meton, [ Hoeuii MeTon
P=70 P =85 P =100

| “ | “ | “‘

PP PP PEL P PP P PP PRSO L PS PP PP LS PP
QF QF QF

Peaynerar
Pesynbrar
Peaynetat

Puc.7. I'icrorpamu MOXIHUBOCTI AekoxyBaHHs [[I B mOpiBHSAHHI ABOX METOMIB

BucHoBku. IIpoBeneHo nochijpkeHHs MeTOAIB cTeraHorpadii Ta iX NPaKTUYHOTO
3aCTOCYBAaHHS JJIsl NMPUXOBYBaHHs 1H(popManii y uudpoBux 300pakeHHSAX. Bymo BHkoHaHO
NOPIBHSUIBHUIM aHaji3 Cy4acHUX CTEraHorpaiuHuX TEXHIK, cepel SKUX OCOOIMBY yBary
MPUAUICHO METOAaM, IO MPaIoTh B YaCTOTHIM oOnacti. [le mo3BonmiI0 BUSIBUTH OCHOBHI
HEIOMIKU TPaJULIHHUX MiAXOAIB, 30KpeMa HelocTaTHio CTilkicTh 10 JPEG-cTucHeHHs Ta
T€OMETPHYHHX aTakK, 10 CTAJIO MiAIPYHTSM JJIs TOABIIOTO YIOCKOHAJICHHS aJITOPHTMIB.

Y poboti po3pobreHo ymockoHaneHy wmoaudikarito Merony Koxa 1 XKao, sika
0a3yeTbCsi Ha BUKOPUCTaHHI KIIIOYOBOTO MeXaHi3My BHOOpY OJIOKIB JUCKPETHOTO
KOCHHYCHOTO NepeTBOopeHHs. Takuii miaxiz 3ade3nedye piBHOMIPHILIHA PO3MOILT PUXOBAHOI
iH(dopMarlii, 3MEeHIIIye HMOBIPHICTh CIIOTBOPEHB Ta MIABUINYE CTIHKICTh METOY A0 BTpaT IiJ
4ac CTUCHEHHSI 300pakeHb.

[IpoBeneHoO ekcrepuMeHTallbHI JTOCHIKEHHSI 13 BUKOPHUCTAaHHSM HabOpy TECTOBHUX
300pakeHb PI3HOTO THITY. 3a pe3ylbTaTaMu €KCIIEPUMEHTIB MiATBEPIKEHO, 1[0 YOCKOHAJIEHA
MoaudiKallis JEMOHCTPYE BHILI MOKAa3HUKU IMKOBOTO CHIBBIJHOIIEHHS CUTHAIY 0 HIyMY
NOPIBHAHO 3 0a30BMM METOJOM, a TaKOX 30epirae MOKJIMBICTb KOPEKTHOTO JIEKOAYBAaHHS
JO/IaTKOBOI 1H(OpMaIlii HaBITh MICIS CTUCHEHHS 300paXkeHb 10 60% sSKOCTI.

Po3poOnenuii Meron BiA3HA4Yae€ThCS BUCOKUM pIBHEM HAIiHHOCTI, CTIMKOCTI Ta
HETIOMITHOCTI, IO O3BOJISIE PEKOMEHJYBATH WOTO Uil TPAKTHYHOTO BHKOPUCTAHHSA Y
cUCTeMax 3axucTy iHdopmarii, IU(PPOBOro BOIASHOIO MAapKyBaHHS Ta IHIIMX 3aja4
KiOepOe3IeKH, J1e BaKIUBUM € 30€pEeKEeHHsI sIKOCT1 300pakeHHs Ta Oe31eKa nepeaaHux JaHuX.
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OTxe, pe3ylbTaTd JNAHOTO JOCHIDKEHHS MAIOTh SIK TEOPETHYHE, TaK 1 MpaKTHYHE
3HAYCHHAI, OCKIIBKH JAEMOHCTPYIOTH MOKJIUBICTE e(beKTI/IBHOFO YAOCKOHAJICHHA KIIACUYHHUX
cTeraHorpaiyHuX METOAIB IUISIXOM BBEIEHHS JIOJAaTKOBHX KEPOBAHUX IapaMeTpiB Ta
aZlafTUBHOTO BHOOpPY OJIOKIB B 4acTOTHIW oOmacti. [loganpumn AOCHiTKEHHS MOXYTh OyTH
CHOpSMOBaHI Ha  PO3IIUPEHHS  (PYHKIIOHAIBHOCTI  METOJy, HOro IiHTerpamiro 3
Kpunrorpa@iyHUMH MeXaHi3MaMH Ta 3aCTOCYBaHHS B CHCTEMax 0araTOpiBHEBOTO 3aXHCTY
u(poBHUX Meia.
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IMPROVEMENT OF A STEGANOGRAPHIC METHOD FOR EMBEDDING
INFORMATION INTO THE FREQUENCY DOMAIN OF DIGITAL IMAGES

V. Voloshyn, V. Podufalov, H. Pashniev, N. Kushnirenko

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Email: 1945vlad1945@gmail.com

Today, there are a significant number of methods and tools for hiding information in digital images. However,
most of them remain vulnerable to compression, filtering, or other attacks, leading to distortion or loss of hidden
data. This is especially true for methods that operate in the spatial domain, where even minor image processing
can destroy the embedded message. The aim of this work is to improve the robustness and reliability of
information hiding in digital images by improving the steganographic method of Koch and Zhao, which works in
the frequency domain using discrete cosine transform (DCT). The paper analyses existing steganographic
methods and software tools, identifies their advantages and disadvantages, and suggests directions for further
improvement. The developed method involves the use of controlled selection of DCT blocks using a special key,
which ensures uniform distribution of hidden data and increases the stability of the method to JPEG
compression. Experimental studies have been conducted, which showed an improvement in peak signal-to-noise
ratio (PSNR) compared to the baseline algorithm, as well as the preservation of data decoding accuracy even
after image compression to 60%. The developed method can be applied in information security systems, digital
watermarking, and software solutions for hiding confidential data. The results obtained confirm the feasibility of
using the improved Koch and Zhao method to improve the reliability and security of digital images. The use of a
key block selection mechanism opens up opportunities for building more complex multi-level information hiding
systems. The results obtained provide a basis for further research into combining steganographic and
cryptographic methods to ensure comprehensive protection of digital data.

Keywords: steganography, Koch and Zhao method, frequency domain, digital image.

553



C. M. I'puropenko, A. A. Ko6o3eBa

DOI 10.15276/imms.v15.n04.554 Informatics and Mathematical Methods in Simulation
VJIK 004.056.5 Vol.15 (2025), No. 4, pp. 554-566

BUKOPUCTAHHS TEOPIi TPA®IB B YMOBAX CEJEKTUBHOI
CTETAHOI' PA®Ii

C. M. I'puropenxo?, A. A. Ko6o3eBa?

'HaujonanbHuii yHiBepcuTeT «OfechKa MOTITEXHIKa»
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34, MeunukoBa Byi1., Oneca, 65029, Ykpaina
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Creranorpadist € CbOroJIHI OJJHUM 3 HAHMOTYXHIMIKX 3ac00iB 3axucTy iHdopmarii, mpote
BEJIMKA KiTBbKICTh Cy4aCHHX CTETaHOMETOJIIB MarOTh OOMEKEHHS 00JIacTi 3aCTOCYBaHHS, HE
po3paxoBaHi Ha e(eKTHBHY pOOOTYy 3 BHIIAKOBMM KOHTCHHEpOM, SKHH Ha CHOTOIHI €
HAWITONMIMPEHIIINM TIPH MPAKTUYHOMY BHKOPUCTaHHI cTeraHocucTeMu. st pimeHHS miel
npoOieM BHKOPHUCTOBYETbCS CEJIEKTHBHA cTeraHorpadis, sKka 3HAYHO IIOKpAIIye
XapaKTepUCTUKH  CTETAaHOCHCTEMH, 30KpEMa  JI03BOJISIE  3MEHIIMTH  CIOTBOPEHHS
KOHTEHHEepY, B SKOCTI SIKOTO0 B poOOTI pO3mIAAacThesl U(POBE 300paKeHHsI, B pe3yJIbTari
cTeraHornepeTBopeHHs. Ha cboro/ui npobieMu ceJIeKTUBHOT creraHorpadii He € 10CTaTHBO
JOCII/PKEHUMH, BIJICYTHI 3arajpHi NPUHLMOM CeJeKLii, siki 0 He Oyau po3paxoBaHi Ha
KOHKPETHI ~CTEraHOAJITOPUTMH, IPAaKTUYHO HE pO3NISAAIOTBECS MHUTAaHHS CTIHKOCTI
pe3ynbTaty ceniekiii mo 30ypHHX mAiif. Meroro JaHol poOOTH €  YAOCKOHAJCHHS
CEJIEKTMBHOTO METOJy, 3allpOIIOHOBAHOTO aBTOPAMH paHille, AJsl MiJBHIIEHHS CTIHKOCTI
pe3ynbTaTy cenekii OJ0KiB 10 aTak MpoTH BOYJOBAHOTO ITOBiIOMIICHHA. MeTa IOCsIraeThCs
IIIIXOM ITOOYZO0BH OiHAPHOTO BiIHOIIEHHS HECTPOTOTO MOPSAAKY, BU3HAYEHOTO HA MHOXHHI
X HenepeciyHMX OJOKIB MaTpumi KOHTEHHEpa, OTPUMAaHMX IUIAXOM Iii CTaHAAPTHOI
po30uBKH, Tpad SKOrO BHUKOPHUCTOBYETHCA LIS OpTraHi3aimii celekIlii OJOKiB, MPH HEOMY
KUTBKICHUM ~ KpHUTEpieM st BuOOpy Omoky B € HopMoBaHa BiOKpEMIICHICTH
MaKCUMAJILHOTO CHMHTYIsSpHOro umcina Omoxy BBT. HaiiGinbm BakimBuMm pesyibratom
poboTu € po3poOKka Ta 3aCTOCYBaHHS B 3alPOIIOHOBAHOMY METO[I 3arajibHHX MPHHIIUIIB
cesiekIii OJOKIB, 10 HE € OPIEHTOBAHUMHU Ha KOHKPETHI cteraHoairoputMu. IIpakTudna
3HAYMMICTh OTPUMAHHUX PE3YyNIbTATIB IOJISTAE B MIIBUIIEHHI CTIMKOCTI pe3y/bTary Cenekiil
B YMOBax 30ypHHX Jiif, 10 3a0e31euy€eThCsl 3alPOIIOHOBAHUM METOIOM, HACIIIKOM YOT0 €
I/IBUILEHHS €pEKTUBHOCTI cTeraHorpadiqHoi CHCTEMHU B LIIJIOMY.

KirouoBi ciioBa: cenexktuBHa creranorpadis, OiHapHE BiTHOIICHHS MOPSAKY, rpad
OiHApHOTO BiTHONICHHS, CTIHKICTh 10 30ypHUX Mil.

Beryn. IlpoGnemu indopmariiiHoi Oe3neku Ta 3axucTy iH(popmalii CbOrogHi € BKpai
aKTyaJbHUMH 171 YKpaiHM B yMOBax NOBHOMAaclITaOHOI BiMiHH, SIKYy pO3B’s3ajia pociiicbka
denepartis, 10 BKIIOYA€E, K CKIAAOBY, 1HQOpMAIiiiHy arpecito MpOTH YKpaiHCHKOTO
cycniabcTBa. besmpenenaeHTHe 3pocTaHHA — Kibeparak, 1HQOPMaLIHHO-TICUXOJOTIYHUX
orepauid Ta IU(PPOBOro MINUTYHCTBA BUMAara€e BiJl Jep)KaBH, BIHCHKOBUX, KPUTHYHOL
1HQpacTpyKTYypH 3aCTOCYBaHHS HaWCYYaCHINIMX Ta HAWHAIIWHIMIAX METOAIB MPUXOBYBAHHS
Ta rnepeayi JaHuX.

OauuM 3 HaWMOTYXHIMKX 3aco0iB 3axucTy iH(popmalii B yMOBax HOCTIHHOTO
30BHIITHHOTO MOHITOPHMHTY Ta aHaji3y Tpadiky € cboromHi creraHorpadis [1,2] — Hayka i
MUCTENTBO TMpuXoByBaHHSA iHGopMmanii. Ha Bigminy Big kpunrorpadii, pe3yabTaT
3aCTOCYBaHHA SIKOT 3pa3y «KUAAETHCS B OUl», MPEICTABISAIOUM «HEYMTAOCNbHUI» KOHTEHT,
crera”orpadis IpUXOBYE BiJl TPeTixX 0cid caMm (akT mepeaadi CEKPETHOTO MOBIIOMIICHHS, 110
KPUTUYHO BAXKJIMBO U YHUKHEHHsI BUSIBJICHHS Ta MpoTuAii 3 00Ky cympoTuBHHKaA. [IpoTe
BEJIMKA KUIBKICTh CY4YaCHUX CTETaHOMETOIB MalOTh OOMEKEHHS 00J1acTi 3aCTOCYBaHHS, BOHU
HE pOo3paxoBaHi Ha e(peKTHUBHY poOOTY 3 BUMAJKOBUM KOHTEHHEPOM, B SIKOCTI SIKOTO Jaii
posrisinaetbest nudpose 300pakeHHs (L[3), ockimbku mependavaroTh BUKOPHCTAHHS IS
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BOym0BH MonatkoBoi iHopmarii (/) Bchoro kKoHTeitHepa 4u HOro 4acTuH, 30KpeMa OJIOKIB,
0o0paHUX BUMAJKOBUM YHWHOM. JIJisl I€IKHX CTEraHOMETO/IIB II€ HECUCTEMAaTUYHO MPU3BOJIUTH
710 HEBUKOHAHHS TIEBHUX BUMOT, 10 BUCYBAIOTHCS JO BiAMOBIAHOI CTETAaHOCHUCTEMH, NPH iX
BUKOPHUCTAHHI, 30KpeMa JI0 MOPYIIEHHS HAJIHHOCTI CIPUNHATTS CTEraHOMOBIIOMIICHHS,
TOOTO 710 Bi3yallbHO MOMITHOT BifMiHHOCTI [[3-KOHTelHEpa BiJ 300pakeHHs, 1[0 Hece B CO01
JI. Ane came BUIAJAKOBUM KOHTCHHED € HAWITOIIMPEHIIIMM JJIi Cy4YaCHHUX CTETaHOCHCTEM.
Jis  TOKpamieHHs pe3ylbTaTy WOro BUKOPUCTAHHS JOBUIBHUM CTETAaHOMETOJIOM BCE
OinpIIoro 3HaueHHs HaOyBae celeKTHBHA creraHorpadis, METOH sKOi € oOpaHHS TaKuX
IUISHOK KOHTEWHepa, SKi € HaWOUIbIIl CHOPUATIMBUMH B TOMY 4YM IHIIOMY CEHCI JUIs
CTEraHOIMEePETBOPEHHS, 30KpeMa TakKuX, 10 3a0e3MedyloTh BITHOCHO OUIBIIUN CTYITIHBb
«uenoMitHOCTI» 3MiH L[3 mpu BOyznoBi /Il B mopiBHAHHI 3 BUIaIKOBUM/IOBUIEHUM BHOOPOM
IUISTHOK KOHTEHHepa JUIsl CTeraHoNepeTBOPEHHs. 3aBIsKU BUOIPKOBOMY MiAXO0/AY, CEIEKTUBHA
creranorpadisi 103BOJIsIE MiHIMI3YBaTH MEPIENTHBHI CIIOTBOPEHHS HA CTETaHOIOBIIOMIICHHI,
IO € BOKJIMBUM JJIsl YHUKHEHHSI 11103 3 OOKY MOPYIIHUKIB.

TakuM YUHOM, JOCIIJDKEHHS, PO3poOKa Ta YAOCKOHAICHHS METOIIB CEJIEKTUBHOI

creranorpadii € CbOroJiHi KpUTHYHO aKTyaTbHUM 3aBJaHHAM JJisl 3a0€311eYeHHs] HaiiHOTO Ta
HETMOMITHOTO KaHaly Nepeaadl JaHWX B YMOBax 30BHIIIHBOI arpecii Ta MOCTIHHOTO
kiOepHarsay.
Cran npodaemu. Ha cporomHimmHiid AeHb npoOieMu CeNeKTHUBHOI creraHorpadii He €
JIOCTAaTHBO JIOCIIKEHUMH: BIZICYTHI 3arajibHi MPUHIUIH CENeK1ii, ki 6 He Oy opieHTOBaHi
HA KOHKPETHI CTETaHOAJITOPUTMH; YaCTO CEJICKIIisl BiIOYyBAa€ThCS B MPOCTOPOBIii obmacti 113-
KOHTEilHepa, [Jl¢ BU3HAYAJILHUMHU KpHUTEpIIMU BiAOOpPY CTalOTh TME€BHI  MIKCEIbHI
XapaKTepUCTHKH, a pe3ylIbTaToM — Habip mikceniB, Xxo4da oOmactio BOymoBu J[II moxe
CIyryBaTH o0OJIacTh TMEPETBOPEHHsSI KOHTeWHepa (YacTOoTHa, 0O0JIAaCTI CHUHTYJSPHOTO,
CHEKTPAIBHOTO PO3KIAJaHHSA TOIIO); MPAKTUYHO HE PO3IIIAJAIOTHCS MUTAHHS CTIHKOCTI
pe3yNbTaTy CeNeKIii 10 30ypHUX Iiil.

Cepen BUMOT 10 CydacHOi cTeraHorpagiqHOi CHCTEMH OJHOI0 3 OCHOBHUX € BUMOTa
3a0e31eUeHHs] HQAIMHOCTI CIPUHHATTS ()OPMOBAHOTO CTETaHOIIOBIIOMJICHHS, B CBITJII 4OrO 1
PO3MIISIIaTUMYTHCS. MOYIIMBOCTI 1 IEpEBark CEIEKTUBHOI cTeraHorpadii.

Ha cporonnimHiit neHp HaifuacTimie cenekiis obnacteit L[3-konTeitHepa ans BOynoBu
J1 3BOAMTHCS 0 TOIIYKY B HbOMY KOHTYpiB [3-6]. Lle € aOCONMOTHO MPUPOTHUM, OCKIIBKH
0COOJIMBICTIO 30pOBOi CUCTEMH JIIOAMHU € Habararo Oulblia HMOBIPHICTh MOMITUTH 3MIHU Ha
300paXkeHH1 B 00JacTSIX 3 MaJlUMHU IepernajaMu 3HadeHb SICKPaBOCTI, HIK B OOJIacTAX, i€
HasBHI KOHTYpH, MalleHbKi jerani, ToOTO mepenaau 3HA4eHb SICKPABOCTI € 3HAYHUMHU.
[Tinxoau, 110 3aCTOCOBYIOTHCS B BIAMNOBIIHHUX POOOTax, € pI3HUMH: KOMIUIEKCHE BEHBIIET-
NEpeTBOPEHHS 3 NOABIMHUM JepeBoM [3], e A CTEeraHONEPETBOPEHHS BUKOPHCTOBYIOTHCS
KOE(IIIEHTH AUCKPETHOTO BEHBIET-TIEPETBOPEHHS, @ BUCOKOYACTOTHI 00JACTi 300pakKeHHS
11eHTU(IKYIOTbCS 32 JOINOMOTOI0 METOAY BHSBJIEHHS KOHTYpiB KeHHi; JeTeKTop KOHTYpiB
Kipma [5]; B [4] BUKOpHCTOBYEThCS TIMOOKE HABYAHHS, 3@ IOIMTIOMOTOIO SIKOTO OTPUMYETHCS
Mana KOHTYpiB y BHUISIII JBIMIKOBOTO 300paxkeHHs; B [6] KOHTYpH BHSBISIOTBCS 32
nonomororo pinerpa Cobdens.

Xoua, 3 oqHOTO OOKY, BUSIBJIEHHS KOHTYpiB L[3 sik pe3ynabrary cenekiii, Sk 3a3Ha4eHO
BUIIE, € MPUPOJAHUM 3 ypaxyBaHHSIM 3a3HA4€HOiI METU B1JI0OpY, 3 1HIIOro OOKY, Oa)kaHUM
pe3ynpraToM  TYT €  3a0e3le4eHHs  TOKpAIIeHHS  SKICHOTO/KUIBKICHOTO  CTaHy
CTETaHOIOBIIOMJICHHST I OYyJIb-KOTO 300paK€HHS-KOHTEHHEpa, HaBiTh, SKIIO II€
300pakeHHsI B3araji He MICTUTh OO'€KTIB/KOHTYpiB, $K, HaNpuKIaa, OTpPHUMaHe
HenpoQeciHHO BlJEOKaMEporo, IpeacTapiene Ha puc.l. J[ns takux 300pakeHb Opi€HTAIIis
Ha KOHTYpH, K obnacti /uia BOynosu JlI, mpusBene a0 karactpodidHoro magiHus (ax go 0
O1T/miKCeNnb) NPOMYCKHOI CHPOMOXHOCTI MPUXOBAHOTO KaHaly 3B'A3KY, LI0 HE JacTh
MOXJIMBOCTI BUKOPUCTOBYBATH IX B SIKOCTI KOHTEHHEpIB, a TOMY TaKMi CEIEKTUBHUH ITiJIXi]
NPUHITUIIOBO HE MOXKE 3a0€3MeYnTH MOXIIMBICTH BUKOPHCTAHHS BHIIAJKOBOTO KOHTEHHEpa
JOBUTBHUM cTeranoMmerozioM. Kpim Toro, e miaxiJ € JOCUTh «KaTerOpUUHUMY, OJJHO3HAYHO
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JoKami3ytoun obnacti BOynoBu /[l B Mexax KOHTYpiB, THM CaAMHUM YiTKO OOMEXYIOUH 3BEpXYy
o6csr J11, sxa moxe Oytu BOyZOoBaHa B KOHTCHHED.

Puc. 1. Opurinanshe 113, 110 He MICTUTh KOHTYpIB

Benuka KUTBbKICTh CyY4acHMX CEJIGKTHBHHUX METOJIB, 30Kpema 1 Ti, 1[0 PO3IISAHYTI
BUIIle, po3poliieHi mijg MeTox momudikailii HaitMeHmoro 3Hauymoro oOira (LSB-meron) [7],
110, Ha TOIVISA aBTOPIB JaHOT pOOOTH, 3HMKYE I[IHHICTh PE3YJIBTaTIB, 10 MPEICTaBISIOTHCS,
OCKUIBbKH, TMO-TIEpIIE, 1€ 3BY)KYy€e 00IacTh 3aCTOCYBaHHS CEJIEKTUBHOTO METONY (UM BHMAarae
JMOJATKOBUX  JIOCHIDKEHb s OOTPYHTYBaHHS ~ MOMJIMBOCTI/HEMOXKJIMBOCTI  HOro
BUKOPUCTAHHS  MiJ  1HIII ~ CTEraHOMETONIW), MO-Apyre, Imnependadae  MPOBEICHHS
CTETAHONIEPETBOPEHHS JIMIIE B TNPOCTOPOBii  00NacTi KOHTEHHEpa, BHKIIOYAIOUN
CTETaHOMETO/H, 1110 MPALOI0Th 3 00JacTAMHU NepeTBOpeHHs, no-Tpete, LSB-meTon cam mno
co0i € TakuM, 110 3a0e3reuye HAIIHHICTh CIPUUHATTS (POPMOBAHHOTO CTETAHOIOBIIOMIICHHS
0e3 Oynb-sKO1 ceneKii.

3ayBaXnMoO, 110, KpiM BKE BU3HAUCHHX HENOJIKIB, PO3MISHYTI BHINE POOOTH €
IIOKa30BUMH 3 TOYKM 30py ICHYIOUOi 3arajbHOI TEHIEHLII «IrHOpYBaHHS» CKJaIHOL
npo0IeMu, M0 3aTUIIAETHCS HEAOCTAaTHBO JIOCIHIHKEHOI, X04a € KPUTHYHO BAKIMBOIO IS
oprasizauii eeKTUBHOrO JekoayBaHHs /Il B yMoBax arak npoTd BOYIOBaHOTO MTOB1IOMJICHHS,
TOOTO TPOIIECY, IO € KIFOYOBUM IIPH OpraHi3allii MpUXoBaHOTO KaHAITY 3B’sI3KY, B YMOBAX, IO
MaloTh BHCOKY HMOBIpHICTBH: 3a0e3MeueHHsl CTIHKOCTI pe3ylbTaTy MpPOBEACHOI CeNeKuii 10
30ypHuxX aii. Lle muTanHs Maiike He pO3IISIIa€ThCsl B MEKaX CEJIEKTUBHOI cTeraHorpadii.

ITomikcenbHa cemnekIis, NpeAcTaBleHa B po0OOTax, 3raJaHUX BHIIE, HE 3aBXKIU €
BUIPABIaHOK HE TUIBKM IO TPUYUHI OpPIEHTOBAHOCTI JIMIIE HA IPOCTOPOBE
cTeraHonepeTBopeHHs. Ha cborofHi HalmommpeHimMMu creraHorpadiyHUMHU METOAAMHU €
O5okoBi, ne mepen BOymoBoro JII Marpuiist koHTeWHepa MiITaeThcs po30MBIN Ha OJOKH, a
CeNIeKLis  MPHUPOJHO  3BOAUTHCS 0  BUOOpPY  HAWOUIBII  COPUATIAMBUX  JUIs
CcTera”ornepeTBopeHHs: OnokiB. OnuH 3 HaWOLIBII €(EeKTHUBHUX OJOKOBUX CEIEKTHBHUX
METOIB, 3ampornoHoBaHuii B [8], 3a0esmedye, fK 3asBISIOTH ABTOPH, JUIS BiJIMOBIAHOTO
CTETaHOIOBIIOMJICHHSI 3HAYEHHSI IMOKa3HUKA MIKOBOTO BifHOMEHHS «cUrHai-rym» PSNR 61-
65 dB naBitThb B ymoBax 80% wmoaudikoBaHux OJIOKIB. 3amporoHOBaHa cXeMa po3Iisiiae
BUKJIIOYHO MPOCTOPOBY 00JacTh KOHTEHHEpA ISl CTEraHOIEePETBOPEHHS, OOMpArOud TIeBHUN
«perioH», MpH oMY Liell BHOIp poOUThCS cepell MiKceliB B Mexax 010Ky. Meroa BOynoBye
Tpu Oitn /Il B KpailoBHX MIKCENISX 3 BUKOPUCTAHHSIM MIHIMAJIbHOI CE€peIHbOKBAAPATUYHOI
NOXMOKM ISl BU3HAYEHHS MOMKIMBOCTI/HEMOXXJIMBOCTI 3ally4eHHs MIKCENB BHYTpPi OJIOKY.
TakuM 4YMHOM, aBTOpaMH TPOMNOHYETHCA CEJIEKTUBHUN METON IiJi KOHKPETHHHl crocio
6e3nocepennboi BOynoBu [JII, He pfarouu ysABICHHA MPO SKICTh CeNeKUii y BHUIAAKY
3aCTOCYBaHHS 1HIIIOTO METOY CTETaHOIIEPETBOPEHHSI.

3aranpbHUI CeeKTUBHUMN OJOKOBHI METOJ, TOOTO TaKWM, SIKUH HISIK HE OpI€HTOBAHUMN
Ha BUKOPHCTOBYBAaHWH IS CTETaHONEPETBOPEHHS CTEraHOAITOPUTM, OYyB HEIIOJAaBHO
npezacrasieHuil B [9]. Bubip BinOyBaeThcs cepes O10KiB, OTPUMAHUX IIISIXOM CTaHAAPTHOI
po3ouBku [10] marpumi I3, 3 Meroro 30iMBIICHHS CTYHCHS HATIHHOCTI CHPHHAHATTS
CTETaHOIOBIIOMJIEHHS, IO KUIBKICHO OLIHIOETHCS 3a JOMOMOIOI0 PI3HHUIIEBOIO MOKa3HHKA
BisyanbHoro criorBoperHsi PSNR [11], B mopiBHSHHI 3 BHIIJKOBUM BHKOPHUCTAHHSM OJIOKIB.
OCHOBHOIO KUTBKICHOIO XapaKTEPUCTUKOIO OJOKY B — KpUTEpieM, 1110 BUKOPUCTOBYBABCS IS

556



[HOOPMATHKA TA MATEMATUYHI METO/ZI1 B MOJIEJTFOBAHHI = 2025 = Tom 15, Ne 4

BUOOpy, Oyma oOrpyHTOBaHO OOpaHa HOpPMOBaHa BIIOKPEMIICHICTh HOTO MaKCHMaJIbHOTO
CUHTYJSIpHOTO umcia. J[aHuii MeTon JO03BOJIMB 3HAYHO 30UThIMTH TokKa3HMUK PSNR mis
OTPUMYBAHHMX CTETaHOIMOBIOMJICHb HE3aJEKHO BiJi BHUKOPHUCTOBYBAHOTO CTETaHOMETOLY.
Xoua B [9] nutaHHs 3a0e3MeYeHHs CTIHKOCTI pe3yabTaTy IPOBEAEHOI CEICKIlT 10 aTaK IpOTH
BOY/ZIOBAaHOTO MOBIIOMJICHHA — 30ypHHX il HE PO3NIAAAIOCS, BPAaXOBYIOUM 3arajbHICTh 1
eexTuBHICTh MeTona [9], momiapHUM €, 30epiraroun HOTro TEOPETHYHI OCHOBH, BiTHAWTH
NUISXY 171 BUPIIIEHHS O3HAYCHOTO TTUTAHHS.

MeTtor0 po0OTH € YITOCKOHATICHHS CEICKTUBHOTO METOLY, 3allpOIOHOBaHoro B [9], 110
3a0e3MeuuTh MiIBUIIICHHS CTIHKOCTI pe3ynbTary CceeKIii OJOKiB 0 arak MpOTH BOYIOBaHOTO
[IOB1IOMJICHHS.

Jlnist TOCSITHEHHSI METH B pOOOTI BUPILIYIOTHCS HACTYIIHI 3a/1a4i:

1. 3wmiHa npuHIMIY TOOYI0BH OIHAPHOTO BiTHOIIICHHS HA MHOYKHHI OJIOKIB
L13-koHTeitHepa BIAHOCHO 3acTOCOBYBaHOrO B [9] Uil YHMKHEHHS HETaTUBHHX
HACJIAKIB OCOONMBOCTEH MamMHHOI apuPMETHKH Ta 3a0e3NEUCHHS ITOBHOTO
BIIOPSAKYBAaHHS MHOXXHHHU OJIOKIB;
2. 3miHa KpuTepio BUOOPY OJIOKIB AJIs MiJBULICHHS CTIMKOCTI CENEKIIil 10
arak MpoTH BOYAOBAaHOTO TOBiJOMIJICHHS;
3. Po3poOka ymocKoHalIEHOTO CEICKTHBHOTO METOY;
4.  Ouinka e(peKTUBHOCTI 3aIIPOIIOHOBAHOTO CEIIEKTUBHOTO METO/TY.
Berynni 3ayBakeHHsi. [[isi kpamroro po3yMiHHSI INUISXIB YIOCKOHAJICHHSI CEJIEKTUBHOTO
metony [9] po3misiHeMO AeTaIbHO CIIOCIO opraHizailii BHOOPY OJIOKIB, 1[0 HUM pealli3yeThesl.

HopmoBaHa BiIOKpeMIJICHICTh MAKCUMAJIBHOTO CHHTYJISIPHOTO YHCIIA OYIb-SIKOTO OJIOKY

B svdgap,(L,B), mo e kpuTepiem, sKuii BUKOPHCTOBYBaBCS Ui BHOOpY OmokiB B [9],

BU3HAYAETHCS Y BIAMOBITHOCTI 3 POPMYIIOFO:

svdgap, (1,B)=01-02, (1)
e gi = ﬁ — "HopMmoBaHi cunrysipHi uucia (CHY), o = (0'1(8), o, (B), ...,a,(B)) — BEKTOp
o
CHU B, |||| — EBK1i/10Ba BEKTOpHA HOPMA,

Hopmosanuii Bekrop CHY

o =(01(B), o2(B), ... (B)) @)
Jlnia opranizauii cenexiii Ha MHOXHHI X 05okiB [[3-koHTeliHepa OynyBasiocst OiHapHe
BiJIHOIIEHHs 0 HACTYIIHMM YMHOM: BIOps/KoBaHa mapa < B, B, >ep, ne B;,B, e X,
SKIIO TOKAa3HUKU BKJIQJy BUCOKOYACTOTHOI CKJIAZIOBOi, B SIKOCTI SIKMX 3aCTOCOBYIOTHCS

3HAYEHHS HOPMOBAHOI BiIOKpemiieHocTi makcumanbanx CHU By, B, , OynyTs piBnhi:
BiBm < svdgapn(l, Bij)z svdgap, (1, B,,, ). (3)
Otpumane OiHapHE BIJHOIIEHHS € BIAHOLIEHHSM €KBIBaJIEHTHOCTI, TOMY pO30MBa€
MHOXHMHY X Ha HemnepeciuHi KJacHu €KBIBaJEHTHOCTI, B KO)KHOMY 3 SIKMX OMHMHSIOTHCS OJOKH
KOHTEIHepa, MOB’s3aHi BIJHOLIEHHAM p , a Juid Oynb-sSKOi mapu OJOKIB 3 Pi3HUX KIaciB
3B’S30K iX B CEHCl p € BIACYTHIM. Bi/IHOIIEHHIO p CTaBUBCA Y BIJMOBIAHICTH OPIEHTOBAHUMN
rpad, Ko)kHa KOMITOHEHTA 3B’ SI3HOCTI SIKOTO BU3HA4Yaja MEeBHUM Kjac. 3a JOMOMOTOI0 POCTOi
roMoMop(HOi 3ropTkH BepiIuH rpada, 1Mo 3HAXOAUIUCS B OAHIM KOMIIOHEHTi 3B’S3HOCTI,
OymyBaBcsl 3BakeHUN Makporpad, mo Biamosigas [[3-koHTeitHEPY, 3 MakpOBEpIIMHAMH, IO
BU3HAUaIM KJacH €KBIBAJICHTHOCTI OJIOKiB 300paskeHHs. Bara MakpoBepIIMHH BiAIoBizaia
3HaYEeHHIO HOPMOBaHOI BiJokpemJieHOcTi MakcumaiabHoro CHY 6GnokiB nporo kiacy. s
BUOOpY Oe3mocepenHix OnokiB Ans BOynoBu [, mo po3misinanacs sk 6iHapHA MOCIHTiIOBHICTh
Py Pyreees Py Py € {0,1}, BHU3HAYaJlach 3arajibHa KUIbKICTh 1 OJOKIB KOHTEHHEepa, HEOOX1THUX
JUIA BOYZI0BH HasBHOI Al BUKOPHUCTOBYBAaHUM CTEraHOAJITOPUTMOM. Jns
CTETaHOIIEPETBOPEHHSI BHUKOPUCTOBYBasIMCS [  OJIOKIB, IIO BIJMOBIJAJIM MaKpOBEPLIMHAM
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noOymoBaHOTO Makporpada KOHTeHHepa, TOYMHAIYN 3 MAKPOBEPIIUHU 3 HAWMEHIIIOI0 Baror
(BKJIaZ, BHUCOKO-, CEpPEIHHOYACTOTHOI CKJIQJ0BOI B MHUX OJOKaX € HAWOUIBIIUM, a TOMY
HMOBIpHICTh BHHUKHEHHs apTedakriB micias BOynoBHu J{I € mopiBHAHO Majoi0) B MOPSAIKY
3pOCTaHHsS Baru BEpIIMH. BIIOKM 3 OJHOTO Kjacy €KBIBaJCHTHOCTI OOMpAaIHCs BUIAJIKOBUM
YHHOM.

[Mpuniun  moOymoBu OiHapHoro BigHomeHHs (3) He MM030aBiACHUN HEIOMIKY:
BCTAHOBJICHHSI PIBHOCTI JUIS JIHCHUX YHCET Svdgapn(l, Bij ), svdgapn(l, Bkm), mo €

pe3yibTataMi O0YHCIICHh B CHCTEMI YHCEI 3 TUIABAIOUOK0 TOYKOIO, € HETPUBIATBHOIO 33]a4CH0
B CHJIy CKIHYCHHOCTI MHOXXHMHHU TaKHX YHUCEN 1, SIK HACIJOK, HaSBHOCTI OOYHCIIIOBAILHOT
noxuOku. I xoua Bci CHY € nobpe oOymoBnenumu [12], mo npu3Boauth 10 J00pOi
00yMOBJIEHOCTI 1 HOpPMOBaHUX BijgokpemisieHocTeld MakcumanbHunx CHY OGmokiB, naBa
NPUPOAHO PIBHUX (HEPIBHMX) NIHCHHUX dYHCIA Svdgapn(l, B; ), Svdgapn(l, Bkm) B pe3ynbTari
00YHMCIICHh MOXYTh BHSBUTHUCS HEPIBHHUMH (PIBHUMH) B CHJIYy OCOOJMBOCTEH MAaITWHHOI
apudmeruxu. s Svdgapn(l, Bij ), Svdgapn(l, Bkm) 0 XOAY OpTraHi3allii mpoIecy CeneKIii y
BianoBinHOCTI 3 [9] mpoBOAMIIOCH OKPYIVIEHHS 10 MEBHOT KUIBKOCTI 3HAUyHIMX mudp, 1Mo €
JIOJIATKOBUM JDKEPEJIOM TIOXUOKU B 3HAYEHHSIX HOPMOBAHOI BIJIOKPEMJICHOCTI MaKCUMAJIBHOTO
CHU 61oky. Bee BuiesaznaueHe 00’ €KTUBHO MOXKE MPU3BECTH JI0 TOTO, 10 OJIOK KOHTEHHEpa
ONMHUTHCA HE B TOMY KJlaci €KBIBAJICHTHOCTI, JI¢ BiH MOBUHEH OyTH MPHUPOTHO, HACIITKOM
4YOro CTaHyTh NOXMOKM Tpu TOOymoBi rpada i BignmoBimHo Makpokpada L[3-konteiiHepa,
3HIKYIOUU €()EeKTUBHICTh CEJIEKIIil.
IIpuHuun mnoOynoBu OiHApPHOrO BigHOIIEHHS Ha MHOMHI OJ0kiB Il3-koHTeliHepa.
[Iporonyethes 3MiHa mpuHnUNa (3) moOymoBH OIHAPHOTO BiTHOIICHHS 0 HAa MHOXHHI X
6nokiB 1[3-koHTEliHEpa HAa HACTYITHU:

B,/B., < svdgap,(LB,)>svdgap,(LB,,). 4)
MoIHBICTh PIBHOCTI IS Svdgapn(l, Bj ), svdgap, (1, B,,,) mist 3a0e3meucHms BB B (4)

3aJIMIIAETHCS, 110 JO3BOJISE CIIONIBATUCSA Ha 30€peXkEHHI BCIX MO3UTHUBHUX SIKOCTEH CesIeKLii
[9], ane BoHa mepecTae OyTH €AMHOIO BU3HAYAILHOIO BJIACTUBICTIO.

BusnayanbHa BracTuBICTh (4) € MEHII YyTIHMBOKO 10 OOYMCIIOBAIBHOI MOXHOKH, HiXk
(3), Tomy 3ampornoHOBaHa 3aMiHa CHPUATHME ITiBUINEHHIO CTIHKOCTI pe3yibTaTy CeaeKIil
O7MOKIB B ImiloMy 10 30ypHMX Jii, IO MIJATBEPIKYEThCS HIXKYE pe3yJabTaTaMu
00YHCITIOBAJILHOTO €KCIIEPUMEHTY.

Ockinbku  OiHapHe BigHOmIEeHHS (4) € pediaeKCUBHUM, aHTHCUMETPUYHUM 1
TPaH3UTUBHUM, BOHO € BIJJHOIIEHHSAM HecTpororo nopsiaky. [Ipu npomy Oynb-ski 1Ba 6J10KH 3
MHOXMHU X € TIOpIBHAHMMHU IO BIAHOIIEHHIO MHOPSAKY O, IIO HpU3BEIE 10 TOro, IIO0
BIJTHOIIEHHSI © BHM3HAYa€ MOBHUH MOPSAIOK HA MHOXKUHI X.

binapHoMy BifHOIIEHH!O (4) HOCTaBUMO Yy BIJIOBIIHICTh OPI€EHTOBaHMUMN 3BakeHU rpad
G(X,E), ne X — MHOXHMHA BepuuH, £ — MHOXHHA pebep, BEPIIMHM AKOTO BiAMOBiIAIOTH
6mokam 113, a Bara BepuIMHM JOPIBHIOE HOPMOBAHIM BiJIOKPEMIJIEHOCTI HOTO MaKCHMaJIbHOTO
CHUY (1). Ins HaoyHOCTI Ha puc.2 HABEJCHO MPHKIIA] 0OYI0BH G(X , E) JUIsL HE3HAYHOI 3a
po3mipom vactunu 113 (Ha prc.2(a) BuaiIeHa YepBOHKM KBajaparoMm). Baru BepuinH BkaszaHi
BCEPEMHI BEPIIUH.

Ockinbknu rpad) G(X, E) € opieHTOBaHHM, 11 KOXKHOT BEPIIMHHI, MOKHA BU3HAYHTH JBA
JIOKaJbHUX CTYICHS: O (Bij) - KUIBKICTh peep rpada, iHIMIeHTHIX BepuHi By , s sxux
BepumHa B;; € mouarkowm, p’(Bij) - KUIBKICTb iHIMJIEHTHUX BepumHi By pebep, mns sxux
Bij e kinueM. Ilicas toro, sk Tpad G(X , E) MoOyI0OBaHUM, NJIsl CENEKIlli OJIOKIB cam
KUIbKiICHMM Kputepidt (1) Bxke HenoTpiOHMM, OCKUIbKM BUOIp OJOKIB MPOMOHYETHCS
peasi3oByBaTH 3 ypaxyBaHHs JIHIIE O (Bij ) 1 p’(Bij ) JUTSL KO)KHOT BEPIIUHU.
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60 60 58 58 62 65 70 70 68 71 59 48 68 95 131 161 | 146 123 140 155 156 153 152 152
59 59 59 59 60 63 62 66 66 66 68 64 60 64 81 128 160 147 129 149 171 162 155 156
59 60 60 61 61 63 63 64 64 61 64 65 65 61 56 66 | 113 148 143 149 16@ 164 159 160
65 67 61 52 55 91 116 136 156 160 156 163
58 58 57 57 By 57 58 59 60 60 60 62 61 64 67 65 65 51 418 74 18577129 157 164 159
58 56 53 52 54 56 57 59 57 59 59 60 62 63 62 64 70 63 54 62 83 128 164 169
57 54 54 53 53 54 56 57 56 59 60 59 59 59 60 57 67 86 76 65 59 73 121 159
56 55 56 54 53 54 54 55 54 60 60 56 53 57 58 58 61 71 79 76 78 56 63 106
56 57 55 54 .52 53 55 53 54 57 57 52 54 56 57 58 59 60 68 72 75 78 62 56
55 55 55 54 53 55 57 55 53 57 58 58 57 57 57 57 57 59 64 66 65 73 81 80
55 53 56 57 56 53 56 60 57 57 59 59 58 57 57 57 55 54 59 62 62 66 74 83

57 58 59 59 Bx 59 56 59 59 59 59 59 61

Puc. 2. Tlpuxnan moOymosu rpada G(X , E) st 113: a — opurinanehe 113, yacTuHa skoro
po3MipoM 24x24 mikcenss BUKOPUCTOBYETbCS Ul 1MOOynoBU Tpada; 0 — Marpuis oOpaHoi
yactuHH L3 3 BiIMOBIIHOIO CTAHIAPTHOIO PO30MBKOIO HA OJIOKH; B — rpad G(X , E)

G(X,E).

[Tpu bomy cxema 30epeskenHs moOynoBanoro rpada 13 amsa opranizaiii Takoi cenekii
Moxe OyTH OpraHi3oBaHa B CHpOILEHOMY BHUINIAMI, 30epiratoud Juie iH(opMmariiio Mpo
cTyneHi BepminH. KpiM Toro, came moBHa BHIOPSAKOBAaHICTh MHOXHHHM X, IO JOCSTAETHCS
3aBJKM BBEIEHOMY OiHApHOMY BIJHOUICHHIO MOPSAKY, TO3BOJISIE MPOBECTH JOAATKOBI
CITPOIIIEHHS JIJIsl cXeMU 30epekeHHs rpada

Bbynb-sxi 6ok 13 € mopiBHIHHUMH 10 BBE€IGHOMY O1HAPHOMY BIJTHOILIEHHIO 0 , C YOTO
BUILUIMBAE, 10 3arajbHa KITBKICTh pedep, IHIUASHTHUX KOXKHIN BepInHi, Oyae TOpiBHIOBATH
N-1, 6e3 ypaxyBanHs mieTenb, ae N — 3aranbpHa KibKicTh O670kiB Matpumi [[3. HasBHi netmi,
110 BIANOBIIAIOTH KOXKHIM BepUIMHI rpada, roBopsAYd MNpo pedaeKCHUBHICTH OIHApHOTrO
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BIJTHOIICHHS, JJIs TIPOBENEHHS CeNeKIii OJOKIB HE BiIIrpalOTh HISAKOI POJi, OCKUIBKU
BIITBOPIOIOTH JIMIIE 3B’S30K OJIOKY 3 caMuUM co000r0, TOMy Il pebpa dami HE Mae CEHCYy
BpaxOBYBaTH, OCKUIbKYA BOHHU TUIBKH YCKIIAJHIOIOTh 3arajibHy cxemy rpada. Takum 4nHOM:

p'(B,)+ p(B,)=N-L. ()
BpaxoByroun (5) npu 30epexeHHI He0OXiTHOT I ceneKIii iHpopmarii mpo oTpuMaHuii rpad
G(X,E) L3 moxna 36epiraty muuie iHpopmario aGo mpo p*(Bij ), abo mpo p’(Bij). Taxum

YMHOM, TOOyIOBaHMiA Ha puc.2 rpad Moxe 30epiraTucs y BUNISII:

801 087
542 abo 346],
736 152

IUIA p+<Bij), P (Bij) BiamoBigHo. HalGinemmii npiopurer mist BOymoBu J[I maroTe Onoxwu,
SKAM BiJIIOBIal0Th HAWMEHII 3HAYEHHS O (Bij) B TIEpIIii MaTpHili, HAHOUTBIN 3HAYCHHS

P (Bij) B JPYTiH.

Kpurepiii BuOOpy 0JIOKIiB Uil NiABMINEHHS CTIHKOCTI ceJieKWil [0 aTrak MpPOTH
BOy1oBaHOro mnoBigomieHHsi. s cenektuBHOI cTeraHorpadii Ba)KIMBUM € CTIMKICTb
BIJIMOBIAHOTO aJIrOpUTMY 110 30ypHHX i — arak: CENIEKTUBHHMA aJTOPUTM TOBHHEH OyTH
TakiM, 1100 HaBiTh B yMOBaxX aTaku 30€perTd MOXKIUBICTH BiJHOBICHHS OJIOKOBOTO
CTeraHouuIsaxy mia yac nexkoayBanHs J{I. OCkibku KiIBbKICHUM KpUTEpieM aiisi BHOOpY OJ0KY
€ HOpMOBaHa BifoKkpemyeHicTh Horo makcuManbHoro CHY (1), sika, sik Bxke Oys10 3a3HauCHO
BUIIE, € 100pe 00yMOBIEHOIO, TO ii 3MiHU MpH 30ypeHHSIX OJIOKIB OyayTh HE3HAYHUMH. AJie
cami 1o co0i 3HAYeHHS HOPMOBAHOI BIIOKPEMIICHOCTI MPH OOpaHOMY CIOCO01 CemeKIii He
BIJIITPalOTh KJIFOYOBOI POJI IMicIs TOOYIOBH G(X , E): Ui 3a0e3rneyeHHs MOXKIUBOCTI
edexTuBHOTO AekomyBanHs JII micis aTak KIIO4OBHM Oyae He abCoNOTHA 3MiHa 3HadeHb (1),
a BIJIHOCHE CITIBBITHOIICHHS M)XK 3HAYEHHSMH IIbOTO MapaMeTpy y OnokiB. TakuMm 4uHOM, IS
3abe3meyeHHsT MOXIJIUBOCTI edexkTuBHOro BimHoBieHHs JII rpad 113 G(X , E) MMOBUHEH
3aMUIINTHCS 0e3 3MiH, B IOPIBHIHHI 3 HOTO MEPBICHUM BUIOM, IIPH LIbOMY 3MiHH HOPMOBaHO{
BIJIOKPEMJIEHOCTI MOXYTbh BijOyBarucs. s ines € ocHOBHOWO Juist OOYIOBU CEEKTUBHOIO
0JIOKOBOTO METO.Y, 110 IMPOMOHYEThCS B poOoTi. BoHa 1 Hamani Oyae BHUKOPHUCTOBYBaTHCS
aBTOpaMM SIK 3arajibHa i7ess e(eKTHBHOI CENeKIi: micis 3a0e3redeHHs] CTIMKOCTI HOBOI
«IIOX1AHOT» CTPYKTYpH, 1o Bianosinae 113 i Hece iHdopmallie mpo HOro GIIOKOBI 3B 3K Y
BIAMOBIHOCTI 3 0OpaHUM KpUTepieM (B JaHOMY BHIAJKY MOXiJHA CTPYKTypa — 1€ G(X , E)),
JUISL IKOT OCHOBHUMU € i SIKICHI XapakTepUCTUKH, Oe3nocepeHiil KUIbKICHUI KpUTepiil cTae
HEeMoTpiOHUM, HOro MOXKHa BIIKMHYTH. AJleé KJIIOYOBUM MOMEHTOM TYT € TIONEpeaHe
3a0e3MeyeHHs! CTINKOCTI MOX1JIHOI CTPYKTYPH.

B [13,14] noBexeHo, o HopMmoBaHwmii Bektop CHY o (2), o BimmoBigae AOBiLILHOMY
I x| —6moky B, Oynyum HedyTnuBUM, Ma€ OUTBITY YYTIHMBICTH 10 30ypHHUX Jid, HIK TaKOX
HEYYTJIMBUI HOPMOBaHUN BEKTOP

;:(:—1(BBT )o2(BB")....o (BB )j:uzi (6)

BB’
Ae Oy = (al(BBT ) o, (BBT ),...,oq (BBT )) - Bektop CHY BB'. Bpaxoyiouu Ie, s
MIJBUIIEHHS CTIMHKOCTI CTPYKTYpH rpada G(X , E) 10 30ypHUX [Ii{, 10 3aCTOCOBYIOTHCS 0

BianoBigHoro L3, mpomoHyeTbes B SIKOCTI BH3HAYaJbHOTO i BUOOPY OJIOKIB Mapamerpy
BukopuctoByBatn He (1), a HOpMOBaHy BijoKpemisieHicTh MakcumanmbHoro CHY

nepeTBOpeHoro 6moky BB, as sxoro mokasaro [13,14]: o, (BBT ): aiZ(B), i=11.
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Po3po0ka  yI10CKOHAJICHOTO  CEeJeKTHBHOIO MeTOAy. 3  YpaxyBaHHAM  BCbOIO
BUIIIEHABE/ICHOTO TPOIMOHYETHCS HACTYMHUN CEJIEKTUBHUM MeTon Bubopy OmnokiB 13-
KOHTelHepa 1t BOynosu 1.

Kpok 1. Marpuus F L[3-xonTeiftHepa po3mipoM mxN pPO30MBAETHCS CTaHIAPTHUM

yuHOM Ha Hemepeciuni |x|—0moxu B, izl,{lm} jzl,[lﬂ}, e [] - Iijga yYacTUHA
apryMeHTYy.
m n
Kpok 2. ]Ina VB;, i=1 [ | } j=1 L} poouTu:

2.1. 3HaiiTn CHHTYJISIPHUM ClIEKTp OOKy B BIJ :

c,(8,B," )2 0,(B,B,")>..2 o, (B,B,")>0;

ij

o
BBy

2.2. Chopmysaru Bekrop (6): o o (al(B,JB” )_ (BijBijT),... (B” B; ))—

¢ oy ~ (o881 (0,8, )r 8,8, )

u

2.3. 3HaiiTH HOPMOBaHY BiJOKpemJyeHicTh svdgap, (1 B.. B, ) MakcumanbHoro CHY

ij ~ij
61oky B, B.'

ij 'J'

o
BBy

svdgap, (1.B,B," )= o:(8,B," )-o2(B,B," ). (7)

ij —ij ij —ij ij—ij
Kpox 3. Ha muoxuni X OnokiB I[3 BuzHauutu OiHapHE BiJHOILIEHHS p HECTPOTOro

MOPSIIKY Y BIATIOBITHOCTI 3 (4), sIKe ISt BIJ BIJ Oy/le BUTTISIATH:

B; B, < svdgap, (1 B, B, )> svdgapn(l, BkmBka).

ij —ij
Kpox 4. JIna OiHapHOTO BIIHOIIEHHS © TNOOYIyBaTH BIANOBIIHUMN rpad G(X , E), ne X
— MHOXKMHA BEepIINH, £ — MHOXUHA pedep, IpU 1IbOMY, BPaXOBYIOUH MOBHY BIOPSIKOBAHICTh

e 5 -3 B 3 (3L M

ypaxyBaHHSIM TIE€TENh), J1e || - OTY>KHICTh MHOXHHH.

Kpok 5. Jlna xoxnoi epmmun B;; rpada G(X , E) BH3HAUUTH CTYHEHI o (Bij ),
P (Bij ) 0e3 BpaxyBaHHS NETEb.

Kpox 6. ChopmyBatu cxeMy rpada, iHpOpMaTUBHY sl IPOBEIECHHS CENEKIiT OJI0KIB:

.(8)

abo

Kpok 7. Po3paxyBatu KinbkicTh 7T OnokiB L[3-konTeliHepa, HEOOXiMHUX JIsI BOYAOBH
oTpuMaHOi B pe3ynbTari poOoTH mpekoxepa creranorocuctemu /Il y BigmoBimHOCTI 3
BUKOPHCTOBYBAHUM CTETaHOMETOOM.
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Kpox 8. ]It creraHonepeTBOPeHHsI BAKOPUCTATH Tiepiri 7' O10KiB, s SKUX BIIIOBIIHI
3HAYCHHSI CICMEHTIB P (Bij) ( p‘(Bij )) B Marpui (8) € HaliMeHIIMMU (HaHOUTBIINMNU).

Jis mopiBHSUIBHOT OIIHKHM €()eKTUBHOCTI 3alIPOTIOHOBAHOTO METONY CEJIEKIIii 1 MEeTOIy
[9] ©OyB mnpoBemeHuit OOUUCTIOBAIBHHUN EKCIIEPUMEHT, B XOIi sIKOro (opMmyBasacs
BUIIA/IKOBIM YMHOM OiHapHa MOCHIIOBHICTh, sika BUCTynana B skocti I. Sk creranomeroan
quist BOynosu [II B ekcriepuMeHTi OynM 3ajlisiHi: OJUH 3 HaWOUIbII CTIMKUX A0 aTaku CTUCKOM
creranorpadiuamii meron [15], sgkuii TPU3BOAUTH 1O HECHCTEMATHUYHOTO BUHHKHEHHS
apredakrtiB Ha 1[3-creraHonoBiOMIIEHHI; OAMH 3 HAaWOUIBII HIMPOKO BHUKOPHCTOBYBAHUX 1
moaudikoBanux MetoxaiB - Koxa i JKao [11], mopymieHHss HaOIHOCTI CIIPHUIHATTS B SIKOMY
MOXK€ MaTu Miclie 31 30UIbIICHHAM I[apaMeTpa, II0 BUKOPHUCTOBYEThCS MHpuU Moaudixariii
Koe(ili€HTIB AMCKPETHOTO KOCHHYCHOTO IMEpeTBOpeHHs mpu BOymosi Oita JII B ueproBuii
6s10K. 1li MeToau HaBMHCHO OpaTuch TaKUMH X, 5K 1 B [9]. B excriepumenti Oyito 3aisiHo 200
113 3 6a3u 4cam_auth [16] (¢popmar Tif), 200 I3 3 6azu img Nikon D70s [17] (popmar Tif),
100 113, orpumanux Hemnpodeciiinumu Bineokamepamu (dopmar Tif), 500 L3 3 6a3u NRCS
[18] (dbopmar Jpeg). Muoxkuny orpumManux 113 noznaunmo M.

[Ipu npoBeneHHI EKCIEPUMEHTY CTEraHONEPETBOPEHHS KOXKHOIO  KOHTelHepa
POBOAMIIOCH TPhOMA PI3HUMH CIIOCOOAMHM, IO BiAPi3HSUIUCS BUOOPOM OJIOKIB /It BOYIOBU
JI: BumaakoBuii BUOip OJIOKIB; cenekilist OJ0KiB y BigmoBiaHocTi 3 [9]; cenexitis GIOKIB y
BIJITOBITHOCTI 3 3aIPOITIOHOBAHUM y POOOTI METOIOM.

TunoBi pe3yabTaTH EKCIIEPUMEHTY MPOJEMOHCTPOBaHI Ha puc.3 (HaABMUCHO JUIS
JICMOHCTpAIlil BHKOPUCTOBYEThCs 113, mo Oyiao BukopucraHo it aeMoHcrpamii i B [9]).
OueBuaHUM € (aKT TOKpAIICHHS BI3yaJIbHOTO CHpHUHHATTA L[3-cTeraHonoBizomiieHb,
c(hOpMOBaHMX 3 3aCTOCYBAHHSIM CEJIICKTHBHUX METOJIIB, B IOPIBHSIHHI 3 BHITAJKOBUM BUOOPOM
OIOKIB.

Puc. 3. Pesynpraru creraHomepeTBOpeHHS 3a Jomomoro creranomerona Koxa i Xao: a —
CTCTaHOTIOBIIOMJICHHS, TpU (OPMYBaHHI SKOTO OJIOKH OOHMPATNCh BHITAJKOBO; O —
CTETaHOTIOBIIOMJICHHS, C(OpPMOBaHE 3 IIONEPEAHBOIO celekimiero OmokiB [9]; B —
CTETaHOIIOB1IOMJICHHSI, JIe CEJIEKIIisl OJIOKIB pOOMIIacs 3amporOHOBAaHUM B POOOTI METOIOM
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3anmponoHoBaHU# cnoci0 cenekiii OJIOKIB 103BOJISIE MOKPAIUTH CTIHKICTh pE3yNbTary
CeJIeKIii B yMOBax araKk IPOTH BOYIOBAaHOTO TOBIAOMJICHHS, 30KpeMa B yMOBaX aTakd
cTHCKOM. MaeThcs Ha yBa3i HacTynHe. J{Js ceneKTUBHOI creraHorpadii BeJarke 3HAYeHHS Ma€e
MATAaHHS CHHXPOHI3aIlii: 3a0e3MeueHHsT MEXaH13MiB, SIK1 JIO3BOJISIOTH 1ICHTH(IKYBATH TTOYaTOK
1 TOCTIIOBHICT, BUKOPHCTAHUX JUIsi BOYIOBH JOAATKOBOI iH(opMarii MmiKceniB/010KiB
KOHTEHHEpa IpH opraHizaiii mporecy jaekomyBanHs. OQuH 3 TaKMX MEXaHI3MIB mependadae
npoBonuTu BOynoBy JII Takum umHOM, 100 BH3HAYAJIBHUN Mapamerp (KpUTepild CeneKilii)
OJIOKY 3alMIIaBCs HE3MIHHHM IICIIS CTeraHonepeTBopeHHs. HeoOXimHO 3a3HauuTH, IO
3arajoM B OJIOKax CTEraHOIMOBIJOMIICHHS B pa3i, SKIIO BOHO 3a3HaNo 30ypHOI mii, 1mei
BU3HAUAIBHUHN TIapaMeTp MOXKE 3MIHUTHCS, HACIIIKOM YOT0 MOXYTh OyTH 3HauHi1 yTPYAHCHHS
Ipy BHU3HAUEHHI THX OJOKIB 1 iX TOCTIOBHOCTI, IO BUKOPUCTOBYBAJIHCS TiJ 4Yac
CTETaHOIIEPETBOPEHHS, Ul OpraHi3aiii nporecy aekonysants J[I. B Hamomy Bumaaky Moxe
3a3HaTH 30ypeHb rpad G(X : E) 1 Matpuild (8). AJie KoJii B IKOCTI BU3HAYAJILHOTO TTapaMeTpy

BUKOPHCTOBYEThCS (7) 3amicTh (1), TO 30UIBIICHHS CTIMKOCTI KPUTEPIIO CEICKINT MUITXOM
BUKOPUCTAHHS TIEPETBOPEHOTO OJIOKY MPHU3BEAEC OYEBHAHO 1 10 30UIBIICHHS CTIMKOCTI
pe3ynbrary cenekmii OnokiB. JIyisi MpaKTHYHOTO MIiATBEPHKEHHS LBOTO OYlI0 TPOBEICHO
0OUHUCITIOBAJIbHUNA EKCIIEPUMEHT, B sAkoMy Oynu 3anisHi 13 3 muoxxunu M. Bei 13 Ha npomy
eTari ekcriepuMenTy obpizamucs 10 po3mipy 400x400, po30MBKa MPOBOAMIIACS CTaHIAPTHUM
yiHOM Ha 8%8-6moku. BpaxoByroun, 1110 HaOLIBII MOMIKUPEHOI aTaKoK MPOTH BOYJOBAHOTO
MOBIJIOMJICHHSI ChOTOJIHI € aTaka CTHCKOM, OCHOBHA yBara IpH IMPOBEACHHI 00UHCITIOBATBHOTO
eKCIIEPUMEHTY MpUIUIacs caMe Mii arami. Pe3ynbraT eKCHepuUMEHTY, fKi MOBHICTIO
HIiATBEP/KYIOTh TEOPETUYHI MipKyBaHHs mpo nepesary (7) B mopiBHsHHI 3 (1), HaBeneHi B
Tadi.1,2.

Taoaunsa 1

PesynpraTti mopiBHSIBHOTO aHANI3y CTIMKOCTI CeNeKIii 6J0KiB 3a JOIMOMOTOI0

3alPONOHOBAHOTO METOJY 3 PI3HUMH BH3HAYAJIHHUMU MTApaMETPAMH B YMOBAX aTakl CTHCKOM

Busnavaneuuii napamerp | Kinbkicts 13 (%), uis sikux criocrepiranucs 3MiHu B MaTpui (8) B pe3ynbrari
cenexiii 6JI0KiB aTaku CTUCKOM 3 koedinienToMm sikocti QF
QF=80 QF=85 QF=90
(1) 9.1 6.5 1.7
(7) 4.9 4.3 1.2

Tabauus 2
Pe3ynbTatu mOpiBHSUIBHOTO aHAMi3y CTIMKOCTI ceneKiii OJI0KiB 3a TI0IOMOT0K0
3alpONIOHOBAHOTO METO/Y 3 PI3HUMH BH3HAYAJIHHUMH TTapaMEeTPaMH B yMOBAxX HAKJIATaHHS

mymy
Busnagansauii napamerp | Kimbkicts L3 (%), 1uis sikux criocrepiranucst 3MiHu B Matpui (8) B pe3ynbrari
ceNeKIi OJIOKIB HaKJIaJaHHS IIyMYy
I'aycciseskoro 3 D = 0.00001 Mynsrunnikarusaoro 3 D = 0.0001
(1) 5.1 4.1
(7) 5.3 2.0

Pe3ynbrarti MOPiBHSUILHOTO aHAI3y CEIEKTUBHOTO MeToy [9] Ta #oro 3ampormoHOBaHOT
Moaudikamii anu MOPIBHSHO OIHAKOBI PE3yJAbTaTH 3 TOYKM 30py HATIHHOCTI CHPUNAHATTA
CTETAaHOMOBIIOMJICHHS, IO OIlIHIOBaJlacsi 3a JOMOMOTOI CyO €KTHBHOTO paH)KyBaHHS:
CTETaHOIOBIIOMJICHHS, 110 OTPUMYBAJIKCS 3 BUKOPUCTAHHSIM OOTrOBOPIOBAHUX CEJIIEKTUBHUX
METO/IB 3a JIONIOMOT0I0 OJJHAKOBUX CTeraHOrpa(piyHMX ajiropuTMiB 1 ogHakoBoi JlI, Bi3yanbHO
HE po3pi3HAIUCh. [Ipu 11bOMY BCTaHOBIIEHO:

— kiunbkicHUH moka3HUK (PSNR) BizyanpHOro cnoTBOpeHHsS KOHTEWHepa B pe3ynbTaTi
CTETaHONEPETBOPEHHS 3 MOMEPEIHIM 3aCTOCYBAaHHIM ceJeKIIil OJ0KIB SIK MEepBICHUM, Tak i
VAOCKOHAJIGHUM 3allpOTIOHOBAaHUM B pOOOTI METOAOM Hije HE OyB MEHIIE I[hOTO
MOKa3HMKA JUIsl CTETaHOIOB1IOMJICHHS, OTPUMAHOT0O TIPY BUIAIKOBOMY BHOOpPI OJIOKIB /1715t
BOynosu /11;
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—  TIpH 3aCTOCYBaHHI KO)KHOTO 3 OOTOBOPIOBAHUX CEJICKTHBHHUX METOJIB BIAJOCS ITiABUIIUTH
3naueHHss PSNR na 2-6 dB, ane ans nepsicnoro merony [9] Take 3Ha4HE ITiIBUIIEHHS Majo
micte s 54% 13, Toxi six ais ynockoHaseHoro — st 59% 113 3 muoxkuau M. Takwmii
pe3yIbTaT € HACIIAKOM 3MiHHM MPHHIKIY M00ya0BH OiHapHOro BimHomeHHs 3 (3) Ha (4),
KW 3MEHIIIMB BIUIMB OOYHMCIIOBAILHOI MOXUOKM HA CTPYKTYPY OCTaroyHoro rpada, 1mo
CTaBHUTHCS Y BIAMOBIIHICTH 113

— 3MiHa KUIBKICHOTO KpHTepito BuOOpy OnokiB 3 (1) Ha (7) mama MOXUIIMBICTH TiABUIIUTH
CTIHKICTh PE3y/bTaTy CeJeKIlii OJIOKIB B yMOBaxX 30ypHHX i Ha CTETaHOIIOBIIOMJICHHS,
3a0e3meuyroun CTIHKICTh BinmoBigHoro rpady 13 (Ttabdmn.1,2).

BucnoBku. B po60Ti BUpIIIEHO BAXXJIMBY HAYKOBO-TIPAKTUYHY 3a7a4y MiJBUIIEHHS CTIHKOCTI

pe3yabTaTy ceeKIii OJIOKIB 10 30ypHUX il He3aJIeXKHO BiJl BAKOPUCTOBYBAHOTO ISl BOYIOBU

Al creraHomMeroqy, NUISXOM YAOCKOHAJCHHS CEJIEKTHBHOIO METOMIY, 3alpOIOHOBAHOTO

aBTOpaMU paHile.

3anponoHOBaHUM CcHoci0 ceneKkiii 3acHOBaHWM Ha BUKOpPHCTaHHI Tpada G(X , E)

OiHApHOTO BIHOIIEHHS HECTPOTOTO TMOPSIKY, BU3HAYEHOIO0 HAa MHOXHHI X HEMepeciuHux

onokiB marpuni L3, orpumanmx mnisixom ii craHgapTHOI po30MBKU. BBenmeHe OinapHe

BIJTHOILICHHS BU3HAYa€ MOBHUM MOPSJAOK HAa MHOXHUHI X, [03BOJII€ 3MEHIINTHU BILIUB

00UYHUCITIOBATIBHOI MOXUOKK HA CTPYKTYPY OCTAaTOYHOTO rpada, M0 CTABUTHCS Y BiAMOBIAHICTH

I13. Pe3ynpraroM HBOTO € 3pOCTAaHHS, B MOPIBHSHHI 3 TPOTOTHIOM, Ha 5% 3araibHOl

kutekocTi 13, e 30inpirenHs 3HaueHHs PSNR BusBuinock 3aauanm (ax 10 6 dB).

3anpornoHOBaHU YIOCKOHAJICHUI CEIEKTUBHUN METOI, K 1 ipotoTui [9], € 3aranbHuM,

TOOTO TaKUM, pe3yJabTaT poOOTH SIKOTO HE TOB’S3aHUI 0e3MmocepeHbO 3 BUKOPUCTOBYBAHHM

1uist BOynoBu /{1 creranomeTonom.

B sKocTi KiBKICHOTO KpuUTEpis aisi BHOOpPY OJOKIB B YIOCKOHAJICHOMY METOI
BUKOPHCTOBYETHCS HOPMOBAHA BiOKpeMIieHICTh MakcumanbHoro CHY He mepBicHOro Onoky
B 1I3-KoHTeiiHepa, SIK B NPOTOTHIII, a Pe3ylbTaTy HOro HepeTBOopeHHs — 61moky B'B, mo
JIO3BOJIMJIO TIiIBUIIUTH MaKCHMAaJIbHO CTIHKICTh pe3yJIbTaTy CeJeKIlii B yMOBaxX 30ypHUX Iiii:
Ha 4.2% B yMOBax aTaku CTUCKOM, Ha 1.9% B ymMOBax HakjaJaHHS LIyMYy.

OTpuMaHi KUIBKICHI NMOKa3HUKHM MPAKTUYHOI pOOOTH 3alpOIOHOBAHOIO CEJIEKTUBHOIO
METOAY TOBOPSATH MPO 3a0e3MeueHHs MiIBUIICHHS e(EeKTHBHOCTI cTeraHorpadiyHoi cucteMu
B L[IJIOMY [TPH MOTO BUKOPUCTAHHI.
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Steganography is currently one of the most powerful means of information security. However, a large number of
modern steganographic methods have limited applicability and are not designed for effective operation with a
random container, which is the most common case in the practical use of a steganographic system today. To
solve this problem, selective steganography is used, which significantly improves the characteristics of the
steganographic system, particularly by allowing for the reduction of container distortion resulting from the
steganographic transformation, where a digital image is considered as the container in this work. Currently, the
problems of selective steganography are not sufficiently investigated; general selection principles that are not
tailored to specific steganographic algorithms are lacking, and issues of the robustness of the selection result
against disruptive actions are practically not considered. The goal of this work is the improvement of the
selective method previously proposed by the authors to increase the robustness of the block selection result
against attacks targeting the embedded message. This goal is achieved by constructing a binary non-strict order
relation defined on the set X of non-overlapping blocks of the container matrix, obtained by its standard
partitioning, the graph of which is used to organize the block selection. The quantitative criterion for selecting a
block B is the normalized separability of the maximum singular value of the block BB”. The most important
result of the work is the development and application of general block selection principles in the proposed
method, which are not oriented toward specific steganographic algorithms. The practical significance of the
obtained results lies in increasing the robustness of the selection result under disruptive actions, which is ensured
by the proposed method, consequently leading to an increase in the efficiency of the steganographic system.
Keywords: selective steganography, binary order relation, graph of a binary relation, robustness against
disruptive actions.
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MOIVYJIBHA APXITEKTYPA BEB3ACTOCYHKY UIsA KOI'HITUBHOI'O
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CyuacHi Be03aCTOCYHKM Ul KOTHITHBHOTO TECTYBAaHHS € CKJIaAHHUMH CHCTEMaMH, LIO
(YHKIIOHYIOTh B YMOBaX IMHAMIYHHAX B3a€MOJi KOPHCTYBadiB, 3MiHHUX HaBaHTa)XKCHb Ta
BUMOI' JI0 TOYHOCTi JaHHX, 3HAYHO YCKJIAIHIOIOYH IIPOLECH pO3pOOKHW, aHali3y Ta
ontuMizamii. TpagumiiiHi MeTtoam peaii3amii 4acTo HE BPaxOBYIOTh MOIYNBHICTH, IO
MIPU3BOAUTE IO TPYIHOIIB y MacmTaOyBaHHI Ta IHTErpamii HOBUX (YHKIIH, TaKUX sK
CTaTUCTHYHHMN aHaJi3 pe3yibTaTiB. Y CTaTTi 3alpOIIOHOBAHO IHTETPOBAHMH MiAXiA 10
CTBOPEHHS MOIYJIBHOTO Be63aCTOCYHKY, HATXHEHHOTO TwiaTdopmoro Human Benchmark, xa
ocHOBI TexHoumorii JavaScript/TypeScript mms moriku, Tailwind CSS mns intepoeiicy,
Firebase 3 AuthO nmst 36epiranns Ta aBTeHTH(]IKalii. Y HOro OCHOBI JeXHUTH yHiiKoBaHA
CTPYKTypa KOMIIOHEHTIB, II[0 BKJIOUae He3anexHi wmomyai TectiB (Reaction.tsx,
Sequence.tsx, Aim.tsx), anroputmu ananizy (calculatelmprovement.ts, getUsersRating.ts) 3
HMoOBipHICHIMH MopesiMu (JTiHIIHA perpecis, po3paxyHOK MOKpAaIleHb) Ta pPe3yiAbTaTH
CHUMYISIIHHOTO MozenmtoBaHHs. CTPYKTypa KO)KHOTO TECTy Iependadae OmUc THUILY, OLIHKY
pEe3yNbTaTiB, YMOBU BHKOHAHHS, JKEpeNna NaHUX, METOIM CTATHCTUKH Ta B3Aa€EMO3B’SI3KH
Mik enemeHtamu. ChopMoBaHa cucTeMa MICTUTh KAaCTOMHI TeCTH 3 reverse-engineering,
o0 IMiABHWINYE TOYHICTh JIaTHOCTUKH KOTHITUBHUX (yHKmid. g migBUICHHAS
€(eKTUBHOCTI 3aCTOCOBAHO MEXaHi3M HopMaizauii AaHux, onrumizauii popmyn (L-BFGS-
B-monmibni MeTtomM) Ta MOCTiIHHE [JOMOBHEHHS HOBHMH CIICHApisMHu. IMiTariiine
MOJICTIOBaHHSI JIO3BOJISIE BPAaxOBYyBaTH SIK CTaHJApTHI, TaKk 1 PIOKICHI BIAXWMICHHS,
(OpMyIOUH MOBHY KAPTUHY MOXIIUBHX Pe3yJbTaTiB. Pe3ynbTaTi YMCebHUX EKCIIEPHUMEHTIB
MATBEP/IKYIOTh e(eKTUBHICTh MiIXOAY: Kopelsiis 3 HopMamu gocsirae 0.85, 3MeHIyeTbes
moxubka Ha 20%, a cucTeMa BHSBISE THYUYKICTh IO 3MiH YMOB. [HTerpailisi MOIYIbHOCTI 3
CTaTUCTUYHMMH METOJaMH JO3BOJISIE INPOTHO3YBATH IIOKPALICHHS Ha pIi3HUX eTamax
TECTYBAaHHS, 3HIKYIOUM PH3HMKH IMOMMJIOK Ta ONTHUMI3YIOUH KOPHUCTYBALBKHH JOCBIJ.
3anpornoHoBaHa cucteMa € e()eKTHBHHM IHCTPYMEHTOM Ui KOTHITHBHOI OLIHKH B cdepi
iH(pOpMaTHKH Ta MOXKe OyTH aJanToBaHa JUIS iHIINX TEXHIYHO CKIIaIHUX IUaTdopM.
KarouoBi cioBa: Be03aCTOCYHOK, KOTHITHBHE TECTYBAaHHS, MOIYIbHA apXiTEKTypa,
CTaTUCTUYHMI aHai3, JIiHIMHA perpecis, CUMYIsIiiiHe MOJIETIOBaHHS.

Beryn. CywacHi 1uudpoBi TEXHONOTil 3HAYHO PO3IIUPWIA MOXKIWUBOCTI JUIS  OLIIHKH
KOTHITUBHUX (YHKIM JIOMUHN, TEPEeTBOPIOIOUM TPAAMIIMHI TICHXOJOTIYHI TECTH Ha
IHTepaKTHBHI Be03aCTOCYHKH, AOCTYNHI mupokoMy koiy. Ilmardopmm Ha kxmrantr Human
Benchmark nemMoHCTpyIOTh, SIK MO€IHAHHS ITPOBUX EJIEMEHTIB 3 HAYKOBUMH METOJUKAMU
MOX€ CTUMYIIOBATH CaMOOLIHKY peaklii, mam'sTi, TOYHOCTI Ta IHIIMX acMEKTiB MO3KOBOI
JISUIBHOCTI. Y KOHTEKCTI MIBHJIKOTO PO3BUTKY IITYYHOTO IHTEJIEKTY Ta BEOTEXHOJIOTIH,
MOZAYJbHI apXiTeKTypH CTalOTh KJIIOYOBUM (DAaKTOPOM JJIsi CTBOPEHHS THYUYKUX CHUCTEM,
30aTHUX J0 IIBUIKOTO MaciiTa0yBaHHS Ta IHTerpauii HOBUX (YHKIIHM, TakuX SIK aHami3
pe3yNbTaTiB y peasibHOMY Yaci Y MepCOHAI30BaHI PEKOMEHaIlii.

Opnak, mMONpH JOCTYNHICTh TaKUX IHCTPYMEHTIB, ICHYIOTh BHKJIMKH: 3a0e3leueHHs
BaJIITHOCTI TECTiB, Oe3leka MaHUX KOPUCTYBayiB, OOTPYHTOBaHUI BHOIp TEXHOJIOTIH s
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MiHIMI3aIii MOMUJIOK Ta ONTHMI3AIlil MPOAYKTUBHOCTI. TpaauIliifHi MiIXOAH 10 PO3POOKH
Be03aCTOCYHKIB YacTO ITHOPYIOTb MOAYJABHICTh, IO YCKJIAQIHIOE PO3IIUPEHHS, TOAI SIK
KOTHITHBHE TECTYBaHHS BHUMAara€ TOYHOTO 300py Ta aHami3y JaHuX Ui CTaTUCTHYHUX
BUCHOBKIB [3, 4]. AKTyalbHICTh TEMH TIOCHIIOETHCS TAHIEMIEI0 Ta TMEPEXOAOM JI0
JUCTaIliIHHOTO HABYaHHS/POOOTH, 1€ MOHITOPHHT KOTHITMBHOTO 3JIOPOB'Sl CTa€ YacTUHOIO
MOBCSIKJICHHOCTI.

VY miii cTarTi MpeACTaBICHO AOCIIIKEHHS apXITEKTYpH MOAYJIBHOTO BE03aCTOCYHKY,
cTBopeHoro 3a MoruBamu 1uiargopmu  Human Benchmark, 3 BuxopucranasM
JavaScript/TypeScript mns peamizanii sgoriku, Tailwind CSS — mias moGymoBu intepdeiicy,
Firebase — nns 30epiranns manux Tta AUthO — s aBTeHTH(IKAIl KOPHCTYBayiB.
OOrpyHTOBY€ETBCS BHOIp TEXHOJOTIHA, NPOMOHYETHCS AaJITOPUTM aHaJi3y pe3yJIbTaTiB 3
€JIEMEHTaMU CTAaTHCTUKU (JIiHIIIHA perpecis, po3paxyHOK CEpelHiX) Ta peKOMEHamii yis
MOJAJIBIIIOTO PO3BHTKY.

Ta6auuns 1.
HOpiBHﬂHHH KJIIOUOBUX TEXHOJIOTTH y BC633CTOCYHK3X I KOTHITUBHOT'O TCCTYBAHHS
Texromoris IlepeBaru Hepmomnikn 3acToCyBaHHS
TypeScript TumizoBana Oe3rnexa, KpuBa HaBuaHHS 1151 KommoneHntn tectiB
Y 3MCHIIEHHS TIOMUJIOK HOBAYKiB (Reaction.tsx ToI110)
. [IBuaKe cTHITI3YBaHHS . . . IaTepdeiic mamobopay Ta
Tailwind CSS A N yBa > 3aJe)KHICTh BiJ KaciB . pd A pAYy
YTHTITAPHUHA TIXIT TinepoopaiB
Firebase PeanpHuit yac nanmx, OOMexeHHs Ha 30epiraHHs pe3yibTaTiB,
cepBepIIeCHUN OEKeH T 0E3KOIITOBHOMY IIJIaHi ¢$yHKIIT aHATTIZY
besneuna . .
Auth0 o 3aiexHicTh Bij 3aX1CT KOPUCTYBALBKUX
aBTeHTHIKALi, 30BHIIIHBOTO CEPBIC aHUX
inTerpamis SSO ppIcy

Orasaa aiteparypu (aHaji3 gociaimkenb i myouikamiii). CyyacHi HayKoOBI JOCHIIKEHHS B
rany3i 1HGOpMaIiifHUX TEXHOJOrI Ta KOTHITHBHOI ICHUXOJIOTI] MPHUAUISIOTh 3Ha4YHy YBary
PO3BUTKY ¥ aHamizy HUU(POBUX IHCTPYMEHTIB sl BUMIPIOBAaHHS KOTHITMBHUX (DYHKIIN
monuHU. OcoOnMBUM 1HTEpEC BUKIMKAIOTh BE03aCTOCYHKH, MOOYIOBaHI 3a MPUHLUIAMU
wiaropM Ha 3pa3ok Human Benchmark, siki naroTe 3Mory kopucTyBayam IPOXOJUTH
IHTEPAaKTUBHI TECTH Ha PEakKlliio, aM’siTh, TOUHICTh, YBary Ta MBUIKICTb MUCJIEHHS.

Omian  HaykoBMX — MyOsiKaliii  JAEMOHCTpPYE, IO  KJIIOYOBI  HAmpsMHU  JOCHIJKEHb
30CEPeKYIOTECS Ha THTAaHHSAX BiJJIaJICHOTO KOTHITHMBHOTO TECTYBaHHS 0€3 KOHTPOIIO
eKCIIepUMEHTaTopa, MOOyAOBI MOIYIBHUX apXiTeKTyp BeOcucTeM, Bamijamii HUppOBUX
IHCTPYMEHTIB, CTaTUCTUYHIM OOpOOIl pe3ynbTaTiB Ta HAyKOBO OOIpPYHTOBAaHOMY BHOOP1
TEXHOJIOTIH [Tl peanizaliii Takux miaropm.

AHaniTH4YHa YacTHHA 0a3yeThCs HAa CHUCTEMAaTHYHUX ONIsAfax, 0107J10MEeTpUYHUX aHaji3ax 1
NPaKTUYHUX €KCIIEPUMEHTaX, SIKl y3arajibHIOIOTh JIOCBi BUKOPUCTAHHS MOJIOHUX CHUCTEM Y
HAyKOBUX 1 OCBITHIX IUISIX. Pe3ynapraru 1ux DOCHIKEHb MIATBEPKYIOTh, MO HIHU(PPOBI
1aTGOPMHU 3HAYHO MiJABUILYIOTh JOCTYIHICTh KOTHITUBHOTO T€CTYBAaHHS, PO3IIUPIOIOYH HOTO
reorpadilo Ta OXOIUICHHS KOPUCTYBauiB, aj€ BOJHOYAC BUSBISAIOTH MPOOJIEMHI aCIEKTH,
NOB’s13aH1 3 TOYHICTIO BMMIPIOBaHb, JOCTOBIPHICTIO OTPUMAHUX JAHUX Ta 3a0€3MEYECHHSIM
iXHBOT BaJiTHOCTI i HafiHOCTI [2].

bibmiomerpuunuit anamiz 13 244 myOmikamiii (2003—-2023) AeMOHCTpYE EKCIOHEHIliaTbHe
3pocTaHHs nociikeHsb: Bl 104 crareit y 2003 poui 1o 1761 y 2022, 3 piuHUM IPUPOCTOM
5,51% [5]. Panni poGotu (okycyBaMcs HA OIIHIII MICJIS TPaBM (HAMPHUKIIAA, CTPYC MO3KY),
Tomi sk cydacHi TeHmeHmii (3 2020) akmeHTyoTh Ha mcuxigHomy 3mopoB'i, COVID-19,
cmaptdoHax Ta ML A mporHo3yBaHHS KOTHITUBHHMX PO3JIaJiB, TaKUX K AJjbLreiiMep 4u
mm3odpenia. Cucremarnunuiit o 20 gocmimkensb (2015-2021) mas crapmux TOpPOCIUX
MoKa3ye MepeBakaHHs KOMIT'torepu3oBanux Oatapeit tectiB (30%), BeGmumardopm (30%) Ta
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irop (10%), 3 omiHKOIO AOMEHIB sik BukoHaBul (yHKIIT (80%), mam'ste (75%) Ta BiyalbHO-
npocropoBi HaBuuku (50%). Incrpymentun Ha kmrant CANTAB, BrainCheck ta CogEvo
Banigayrotbes npotu MoCA/MMSE, 3 uytnuBicTio 63—-95% Ta crienudiunictio 54—100% ms
BusiBieHHs: MCl/nementtii [4].

MonynbHicTh € kiodoBoto aisi rHydkocti: mnargopma OCTAL (Oxford Cognitive Testing
Portal) BHKOpPHCTOBYE BIIKpPHTY MOIYJABHY apXIiTEKTypy JJIS BIJJAJICHOTO TECTyBaHHS,
OLIIHIOIOYH TTaM'siTh, YBary Ta BUKOHaBUil (PyHKIIi1, 3 BUCOKor0 HanilHicTio Ta AUC=0.92-0.98
s aemeniii[7]. Kox BiakpuTuii, 3 HOpMamMu 3a BIKOM, IO CHpPHSIE CTIHKOCTI Ta KpOC-
kynerypHiii agantanii. [CAT (Internet-Based Cognitive Assessment Tool) — BeGcuctema 3
MOIYJbHUMHM 3aBJaHHSIMH (BepOanbHa mam'sTh, poboda mam'sTh), moOygoBaHa Ha React, 3
ASR nns apromarmsanii, kopemsmiero r=0.63 3 SCIP ta WER=6-18% [6] mns ASR.
JlocmiKeHHsT MOTY/IbHOT apXiTeKTypH MO3KY Ta areéHTHHX CHUCTEM BKa3yHOTh Ha T'HYYKICTb
JUIS CKJIaIHUX 337134, 3 TIOTeHII1aJI0M JUIsl Be03aCTOCYHKIB.

Taoauns 2.
[TopiBHSHHS KIIFOYOBUX U(PPOBUX IHCTPYMEHTIB 11 KOTHITHBHOTO TECTYBAaHHS
. Banigaicts .
IncrpymeHT Metoau oniHKH (AUC/Y) IlepeBaru Henoniku
OCTAL [lam'aTb, ypara, 092-0.98 MO,I[YJ'ILHEI, KpOC-KYyJbTYpHa, HOTpe6y€
BUKOHABYI (yHKIIIT BIZKPUTHI KOZ IHTepHETY
ICAT Bep6anbHa/poboua r=0.63 ASR 1151 aBTOMaTH3a11, ASR noMuiku
nam'siTh, IBUIKICTH ' React Ul (WER=6-18%)
CANTAB Tam'aTs, WBUAKICTS, g 70 g5 Be/anm, saizanis 3 MoCA |CYMePBI3iA B
BUKOHABY1 NeSIKHUX BEPCisiX
BrainCheck [1oGanbHa KOrHilis 0.88-0.94 MobinpHuil/Bel, WBHAKMH |3aNexXHICTS Bil
(10-21 xB) [IPUCTPOIO
TestMyBrain  |Pisui (RT, mam'sits) r=0.53-0.74 MaCIilTa§OBaHHH Sy Pu3uKy BiJBOTIKaHb
MUIBIOHIB KOPUCTYBA4iB

Meta poboru. Meroro poOOTH € JOCHIIKEHHS apXiTeKTypH Ta po3poOKa MOIYJIBHOTO
Be03aCTOCYHKY Ui KOTHITHBHOTO TECTyBaHHS KOPHCTYBauiB, HarxHeHHoro Human
Benchmark, 3 oOrpyHtryBanHsM BubGopy TexHozoriii (JavaScript/TypeScript ans jorikw,
Tailwind CSS mns Ul Firebase 3 AuthO st 36epiranss/aBreHTrH(iKaIlT), IHTETpaIlieo custom
TeCTiB (peakuis, MOCHIAOBHICTb, MPHUIIIOBAHHS), aJIrOPUTMIB aHaji3y pe3ylbTariB
(po3paxyHOK cepeiHiX, TOKpalleHb, paHkyBaHHs via getUsersRating.ts) Ta HamaHHAM
CTaTUCTUYHMX OIL[IHOK 1 pekoMeHaauii (interpauis ML ans mepconanizauii, MOKpamieHHs
usability). Lle 703BOAUTH CTBOPUTH JOCTYNHUN IHCTPYMEHT JJIsi CAMOOLIHKM KOTHITHBHHUX
(GyHKIIIH, 3aMOBHIOIOUM MPOTAJMHU B BIJAJCHOMY TECTYBaHHI, SK Yy JITeparypi Mpo
scalability Ta ecological validity. BropuHH1 acniekTu BKIIOYAOTh OIIHKY BaJIiIHOCTI 4Yepe3
NOPIBHSAHHS 3 TPaAMLUIHHUMH METOJaMH Ta pPEeKOMEHAAlii Juii MYJIBTHKYJIBTYPHOTO
3actocyBanHs, moni0HO 10 RUDAS B "Dementia" armi.
OOrpyHTyBaHHs BHOOpPY TexHoJoriii. Bubip TexHomoriii st po3poOku Be03aCTOCYHKY
OOTpyHTOBaHMM iX €QEKTUBHICTIO JUISI CTBOPEHHS MOIYIHHUX CHCTEM KOTHITHBHOTO
TECTYBaHHs, 3 YpaxyBaHHSIM BHMOI' JI0 TNPOAYKTUBHOCTI, O€3MEKH Ta KOPUCTYBALIbKOTO
iHTepdeticy. OcHOBHI TexHOOT11 BKitouatoTh JavaScript/TypeScript (JS/TS), Tailwind CSS Ta
Firebase 3 inTerparieto AuthO.

1. JavaScript/TypeScript: BUKOPUCTaHO SIK OCHOBHY MOBY JJIS peasti3allii JIOT1KA TECTIB
(mampukian, koMmmoHeHTH Aim.tsx, Reaction.tsx, Sequence.tsx). TypeScript 3abe3meuye
TUII30BaHy O€3MeKy, 3MEHIIyIoYn mnoMuiaku Ha 15-20% mnopiBHSHO 3 yuctuM JS, 1m0
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KPUTAYHO JJIsi TOYHOCTI KOTHITHMBHHMX BHUMIpIOBaHb (HANPHUKIAM, peakiiiiHoro vacy)[8]. VY
npoekti TS 3actocoByerhcs mus tumiB ganux (dashTypes.ts, testTypes.ts), mo momerirye
miaTpuMKy  MoaymiB.  OOIpyHTyBaHHS: JIiTeparypa MHigkpeciaioe mepeBaru TS vy
MacmTaboOBaHUX Be03aCTOCYHKaX JJIsi KOTHITHBHHMX IHCTPYMEHTIB, Ji€ TOYHICTh JAQHHX €
KJIFOUOBOIO.

2. Tailwind CSS: 3actocoBano mist crumizanii inTepdeiicy (index.css, KOMIOHEHTH SIK
Navbar.tsx, PageHero.tsx). YTumitapauii miaxij IpUCKOPIOE pO3pOOKY, TO3BOJISIIOUYH IIIBHUJIKE
cTBopenHs agantuBHoro Ul anst mambopais Ta migepoopaiB. OOrpyHTyBaHHS: Y KOTHITUBHUX
Tectax usability BriMBae Ha BaligHICTh pe3ynbraTiB, a Tailwind 3abe3nedye iHTYITUBHHI
Iu3aiiH 06e3 3aiiBOro Komy.

3. Firebase 3 Auth(O: Firebase BHKOPHUCTOBYEThCS IJIsi cepBepiiecHOro Oekenmy (init.ts,
functions sik createUser.ts, getUsersRating.ts), 3a0e3neuyroun peaqbHUN Yac MaHUX JUIS
oHoBiieHHsI namoopaiB (DashStats.tsx) Ta migep6opais (LeaderBoard.tsx). AuthO iHTerpoBaHO
s Ge3neyHoi aBreHTUdikamii (PrivateRoute.tsx), 3axuimaiodm MepcoHaNbHI PE3yabTaTH
TECTIB.

VY HayKoBiii Ta TEXHIYHIN JIiTEpaTypi cepBepiiecHi (serverless) apXiTEeKTypHI pillICHHS
BCE YACTINIE PO3IJISAAIOTHCS AK ONTHUMAIbHUN MiAXiA uis moOynoBH MacimiTaboBaHUX
KOTHITUBHHUX IUIaTGOpPM, MO0 MOTPeOyIOTh TUHAMIYHOTO PO3MOAUTY pecypciB i BHCOKOi
mBuAKo 1. OCHOBHA mepeBara TakKUX pillleHb MOJArae y BiACYTHOCTI HEOOX1AHOCTI pydyHOTO
KEepyBaHHS  CEpPBEpHOIO  1H(PACTPYKTYypOr: OOUYHMCIIOBATBHI pecypcd aBTOMAaTHYHO
HA/Ial0ThCSl XMApHUM IPOBaiiiepOM Y BIJIOBIAb Ha 3allUTH KOpHUCTyBauiB. Lle nae 3mory
3a0€3MEeUNTH TOPU3OHTAIIbHE MAacIITa0yBaHHS, KOJIH CHCTEeMa 37aTHa e(QEKTUBHO
00CIIyroByBaTH 3pOCTaloyy KUIbKICTh KOPUCTYBayiB 0e3 jerpaaiiii IpoAyKTUBHOCTI.

Oco0mmBy yBary B KOHTEKCTI KOTHITMBHUX IUIATGOpPM NPUAUISIOTH Oe3memi Ta
KOH(IIEHIIIITHOCTI TNEepPCOHAIBHUX JAaHMX, OCKUIBKM TakKi CHCTEeMH MOXYTh 30epiratu
pe3yabTaTH TEeCTyBaHb, TMOBEAIHKOBI MaTepHH abo iHmI wyriauBi Bimomocti. CepBepiecHi
TeXHoJIorii, 30kpema miatgopmu Ha kmraar Google Firebase, miarpumyrors GDPR-
cymicHicTh (General Data Protection Regulation) — To6TO AOTpUMaHHS MIKHApOIHUX
CTaHJAPTIB ILOJI0 3aXUCTy MEPCOHAIBHOI iH(pOpMaLli KOPUCTYBauiB, BKIIOYHO 3 MPO30PUM
VIPaBIIHHSAM JIOCTYIIOM JO JaHHUX, MH(pPYBaHHSAM Ta KOHTPOJIEM IKHTTEBOTO ITMKITY
iH(popMartii.

Kpim Toro, Buxkopuctanusi Firebase y posni OekeHA-piIIEHHsSI J103BOJISIE 3MEHIIUTH
JATEHTHICTh (3aTPUMKY OOpOOKHM 3amHTiB), IO € KPUTUYHO BaXJIMBUM JJIsl PEAKLIMHUX
KOTHITUBHUX TECTIB, JI€ BUMIPIOETHCS TOYHICTh 1 IIBHUJKICTh peakilii KOpUCTyBada Ha
ctumynu. Firebase 3abe3neuye oOpoOKy Mmojiif y peaJbHOMY yaci yepe3 peakTuBHI Oazu
nanux (Realtime Database, Firestore), 110 103Bojisie MUTTEBO (DIKCYBAaTH pe3yJIbTAaTH TECTIB 1
BiJJOOpakaTu OHOBJIEHHS Oe3 JOJaTKOBUX 3aTPUMOK. 3aBISKU I[bOMY MinxiJ "serverless +
Firebase" € TexXHONOTIYHO [OIIIBHUM JJIi CTBOPEHHS CYyYacHMX, O€3Me4yHux 1
MaciTaboBaHHUX BeOIIaT(OpPM KOTHITUBHOTO TECTYBAaHHS.

Tabamnuns 3.
OOrpyHTYBaHHs BUOOPY TEXHOJIOTiH Ha OCHOBI IepeBar Ta 3aCTOCYBAHHS B MPOEKTI
Texnonoris | Tlepesary (3 nitepatyph) 3acrocyBanns B ipoekti (Human OOGrpyHTYBaHHS HayKOBOI
Benchmark TS) e(EeKTUBHOCTI
Tumizauist 3MeHITye Jlorika tecriB (Reaction.tsx, 3abe3neuye TOUHICTD Y
TypeScript |[momuikH, Kparia Sequence.tsx), Tunu KOTHITUBHUX BHMipIOBAaHHSAX
MaciiTaboBaHICTh (sharedTypes.ts) (r=0.8 3 HOpMamn)
Tailwind  [[LIBugKe NpOTOTHITYBaHHS, CTHIi3allis KOMIOHEHTIB [Tokpamye usability, BruinBaroun
CSS anantuBHicTh Ul (GamESTablef'tSX' Ha JOTPUMaHHS TecTiB (63-93%)
TestInfoSection.tsx)
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NPoOAOBKeHHH Ta0J. 3

DyHKIIT aHATIZY

PeanbHuii yac gaHux, MacmraboBaHiCTh I

Firebase cepBepiiecHUH OekeH, (calculatelmprovement.ts, ITigepOopaiB, HAMIHHICTD
pBep A updateUserFields.ts) JICpOOPAIB, HAL
. . 3axucT JaHUX y BiITaJICHUX
besneuna aprenTudikamis, |3axuct gambopais (DashUser.tsx, A ¥ BUUL .
AuthO TecTax, 3MCHIIICHHS PU3UKiB

SSO PrivateRoute.tsx)

maxpaiicTsa

JocaigxeHHsT MOXYJBHOI apXiTeKTypH. ApXITeKTypa Be03aCTOCYHKY € MOAYJIbHOIO, IO
JIO3BOJISIE HE3AJICKHY PO3POOKY Ta PO3IIMPEHHS KOMIIOHEHTIB, SIK PEai30BaHO B CTPYKTYpi
MIPOEKTY: src 3 migaupekTopismu components (dash, homepage, tests), firebase (functions),
pages (Dashboard.tsx, Test.tsx) Ta utils (games.ts). Lle BiamoBigae MeTi TOCIHIIKCHHS, JI¢
MOIYJBHICTH 3a0€3I1e4y€e THYUYKICTh JJIs JOJJaBaHHS HOBUX TECTIB 0€3 3MiHU OCHOBHOT JIOTIKH.

1. CrpykTypa KOMIIOHEHTIB. TecTu peamizoBaHi K OKpemi Moxym (Aim.tsx s
touHocTi, Reaction.tsx mma peakiii, Sequence.tsx sl mam'aTi), HAaTXHEHHI Treverse-
engineering opurinainpbHoro Human Benchmark. KoxkeH Momynb iHTETpyeThCS 3 JamOopaomM
(DashActivity.tsx) ms Bizyani3alii cepeHiX pe3yabTaTiB Ta aKTHBHOCTI.

2. Imrerpamiss 3 Oeckenmom. Firebase-pynkmii (getUserByld.ts, updateUserFields.ts)
3a0e3nevyloTh  aroMapHi  omepariii, mo mnonermye MacmralOyBanHsa. JlimepOopn
(LeaderBoard.tsx) BuxopuctoBye getUsersRating.ts s pamKyBaHHS, JIEMOHCTPYIOUH
MOJIYNBHICTh Y 00p0O1Ii TaHUX.

3. OGrpynryBanHs. JliTeparypa miaTBEpIKye €(QEKTHBHICTH MOIYIBHUX apXiTEKTyp y
KOTHITUBHUX 1IHCTPYMEHTAX, Jie THYYKICTh JO3BOJISIE aIalTAIliI0 Ui PI3HUX IOMEHIB (IIaM'sITh,
yBara)[12]. ¥ mpoekTi 1me MpU3BOAUTH IO JIETKOTO PO3MIMPEHHS, 3 MOTeHIianoM it ML-
MOJTYIIB.

Po3po0ka anropurmiB aHaJi3y pe3yabTaTiB Ta CTATHCTHYHA OUiHKA. AJITOPUTMH aHAIIZY
peanizoBaHo Uisi OOpPOOKM pe3ynbTaTiB TECTiB, 3 ()OKYCOM Ha CTAaTUCTUYHI METOAM st
OOrpyHTYBaHHS HAayKOBUX BHCHOBKIB. OcHoBHI ¢yHKii: calculatelmprovement.ts s
pO3paxyHKy ToOKpaieHb, convertTime.ts mis Hopmamizarii uacy, getUsersRating.ts nms
paHKyBaHHS.

Auroput™ ananizy: J{is koxHOro TecTy (Hampukiaa, Reaction) po3paxoBYrOThCs cepeiHi
3HaueHHs (average results) Ta mokparieHHs 3a popMyTaMu, HaBEACHUMH HUXKYE.
MaremaTuyHe mpeacTaBJIeHHs] aJropuTMy aHaJizy. Hexail nns gaHoro kopucTyBaua Ta
TECTy MAa€EMO IOCI1I0BHICTh BUMIPIB:

X ={xy,%9, ..., X}, @

Je X; — pe3yibrar i-Toi cnpoOu (HampuKIajd, 4ac peakilii B MC abo BIJICOTOK TOYHOCTI).
. 1
Cepenne 3HaueHHs £ =~ x;.

Kitacuyua BimHOCHA 3MiHA:
X, X
Improvement% = 2% x 100%, 2)
X,

old
IIE X g — NOTIepeHiN (6a30BUil) Pe3YIBTAT, X ey — HOBHIA PE3YNBTAT.
MacmraboBaHa MeTpHKa, 10 BiAMOBIAae peanizalii B komi. [lozHaunmo avg = X, ¢ = Xy

O6umCIIOEThCS TPOMIXKHA BETUUHMHA:
c-100 _ 1000¢

avg 10 avg 3)

Hexait M — xorcranTa. Toai mokpaimieHHs [ BU3HAYAETHCS 3aJIEKHO BiJl TUITY TecTy T
— gna T =reaction:
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I=¢ M, axmo A < M,
2000 — A, iHakie;
- s T =accuracy:
Ao A > M

. "JUIS 1HINUX THUIIIB:
iHakmIe.

Ml
I={ A
I = 0.IlincymkoBa BennunHa:Percentagelmprovement = |[|.
HopmyBaHHsI (Z-011iHKa) — JIJ1s1 TOPIBHSHHS MK PI3HUMH TeCTaMu a00 MOMYJISAIIIMH:

L
5= )

IIe [t TAa 0— CEPEJIHE Ta CTaHJapPTHE BiAXWIEHHS (10 momyssiii abo mo Bubipii) [9].
OTpuMaHi CTaTUCTUYHI TOKAa3HUKM Yy3aragbHeHo B Tabmuui 4. Bona MicTUTH cepenHi
3HAYEHHS PEe3y/bTarTiB, CTAaHIAAPTHI BIIXHWJICHHS, KOe(]IIli€eHTH KOopemsiii 3 HOpMaTHBHUMH
JAHUMH Ta BiJICOTKOBI MOKAa3HUKHU TTOKPAIIECHHS JJIsI KOKHOTO THITY TeCTy. Take y3aralbHEHHs
JIO3BOJISIE KUIBKICHO OIIIHUTH CTAOUIBHICTH 1 BapiaTUBHICTh BUKOHAHHS TECTIB, a TaKOX
CHIBCTaBUTH iX i3 3araJbHONPUHHATHMH HOpPMaMH. 30KpeMa, BHCOKI 3HAYEHHS KOPEIAIii
(r=0.8) miATBEp/IKYIOTh BAIiHICTh BUKOPUCTAHUX 3aBaHb, a BENMUYUHH SD 1eMOHCTPYIOTH
piBEHb IHIUBIAYaTbHUX BIAMIHHOCTEH y KOTHITUBHUX MMOKa3HUKAX Cepell KOPUCTYBadiB.

Tabmamus 4.

CTaTuCTHYHI TOKA3HUKHU PE3YJIbTaTiB TECTIB

Tect |Cepenniit pesyasrar |Crangaptae BigxwieHHs (SD)|Kopemsmis 3 Hopmamu (r) |ITokpamenas (%)
Reaction 250 ms 50 ms 0.85 15
Sequence 8 eneMeHTIB 2 0.78 20

Aim 85% TouHOCTI 10% 0.82 18

JIJIss HAOYHOCTI YHMCENbHUX ITOKA3HHWKIB HABEACHO CEpil0 LIIOCTpaIliid, MO BIIOOpaXaroTh
eMIipUYHI PO3MOAUIM pe3ylbTariB TecTiB. Ha pucyHKax mMomaHO HIUIBHOCTI PO3MOALTY Ta
JiarpaMu BaplaTUBHOCTI JUIsl TPhOX OCHOBHHUX 3aBJaHb — PEAKIIil, TaM’ Tl Ta TOYHOCTI. Taki
Bi3yasi3amii JaroTh 3MOTy IpoaHaiizyBaTH (opMy po3Nonily (CUMETpis, HasBHICTh XBOCTIB
a00 BUKHU[IB), OLIHUTHU BIANOBIJHICT HOPMAJbHOMY 3aKOHY, a TaKOX IHTEPHpPETyBaTH
CTaTUCTUYHI NMOKAa3HMKM, HaBeleHI B TaOmuii. 30Kpema, MOXKHA CIOCTEpIraTd XapakTepHY
MIPABOCTOPOHHIO aCUMETPII0 NI Yacy peakuii (puc. 1), OuibIly AMCIEpCilOo pe3ynbTaTiB y
nam’ITeBUX TecTax (pUc. 2) Ta KOHIIEHTPOBAHIIII PO3MOILIM TOYHOCTI y TE€CTI MPHUILITIOBAHHS
(puc 3).

Puc. 1. CrarucTiyHi NOKa3HUKU PE3y/IbTaTIB TECTY Ha PEaKIiito
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Puc. 2. CrarucTi4Hi TOKa3HUKU PE3YIbTATIB TECTY Ha MOCIIJOBHICTh

Puc. 3. CrarucTuyHi NOKa3HUKHU PE3y/IbTaTiB TECTY HA MPULILTIOBAHHS.

Pesyabratn po3poOkum Ta TecTyBaHHsI Be0d3acTOCyHKY. PospoOnenuil mnporotum
JIEMOHCTpPYE e(EeKTHBHY MOIYIbHY apXiTeKTypy, JIeé TECTH peali30BaHi SK HE3aICKHI
koMrioHeHTH (Aim.tsx, Reaction.tsx, Sequence.tsx), interpoBani 3 gamoopaom (DashStats.tsx)
ta aigepoopaom (LeaderBoard.tsx). TecTyBaHHs KOpUCTyBa4diB TOKa3ajlo BHUCOKY
IPOJYKTHUBHICTh: Cepe/iHiil yac 3aBaHTaxeHHs TecTy <300 ms, JTaTeHTHICTh OHOBJIEHHS JIaHUX
y Firebase 6mu3zpko 50 ms. ABrentudikaris dyepe3 AuthO 3abesmeurmsa 100% ycminrHuUx
JOTiHIB 0€3 Bpa3IMBOCTEH.

CratucTuuH1 pe3yabTaTy aHaNi3y JaHMX:

- TecT Ha peakuito (Reaction.tsx): CepenHiit yac peakuii 248 ms, 3 MOKpaIIEHHsAM Ha
12% micns 5 ceciit (po3paxoBano via calculateImprovement.ts); kopensitis 3 HOpMaMu
Human Benchmark r=0.87;

- TecT Ha mam'saTh (Sequence.tsx): CepeqHs JOBXKUHA 3allaM'ITOBAHOI MTOCJIIIOBHOCT 7.8
€JIEMEHTIB, oKpaleHHs 18%;

— TecT Ha TouHICTh (Aim.tsx): TouHICTb 82%, mokpamieHHs 15%, 3 paHXyBaHHAM
KopHcTyBadiB via getUsersRating.ts.

Bizyanmizamis pesyasrarie  y gamoOopal  (DashChart.tsx) BukopuctoByBana rpadiku
(AimChart.webp ToI10), 110 MIJBUIIMIO KOPUCTYBAIbKY 3aly4eHICTh. AJITOPUTMH aHaJi3y
3a0e3MeYnii TOUHICTh paHKyBaHHS 95% (MOPIBHIHO 3 PYYHUM PO3PAXYHKOM).

OTtpumaHi pe3ynbTaTtu CBiI4aTh Mpo epeKTUBHICTh MOAYIBHOI apXITEKTYpH JIsi KOTHITHBHOTO
TectyBaHHs, A¢ iHTerparis TypeScript 3 Firebase 3abe3neunia macmraboBaHICTh 1 peaIbHUI
yac aHamizy, nomiono go miarpopm OCTAL ta ICAT. Kopensmii y3romkyroTbcs 3
JITEpaTypor0 MpPO  BAIJHICTH BEOTECTIB, J€ BiAJajJeHE TECTyBaHHS IOKpAIlye
noctynHicTs.[10] TlopiBHsHO 3 nmabopaTopHUMH MeToJaMM, BeOBepcis Mokaszajia MoAiOHy
BIJITBOPIOBAHICTD, aJI€ 3 IepeBaraMu B €KOJIOT1YHIM BaJliTHOCTI.

OOrpyHTYBaHHsS HAayKOBHX pe3yNlbTariB: AJITOPUTMH aHali3y 0a3ylOTbCs Ha CTaTUCTHMYHHX
MeTOAaX, 110 3MEHIINUII0 NMoMuIKH Ha 20% MopiBHIHO 3 0a30BUMHU MoZeNIsIMU. MOAyIbHICTh
JO3BOJISIE aJamTaiilo g KIHIYHUX creHapii, sk y CANTAB, 3 morenmianom mis ML.
[Toxpammenns (12—18%) Bka3zyroTh Ha MOTHBAIIMHIN edeKT JiaepOopIiB, MOAIOHO 0 ITPOBUX
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€JIEeMEHTIB y KOTHITUBHHUX anmax. OOMmexeHHs: BiacyTHicTe emmipuyHOi Bamigamii 3
pearbHUMH KOPUCTYBayaMM; 3aJICXKHICTh BiJl iHTEpHETY Ta HM(poBOI rpaMoTHOCTI. Pusuku:
BinBomnikaHHs/maxpaiicTBO B OHIaWH-TecTax eTu4Hi acrnekTd naHux (GDPR-cymicHicTh
gyepe3 AuthQ). Imrutikamii: 3aCTOCYHOK MOXKE IHTETpYBaTuCs B OCBITHI/MEAMYHI IUIaTGOpMHU
st MoHiTopuHry MCl/aemenitii odumaliH-ATPUMKY Ta KpOC-KYJAbTYpHY ananTtaiiito. Lle
3allOBHIOE TPOTAJIMHU B JOCTYIMHOCTI BEOIHCTPYMEHTIB, CIPHUSIOUM PAHHBOMY BHUSBJICHHIO
KOTHITUBHUX 3MiH.
BucHoBku. B pe3ynbraTi mpoBeneHOro JOCTIKEHHS OYyJ0 CIPOEKTOBAHO Ta peali3oBaHO
apxiTEeKTypy MOAYJABHOTO Be03aCTOCYHKY Uil KOTHITMBHOTO TECTYBaHHS KOPHUCTYBadiB,
CTBOpEHOro 3a aHaioriero 3 miatdpopmoro Human Benchmark. Ile mo3Bomuno gocsrtu
OCHOBHOI METH POOOTHU — PO3POOUTH THYUKY, MacIITaDOBaHy CUCTEMY, III0 BKJIIOUAE TECTH Ha
peaKIliro, mam’siTb Ta TOYHICTh, 13 I€TAITBHUM OOTPYHTYBAaHHIM BUOOPY TEXHOJIOTIYHOTO CTEKY
Ta TOOYIOBOIO AJITOPUTMIB aHaJi3y pe3y/lbTaTiB 13 BUKOPUCTAHHSIM CTAaTHCTHYHHUX METOJIIB.
3aBIsIKM MOIYNBHIA CTPYKTYpl 3aCTOCYHOK XapaKTEpU3YETHCS JIETKICTIO PO3IIMPEHHS Ta
HOIATPUMKH, a TaKOXX HU3bKOI 3aTPUMKOI0 OOpPOOKM [aHuUX y peajbHOMYy Yaci, M0 €
KPUTUYHUM JUIs 3a0€3IEeYCHHs BaiTHOCTI KOTHITMBHHUX BHMiproBaHb. OTpuMaHi mia dyac
CUMYIISIIN pe3ylbTaTd IpoIeMOHCTPYBAIM cepeHi Kopesiiiai nokaznuku r = 0.81-0.87 13
HOPMaTHBHMMHU JIaHUMH, M0 MITBEPIKYE €(QEeKTUBHICTh pealli3oBaHUX AJITOPUTMIB
oOunceHHs Ta iHTeprpeTalii pe3ynsrariB. HaykoBa HiHHICTh pOOOTH MOJSATAE Y PO3IIUPEHH]
HiAXOMIB IO CTBOPEHHS HU(PPOBUX IHCTPYMEHTIB BiIJAJIEHOTO KOTHITUBHOTO MOHITOPHHTY,
AKi JIOTIOMararoTh 3MEHIIMTH PO3PUB Yy JOCTYNHOCTI HaIIWHUX BEOTECTIB IS PI3HHUX
kareropiii xkopucrysauiB.[11] IlpakTnyHe 3Ha4YEeHHS MONATAE Yy MOMKIJIMBOCTI BHKOPHUCTAHHS
pO3pob6IeHOr0 Be03aCTOCYHKY B OCBITHIX CEepelIOBHUIINAX, Y MEAUYHIN cdepi — Uil paHHBOTO
BUSIBJICHHSI KOTHITUBHHX MOPYIICHb, & TAKOX SIK IHTEPAKTUBHOTO 1HCTPYMEHTY CAMOOIIHKH 3
MOTHBALIIHHUMU €JIEMEHTaMU JJIs KOPUCTYBaUiB Pi3HOTO BIKY.
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Modern web applications for cognitive testing are complex systems that operate under dynamic user interactions,
variable loads, and strict data accuracy requirements, significantly complicating the processes of development,
analysis, and optimization. Traditional implementation methods often neglect modularity, resulting in difficulties
in scaling and integrating new functionalities, such as statistical analysis of results. This article proposes an
integrated approach for creating a modular web application inspired by the Human Benchmark platform, based
on JavaScript/TypeScript for logic, Tailwind CSS for the interface, and Firebase with AuthO for storage and
authentication. At its core, the system employs a unified component structure, including independent test
modules (Reaction.tsx, Sequence.tsx, Aim.tsx), analysis algorithms (calculatelmprovement.ts, getUsersRating.ts)
with probabilistic models (linear regression, improvement calculations), and simulation-based results. Each test
structure includes a description of the type, result evaluation, execution conditions, data sources, statistical
methods, and interrelationships among elements. The system incorporates custom reverse-engineered tests,
enhancing the accuracy of cognitive function diagnostics. To improve efficiency, data normalization, formula
optimization (L-BFGS-B-like methods), and continuous addition of new scenarios are applied. Simulation
modeling allows for accounting of both standard and rare deviations, providing a complete picture of possible
outcomes. Results of numerical experiments confirm the effectiveness of the approach: correlation with norms
reaches 0.85, error decreases by 20%, and the system demonstrates flexibility under changing conditions. The
integration of modularity with statistical methods enables the prediction of improvements at different testing
stages, reducing error risks and optimizing the user experience. The proposed system is an effective tool for
cognitive assessment in computer science and can be adapted for other technically complex platforms.
Keywords: web application, cognitive testing, modular architecture, statistical analysis, linear regression,
simulation modeling.
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VY craTTi 3amporoHOBaHO IHHOBALMHY METO/OJIOTIF0 CEMaHTHYHOI TpaHchopmarii
iHpOpMAIIHHIX MPOLECIB CYAOBHX PO3IVISIAIB Ha OCHOBI II’stupiBHeBoI moxeni DIKSP
(mani-iHdopmanis-3HaHHI-CEHC-METa). AKTyaIIbHICTh JIOCITIPKEHHS 3yMOBJICHA
HEOOXIHICTIO TIO/IONIaHHS PO3PUBIB MK OO’€KTUBHMM IIPaBOBHMM KOHTCHTOM Ta
Cy0’€KTMBHUMH IHTEPIIPETALiIMU YYaCHHUKIB CyJIOBUX IIPOLIECIB, 1[0 YaCTO MPU3BOJUTH 10
HEMOpO3yMiHb Ta Hee(eKTHBHHX pilleHb. Po3pobieHo ¢opManbHuid amapat uis
CTPYKTYpPOBAHOTO MPEACTABICHHS 00 €KTHBHOTO YKPaiHOMOBHOTO IIPAaBOBOTO KOHTEHTY
yepes rpad GCT Ta cy6’ eKTUBHUX iHTepnpeTallili y4acHHKIB CY0BOTO IIpoLecy dyepes rpad
GPT. Koxen rpad MiCTHTB II'ITh B3a€MOIIOB’SI3aHHMX CEMAHTHYHMX INapiB: AaHi ((pakTu
CIpaBH, [OKa3W, NOKYMCHTH), iH(popMamiro (3Hadymli TOPIBHSIHHSA, BIAMIHHOCTI Ta
KOHTEKCTYaJbHi 3B’s13KW), 3HaHHS (IOPUIMYHI HOPMH, KOHIIEMIIi{ Ta MPaBOBI TBEPKCHH),
ceHe (MPUHLMIHK, HIHHOCTI Ta HAIpalbOBaHi MPAaKTUKW) Ta MeTy (Liii, HaMipH Ta iepapXii
3aBJaHb). BH3HaueHO MeXaHi3M JBOHANPAaBICHOIO BiZOOpPaXXEHHS MIDK IMPOCTOpaMHU
MIPABOBOTO KOHTCHTY Ta CY0 €KTUBHMX IHTEPIPETAIlil, 110 3a0e3IeUye B3a€MHE JOIOBHEHHS
rpadgiB Ta QopMyBaHHS CHUIBHOTO DO3YMIHHS 4Yepe3 AWHAMIYHY IHTErpauilo 3HaHb.
BuinieHo 4OTHPH MOCHIIOBHI €TalK 3aCTOCYBAHHS 3allPOIIOHOBAHOTO MiIXOY IO aHAi3y
YKpaTHOMOBHOI CYZI0BOI MPaKTHKH: MO0y 10Ba rpady KOHTEHTY 3 BUKOPUCTAHHIM 0OpOOKH
MIPUPOTHOT MOBH; (OPMYBaHHS Ipady CIPUHHATTS CTOPIH CyIOBOTO IIPOLECY Yepe3 aHalli3
iX TO3WINHA; KOTHITHBHE Y3TO/DKEHHS depe3 MiJeclpsMOBaHI TpaHcopmarii y
KOTHITHBHOMY, KOHIIENITYQJIbHOMY Ta CEMaHTHYHOMY HpOCTOpax; MNPHHHATTI Ta
oOIpyHTYBaHHSI CyZOBOTO pilleHHs. P0o3po0ieHO MexaHi3M 3BOPOTHOTO TpPAacyBaHHS JUIs
reHepyBaHHs IIOBHOTO TOSICHEHHS CY/IOBUX PillIeHb Bi/l BEPIIMH METH 10 (aKTUIHUX JTAaHHX,
mo 3a0e3nedye Mpo30picTh Mpoliecy MipKyBaHb. IIpakTHdHe 3acTOCYBaHHS Ha MPHKIaNi
KOPYIIIHHOT CIIpaBu JIEMOHCTPYE MOKIIMBICTh JOCSITHEHHS ‘‘CEMaHTHYHOT CIIpaBeUIMBOCTI”
4yepe3 y3roJDKeHHs LJIed 3aKOHY 3 IHTepecaMH YYacHHUKIB mpoiecy Ha Bcix piBHsx DIKSP.
Merto0N0Tisi CTBOPIOE OCHOBY JUIsl IMIUIEMEHTAIil B CHUCTEMH MIATPUMKH TPUHHATTS
CyJIOBUX pillIeHb Ta aBTOMAaTH30BaHOTO OOIPYHTYBaHHs BHPOKIB, 3a0e3Me4yroud OuIbII
CTPYKTYPOBaHHUH, NPO30pHii Ta e(heKTUBHUI TIPOLIEC TPABOCY .

KarouoBi cioBa: cemaHTH4HI rpadu, KOTHITUBHE MOJICNIOBAaHHS, IITYYHHH IHTEICKT,
IIPaBOBE MUCJIEHHSI, TPAaBOBUI KOHTEHT, KOTHITHBHO-CEMAaHTHYHHUH IIPOCTIip, 00T pyHTYBaHHS
PpiIIIeHB.

Beryn. CyyacHui CyZOBHH TIpOLIEC XapaKTEPHU3YEThCS CKJIATHOIO B3a€EMOJIEID MiX
00’€KTUBHUM NPAaBOBHUM KOHTEHTOM (3aKOHaMmHM, (akTaMH, JOKa3aMu) Ta CyO’ €KTUBHUMHU
IHTEpIpeTalisIMd  YYaCHUKIB MpPOLECy, 1[0 YacTO MPHU3BOAUTH JI0 HEMNOpPO3yMIHb Ta
Hee(heKTUBHOTO MPHUHHATTA pimeHb [1]. TpagumiiiHi migxoanm 10 aHalizy CYIOBHX CHpaB
0a3yr0ThCsl IEpeBaKHO Ha JIIHIHOMY ompalfoBaHHI 1H(OpMallii, 1110 He BpaXOBY€ KOTHITUBHO-
CEeMaHTHUYHUHN MPOCTIP CTOPIH MPOLECY, BKIIOYAIOUMN iX I, iHTepnpeTauii Ta cy0’ eKTUBHE
po3yMiHHs TpaBoBuX HOpM [2—5]. TIpoGiieMa y3roKeHHS MK TOYKOIO 30pY BUMOT 3aKOHY Ta
NO3MILISMUA YYaCHHMKIB CYJOBOTO MpPOIECY € KPUTUYHO BAKJIMBOIO Uil 3a0e3redeHHs
CIIpaBeUTMBOTO Ta e(HEKTUBHOTO MpaBocyAas. HasiBHI MeTOI0/IOTiT HETOCTATHRO BPaXxOBYIOTh
OaraTopiBHEBY MpPUPOJY MPABOBOIO MUCIEHHS, J€ KOKEH PiBeHb, BiJ 3arajbHUX JaHHUX 0
BUIIMX IiJIel, Ma€ CBOE CEMaHTUYHE HABAaHTAKEHHSI Ta BIUTMBAE HA TIPOIIEC IPUHHSTTS PIllICHb

[6].
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CydJacHuil pO3BUTOK CYIOYMHCTBA MOTPeOye METOOJOTIYHUX IMiIXO/iB, 3IaTHUX HE
numie 3a0e3nevyBaTd CTPYKTYpOBaHE TOJaHHs, a M e(DEeKTUBHE Y3TOKCHHS PI3HUX THIIIB
3HaHb Ta iHTepnperaniii [1]. s nocsrHeHHs 1i€i MeTH HeoOXiaHO chopmyBaTH GpopMalIbHHIA
amapar, 110 IHTerpyBaTUMe O0’€KTHBHI Ta CyO’€KTHBHI aCIEKTH CYyJIOBOTO PO3TIISAIY Ta
3a0e3medyBaTuMe MPO30PICTh 1 HAJNEKHE OOTPYHTYBaHHS CyqoBuX pimeHb. Mozaens DIKSP
(mani-iH(pOpMalIis-3HaHHA-CEHC-METa), sIKa MOCIIII0BHO TpaHchopmye 0a30Bi JaH1 y BUII LTI
gyepe3 IpoMiXkHI piBHI iHpOpMaIlii, 3HaHb Ta CEHCY, € OCHOBOIO ISl PO3B’SI3aHHS OKPECICHO1
npoOjeMaTUKK. 3aCTOCYBaHHS Ili€i MOJEIl 10 aHaji3y CYJOBUX pO3IIIAIIB 3abe3nedye
MOYJIMBICTB Il CTBOPEHHS CEMAaHTUYHHX TpadiuHuX MpeNCTaBlIeHb, SIKi 34aTHI BioOpa3suTu
BCIO CKJIQJHICTh MPABOBOI'0 MHUCJICHHS Ta 3a0e3neunTH €(eKTUBHY KOMYHIKAIII0 MK yciMa
YYaCHHKaMHU CyJIOBOTO MPOLIECY.

Oraspg giteparypu. OcTaHHIM 4YacoM NpoOJieMi KOTHITMBHOTO Y3TOJKEHHSI MPAaBOBOTO
KOHTEHTY Ta Cy0 €KTUBHHUX IHTEpIIpETalliil y9aCHUKIB CYZ0BOTO IPOIIECY MPUILIAIACH yBara B
HU3I J0CTiKeHb. 30kpema, Y. Mei ta Y. Duan po3po6umu DIKWP-ceManTHuHY MOAEb IS
aHaJIi3y IBOCTOPOHHBOI B3a€MO/I11, 110 TIOEAHYE 00’ EKTUBHHI 3MIiCT KOMYHIKaLlil 1 Cy0’ €KTHUBHI
KOTHITHBHI ysBIIEHHSI 000X CTOpiH uepe3 JBOHAIPABICHE CEMaHTUYHE BiJOOpaxKeHHS Ta
[iJecpsMOBaHy TpaHC(hOpMAIlif0, IO 03BOJISIE 3MEHIIMTH HEBU3HAYCHICTD, ITiIBHIIUTH
PO30PICTh 1 3pO3YMUTICTh MEAMYHOTO MPOIECY Ta 3MEHIIUTH pu3uku KoHOikTiB [7]. K. By
ta . lyans (K. Wu and Y. Duan) 3amporonyBany po3IIHpeHHs KIACHYHOI Teopil O3B’ sI3aHHs
BuHaximHuubkux 3amad (TRIZ) y Burmsgi DIKWP-TRIZ, mo interpye piBHI JaHUX,
iH(dopMmallii, 3HaHb, CEHCY Ta METH IS I[IHHICHO OPI€EHTOBAHOTO IHHOBALIMHOTO ITiIXOY, SKUI
ontuMizye 3actocyBanHs npuHiumiB TRIZ y ckiagHux, HEMOBHUX Ta HEUITKUX CIEHApIAX 1
HiATPUMYE PO3BMHEHI KOTHITHBHI MpolecH Ta mnpuiHATTA pimenb [8]. YV [9] aBTopm
MPEeJICTaBUIIM MiIX1]1 A0 MOJICTIOBAHHS MPaBOBOro MipkyBaHHs Ha ocHOBI DIKWP-cTpykTypu.
1. Meii ta 3. T'yo (Y. Duan ta Z. GUO) npoBey CHCTEMHE JOCIiKEHHS TEOPETHUHUX 3acal,
MO>KJIMBOCTI, €KCHEPUMEHTAIbHUX PEe3yNbTaTIB Ta MPUKIAJHUX 3aCTOCYBaHb CEMaHTHYHOI
marematukn DIKWP*DIKWP 11 nifBUIeHHS KOTHITUBHHUX 3410HOCTEH BEIMKAX MOBHHUX
MojIesiel 1 pO3BUTKY «IITy4HOI» cBimomocri [10].
L1 poOOTH MiACUITIOIOTH 1/1€10 6araTOPiBHEBOTO MPEICTaBICHHS 3HaHHS (B1J JaHUX J10 IU1) 3
IHTErpaIli€l0 eTMYHUX Ta LUTLOBUX KOMIIOHEHTiB. OfHaK, OUIBIIICTh 3 HUX PO3TISAIAIOTh
npobaemMu y cdepl 3araibHOr0 MITYYHOTO 1HTEIEKTY a00 JOCTIHKYIOTh CEMaHTUYHI MOJEN1
JUTsl aHTJIOMOBHOTO iH(opManiiiHoro HaroBHeHHs [ 7, 11]. TlutanHs y3romKkeHHs 00’ €KTHBHOTO
MPaBOBOTO KOHTEHTY Ta Cy0 €KTUBHUX KOTHIIIINA YYaCHUKIB CYJJOBOTO MPOIIECY, 5K 1 TPO30POTO
OOTPYHTYBaHHSI NPUIHATTS CYAOBHX pIillleHb, MOTPeOye MOMANIBIIOro AOCiiKeHHs [12].
Oco0IMBO 1I€ CTOCYETHCS YKPAiHCHKOTO CYJOYMHCTBA Ta YKPATHCHKOTO MPABOBOTO KOHTEHTY,
OCKITbKM YKpaiHChKa MOBA BBKAETHCS CNa00 CTPYKTYPOBAHOKO Ui BEIMKUX MOBHHX
MoJieNiel 4uepe3 CKIIaJHy MOP(QOJIOTiio, BUIBHHUM MOPSIOK CJIIB Ta HEIOCTaTHIO KiIBKICTh
HaBYaIbHUX nanux [13, 14].
Meta po6Goru. Metoro maHoi pobOTH € po3poOUTH Ta OOIPYHTYBATH METOJIOJOTIIO
Tparcopmarlii iHbOpMaIIHHUX TMPOIECIB CYAOBOTO PO3IIISIAY 3 TPATUIIAHUX YSIBICHb Y
KOHLENTYaJIbHOMY IIPOCTOP1 B CEMaHTU4HI I'padiyHi npeacTaBieHHs Ha ocHOB1 Moaeni DIKSP
(mani-iHdopMallis-3HaHHSA-CEHC-MeTa) AN 3a0e3ledeHHs] e(QEeKTUBHOTO  Y3TOJKCHHS
YKpaiHOMOBHOTO TPAaBOBOTO KOHTEHTY 3 CYO’ €KTUBHHMHU I1HTEPIpETALisIMU YYacHHUKIB
CYJZIOBOTO TIPOLIECY.
Jlist peamizarii MeTH AOCTIHKEHHS y poOOTI TOCTABJICHO Ta BUPIIIIEHO TaKi 3aBAaHHS:

— ¢dopmamizyBati ctpyktypy DIKSP rpady nns mnpeacraBieHHs yKpaiHOMOBHOTO

FOPUMYHOTO KOHTEHTY 3 BHU3HAYCHHSM IT'TH CEMaHTHYHHX IIapiB Ta BigoOpakeHb

MDK HUMMU,

— po3pobutu Mozaens DIKSP rpady cnpuilHATTS ydacHUKIB CyZOBOIrO HpOLECYy s
pernpe3eHTalii KOrHiTUBHO-CEMaHTHYHOTO CBITY CTOPIH CIIPABH;
— ommcaTH mpoliec TpaHncopmMmarllii Ta anropuT™M JBOHANPABICHOTO BiIOOPAKEHHS MIXK

IIPOCTOPaMHU KOHTEHTY Ta cy0’ekTuBHUX iHTepnpetauiit (DIKSP x DIKSP);
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— BHW3HAYHWTU €Taly 3aCTOCYBaHHS CEMAHTHYHOI MOJEJI MPaBOBOIO MHCIEHHS BiJ
3aBaHTa)KEHHS KOHTCHTY JI0 IPUUHATTS Ta OOTpyHTYBaHHs pirenHs [15];

— MPOAEMOHCTPYBATH MPAKTUYHE 3aCTOCYBAHHS PO3POOJICHOT METONOJIOTIT HAa TPUKIIa/Ii
CYZIOBOI CIIpaBH PO KOPYIIIIIO 3 JCTAIBHUM MOSCHEHHSM MipKyBaHb Ha BCIX PiBHSIX
DIKSP.

VY miit cTarTi 3aponOHOBaHO METO0JIOTi0 TpaHcdopmartii iHpopMaliifHIX TPOIeCiB
CYZOBOTO PO3TJISAY 3 TPAAMLIMHUX YSBIEHb y KOHIENTYaJbHOMY MPOCTOPI B CEMaHTHYHI
rpadivyni npencraBieHHs. CyTh 3alporOHOBAHOTO MiJXOJy TOJSITaE B JIBOHANPABICHOMY
BiTOOpakeHHI MK IBOMa MOJICTHHIUMH MPOCTOPaMHU, 32aCHOBAHHMMH HAa OCHOBI MOJIETI «IaHi—
iHpopmMmarnis—3HaHHsI—CceHC—MeTa». OIMH 13 HHUX BigoOpakae 3MICT CYIOBOTO PO3IIIIAY —
DIKSP (xoHTeHT): 3aKOHH, (aKTH, JOKa3H TOIIO. [HIIHMI PEACTaBIIsiE TOUKY 30pY YYACHHUKIB
cynoBoro mporuecy — DIKSP (cpuiiHATTS CTOpiH CYHOBOTO MPOILECY): iXHii KOTHITHBHO-
CEeMaHTHUYHUH CBIT, BKIIOYAIOYH LIJIi Ta iIHTepIpeTaLii.

Bino6paxkenns mixk iumu mipoctopamu (DIKSP x DIKSP) 3a6e3neduye nBocTopoHHIM
NOTIiK iH(opMarIii:

— KOHTCHT IHTEPIPETYEThCS 3 YpaXyBaHHIM KOHTEKCTY CTOPIH Y CYyJOBOMY PO3TIIsiIi;

— MIPKYBaHHSI CTOpiH y CYJIOBOMY IIpPOLIECi MEPEHOCATHCA B MPOCTIP MPABOBOTO

KOHTCHTY.

Jlnist yKpalHOMOBHOTO KOHTEHTY TaKi JOCIHIHKEHHS IPOBEICHO BIEPIIIE.
DIKSP rpa¢ nisi 0puIn4H0ro KOHTEHTY

Ha puc. 1 306paxeno cxemaruuny ctpykrypy DIKSP rpady xomtenty (GCT) —
I’ ITHKOMITOHEHTHOT MOJIeJIi TpeICTaBIeHHs Ta 00poOKH iH(OpMallii 3 METOIO aHaTi3y CYAOBUX
CTIpasB.

DG - Fpad gaHux IG - Tpad indopmauii ' KG - l'pad 3HaHb
DG = (ND, ED) IG = (NI, ET) KG = (NK, EK)
DI fiK _ |
8 Pevmmmnn - R TEEEE - = =P — e
ND1 T‘\gT NI -‘?é NK1 NKr3
fgs--"""
SG - Ipad ceHcy PG - Tpad metu
SG = (NS, ES) PG = (NP, EP)
fSP
NST NSrd NP NPr5

Puc. 1. lepapxiuHa cTpyKTypa TpaHchopMallli JaHuX Yy 1111 yepe3 iH(opMallito, 3HaHHS Ta CEHC
(MyzpicTb)

DIKSP (xoHTeHT) rpad mo3HaAuNMO GCT. e 5-kopTex GCT = (DG, IG, KG, SG, PG),
ae.

— DG = (Np, Ep) — rpad nanux 3 Bepmaamu Np, siKi IpeIcTaBiIsI0Th 0230B1 OUHHUII
JaHUX 31 CIIpaBH (HANpUKIIaJ, (PakT BHECEHHS BIIOMOCTEH 10 €AMHOTO AEpKABHOTO
peecTpy cynoBux pimeHb [16], mata ykimageHHs JOTOBOPY, CyMmMa TEHAEPHOI
MpOMNO3ullii, TEeKCTOBUN (parMeHT crarTi 3akoHy Ykpainu «lIpo 3amoOiraHHs
Kopymuii») Ta pebpa ED, saki mpencraBisioTh 3B’A3KM ab0 ineHTH(ikamiiHi
MOCUJIaHHS MK JIaHUMU (HampuKIIaJ, OB’ I3yBaHHS JeKjapalii mocaaoBoi ocodu 3
ii caykOOBMMM NOBHOBaXEHHAMH, a00 3B’S3yBaHHs JEKUIBKOX JOKYMEHTIB, IO
CTOCYIOTBHCSI OJTHOTO TIPABOTIOPYIIICHHS).
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— 1G = (Ny, Ei) — rpad inpopmarii 3 Bepmuaamu Ny, siki ipeicTaBIsoTh iHGopManiiHi
onuHMIN (KOXKHA KOJye 3HA4yIle Po3pi3HEHHS a00 MOpiBHSAHHSA), Ta pedbpa Ej, mo
BiJIOOpakarOTh BiHOIICHHS TUITY «BIJIMIHHICTBY, «CXO0XICTh» a00 KOHTEKCTYyalbHI
3B’SI3KM MK 1H(GopMamiiHuMu oauHulsaMu. Koxken iHdopmariiinuii BepimHa N €
N, 3a3BHU4aii OTpUMYeThCs 3 OHi€T a00 KibKOX BepiiuH Aanux y Np. BinoOpaskeHnHs
for. Np —» 2Nt pusnauae, sxi indopmarilini BepIIMHU TOXOIATH Bil SKUX TaHMX
(HampuKIaJ, BepIIMHA JAaHUX «BapTICTh MaiiHa y aeknaparii — 10 MiH rpH» MOXKe
BiloOpakaTtcs Ha 1HGOpMAIiiHYy BEpIIMHY «BapTICTh MaiHa TEPEBUIIYE
3aKOHOJIaBYO JIOITYCTUMUHN PiBEHB JJISI CYMICHULITBA 3 TIOCA/I0I0»).

— KG = (Nk, Ek) — rpad 3manb, ae Nk BKIIOYa€ BEPIIMHH, IO IPEACTABISIOTH
IOPUJIMYHI ~ KOHIenmii abo HopMH (HampuKIad, «KOH(MIIKT iHTEpeciBy,
«HEIIOCTOBIpHE JeKJIapyBaHHs» 3riqHo 3 3akoHoM Ykpainu «IIpo 3amoOiraHHs
Kopymuii», abo KoHKpeTHY HopMy KpuminansHoro kogekcy Ykpainu). Ex — peOpa,
10 BiI0OpaKarOTh JIOT1YHI UM OHTOJIOTIYHI BiJHOMIEHHS («€ BHUIOMY», «MICTHTh
CJIIEMEHT», «IIPU3BOJIUTH JI0»). BepmmHM 3HaHb MOXYTh TaKOX NPEACTABIATH
KOHKPETH30BaH1 TBEP/UKCHHs (HANpHUKIAA, «BUSBICHO KOH(MIIKT iHTEpeciB Yy
nyOsigHOi 0coOm» abo <«BaHWKEHO BapTICTh AaKTHBIB Yy JeKjaparii»), sKi
bOopMyIOTbCS  IIISAXOM  3aCTOCYBaHHSI 3arajlbHUX HOPM JI0 KOHKPETHUX
indopmaniiinux BepumH. Binoopaxenns fik: N, - 2Vk Bkasye, siKi BEpIIUHU 3HAHb
AKTUBYIOTHCS IEBHUMU 1HGOPMAIIHHUMU BEPIIMHAMH.

— SG = (Ns, Es) — rpad cency 3 Bepumaamu Ns, siKi 103HaYa0Th KOHCTPYKTH BHIIIOTO
PiBHsI, Taki SIK MPUHIMWIIK, IIHHOCTI ab0 HampanbOBaHI NPAKTUKH (HAIPUKIAI,
«IIPO30PICThY», «IMIA3BITHICTBY, «HEBIIBOPOTHICTh TOKapaHHs»). Pebpa Es
Bi10OpakatoTh B3a€MO3B’SI3KM BIUIMBY a00 3alIe’KHOCTI MIXK IIUMH HPUHIUIIAMHU.
BinoOpaxenns fks: Nk — 2Ns noB’s3ye Bepiuvnu 3HaHL 3 BEPIIMHAMH CEHCY
(HampuKaa, KOHIENIS «HEAOCTOBIpHE IEKIapyBaHHSI» MOKe OyTH MOB’s3aHa 3
MIPUHIIAIIOM «ITi3BITHICTEY).

— PG = (Np, Ep) — rpad met 3 Beprmaamu Np, 110 IpeaCTaBiIsiOTh i a00 HaMipH
(HampuKIaa, «3MEHIIEHHS PIBHS KOPYIILIi B IEPKABHOMY CEKTOP1», «3a0€3MeueHHS
IPO30POCTI AePKABHUX 3aKYIIBEIIbY, «I1ABUILECHHS 10BIpU IpOMaICEKOCTI»). Pebpa
Ep BimoOpaxaroTh iepapxit0o a00 B3a€EMO3B’SI3KM MDK LUISIMH  (HampuKIa,
«3a0e3MeveHHs NMPO30POCTi JAEP)KaBHUX 3aKYIIBENb)» € CKJIAJOBOK LIMPILIOi METH
«3MEHIIEHHs PiBHA Kopymiii»). Bimobpaxkenns fsp: Ns — 2NP Busnauae, sxi uimi
HiATPUMYIOTHCS IEBHUMH MPUHITUIIAMH.

DIKSP rpa¢ cnpuiiHATTSI CTOPOHAMM CYJ0BOTI0 NMPoOIeCy

Ha puc. 2 npencrasneHo cxemarnyny ctpyktypy DIKSP rpady cropin cymosoro

npouecy (GFT)

DGPT - FPA® JAHUX

DGPT

IGPT - FPA® IHOOPMALIII

IGP

SGPT -TPA® CEHCY PGPT - TPA® METU
SGPT o PGPT

Puc. 2. KormiTuBHa MOJeNbh YYacCHHKIB CYJOBOTO TPOIECY: B OCOOMCTUX JaHUX JIO
MpolecyanbHuX Linei

579



O. 4. KoBanpuyk

I'pad DIKSP (cripuitHATTS cTOpiH cymoBoToO Mporecy) nosHaunmo GF'. I1e € 5-kopTex:
GPT = (DG, IG™, KGP, SG™, PG). oro crpykrypa ananoriuna g0 G°', ane inTepnperaryis
BEPIIMH KOXKHOTO PIBHS € CHenu(ivyHO0 11 KOHKPETHOTO YY9acHHKa CyI0BOro mporecy. Lle
Moxe Oyru ¢izmuna ocoba, opranizaiisi a0o HaBiTb YMOBHUH “pO3CYJUBUI CYO €KT” SIK
CTaHJApT.

JlJis 3pydHOCTI YYacCHHKH CYJOBOTO IMPOIECY I1HACKCYIOThCS BIAMOBITHO 10 iX
IPUHAJIEKHOCTI 10 CTOPOHHU CYI0BOro Tporecy (Hanpukian, G4 nus croponu A, GFTB s
croponu B). GPT micTuth Taki kommonesTH:

- DGPt = (N pt, Egt), ne Ng ! MmicTuThb Ha0lp JaHUX, CIPUHHATHX a00 HAJaHUX OJIHIEIO 13

CTOpiH cy0BOTO Tporecy. e MoxxyTh OyTi 0cOOUCTI 1aHi (HampHKIIaa, BIIOMOCTI TIPO

OCBITY 4M CiMeiiHUII cTaH) a00 J0Ka3W 3 TOYKH 30pY IiE] CTOPOHU MPOIIECy (YACTKOBO

30iraloThCsi 3 JaHWUMH KOHTEHTY, 4YacTKOBO — JOJATKOBi, BigoMi Jjumie ii

MIPEJICTABHUKAM).

— IGPt = (Nlpt, Elpt), ne iHpopMalliiiHi BEpIIMHU TMPEACTABISIIOTh 1HTEpPIpeTaliio adbo

aKIIEHTHU BIAMOBITHOI CTOPOHH CYJIOBOTO Tporiecy. Hampukian, 3ayBakeHHs OJHIET 13

CTOpiH mpolecy “BIIMIHHOCTI CBO€i CHOpaBH BiJ THUIIOBUX CcHpaB” Moxe OyTu

MpeACTaBICHe K iHpopMaIliiiHa BepirHa. BimoOpaxeHHs poIt: Ng £ N OB’ SI3y€
Taki naHi 3 iHdopMalli€ro.

- KGM = (Npt, Ef;t), e N,?t MICTUTh 3HAHHA Ta MEPEKOHAHHS CTOPOHU CYIOBOTO
nporecy. CroaM BXOOUTH PO3YMIHHS Ii MpeACTaBHUKAMH 3aKOHY (IIpaBHJIbHE abo
xuOHe), 3HaHHS (akTiB ab0 HaBITh HOpPMATHBHI nepexkoHaHHs (“S misB y paMmkax
3akony”’, “Cyn 3000B’s3aHHI BpaxyBaTH L0 OOCTaBUHY 3TiAHO i3 3akoHOM™). Moxe
BKJIIOUATH momnepenHid aocsin (“Munynoro pasy B mofAiOHIM cuTyauii s oTpuMaB
norepekeHHs ). Lleil piBeHb € KOTHITHBHOIO MOJAEJUIIO MipKyBaHb CTOPOHH y CITPABi.
BinoGpaxenns f”p(t: NP £ oMk NoB’s13y€e iH(opMaIito 31 3HAHHIMHU.

— SGM = (NY g E? Y) MicTHTb TpHHIMTHE Ta wiHHOCTI cTopoHH. Jls (isudHOi 0cO6H Iie
MOKYTbh OYTH YSIBJIEHHS PO CIIPAaBEUINBICTh, EKOHOMIYHY HEOOXIHICTh (“‘SKIIO MEHE

1030aBJISITh JileH31i, TO g BTpayy 3aco0u J0 ICHYBaHHA ) a00 MOpajibHI MIpKYBaHHS.
Jlnst oprany 11e MO>KyTb OyTH BHYTPILIHI MOJITUKY UM MIAXOIH 10 TPaBO3aCTOCYBAHHS

(“mMu Hazmaemo mpiopuTer Oe3merni Haj BUTpaTaMu’”). BimoOpaxeHHs f,f; : N}(’t S 2N
MOB’sI3y€ 3HAHHS 3 CEHCOM (HAIPHKIIaJl, CTOPOHA 3HAE, IO iICHYE MEBHE PEryIrOBaHHs,
ajie BBAXKA€ MOTo 3aCTapiIM 1 TaKUM, III0 3a3BUYal 3aCTOCOBYETHCS TTOOTIAKIIUBO).

~ PGP'= (N} ‘L E};t) — LTI Ta MPU3HAYEHHS CTOPOHM CYJ0BOTO mporecy. s anensHTa

METO10, HMOBIPHO, € “IIOBEPHYTH JIiLIEH3110”, a00 muplIe — “IOCATTH CHPaBEIIMBOIO

pilieHHs” 4d “TIPOJIOBXXKUTU JISTBHICTH . MOXIIMBI MiALLIL: BIIHOBJICHHS peIyTallii,

MiHiMi3alis (iHAHCOBUX BTpaT ToIo. BinoOpakeHHS fg}’f: Nsp E oM OB’ sI3y€

MPUHIMIK 3 KIHIIEBUMH IUISMH (HalpUKIaA, MPUHIMI CIPABEUIUBOCTI y S MOXe

OB’ SI3yBaTHCh 13 IIJUTIO CIIPABEJTUBOTO pe3ybTaty B P).

[IpencraBieHa METOIONIOTIsI BU3HAYAE Y3TOJKEHHS OHIET 13 CTOPiH CYIOBOTO MPOLIECY
(amenstHTA) 31 3MICTOM (3aKOHOM 1 (paKTamM), 10 € KPUTUYHO BAXKIJIMBUM Y MPOIIEC pO3TIISILY
cnpaBu. Touka 30py BUMOT 3aKOHY (HANpUKIAA, 3aKOHOAABUMN HaMip, JaTa yXBaJleHHS,
OOTPYHTyBaHHS) HESIBHO MiCTHThCA y Tpadi 3micty G,

Ha puc. 3 3006paxeno 3aranpHy cxemy Tpancdopmariii. Cio4atky ROpUIAIHAN KOHTEHT
(;miBopyd4) aHami3yeThest Ta meperBoproethes Ha rpad DIKSP (kontent). Ileit rpad micTuth
’SITh CEMAaHTUYHHX IapiB: AaHi, iHQopmallis, 3HaHHSA, CEHC 1 MeTa. AHAJIOTIYHO, MO3UIlis
CTOpiH mporiecy (mpaBopyd) MOAETIOEThCs K okpemuit rpad DIKSP (cnpuitHsTTs CTOpiH
CYJIOBOTO TIPOIIECY), SIKUI TAKOXK CKIAA€ThCS 3 TAKUX caMuXx mapiB. O6uasa rpadu 3’enHaHi
JIBOHAIIPABJICHUMHU BiJOOpaXCHHSIMH, MMO3HAYCHUMH CYIUIBHUMH JIHISIMH, SK1 TOB’S3yIOTh
BiMOBiAHI BepmnHU. [{i 3B’A3KK BCTAHOBIIOIOTH MIKILIAPOBI B3a€EMO3B’3KU MK KOHTEHTOM
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Ta TOYKaAMH 30pYy CTOpiH cymoBoro mporecy. CTpiiku 3 mo3Haukow «MeTa» BKa3aHO Ha
[iJIECIPSAMOBaHI CEMaHTHUYHI TpaHCcopMallii, IKi KEPYIOTh MPOIECOM IHTeTparlii: Cy0’ €eKTHBHA
CEMaHTHKA CTOPIH Y CHpaBi 00 €IHYEThCS 3 OO0 EKTUBHOK CEMAHTHUKOK HOPUIMIHOTO

KOHTCHTY.
] I

- LU LGB !
l'lpaBoavm TEeKCT :
CTOPOHH CyAoBOro npouecy '

A ’ \) ’

v BigoOpaKeHHa v BigobpaxeHHs

: DIKSP(KOHTEHT) : DIKSP(cTeikxonaep) :
' Fpacpu ' Mpacu i
1 I |
1 Mpal® UiNLOBOro KOHTEHTY ' ach UiNbOBOro NisHaHHA '

' ) '
; o o ! - o o 4
: pacp pac : MipkyBaHus v Tpad Tpad '
KOHTE! KOHTe! MI3HaHHA MI3HaHHA :
: nam:;ry in)opmii '_> O6uncnenns . AaHWX iHchopmavyii 2
1 ! 3bepiranus [ '
1 ] ] ]
' ' CratucTnka ' '
: oo -y : : °o oo :
) Mpad Mpacd ! : Mpac lpad :
i KOHTEHTY KOHTEHTY ' : nisHaHHA nisHaHHA '
. MyapocTi 3HaHb : : MyapocTi 3HaHb .
v KOpiHb
BXI4 e e BUXIg

Uine -5 v DiKsp ! o | @ DIKsP '

[ CeMaHTHYHI | [ ® CeMaHTUYHUIA :

! Ipagu 1 ' EnemeHT 1

Puc. 3. CemanTuuna MOZCIIb ITPAaBOBOI'O MUCJICHHS

ITpyu MOpiBHSHHI KOHTEHTY 3 TOYKOIO 30py CTOPOHM Yy CIIpaBl MOXE BUSBUTHCH, IO
YYaCHUKH IPOLECY BOJIOJIIOTh 3HAHHSIMH, K1 HE B1100pakeH1 B KOHTEHTI. Y TakoMy pasi 1
iHpopMarlist Oyze J104aHa 10 KOHTEHTY, HAaPUKIIaA, Y BUIIIA1 HOBOI BepimHU y Nk. AGo
HaBIAKM: SKIIO KOHTEHT MICTUTh JIaHi, IO JIOTIOBHIOIOTh 3HAHHS CTOPOHH Y CIIPaBi, BOHH
OynyTth inTerpoBani. LIs nuHaMika 3abe3mneuye, 1o oouaBa Habopu JaHuX (KOHTEHT i 3HAHHS
CTOPOHU Y CIIPaBi) Jie/iaii OUIbINe BiOOpaKaTUMYTh CIIJIbHE PO3YMIiHHSI.

Etanm 3acTocyBaHHSl CeMaHTHYHOI MO/ieJIi NPABOBOI0 MUCJIEHHSA

1. 3aBaHTa)XK€HHS KOHTEHTY Ta oOyaoBa rpada

HOpunn4Huii KOHTEHT, 30KpeMa 3aKOHH, TOCTAHOBH, MaTepiail CYAOBUX CIIPaB, I0OKa3u
Ta TIONIEPEIHI pIIICHHsS, 3aBaHTAXYEThcS Ta cerMeHTyeTbes Ha mmapu DIKSP. Ile moxe
BKJIIOYAaTH BUKOPUCTAaHHS 00poOku mpupoanoi moBu (NLP) [17] mist BumiieHHs JaHUX Ta
iHdopmalii (Hanpukiaa, po3ni3HaBaHHS IMEHOBAaHUX CYTHOCTEH JUIsl 11eHTH(IKaLlIT KITFOYOBUX
¢axtiB abo TMOpiBHsAHB [5], 11100 BHOKPEMHTH OCOOIMBOCTI CIPaBH), a TAKOX 3aTydeHHS
IOpuAMYHUX 0a3 3HaHb /s HANOBHEHHsS rpada 3HaHb (HANPUKIAA, OB’ SI3yBaHHS
inenTH(iKOBAHNX 3aKOHIB i3 MepesKeIo MPABOBUX KOHIEMIii ). Pe3yapTaToM poro etamy € GCT
(rpad KOHTEHTY).

Hanpuknan, y Ha 11bOMy eTarli BXiJHOIO iH(opMaIli€lo € MaTepiaau aaMiHICTPaTUBHOI
KopynuiitHoi cripasu (mpotokonu HA3K, BUCHOBKH ekcriepTu3, BIAMOBIIHI CTAaTTI 3aKOHIB), HA
OCHOBI SIKO1 OYAYIOThCSI HACTYITHI BepIIUHU:

— BEPIIMHM JAHUX I KOKHOTO PENIEBAaHTHOTO (akTy (HANPHKIAA, JaTh OTPUMAHHS

HEMpaBOMIPHOi BUTO/IM, CYMH, iMeHa (DirypaHTiB);
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BepIMHK iH(opMaIii, mo0 BigoOpa)xaroTh BaXJIMBI MOPIBHAHHS (HANpPHUKIAL, «CyMa
xabaps MEePEeBUINYE T’ ITh MPOKUTKOBUX MIHIMYMIB, 110 € 3HAYHUM PO3MIPOM»);
BEPILIMHH 3HAHb, SKi KOIYIOTh HOPMH 3aKOHOJABCTBA («IKIIO 0C00a, YTOBHOBAKEHA Ha
BUKOHAHHS (DYHKIIIH JAepKaBU, OACPIKYE HEMPABOMIPHY BUTOY, ii Jii KBaTI(IKYIOThCS
SK KpUMiHalbHE npaBomopyuieHHs 3a crarrero 189 KK Vkpainny);

BEpIIMHU CEHCYy (HampuKIaJ, MPUHIMI «3a0e3MeueHHs] HEMOXUTHOI JOBipU
CYCHUIBCTBA JI0 JePKABHHUX IHCTUTYTIB», BUBEACHUH 3 aHTUKOPYILIHHUX CTpaTeTii);
BEpIIMHU METH («OOpOTHOA 3 KOPYITIIIEIO»).

2. 3alydeHHs CTOPiH CyJOBOTO Ipoliecy Ta moOymoBa rpada

[lapanenbHO 3 aHami3oM KOHTEHTY (OPMYETHCS CHOPUMHATTA CTOPIH Y CIpaBi.

Hanpuknan, oci0, mo migo3proerbest B Kopyniiii. [ndopmariiro MoKHa OTpUMAaTH 4epe3 IpsMi
JpKepena (MOSICHeHHs, CKapra, 3BepHEHHS TOI0) a00 Yepe3 KOTHITHBHY MOJIENIb KOPHCTyBaya.
Ha ocHoBi ux nanux 6yayerbes rpad GP'(rpad) cipuifHATTS CTOPiH CYI0BOTO IIPOIIECY).

JIsi IbOTO  BUKOPUCTOBYIOTHCA TOMI0OHI 70 1oOyAoBH Trpada KOHTEHTY METOIU

(cemaHTHYHA eKCTpakuisA, Kiacu@ikalis BEpIIMH), aje BOHHM aJanToBaHi i poboTu 3
cy0’eKTUBHOIO iHPOPMAITIETO.

Hanpuknan, oco6a, migo3proBaHa B KOPYIIIii, MOXe HaAaTH:

BEPIIMHU JaHUX: «IOBIOKHU MPO JOXOJIW» a00 «0COOHCTI 0OCTaBUHMY» («yTpUMYBaB
MAJIOTITHIX JTITECH»);

BEpIIUHHU 1H(OpPMAILIii: «HATOJIOCUTH, IO KOIITH OYyJIH MOJAPYHKOM, a HE Xabapemy;
BEPIIMHH 3HAHb: «IIOCHJIATHCS Ha CTATTI 3aKOHYy, SKi, HA i AyMKY, Oynu mOpyIeHi
CIIIICTBOMY;

BEPIIMHU CEHCY: «3asiBUTH PO CBOKO YECHICTH SK TOJIOBHUH KUTTEBUN MPUHIIHAID 200
«TOBECTH, [0 BYNHOK OYB BUMYILICHUM;

BEPIIMHHI METU: KYHUKHYTH KPUMIHAJIBLHOI BiAIOBINATBHOCTI, «30€pErTH penyTaliio,
a TaKOXK CHUIBHI 11T, HAMpPUKIAJ «3a0e3MeYeHHs] 3aKOHHOCTI» Ta «CIPaBEIJIMBOIO
CYAOBOTO IIPOLECY.

3. KorniTuBHa y3ro/pKeHICTh 1 MIpKyBaHHS

Le#t eram, mpoirrocTpoBaHuil y meHTpi Puc. 3, € KIIFOYOBUM ISl Y3TOJDKCHHS JTBOX

TOYOK 30py. BiH peanizyerbcs uepe3 TpaHchopMallii B KOTHITHBHOMY, KOHIIETITyalbHOMY Ta
ceMaHTHUYHOMY IpocTopax. Ha nmpakruii cucrema (abo cynas) 3A1MCHIOE TaKi KPOKHU:

v
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Ilepexin y korHituBHU# npoctip. Tyt BiaOyBaeThcsi 00poOKa JaHUX Ta iHOpMAaLii.
Cucrema IHTEpHpeTye 3HAUEHHS KOXXHOTO (parMeHTa, MOXKJIMBO, HMOBIPHICHO
HiATBEP/XKYIOUM TEBHI JaHl K KOTHITUBHI 00’ekTH. Ha 11bOMy eTami BUPILIYIOTHCS
PO301KHOCTI y BUX1IHUX JaHuX. Hanpukian, Ko oOBUHYBaueHUH 3anepedye NeBHUN
¢baxT, cynas npuiiMae pileHHs, sKi 1aHi BBaXKaTH TOCTOBIPHUMH.

[lepexin y koHIENTYyanbHUH MpocTip. Y IbOMY POCTOPI OPraHi30BYIOTHCS BIANOBIIHI
IOPUINYHI TOHATTA Ta HOpMHU (1ap 3HaHb). CucTeMa BU3HAUae, sk KOHKpPETHa CrpaBa
BITUCYETHCS B MPABOBY CHUCTEMY: SIKa HOpMa 3aCTOCOBYETHCS, SIKi BU3HAUYEHHS MAlOTh
3Ha4yeHHs. TyT BiaOyBaeThCs B1IOOpa)KEHHSI KOHKPETHOI'O CIIEHApil0 Ha aOCTpakTHY
CTPYKTYpYy TpaBoBUX HOpM. Ha 1mpomy erami IHTErpyIOTHCS 3HAHHS 3aIliKaBJICHOI
CTOpPOHM: SKIIO OOBHHYBAaYeHHMH BHCYBAa€ apryMeHT IOJO INEeBHOI HOpMH abo
MOCHJIAETHCS HA THITY HOPMY, 116 BPaXOBYETHCSI B KOHIENTyallbHOMY TpocTopi. Taka
B3a€MOJIisl 3a0e3Meuye y3TrO/KeHICTh y BHIQJAKY, SKIIO BEpIIMHA 3HAHb CTOPOHU Y
CIpaBi BIACYTHIN y KOHTEHTI. Y TaKOMY pa3i MipKyBaHHsI B KOHIENTYaIbHOMY IIPOCTOP1
MOXYTh Horo fofatu. Hampukiiaa: «oOBUHYBau€HHH CTBEPAXKYE, L0 CIi/1 3aCTOCYBATH
HOopMmy Q». SIKII0 HOpMa 3aKOHY YMHHA, BOHA OyJie 1oana 1o rpada 3HaHb.

Ilepexin y cemanTu4yHui mpocTip. TyT poO3IisialoThCS BJIACHE CEMAHTHYHI Mepexi
[18], 10 iHTErpyIOTH B3a€MO3B’ I3KM MiX JaHUMH, IHPOPMAITi€t0, 3SHAHHSIMH, CCHCOM Ta
meroro [1]. Li Mepeski po3IMHUpIOIOTh TPaIUIIiiHI ceMaHTHYHI Mepexi abo rpadu 3HaHb,
SIBHO MOJICJTFOIOYH BHIIl KOTHITUBHI BUMIPH, TaKl sIK IIHHOCTI Ta IiTi. Y CEMAaHTHYHOMY
MIPOCTOPI YCYBAIOTHCSI HIOAHCH MOBH Ta KOHTEKCTy. Hanpukian, cuctema po3ymie, 1o
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«HE3HAUYHE TMOpYyIIEHHs» (Bl 3alliKaBJICHOI CTOPOHHU) Ta <«IOPYLIEHHS TPETHOTO

cTyneHs» (y KOHTEHTI) MO3HAYal0Th OJIHE M T€ caMe IMOHSATTS, aje PI3SHUMH CIIOBAMH.

Take po3B's3aHHS € KIIOYOBUM Ui YHUKHEHHS CEMaHTHUYHUX HEMOpO3yMiHb. Jlis

I[OTO MOKYTh OYTH BUKOPHCTaHI Bi0Opa)KeHHsI OHTOJIOTIi abo Bu3HaueHHs [19].

v VY3rompkeHHs yepe3 MeTy Ta MipkyBaHHs. L{i Tpancdopmariii Mixk npocTopaMu KepoBaHi
MeTor0. Ha kokHOMY eTami cuctemMa KepyeTbes TOJIOBHUMHM LUISIMH (SIK 3aKOHY, TakK 1
CTOpiH y CYAOBIii cmpasi), 00 y3roguTu po30iKHOCTI. MeTa Jii€ sIKk eBpHCTUKa abo
BaroBuii koeoimient [21]. Skmo MeToro € rpomanchka Oesmneka (y pO3IIISHYTOMY
NPUKIAAL — 3amo0iraHHs KOpYyILii), TO KOTHITHBHI/KOHIENITyaJdbHI HEBHU3HAUYEHOCTI
BHUPIIIYIOTHCS HA KOPUCTh 1HTEPIPETAllii, sIKI COPUSIOTH Il MeTi. BUHATOK: SAKIIO 11€
CYNEpEUHTh LM OJHI€T 13 CTOPiH Y crpaBi 03 BiAIIOBITHOTO BUTPAILY JJISl CYyCHUIBHOT
MeTH. Y TakoMy pasi MeTa 3alliKaBJICHOi CTOPOHM MOXE BIUIMHYTH Ha 1HIIY
IHTEpIIpeTalio, sKa Bce Ie¢ MIHIMAIBHO 3aJ0BOJIBHIE CYyCHiIbHY MeTy. lle
(dbopManizyeTbesa uepe3 BIUIMB Tpada METH Ha LUIIX MipKyBaHHs. Hampuxman, skiio
MOJKHA 3aCTOCYBATH KiIbKa HOPM, CHCT€Ma HAJaCTh MEpeBary Tii, sika Kpale CIyrye
BEpIIMHAM METH.

4. [TpuiHATTS Ta OOTPYHTYBaHHS PILICHHS

Ha 3akmounomy erarti mporecy hopMyeTbes pilieHHst abo pekomenaanis. Hanpukinan,
«BH3HATH 0CO0Y BUHHOIO B KOPYIIIHHOMY MPAaBONOPYIICHH] Ta MPU3HAYUTH TTOKApaHHSs, ajie
3aCTOCYBATH BIJICTPOYKY BUKOHAHHS BUPOKY» 200 «3aMiHUTH KPUMIHAIbHY BiIMOBIAANBHICTh
3a KOPYIIIiiHI MpaBOMOPYIICHHS HA aAMiHICTPATUBHY BiIMOBINAIBHICTh Yy BUIIIAI IITPady».
Ocki1bKM MipKyBaHHS BiJI0yBanucsi B cemMaHTuyHoMy npoctopi DIKSP, moxkHa 3renepyBatu
MIOBHE OOTPYHTYBAHHS PIILICHHS.

OOrpyHTyBaHHSI OyIYyETHCS 32 JAOMOMOIOI0 TPAacyBaHHS B 3BOPOTHOMY IMOPSAKY: Bif
BEPIIMH METH (BUIPABIAHHS PINICHHS) MO BEPIIMH CEHCY (MPUHIUIIB), TMOTIM 0 BEPIIUH
3HaHb (KOHKPETHHUX 3aKOHIB 4M (PaKTiB) i, Y KiHIIEBOMY PE3yJbTaTi, A0 CYyTTe€BUX NaHuX. Lle
Y3TO/DKEHHSI MOKHA TIPEICTABUTH Y BUTIISA/I MOSICHEHHS IPUPOAHOIO MOBOIO:

v «Pimennss mpo [pe3ynabrar]| Oyno NpPUHHATO AN JOCATHEHHS MeETH [Oe3meka
cycmijbeTa) (Meta)y.

v «I[Ipu yxBanmeHHI IBOro pilieHHs OynM BpaxoOBaHI NPUHIUNM [MIPONOPLIHHOTO
nokapaHHsi| (ceHc)».

v «3rigHo 3 3akoHoM Y (3HaHHS), X04a CKOEHO TPU MPaBONOpPYIICHHs (iHpopMmaris 3

BEPIIMH JaHMX), PO3MIPU 3aMOAISTHOI MIKOAW OylIM HE3HAaYHUMHU Ta OOBHHYBauy€HUU

BIIIKO/TyBaB yci 30MTKIB (CEHC), SIK 3a3Ha4ana CTOpOHA y crpaBi. MeHIa CaHKIis €

JIOCTAaTHBOIO J1JIs1 3a0€3MeUeHHsl JOTPUMAaHHS HOPM 1 He MiIPUBAE LiJIel rpoMajChbKO1

Oe3neku (Y3roKEHHS METH)».
3acTocyBaHHSI CeMAHTHYHOI MOJeJIi /10 MPUKJIaAy cyaoBoi npakTuku. Cyans BUHOCHTD
pillleHHs y crpaBi NMpo Kopymuito: «Bu3HaTH OOBMHYBau€HOIO0 BHHHHUM Y KOPYHIiHHOMY
3504mHI, iepeadadenomy 4. 1 ct. 368 KK Ykpainu, ane 3amicTh mo306aBieHHs BOJI1 TPU3HAYUTH
NoKapaHHs y BUIJAI mrTpady y po3mipi 1500 HeornomaTKOBYBaHMX MiIHIMYMIB JOXO[IB
rpOMaJisiH 3 1MO030aBJICHHAM TpaBa 00iMiMaTH TEBHI Mocaau Ha CTPOK 2 poku. Jlo1aTKoBO,
00BUHYBa4YeHUI 3000B’I3aHUN PONTH aHTUKOPYNLIKHY IPOrpamMy HaBUYaAHHS.

Ile rimoteTnyHe pIlIEHHS CHPSIMOBAaHE Ha JIOCSATHEHHS METH 3aKOHY (3abe3neuuTu
HEBIJIBOPOTHICTh MOKapaHHS Ta 3arno0irty MaiOyTHIN Kopymuii), BOAHOYAC TOTPUMYIOUUCH
MIPUHITUITY CIIPaBEUTMBOCTI (HE MO30aBIISITH BOJI1 32 3JI0YHH, SIKHIl HE MaB 3HAYHUX HETaTHBHUX
HACJKIB), TAKUM YHHOM JIOCSTal04YH «CEMAaHTHYHOI CIIPAaBEATUBOCTI».

[Mosicaennst pinmennst Ha ocHoBi DIKSP (Puc. 4).
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Puc. 4. Cemantnunuii rpad MipKyBaHb Ha OCHOBI CyJIOBOI CIIpaBU

Mera: PimeHHs cynai KepyeTbes 3a0esnedeHHsM BepxoBeHcTBa mpaBa (P1) Ta
6opoTrO010 3 Kopymiieto (P4'). Meroto € nmocsirHeHHs1 6anaHcy MK TTOKapaHHSIM BUHHOTO Ta
3arno0iraHHsIM MOJIOHUM 3JI04MHAM Y MailOyTHbOMY.

CeHc: PimeHHs IpyHTyeTbCcs Ha MNPUHLUIN HpomnopiiiiHocTi nokapanHs (W3) Ta
BpaxyBaHHI maHcy Ha BunpasieHHs (W2'). Xoua 3akoH nependadae cyBopi 3axX01H, Cyals
JHIIOB BUCHOBKY, 1110 B JAHOMY BUIIAAKY AOLIIBHO 3aCTOCYBATH OUIBII M’ SKE ITOKApaHHS, SIKE

BIJIMOBIAaTUME TSKKOCTI 3JI0YMHY Ta CIPUSITUME pecollianizaii.
3nanss: 3rigHo 3 K1 (“aguckpeniiiHi MOBHOBaXEeHHs Cyay”), HpH HasBHOCTI

noM’sikiryBanbHuX o6ctaBuH (K1') MoxHa oOpatu yMoBHE MokapaHHs a0o0 OuTbII M’ SIKHHA
3axig (K2'). Cymnns BpaxyBaB, M0 OOCTaBHHHM CIPaBU J03BOJISIFOTH BUHECTH PIIICHHS, SIKE
y3TOUKY€EThCs 3 ipuHImoM cripaBeatuBocTi (W1') 6e3 maamipHoi cyBopocri [23].

[npopmanis: KintouoBum hpakTopoM CTasio BU3HAUYEHHS TSKKOCTI 3JI0UMHY: 3JI0YHH OYyB
knacudikoBanuil gk HeTsDKkui (I1'), M0 CTBOPUIO MOXIMBICTH AJISL 3aCTOCYBAHHS O1UIBIIT
THYYKHX IT1IXO/IB J0 TTOKapaHHSI.

Hani: ®akTtuyHi [aHi BKIOYanu Jokazu 3iounHy (D2), a Ttakox akt, 110
00BHMHYBa4€HMI BUMHUB 3JI0YMH BIIEpIlIE Ta cIiBnpaiosas 31 caiactsoM (D3). i o6cTaBunmn
Oynu BpaxoBaHi Ipu (OPMYBaHHI OCTATOUHOTO PIILICHHS.

Omxe, pillleHHS NpPO NPU3HAYEHHS IMOKApaHHS y BUINIAAl IITpady Ta J10AaTKOBHUX
oOMexeHb «3abe3Mneuye CEeMaHTHUHY CIPaBEAIMBICTbY Y CIIpaBi, Oe3M0cepeIHbO BPaXOBYIOUH
CEMaHTHKy Ha KOKHOMY piBHI: BpaxoBye nAaHi ((hakT mpaBONOpYILIEHHS BCTAHOBJIEHO, ajie
OOBMHYBAaYEeHUH CHIBIPALIOBaB 31 CIIJCTBOM); iHTepHpeTye iHpOpMalil0 B KOHTEKCTI
(mopymieHHst OyJ0 CepHO3HUM 3 TOYKHU 30py KBamidikallii, ajie He3HAYHUM 3a HACIIIKAMM),
3aCTOCOBY€ 3HAHHS MTPABUJI 3 ypaxXyBaHHSAM HIOAHCIB (BPaxOBaHO JAMCKPELilHI TOBHOBa)KEHHS
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Ta KEpiBHI NpPUHIMIK, a HE JIMIIE CyBOPY HOpPMY 3aKOHY); CJilye NPUHLHUIIAM CCHCY
(TOCATHEHHST METH 3aKOHY Yepe3 MPOMOPIIiiiHe IOKapaHH:); BIAMOBIa€ METi 3aKOHY (IPOTHIis
KOPYIIIIii); BpaxOBY€ BOJHOYAC IHTEPECU CTOPOHU Y CIIpaBi — OOBHHYBAYEHOTO (MOKIIUBICTh
BUITPABIICHHS 0€3 130JIS1I11 BiJ] CYCITIIbCTBA).

Pesynbrar (pilieHHS cyay) € 3pO3yMiIMM JUisi OOBHHYBAa4€HOTO: HOTO MOXKHA
chOopMyITIIOBaTH TaK: «

Bac BM3HAHO BMHHMM Yy BYMHEHHI KOPYILIHHOTO MPABOMOPYIIEHHS, IMepe10adyeHOro
crarreto [HoMep| KpumiHanmbHOTO KONekCy YkpaiHu. BpaxoByrouum akTHBHE CHpHSHHS Yy
JIOCY/IOBOMY PO3CIiTyBaHHI Ta BIICYTHICTh MONEPEIHIX CYAUMOCTEH (BU3HAHHS 3yCHIIb OO0
CHUTHHOI METH JOTPUMAHHS 3aKOHY), IPU3HAYAETHCS MOKapaHHs y BUIIISLAL MITpady 3aMicTh
no30aBieHHs Boui BignoBigHo A0 ctarti 69 KKY. 3 ypaxyBanHsAM cychigpbHOI HeOe3neku
KOPYIILIHHOrO isSHHS (OCHOBHA METa) 3aCTOCOBYIOTHCS OJATKOBI 3aX0Jd KPHMiHAIBHO-
MPABOBOTO XapakTepy, BKIIOYAIOYHM 3a00pOHY OOIMAaTH TEBHI MOCAAU Ta IMPOXOKEHHS
000B’3KOBOI aHTHKOPYIIIIHHOI MATOTOBKU 3T1IHO 13 3akoHOM Ykpainu “IIpo 3amobiranHs
kopynuii”. Lleit 30amancoBaHuWil MiAXiJ Hamgae OOBHHYBAYCHOMY CIPaBEUIMBUI IIIaHC Ha
BUIIPABJICHHA (JIOTPUMAHHS MPUHIUITY CTIPABEAJIMBOCTI), BOJHOYAC 3aXUIAIOYH CYCIITECTBO
BiJ Kopymuii (3a0e3neueHHs Oe3mekn). Y BUNAIKY MOBTOPHOTO CKOEHHS MPABOMOPYIICHHS,
BHMOTa 3aKOHY 3aXUCTHTH CYCI1IBCTBO 3yMOBHTH OUIIBII CYBOpE MOKapaHHs (YiTKE MOSCHEHHS
TOTO, SIK MeTa Oyzie KepyBaTH MaOYTHIMH PIICHHSIMH).

Take mosicHeHHs Oe3mocepeqHb0 BigoOpaxkae amroput™ MipkyBanb DIKSP,
MOCWJIAIOYNCh Ha JaHi («CIHiBIpams 3i CHIACTBOMY), iH(pOpMamLio («IEepIIMK 3I0YUHY,
«HE3HAYHHI PO3MIp BUTOIN), 3HAHHS (ITPaBUIIa TA YMOBH JIUIst MAalOyTHIX JisiHb), ceHC (Oamanc
MK CIIPaBEUIMBICTIO Ta 3aXMCTOM CYCIIUIBCTBA) Ta MeTy (NMPOTHIis KOPYIMIii, HagaHHS
CIPaBEJIMBOTO IIAHCY HA BUIIPABIICHHS).

BucHOBKH. 3amporoHOBaHO i1HHOBAIiHHY METOOJIOTII0 CEMAaHTU4HOI TpaHchopmarii
iH(OpMaLiifHUX MTPOLIECIB CYAOBHUX PO3TIISIIB, KA 3a0e3euye CTPYKTYpOBaHE MPEICTaBICHHS
K 00’€KTHBHOTO MPABOBOTO YKPaiHOMOBHOTO KOHTEHTY, TaK 1 Cy0’€KTHBHHUX IHTEpIIpETaIliii
YYaCHUKIB CyJOBOTO Ipoiiecy uepe3 i’ stupiBHeBy Mojaenb DIKSP. Po3pobieno ¢popmanbumii
amapar JiJis MOJICJIFOBAaHHS MPEJCTaBICHHS Ta 0OpOOKH MpaBoOBOi 1HPOPMAIIii 3 METOIO aHATI3Y
YXBaJIEHUX pillleHb y cyaoBux crpasax (rpad GT) Ta BimoOGpaskeHHs KOTHITHBHMX MPOIIECIB
YYacHHUKiB cyaoBoro posrnsay (rpap GFT), mo Bkmrouae mepcoHanbHI AaHi, iHTeprpeTarii,
3HaHHS, NMPUHLMIOM Ta LU KOXHOI CTOPOHH CYyJIOBOro mpouecy. BusHaueHo MexaHi3m
JIBOHAINPABJICHOr0 B10Opa)XeHHsI MK MPOCTOpPaMH MPAaBOBOTO KOHTEHTY Ta CyO’ €KTUBHUX
1HTepHIpeTallii, mo 3ade3nedyye B3aeMHE JOMOBHEHHS 000X rpadis Ta (opMyBaHHS CHIIBHOTO
pO3yMiHHs. BuailieHO YOTHpH KIIIOUOBI €TamM 3acTOCYBaHHS 3alpONOHOBAHOIO MIJIXOJY:
noOynoBa rpady KOHTEHTY, (opMyBaHHS rpady CIPUMHATTS CTOPIH CYJOBOTrO MpOIlECy,
KOTHITMBHE Y3TO/DKEHHS depe3 TpaHchopmalii y TpbOX MpOCTOpax (KOTHITUBHOMY,
KOHIIETITyalbHOMY, CEMaHTUYHOMY) Ta MPUUHATTS OOIPYHTOBAHOro pimeHHs. Po3poGiieHo
MeXaHi3M 3BOPOTHOTO TpacyBaHHS /sl TEHEPYBaHHS IOBHOTO OOIPYHTYBaHHS CYIOBHX
pillIeHb BiJ BEPIIMH METH A0 CYTTEBHUX JaHHX, IO 3a0e3meuye Mpo30piCTh Ta 3pO3yMUTICTh
mpoiecy MIpKyBaHb. [IpakTH4YHE 3acTOCYBaHHS METOJOJOTIi JEMOHCTPYE MOKIUBICTh
JIOCATHEHHS “‘CeMaHTMYHOI CIPABEAIUBOCTI” uepe3 y3Tro/KEHHs Lijel 3aKOHY 3 1HTepecamu
CTOpIH CyJIOBOTO po3risiay Ha Bcix piBHsIX DIKSP. 3anponoHoBaHa MeTom0s0Tisi MOXe OyTH
IMIUIEMEHTOBaHa B CHUCTEMH MIATPUMKHU MPUHHATTS CYAOBUX PIllIEHb Ta aBTOMAaTH30BaHOIO
OOTpyHTYBaHHS BHUPOKIB, 3a0€3Meuyrodyr OUIbII CTPYKTYPOBAaHWUW Ta MPO30OPUN TMPOIIEC
PaBOCYJIS.
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COGNITIVE MODEL FOR HARMONIZING LEGAL CONTENT
WITH SUBJECTIVE INTERPRETATIONS OF TRIAL PARTICIPANTS

0. Kovalchuk

West Ukrainian National University
11, Lvivska Str., Ternopil, 46009, Ukraine
Email: olhakov@gmail.com

The article proposes an innovative methodology for the semantic transformation of judicial proceedings’
information processes based on the five-level DIKSP model (Data-Information-Knowledge-Sense-Purpose). The
relevance of the study is driven by the need to bridge gaps between objective legal content and subjective
interpretations of trial participants, which often leads to misunderstandings and ineffective decisions. A formal
apparatus has been developed for the structured representation of objective Ukrainian legal content through the
GCT graph and subjective interpretations of trial participants through the GPT graph. Each graph contains five
interconnected semantic layers: data (case facts, evidence, documents), information (significant comparisons,
differences, and contextual connections), knowledge (legal norms, concepts, and legal statements), sense
(principles, values, and established practices), and purpose (goals, intentions, and task hierarchies). A bidirectional
mapping mechanism has been defined between legal content and subjective interpretation spaces, ensuring the
mutual complementation of graphs and the formation of a shared understanding through dynamic knowledge
integration. Four sequential stages of applying the proposed approach to Ukrainian judicial practice analysis have
been identified: content graph construction using natural language processing; formation of trial participants’
perception graph through analysis of their positions; cognitive alignment through purposeful transformations in
cognitive, conceptual, and semantic spaces; judicial decision making and justification. A backward tracing
mechanism has been developed to generate complete explanations of judicial decisions, tracing from purpose
vertices to factual data, thereby ensuring transparency in the reasoning process. Practical application using a
corruption case example demonstrates the possibility of achieving “semantic justice” through alignment of law
objectives with participants’ interests at all DIKSP levels. The methodology creates a foundation for
implementation in judicial decision support systems and automated verdict justification, ensuring a more
structured, transparent, and efficient justice process.

Keywords: semantic graphs, cognitive modeling, artificial intelligence, legal reasoning, legal content, cognitive-
semantic space, decision justification.
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MATEMATHYHI MOJEJII ONIHIOBAHHSI CTAHY KOPUCTYBAYA HA
OCHOBI IIOAEHHOI AKTUBHOCTI

0. B. Kopumap, lO. 1. babuu, M. 1. babuu
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1, lleBuenka mip., Oneca, 65044, Ykpaina
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Y cywacHMX yMoBax mu¢poBizamii iHpOpMamidHI TEXHOJOTil memami gacTime
3aCTOCOBYIOTHCS HE JIMIIE JUIsI aBTOMaTH3allii Oi3Hec-TpomeciB, a  y chepi MOHITOPHUHTY
3J0pOB’sl Ta MCHXOEMOLIWHOro cTaHy JroguHU. OJHUM i3 NEPCICKTHBHHX HAIPSMIB €
noOynoBa MaTeMaTHYHUX MOJeJNiel, [0 J03BOJAIOTH INEPETBOPIOBATH HOBCAKICHHI Mii
KOpHUCTyBaya Ha KiJIbKICHUH TTOKa3HHUK - YMOBHHH «IHJIEKC CTaHy». Y CTaTTi pO3IIISHYTO TPU
mijxoau 1o oro BuzHaueHHs. [lepiua Mozaenb (A) 6a3yeTbest Ha MPOCTiil cymi Koe(illieHTiB,
110 3abe3mneuye MBUAKY OIIHKY, aje iIrHOpy€e KOHTEKCT BUKOHAaHHs Iii. J[pyra momens (B)
BBOJUTH BaroBi KOe(Iili€HTH, SKi 3MIHIOIOTBCS 3aJIeKHO BiJ 4acy a00H, IO J03BOJISE
Bi0Opa3uTu OiopuTMiuHI ocoOmmBOCTI opranismy. Tpers wMomens (C) 3acTocoBye
CKCIIOHCHINMHE 3aTyXaHHs JJIs OMKUCY 3MCHIICHHs BIUIMBY i y 4aci, 1o 3abes3mneuye
HAMOUIPII peamicTHYHEe BiMOOpa)KeHHSI KOPOTKOCTPOKOBHX edekTiB. [l mepeBipku
alIeKBaTHOCTI MOJENCH pO3pOOJICHO EKCHEPHMEHTANBHY Iporpamy, sKka JO3BOJISE
KOPHCTYBa4eBi CTBOPIOBATH 010TiOTEKY i, 3a1aBaTH KOSQIIIEHTH Ta 0OUPAaTH MOICIH IS
PO3paxyHKy iHIeKCY. Pe3ynbraTe BUBOISATHCA Y YHCIIOBIi Ta rpadiunii popmax. [IpakTidaHi
TECTH MiATBepAMIN eQekTuBHICTE Momeni C ansd BimoOpakeHHS IWHAMIYHHX IIPOLECIB,
BOJHOYAC MOJeNb A Moke OYyTH KOPHCHOK Ul IIBHAKOI OLIHKH, a MoAeib B BucTymae
MPOMDKHUM BapiaHTOM. 3ampolOHOBAHUN MiAXiJ JEMOHCTPYE MOXKIHUBOCTI MOETHAHHSI
KJIACUYHHMX MaTeMaTHYHUX METOMIB 13 CyYaCHUMHM ITPOTPaMHHUMH 3ac00aMH JIJIsi CTBOPEHHS
MEepCOHAJI30BAaHUX CUCTEM MOHITOPHHTY J100poOyTy. IlepcrekTMBHMM € Topanblie
PO3IIUPEHHS] MOAEJCH MUITXOM BKJIFOUCHHS COI[AIbHUX, (Pi310JOTIYHMX Ta MOBEIIHKOBHUX
(axTopiB, a TAKOX BUKOPHCTAHHS aITOPUTMIB MAalIMHHOTO HABYAHHS Uil MPOTHO3YBaHHS
3MiH CTaHYy.

KuarouoBi ciioBa: MaTeMaTHYHe MOJICITIOBAHHS, 1HICGKC CTaHY, CKCIIOHEHIHE 3aTyXaHHS,
BaroBi KoedimieHTH, TI(POBE 30POB’s, MPOTPaMHi CUCTEMH, MOHITOPUHT T0OPOOYTY.

Beryn. CywacHi iHdopMaliiiHi CUCTEMH Je/1ajl yacTillle BUKOPUCTOBYIOTHCS HE JIMILE JUIS
aBToMarTu3alii Oi3HEeC-MpOIeCiB, YMPAaBIIHHSI TEXHIYHUMH KOMIUIEKCAMHU YU ONTHUMI3allil
BHpo6HHqI/Ix omepariiii, a i AJi1 BUpPIIIEHHS 3aBJaHb, [OB’S3aHUX 13 MOHITOPUHIOM CTaHy
3J10pOB’sl, TOBE/IIHKH Ta ICUXOEMOIIMHOT0 CTaHy JIOAUHU. Y Yac nu¢poBizauii Ta raodanbHol
iHdopMaTu3anii CycHiJbCTBA BCE OUIBIIOI aKTyaJdbHOCTI HaOyBarOTh TEXHOJOTI, fK1
JIO3BOJISIFOTH ~ OOpOOIATH 3HAuHI O0OCATM JaHUX TMPO [JiSUIBHICTh KOPUCTyBada Ta
TpaHcPOPMYBATH iX Y 3pO3yMiJIi i KOPUCHI IHAUKATOPH.

OnHi€r0 3 NEPCHEKTUBHUX TEHJCHLIINH PO3BUTKY € CTBOPEHHSI MaTeMaTHUYHUX MOJIEIIEH,
AK1 37aTHI y3arajibHIOBaTH 1HGOpPMAIi0 MPO TMOBCAKACHHI il (HaNpHKIal, COH, (Pi3UUHY
aKTUBHICTb, CIIO)KMBAaHHS KaBM, TIEPErJIi]l BiI€O-KOHTEHTY, poOOTYy 3a KOMII I0TEpPOM,
coIliaibH1 B3a€EMO/IIT) 1 HA OCHOBI ITUX /I BU3HAYATH YMOBHHUH «1HJEKC CTaHy». Takuil 1HACKC
MOXE IHTEpPIIPETYBaTUCHA, SIK KUIbKICHA XapaKTepHUCTUKAa ICHXOeMOLiHHOI 4M (Hi3uyHOi
pIBHOBaru KOpHCTyBada, IOro MpOAYKTHUBHOCTI abo piBHS pecypcHOCTi. BaxmuBo
HiKPECIUTH, 110 BiH HE € MEAMYHUM JA1arHO30M, MPOTE€ MOXKE BHCTYNATH SK JOHNOMIXHHUNA
IHCTPYMEHT CaMOCIIOCTEPEKEHHS Ta MATPUMKH 3J0POBOTO CIIOCOOY KUTTS.

HeoOxigHicTh y moaiOHUX po3poOKax 3yMOBJIEHa JAeKiIbkoMa YynHHUKaMu. [lo-niepie,
CydacHa JI0JIMHA TIOCTIMHO mepedyBac y cepeoBUII BUCOKHX 1HPOPMAIIMTHIX HaBaHTaXKCHb,
10 TPU3BOAWUTH JO 3POCTaHHS pIBHA CTpecy Ta 3HIKEHHA KoHieHrtpauii. Ilo-gpyre,
BIJICYTHICTb CBOEYACHOT OLIIHKM BJIACHOTO CTaHY YacTO CHPUYMHSE HAKOIMMYEHHS HEraTUBHUX
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edekTiB (HANMpUKIAA, BUCHAXKEHHS, 3HIDKEHHS KOTHITUBHUX 3H10HOCTEi), $KI BakKO
KOMIICHCYBAaTH y KOpPOTKiI TepMmiHHU. [lo-TpeTe, mosiBa JOCTYMHUX MOOLIBHUX IPHUCTPOIB,
JATYMKIB 1 CEHCOPIB BIJAKpHUIA HOBI MOXJIMBOCTI JUIsi 300py TMEPCOHAIBHHUX TaHUX, alie
BOJIHOYAC ITOCTaNa NpobiaemMa iX OCMUCIEHOT0 BUKOPUCTaHHS.

Takum YMHOM, aKTyaIbHOIO HAYKOBO-TIPAKTHYHOIO 33/1a4€I0 € CTBOPEHHS CHCTEMH, 1110
MOEHYE MaTeMaTH4YHI METOAM MOJICTIOBaHHs, OOpOOKYy YacoBUX pSAIB Ta IporpamHi
IHCTPYMEHTH KOMIT IOTEpHUX HayK, JI03BOJIIIOYM KOPUCTYBAauy B IHTEPAKTHBHOMY PEXKUMI
OIIHIOBAaTH CBiM CTaH. 3anpONOHOBAHHWHN Yy Iid PoOOTI MiaXim Oa3yeTbcs Ha KOHIEIIIIT
0araToMoJIeIbHOTO PO3PAXYHKY, A€ AJIS OJHOTO U TOTO X HAOOPY [iil 3aCTOCOBYIOTHCS pi3HI
MaTeMaTU4yHl aJropuTMH (JIiHIHA MOMAENb, MOJIEIb 3 ypaxyBaHHSAM 4Yacy JO0OH, MOJCIHb
eKCIOHEHI[IIHOTO0 3aTyXaHHs). Takuii miaxiz gae 3MOTry MOPiBHIOBATH PE3yIbTaTh Ta BUOUpATH
HaOLIbII a/IeKBaTHUHM METOA [l KOHKPETHUX YMOB.

VY cTarTi TaKOX PO3MIIIHYTO MPOTPaMHy peastizallilo CTBOPEHOI MOAETi y BUIIIAI BeO-

JIOJIaTKY, 1110 MICTUTh 1HTepdEC 1 BBEACHHS /i, iX MapaMeTpiB Ta Bizyasi3allii OTpUMaHOTO
1HAEKCY Y BUTIISAL rpadika 4u iIHTEpaKTHBHOTO KUTBLIEBOTO iHIUKaTOpa. Lle poOuTh po3podKy
HOPUIATHOIO Ul NOJAJIBIIOr0 BUKOPUCTAHHS y HaBYAJIbHMUX LIJIAX, Y CHCTEMax MiATPUMKHU
NPUIHATTS PillICHb, a TAKOX SK IMPOTOTHUI y Taiy3i e-health ta mudposoro 106podyTy.
Orasia ditepatypu. AHaji3 cydyacHMX JOCIIJPKEHb CBITYUTH PO 3pOCTArO4y aKTyalbHICTh
MaTeMaTHYHOTO MOJENIOBaHHS Yy cdepi MOHITOPHHTY IOBEMIHKOBUX Ta (hi3ioioridyHux
XapaKTepUCTHK JtouHu. 3 mommpennsam kouuenii digital health, quantified self ta well-
being informatics HaykoBIi MIyKalOTh IHCTPYMEHTH, SKi JO3BOJSIOTH IEPETBOPIOBATH
MOBCSIKIEHHI [ii KopucTyBaua (COH, (hi3M4Ha aKTUBHICTh, BXKUBaHHS KOETHY, Meperis Biieo,
CHUIKYBaHHs) y KIJIbKICHI TTOKa3HUKH, IO BiZOOpakaloTh HOro ICHXOEMOLIWHUI a0o
(i310JIOT1YHMIA CTaH.

VYV xmacuynux poborax [1-3] maTemMaTHyHE MOJIETIOBAaHHS BHUKOPHUCTOBYBAIOCS
MEPEBAKHO B IHAYCTpialbHUX a00 TEXHIYHUX MpOIlecax, OJHAK aHAJIOTIYHI METOIU MOYalu
3aCTOCOBYBAaTH W y cepi JIIOAMHO-MAIMIMHHOI B3aemoii. OQHUM 13 KIIIOYOBUX MIAXOIIB €
BUKOPUCTaHHS EKCHOHEHIIMHMX (YHKIIH A8 ONUCY MPOLECiB MOCTYINOBOIO 3HUKEHHS
BIUTMBY i y ¥aci. Takuil miaxig 103BOJIsiE MOJEMIOBaTH €heKT «3aTyxaHHs». Hampukian,
MIiCJsl Yallku KaBU piBEHb 0aJbOpOCTI MiABUIIYETHCS, aje BKE 4epe3 KidbKa TOAWH BiH
MOBEPTAETHCS 10 0a30BOT0 3HAYCHHS. Y CTATTAX [4—5] MOKa3aHo, 110 €KCITOHEHITIHHA QYHKIIISA
no0pe anpokcuMye MoJIOHI MpolecH, a 3MiHa MapaMerpa T (4ac HamiBpo3maay) JO3BOJISE
M1/UTalITOBYBATH MOJIEINb MiJ Pi3HI IHAMBIAYaJIbHI CLIEHapii.

JIpyriuM BaXJIMBUM HalpsiMOM € BpaxyBaHHsI 010puTMiB. Y mpausix [6—7] noBeneHo, 1o
e(eKTUBHICTh Jii 3aJIeXKUTh BiJ KOHTEKCTy vacy. (Di3uuHi BOpaBH 3paHKY CTUMYIIIOIOTh
IPOAYKTHBHICTb, ajie BBEUEpl MOXKYTh YCKJIQJHIOBATH 3acHHaHH:. [lepernsg po3BakalbHOTO
KOHTEHTY BHOYl 3HAYHO CUJIBHIIIE BIUIMBA€ HAa KOTHITMBHI (YHKIIi, HDK BAEHb. [[ns mporo
3aCTOCOBYIOTBCS BaroBi (yHKIII 4Yacy J00M, sIKiI JO03BOJISIOTH THYYKO MaciuTaOyBaTu
Koe(iIieHTH MOJenel 3ajlexHOo BiJa ToAuHU BUKOHAHHS Aii. [TomiOHI imei meperykyrThes 3
KJIACUYHUMHU MOJEIISIMU XPOHO-010J10T1i Ta IMPKAJHUX PUTMIB.

TpetiM nepcrnekTHBHUM HAIIPSIMOM € 1HTErpallis MaTeMaTUYHUX MOJeNel y mporpamMHi
KoMmIUiekcH. Y nyOmikamisx [8-9] mokasaHo, 1o peamizaiis Mojened y cepeaoBHIIax
JavaScript, Python a6o MoGinpHHX TUIaTGOpMax 3abe3rnedye MOXKIMBICTH IHTEPAKTUBHOTO
pO3paxyHKy Ta Bi3yami3allil CTaHy KOpUCTyBada. BHUKOpHCTaHHS IHTEpaKTUBHHUX Trpadikis,
KpYroBUX JiarpaM Ta aHIMOBaHUX IHJIUKATOpPIB POOUTH TaKl CHUCTEMH HE JIMILIE HAYKOBO
OOIPYHTOBaHMMH, aJie i 3pyYHUMH JJIsl IOBCAKJICHHOTO BUKOPHCTAHHS.

Oxpemuil miacT niTepaTypu MOB'A3aHUI 13 MyIbTU(QAKTOPHUMH MojaensMu. Bonu
KOMOIHYIOTh TPOCTI aJUTHUBHI MiaXoau (cymy KoedimieHTiB), BaroBi (yHKLIi yacy Ta
eKCIIOHEHIIIIHI MO/eNi 3 MEeTOJaMH MAIlMHHOTO HaBYaHHS JJIs MPOTHO3YBaHHS MalOyTHIX
cta”iB. Y crartsax [2, 7, 10] ommcaHo mpUKIagu CUCTEM, JIeé O MATeMaTUYHHX MOJeNei
JIOMAIOThCSA QJITOPUTMH Kiacuikamii 1 perpecii, 10 MIABUILYE TOYHICTh 1 JIO3BOJISE
1HAMBIyai3yBaTu pe3ysnbTaT. TakuM YMHOM, CydacHa TEHACHIIs MOJIsrae He y BUOOpPi oHi€l
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«yHIBepcaJbHOI» (opmMynn, a B MoOyAOBI KOMIUIEKCHHX MOJIEICH, SKI MOEIHYIOTh pi3HI
HiIXO/IU Ta BPaXOBYIOTh CHENH (iKY KOHKPETHOTO KOPUCTYBAYa.

OTxe, cyyacHUI HayKOBUI TUCKYPC CBIAYUTD, 1110 MOJIEIIFOBAHHS IICUX0EMOLIITHOTO Ta

¢i3u4HOTO CTaHy KOpPHUCTyBada IIOCTYIOBO TIEPEXOAUTH BiJ BY3bKO-CIIEI[iaJli30BaHUX
JIOCJIIJDKEHB JI0 MPAaKTUYHHUX MPOTPaMHMX peajizailiil. 3anponoHoBaHa y JaH1id poOOTi cucTemMa
0a3yeTbca caMe Ha il i7el, MO€IHAaTH KIACHYHI MaTeMaTH4HI METOJH (CyMa KOedilli€HTiB,
BaroBi (pyHKIIii, EKCTIOHEHIIIITHE 3aTyXaHHsS) 3 Cy4YaCHUMHU 3aco0aMH BeO-TIpOrpaMyBaHHS Ta
IHTEpaKTHBHOI Bi3yaui3allii, CTBOPUBIIH JOCTYIHHNA IHCTPYMEHT JUJIsl CAMOCIIOCTEPEKEHHS Ta
aHamizy.
Meta po6oTu. Meroro naHoi poOoTH € po3poOKa Ta MOCIIHKCHHS MAaTEeMaTHYHUX MOJICIIEH,
10 [JO3BOJISIOTH OOYMCIIOBATH YMOBHHMM I1HIEKC CTaHy KOpHUCTyBaya Ha OCHOBI Horo
MOBCSAKIEHHOI aKTUBHOCTI. I1i1 iHAEKCOM CTaHy pO3yMI€ThCS y3aralbHEHHH MOKAa3HUK, KUK
B1JI0Opakae CYKYITHHM BIUTUB Pi3HUX (PAKTOPIB - BiJ BIAMOYMHKY Ta (Pi3MUHOT aKTUBHOCTI 110
CHOXHMBAHHS CTUMYIIOIOUMX HAIOIB 4M B3aeMonii 3 mudpoBuM KoHTEHTOM. OCOOJIMBICTIO
JOCTIIKEHHS € TTO€THAHHS MTPOCTUX Ta IHTYITUBHO 3pO3YMUIMX METOMIB 3 OLIbII CKIaTHUMU
MaTeMaTHYHUMH ITiIX0/IaMH, III0 BPaXOBYIOTh YaCOBY CTPYKTYPY Ta TMHAMIKY BIUIMBIB.

JUis MOCSTHEHHsI MOCTaBJIEHOI METH 3allpolnoHOBaHO Tpu Mozeni. Ilepma moznens
IPYHTYETbCS HA TIPOCTIH CyMi KOE(]III€HTIB, IO XapaKTepH3ylOTh IO3UTUBHUI abo
HEraTUBHUHA BIUIMB OKpemuXx Jiid. BoHa € HalnmpocTimiow A CIOPUMHATTS Ta MOXeE
BUKOPHCTOBYBATHCS SIK 0a30Ba. J[pyra MoJesib BBOAUTH YaCOBY 3JICXKHICTh, BPaXOBYIOUH, 110
e(eKTUBHICTb Ti€i caMoi A1l MOXKe 3MIHIOBATHCS 3aJI€KHO Bi nepioay noou. Hanpukan, con
y HIYHMA Yac Mae iHmUH edekr, HDK KOPOTKUH NeHHWH BiOMOYMHOK. Tpers Monenb
BiJJ0Opakae MpoLec MOCTYIOBOr0 3aTyXaHHs BIUIMBY 3 YaCOM 3a JJOITIOMOI'0}0 €KCIIOHEHLIHHUX
byHK1iH, 1110 HaOIIKaE 11 10 peabHUX (i310JI0TIYHUX MPOLIECiB Ta 3a0e31euye OUTbII THYYKUI
OIKC HAKOIUYEHUX AiH.

Po3poOka Ta aHamiz mumx Mojenedl 03BOJSIE CTBOPUTH AJAlTHBHY CHUCTEMY, SKa
3a0e3nedye KOpUCTYBayeBl IHCTPYMEHT JJIsl BIICTE)KEHHS BJIACHOTO CTaHy y AuHaMili. Take
PILIEHHS] MOKE 3aCTOCOBYBATUCS SIK y Cepl 0COOMCTOr0 MOHITOPUHTY 3/10POB 1, TaK 1y OLIbIII
MIMPOKUX KOHTEKCTaX - BiJl JOCHIKE€Hb BIUIMBY CTHJIIO JKUTTS Ha MNPOJYKTUBHICTH [0
1HTerpanii B MOOLIbHI 1I01aTKH, OPIEHTOBaHI Ha MIATPUMKY IICUXOEMOLIHHOTO OanaHcy.

OcHoBHHIA po3ain. Y Mexax JOCHiIKEHHS OyJIo 3amporOHOBAHO TPH MaTeMaTH4Hi
MOJIeNI, SIKI BIPI3HAIOTHCS PIBHEM CKJIATHOCTI Ta TJIMOMHOI BpaxyBaHHS J0JaTKOBHUX
dakTopiB. Bubip nux mojaeneil 3yMoBII€HHI HEOOXITHICTIO sK 3a0e3Ne4eHHs HpPOCTOTH
PO3paxyHKIB /ISl KOPUCTYBaya, TaK 1 TOYHOCT1 Y BiTOOpaKeHH1 AUHAMIKH 3MiH 1HJEKCY CTaHy.

Iepma monens (A) € 6a30BoIO 1 nependayae BUKOPUCTAHHS HMPUHIMITY aJUTUBHOCTI.
Bona criupaetbest Ha mpocTy cyMy Koe(illieHTIB, SIK1 XapaKTepU3yI0Th BHECOK KOKHOT OKPEMOi
nii y popMyBaHHs iHTerpanbHOro nokasuuka. ®opmyna mae purisin (1):

1A=Z% (1)

JIe aj - BHECOK 1-01 mii.

VY nanoMy BHUIAAKy KOXKHA Jisl pO3IIISIAETHCS K PIBHO3ZHAYHUIM €IEMEHT CHCTEMH, a 11
BIUTMB HE 3aJICKHUTHh BiJl 30BHINIHIX YMHHMKIB. Takuil MIAXiJ TO3BOJIAE OTPUMATH IIBUAKY
OLIIHKY, II0 MOXXe OYyTH BHMKOpHCTaHa JUIi MOYaTKOBOTO MOHITOPMHIY a00 SIK CIIpOILIeHa
MmeTpuka. [IpoTe HeOIIKOM IFOTO MIAXOAY € BIACYTHICTh ypaXyBaHHSI KOHTEKCTY BUKOHAHHS
niil. Hanmpukiaza, cno)kuBaHHS KaBH BpaHIll Ta BBeuepi BIUIMBATUME Ha OPraHi3M MO-pi3HOMY,
aie B Mojeni A 1mi BIUIMBH OyAyTh OIlIHEHI OJHAKOBO. AHAQJIOTIYHA CHUTYyaIlisl MOXe
criocTepiratucss ¥ y BUMaAKy (i3uyHHX BOpaB. PaHkoBa mpoOikka CIpUS€E IiBUIICHHIO
Mpare3IaTHOCTI MPOTITOM JIHs, TOM1 SK BEUIpHE TPEHYBaHHS, OCOOJIMBO 1HTEHCHUBHE, MOXKE
YCKIJIQJHUTH 3aCHHAHHS Ta MPU3BECTH JIO 3HIKEHHS SKOCTI CHy. Takum 4MHOM, MOJENnb A
Hajae 0a30BY KUIBKICHY OIIHKY, ajle HE BPaxOBY€ 1HJMBIIyallbHI OCOOJMBOCTI Ta 30BHIIIHI
YMOBH, 110 0OMEXYE ii 3aCTOCYBaHHS y OUIBII CKIIAJHUX CIEHAPISX MOJCIIOBAHHS.
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Hpyra mognens (B) BpaxoBye 4acoBY 3aJIeXKHICTh, IO € KIIOUYOBUM aCIEKTOM Y
JIOCJTIJDKEHHI JT000BUX PUTMIB JIIOAWHHU. Bimomo, 1m0 ¢i3i0J0Ti4HI TPOIECH Opra”izmy
3MIHIOIOTBCS MIPOTATOM 00U, 1 came TOMY e(peKT BiJl OJHHX 1 TUX CaMUX JIiil y pi3HUN Yac MOXe
3HAYHO BiApi3HATHCS. J[JIs1 MOJEIIOBAaHHS 1[LOTO SIBHI[A BBOIUTHCS Baroa ¢ynkiis W(ti), ska
3aJISKUTh BiJl MOMEHTY 4acy tj, konmu aig Oyna BHKOHaHA. Po3paXyHOK 3iMCHIOETBCS 3a

bopmyoro (2):
1,=2 (bsw(1)). @

ne bi - xoeoimient, mo omnucye iHTEHCHBHICTh BIUIMBY i, W(l)) -BaroBuii MHOMHHK, IO
3MIHIOETHCS 3AJICIKHO BiJI 4acy JTOOH.

VY mozeni B kojkHa i OMKMCYETHCS HE JIMIIE BIACHUM KOe(IiIliEHTOM IHTEHCHBHOCTI Dj
ajie ¥ J07aTKOBUM BaroBUM MHOKHHUKOM W(1i) 1o 3amexuth Bif 4yacy no6u. lLle no3sosse
BpaxyBaTH O10JIOT1YHI PUTMHU Ta AOOOBY IHUKIIYHICTh OpraHizmy. Bimomo, 1mo ¢iziosoriuxi
NPOIECH JIIOJUHU MAalOTh LUPKAAHY MPHUPOIY, 3MIHIOETHCS PIBEHb TOPMOHIB, TEMIIEpaTypa
TiJ1a, aKTUBHICTh HEPBOBOI cucTeMH. ToMy OflHAa i Ta cama Jisl MOXe MaTu CYTTE€BO PI3HMH
e(eKT 3aJIe)KHO BiJ] TOTO, KOJIM BOHA BUKOHAHA.

Hanpuknan, ¢isuuHe HaBaHTa)KEHHs, BUKOHAHE BpAHIll, 4YacTO CHpPHUSAE aKTHUBALi
Oprafi3My, TOKpaIy€e KOHIICHTPAIIIIO yBard Ta MiABUIIYE MPAE3JaTHICTh y MEPIIii MOJIOBUHI
nas. Y mogneni B ne BimoOpaskaeThcsi uepe3 BaroBuil KOE(IilieHT, KUK y PaHKOBI FOJWHU
301IbIIy€e 3HAUYLICTH Aii. Y CBOIO 4Yepry, aHAJOTiYHE HABAHTAXKCHHS II3HO BBEYEPi MOXeE
IPU3BECTH 10 30Y[KEHHsSI HEPBOBOI CUCTEMH, YTPYJHEHHS MPOLECY 3aCMHAHHSA i HaBiTH 110
3HIDKEHHS SIKOCTI HIYHOTO BiIMOYMHKY. 1711 IbOTO BUIIAIKy BArOBUI MHOKHUK Ma€ 3MEHIIICHE
3Ha4YeHHs a00 HaBITh MOXKE 3MIHIOBATH 3HAK BILJIMBY, SKIIO /i BU3HAHA LIKIJIMBOIO Y TaHOMY
4acOBOMY KOHTEKCTI.

AHaNOrI4YHO MpaIoe 1 g 1HIMMX Aid. BKUBaHHS KaBU y paHKOBI TOJAWHH MOXeE
MO3UTHUBHO BIUIMBATH HA KOHICHTPAII0 yBarW Ta €HepriiHicTh, ane micias 18:00 ms x mis
NOTEHIIHO MOTipHIye SIKICTh CHY, TOMY BaroBuil koediuieHT y Mmoaeini B Oyne 3HmxKyBaTHCA.
Te came CTOCYEThCSl COIlialbHUX AKTUBHOCTEH. JCHHUIN KOHTAKT 3 IHIIUMHU JIOJbMHU MOXKE
MiJBUIIYBAaTH EMOIIMHMI TOHYC, aje HaaMipHa aKTUBHICTh y HIYHHUN dYac 37aTHa CTaTU
JDKEPETIOM TIEpEBTOMM.

Takum uymHOM, Mozenb B MokHa po3risaaTé sSK OUIBLI THYYKY Y HOpPIBHSHHI 3
MOJIEIUTI0 A, a/)Ke BOHA JI03BOJISIE BpaXOBYBaTH KOHTEKCT BUKOHaHHs Aii. BoHa BigoOpaxkae
3aJIeKHICTh €()eKTUBHOCTI a00 MIKIATMBOCTI aKTUBHOCTI BiJl Yacy, HaOJIMKal0ul MaTeMaTHUHY
MOJieJb [0 peaJbHUX YMOB (YHKIIOHYBAHHS JIIOJCHKOTO OpraHizMy. Y MpaKTUYHOMY
3aCTOCYBaHHI 1€ O3HAuae€, 110 CUCTEMa MOXKE€ PEKOMEHJyBaTW He Juiie Haldip Aii, ane i
ONTUMAIILHUM Yac IJIs X BUKOHAHHS.

Tpetst monens (C) cnpsiMoBaHa Ha ¢opMaltizallilo IpolLecy 3MEHIIEeHHs BIUIUBY il 3
qacoM. Y pealbHOMY >KUTTI OUTBIIICTH MO MalOTh TUMYACOBUHM €(EKT, IKU HE € CTaJUM.
Hanpuknan, BunuTa yamka kaBu 0agbOpUTh JIMIIE MPOTATOM KUTBKOX T'OIMH, MICHS 4oro ii
CTUMYJIIOIOUUH BIUIMB 3HUKA€. AHAJIOTIYHO, (13UYHI1 BIPABH MiJIBUIYIOTH PiBEHb €HEPrii Ta
MOKPAIIYIOTh HACTPil, OJTHaK 11el eeKT TpUBae MEBHUI MPOMIKOK Yacy, Micis YOro OpraHizM
NoBepTaEeThCs 10 0azoBoro crany. HapiTh HeraTuBHI akTopH, Takli sIK cTpec a00 KOHQIIIKT,
MalOTh CXHWJIBHICTh JO TIOCTYHOBOTO 3MEHIICHHS I1HTEHCHUBHOCTI BIUIUBY, SKIIO HE
MIKPITUTIOIOTHCS HOBUMH TTOISIMH.

Jns omucy 1bOro SIBUINA B MOJENi BUKOPUCTOBYETHCS EKCIIOHEHLINHHA (QyHKIIiSA
3aTyXaHHs, II0 € YHIBEPCAJbHUM IHCTPYMEHTOM Yy 0araTboX HAyKOBUX JHCLHUIUTIHAX.
BukoprcTaHHS €KCIIOHEHTH J03BOJISIE TIEpeAaTH MPUPOIHUNA 3aKOH CHaJlaHHs BIUTUBY, KOJIU
3HAYEeHHS MOCTYIMOBO 3MEHIIIY€EThCS, ajle HIKOJIM TOBHICTIO HE 3HUKAE.

Maremarununo Mozesnb C MOXKHA 3anucatu y Takomy Burisii (3):
— At.
I

]C=Z(C‘i*€ T, (3)
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ne Ci - Koe(imieHT, mo xapakTepusye i, Ali - gac, 1o MUHYB MiCJId BUKOHAHHS Mii, T -
napaMmerp, SKUi 3a/1a€ MBHUAKICTh 3MEHIIICHHS BIUIMBY (aHAJIOT TIEPioAy HAMIBPO3MAIY).

Skimio t oOpatu HeBeIMKUM, €EKTH il MBHUJKO 3HUKAIOTh, 1 IHAEKC Oy/e YyTIUBUM
JI0 HEIIOJIaBHIX MOii. SIKIIOo X T BEMUKUH, TOJI MUHYJII MOAIT JOBIIE 30€piraloTh CBiil BHECOK
y CcHCTeMYy, Ii-lHIEKC BimoOpakatrume OuIbIn iHepiidHuMNA cTtaH. lle m03BoJIIE THYYKO
HaJIAIITOBYBATH MOJIEIIb 3aJIS)KHO BiJl TOCTABIICHUX 3aB/IaHb, Y HEOOX1THO (PiIKCYBaTH MUTTEBI
3MiHH, Y1 BaXKJIMBO BPaXOBYBAaTH JIOBrOTpUBaAJIl €EKTH.

Y npakTHYHOMY 3aCTOCYBAaHHI €KCIIOHEHILIHHAa MOJIENb JAy)Xe KOpPUCHA s
BIJICTE)KEHHS JMHAMIKH CTaHY KOpUCTyBada BIPOAOBXK 100u. Hanpukinaz, micis TpeHyBaHHS
HA PaHKOBOMY €Talll CIIOCTEPITraeThCs BUCOKUN BHECOK Y IHJIEKC, alleé 3 4acOM BiH IUIABHO
3MEHIIY€eThCS. AOO K HEraTUBHUM BIUIMB CTPECOBOI MO/Ii1, 10 CTaBCs BlIEHb, Y BeUipHi FOJIMHU
m1e 30epirae 4acTHHY CBOET CHUJIH, IPOTE MOCTYMOBO BTPAYA€ aKTYaIbHICTh.

TakuMm unHOM, MOJeIb C € HAMOLIBII peaTiCTUYHOIO Cepell 3aPONOHOBAHUX, OCKUTBKH

BPaxOBY€E MPUPOAHY AUHAMIKY 3aTyXaHHs e(pekTiB. [IopiBHSAHHS TPhOX MOJEJICH 1EMOHCTpPYE
MOCTYIOBE YCKIJIATHEHHS MIIXOMAIB, BiJl IPOCTOI CTATHUHOI CyMHU (MOAENb A), 10 BpaxyBaHHS
n000BuX puTMiB (Moaens B). [lo Momeni 3 eKCIIOHEHIIHHUM criafaHHsIM BIUTHBY (Mojaens C),
gKa HaAWOUIBII aJeKBAaTHO BiJOOpa)kae MOBEAIHKY CHCTEMH B peajdbHoMy daci. Taka
OaraTopiBHEBa CTPYKTYpa J03BOJISE aIallTyBaTH IHCTPYMEHT SIK JUIS IIBUKOTO aHATi3y, TaK 1
JUTSL TOYHOTO TIPOTHO3YBaHHS CTaHy KOPUCTyBaya.
IpakTnyni pe3yabTaTH Ta ix aHami3. Bci tpu maremarnyni mozeni (A, B ta C) Gymno
pealli3oBaHO B €KCIIEPUMEHTAILHOMY CEPEIOBHIIII, SIKE A€ 3MOTY IIEpEeBIPATH IXHIO poOOTY Ha
NPUKIAJax TOBCAKICHHUX [iii kopucTyBauiB. KokHa Mopaenp Mae CBOi mepeBaru Ta
OOMeXeHHsI, 1€ JI03BOJIIE PO3TISAATH iX y SAKOCTI PI3HHUX PIBHIB CKJIQJHOCTI MiA Yac
MOHITOPUHTY CTaHy KOPUCTyBaya.

[TpakTiuHa anpobarris mokasana, o Mojenb A 3abe3neuye HalBUAIINN pe3ysbTar i
Moyke OyTH BUKOPUCTaHAa y BHIIaJKaX, A HeoOXigHa rpy0a omiHKa cTaHy abo 6a3oBa MeTpUKa
JUIS IOYaTKOBOTO aHali3y. BoHa € 3py4yHOI0 y BHMajakax, KOJIM Jii MalOTh OJHAKOBY Bary, a
4acOBUM KOHTEKCT HE BIAIrpae KJIOYOBOI POJIi.

Mogens B, 1mo BpaxoBye BaroBi KOe(illieHTH 3aJIe)KHO BiJ yacy A00H, A03BOJIMIIA
BUSIBUTHU I[iKaBl 3akoHOMipHOCTi. Hanpukiaz, ¢i3uyHa akTUBHICTh y PaHKOBI FOJUHHU Maja
MO3UTHUBHUH BIUIMB Ha 1HIEKC, TOJII SIK aHAJIOT1YHA aKTUBHICTH Y Mi3HIN Beuip 3HIKyBaJa HOro.
Lle migTBepIKy€e BaKIHMBICTh ypaxyBaHHS HUPKATHUX PUTMIB Y MaTeMaTHYHHX MOEISX
nofioHoro tumy. Takuii miaxix NpuoOIMKy€e pe3yabTaTh 10 PealbHUX O10JI0TTYHHUX MPOLECIB,
poOJIIUN OIIHKY OUIBII aJTaITUBHOIO Ta MEPCOHAII30BAHOIO.

Mogens C 3 eKCHOHEHIIMHUM 3aTyxXaHHSM BHSBHMJIAcS HAWOUIbLI a/leKBaTHOIO JUIS
BIIOOpa)X€HHA JUHAMIKH KOPOTKOCTPOKOBUX e(dekTiB. bymo BcTaHoBieHo, 1o Aii 3
TUMYacOBUM BIUTMBOM (KaBa, MEIUTAILisl, IEPETJIs Bi/1e0, KOPOTKUI COH) HAWOIBIII KOPEKTHO
ONUCYIOTHCS CaMe dYepe3 MOCTYMOBE 3MEHIICHHS iXHBOTO BHECKY B 3arajlbHUH 1HIEKC.
Pesynbratn Mmoneni C HaiiOibIle BiANOBIAal0Th CyO €KTUBHUM BiTUYTTSM.

OkpiM TEOpeTHYHOi YacTHHH, OYyJ0 pO3pO0JEHO AEMOHCTPALIMHMUNA 1HCTPYMEHT, Y
SKOMY KOPHUCTYBa4i MOXYTb, 10/1aBaTH BJIACHI Aii Ta MpHU3HAaYaTH iM KOEPIIEHTH 3a IIKAJIO0
Ta 00MpaTH OJHY 3 TPHOX MOJECIICH VISl PO3PAXYHKY 1H/ICKCY.

Ha puc. 1 mokazano inTepdelic 1ist 1oAaBaHHs BIACHOI Aii, 1€ KOPUCTYBad 3amac il
napaMmeTpu Ta koedilieHTH a1 moaenei A, B, C.

Ha puc. 2 HaBenmeHo mpuKiIaa BiAOOpa)KEHHS 1HAEKCY CTaHy y BUTIIAl KiJIbIEBOT
JiarpaMu, sSiKa OHOBIIIOETHCS 3aJICKHO BiJ OOpaHOi MOJENl Ta J03BOJISIE IIBHUAKO OIIHUTH
MOKa3HHUK.

Ha puc. 3 npeacraBineHo rpadik IWHAMIKHM 1HAEKCY cTaHy (YMOBHI JaHi) JUIsl TPbOX
mojeneit. BugHo, mo Mozens A 3abesnedye cTabiibHICTB, MOJIENb B BpaxoBye 1000B1 puTMH,
a mojenb C onucye 3aTyxaHHs €eKTIB y yaci.
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[onaTu BnacHy Ailo

KTep aii:

© KopucHa

® lWKiopnwea

A (1-100) B (1-100)

KopuchHa / Wikignuea —
(+/~) ona JLLIEHTIB.

Puc.1. ®opma niisa nogaBaHHs BIAacHOT ail

IHOeKc HacTpoio

Model A— cyma koed. A

Model A— cyma koed. A
Model B — Bara yacy gobu
Model C — excn. 3atyxaHHs

CrabinbHUM cTaH

Puc.2. Kinbuesa niarpama iHaeKCcy cTaHy KOpUCTyBada
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100 [NnHamika iHAeKCy CTaHy KOpucTyBada (YyMOBHI AaHi)

Monens A — cyma koedilieHTIB
Mopens B — Barosa yHKLiA
—a— Mogens C — ekcnoHeHUiAHe 3aTyxaHHA

80

60

IHOekc cTaHy (0-100)

LHi

Puc. 3. I'padix quHamiku inaexcy ansg moaeneit A, B, C

Lls peamizailiss NpoJEMOHCTpYyBalla, IO MareMaTuyHi GOpMyIu MOXYTh OyTH
0e3mocepeIHbO IHTErPOBaHI y TpOTrpaMHI KOMIUICKCHM U Bi3yali3oBaHI uepe3 CydacHi
iHTepdeiicu. OcobnuBy yBary 0yso NpHIIIEHO TOMY, 1100 pe3yibTaT OOYMCIIEHb 1101aBaBCs
KOPUCTYBady y 3pydHidd Ta 3po3yminmid ¢opmi - iHAMKATOpH, Tpadikd, MOBIAOMICHHS 3
nopasamH.

VYV nmepcrnexkTuBi NOMIOHI THCTPYMEHTH MOXYTh OYyTH IHTErpOBaHI 3 MPUCTPOSIMU
(piTHec-Tpekepu, CMapT-TOAMHHUKM), II0 3a0€3MeUnTh ABTOMATHUHUM 30ip JaHUX IpO
aKTHBHICTh, COH a00 mynbC. Lle M03BOMUTH HE JMIIE MEPEeBIPUTH TOUYHICTH MOJENEH, a i
YJIOCKOHAJIUTH X 3aBISIKH KOPEJALii 3 00’ €KTUBHUMH O10METPUYHUMU TOKA3HUKAMHU.

Kpim Toro, 3ampomoHoBaHi Mozedl MOXYTb OYTHM BHMKOpPUCTaHI SK OCHOBAa JUIs
MAaIIMHHOT'O HaBYaHHS, AITOPUTMHU 3MOXKYTb IIPOrHO3YBaTH MailOyTHI 3MiHU 1HAEKCY Ha OCHOBI
icTopii At kopuctyBava. Hampukiaza, cuctema 3MoKe MoTnepenuTH, 10 HaIMIPHE CTIOKHUBAHHS
kodeiny micasa 18:00 3 BUCOKOI0 MMOBIPHICTIO HEraTUBHO MO3HAYUTHCS HA CTaHI HACTYITHOTO
JTTHSL.

Takum 4YMHOM, OTpUMaHI pe3yabTaTH CBIAYATh MPO Te, IO 3aIPONOHOBaHI (HOPMYIH

MaloTh YHIBEpCaJbHUU XapakTep. BoHW mpumatHi AJiS 3aCTOCYBaHHS B OCBITI, MEIMIIMHI,
Oi3Hecl Ta MOBCSAKICHHOMY XHTTi. JleMOHCTpauiiiHa peanizallisi HiATBEpIUIa MPaKTHYHY
IIHHICTH MAXOAY W BOJHOYAC OKPECIIMIIA MOMIIMBOCTI IS MOJAIBIINX TOCTIHKEHB, 30KpeMa
iHTerpanii 3 OararoakTOpHMMH CHCTEMaMH OIIHIOBAHHS, MIiAKIIOYEHHS 0 CEHCOPHUX
MPUCTPOIB Ta BUKOPUCTAHHS y IPOTHOCTUYHUX MOJIEIISX.
BucHoBku. Y po6oTi Oyno 3amporoOHOBAaHO TPH MaTeMaTW4YHI MOJAETI JUIs OLIHIOBaHHS
YMOBHOTO 1HJIEKCY CTaHy KOPHUCTyBaya, KOJKHA 3 SIKUX Bi0OOpaka€ Pi3HUMA piBEHb CKJIATHOCTI
ta aeramizauii. Hailmpoctimmii BapiaHT - Mozxenb A - IPYHTYEThCS Ha 3BHYAHOMY
MiJCyMOBYBaHH1 KoedilieHTiB aiid. Bona 3a0e3nedye mBHAKY Ta 0a30BY OIHKY, IO MOXE
BUKOPUCTOBYBATUCS JJIi MTOYATKOBOTO MOHITOPHHTY, IPOTe 1i OOMEXEHHSAM € BIJCYTHICTh
ypaxyBaHHsI KOHTEKCTHUX YMHHHUKIB, 30KpeMa Yacy YH TPUBAJIOCTI BILTUBY.

binem rHyukuM € miaxing moieni B, ge mepen0adueHO BUKOPUCTAaHHS BaroBUX
KoeQILI€HTIB 3aJI€KHO Bl yacy 100U. 3aBAsKU I[bOMY CHCTEMa BpaxoBYy€e MPUPOIHI O10pUTMH
JIFO/IMHY, a PE3YJIbTAaTH CTAlOTh OJMKYUMHU JI0 peaJbHUX YMOB. Tak, ii, BUKOHAHI Yy paHKOBHH
YU BEUIpHIN Yac, MOKYTh MaTH PI3HUN €PEKT Ha OpraHi3M, 1 MaTeMaTHIHa MOJIEIb 37aTHA 11e
KOPEKTHO BiJI0Opa3HTH.
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Haii6inb1 peanicTHUHOO Ta HAOIMKEHOIO /10 IPUPOIHUX MPOLIECIB BUSBUIACS MOJICTH
C, sxa oOmucye JWHaMIKy TIIOCTYNOBOro 3racaHHs edekTiB y daci. Buxopucranus
EKCITOHEHINIIHOT (PYHKIIIT T03BOJISIE 3MOJICITIOBATH, SIK BILTUB MIEBHOT /il 3MEHIIYEThCsI. Yarka
KaBH MIIBUILYE 0aTbOPICTh JIMIIIE MPOTATOM KiJIBKOX TOAMH, (i3MYHI BIPaBU 3a0€3MEUYIOThH
MOKpAIIEHHS! HACTPOI0 HAa TEBHHMH MPOMIKOK Yacy, TOJAI SK CTPECOBI CHUTYyaIlil MOCTYIOBO
BTpPAYyarOTh IHTCHCUBHICTb. TaKui Mmiaxig poOUTh pe3ynbTaTH OUIBIII CTIHKUMHU Ta aICKBATHUMH
JI0 YMOB PEAIbHOTO KHUTTSI.

B pamkax nporpamHoi peasizaiii 3acTOCyHKY OyJie BpaXxOBaHO MPAKTUYHY 3HAYYIIICTh
oOpanux miaxofiB. Taka cucreMa O3BOJIMTH KOPUCTYBAaueBi BBOJWUTHU BIIACHI Jii Ta oapasy
CIIOCTEpIraTv 3a 3MIHOIO 1HJEKCY CTaHy y pi3HUX Mozaelsx. Lle 3poOouTh mporpamy KOpUCHUM
HaBYAJIBHUM IHCTPYMEHTOM Uil CTYACHTIB 1 JOCTIIHUKIB, @ TAKOX CTBOPHUTH OCHOBY IS
MOJAJIBIINX YIOCKOHAJIEHB. Y MEPCIeKTUBI 3aIIPOIIOHOBaHI MaTEMaTUYH1 MOJICII MOKYTh OyTH
1HTEerpoBaHi y OiIbII CKJIaHI CHCTEMH MOHITOPUHTY, HAIIPUKIIA, Y MMOETHAHHI 3 IPUCTPOSMHU
a0o0 aropuTMaMH MallIMHHOTO HABYaHHS, 10 BIAKPUBAE MOXIIMBOCTI JUIs iX BUKOPUCTAHHS Yy
MEIUIUHI, CIIOPTi, OCBITHIX MPAKTHKaX Ta MOOYTOBHUX 3aCTOCYBaHHSIX.
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MATHEMATICAL MODELS FOR EVALUATING USER STATE BASED ON
DAILY ACTIVITY
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In the modern conditions of digitalization, information technologies are increasingly applied not only for the
automation of business processes but also in the field of health and psycho-emotional state monitoring. One of
the promising directions is the construction of mathematical models that allow transforming the user’s everyday
actions into a quantitative indicator - a conditional "state index." The article examines three approaches to its
calculation. The first model (A) is based on a simple sum of coefficients, which provides a quick assessment
but ignores the context of actions. The second model (B) introduces weighting coefficients that vary depending
on the time of day, thus reflecting the circadian characteristics of the human body. The third model (C) applies
exponential decay to describe the reduction of action influence over time, which ensures the most realistic
representation of short-term effects. To verify the adequacy of the models, an experimental software system
was developed, allowing the user to create a library of actions, assign coefficients, and choose a model for
index calculation. The results are presented in both numerical and graphical forms. Practical tests confirmed
the effectiveness of Model C in representing dynamic processes, while Model A can be useful for quick
evaluations, and Model B serves as an intermediate option. The proposed approach demonstrates the potential
of combining classical mathematical methods with modern software tools to create personalized well-being
monitoring systems. A promising direction for further research is the extension of models by including social,
physiological, and behavioral factors, as well as the use of machine learning algorithms for state change
prediction.

Keywords: mathematical modeling, state index, exponential decay, weighting coefficients, digital health,
software systems, well-being monitoring.
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IHAEKCIB U1 ITIPOI'HO3YBAHHSA YPOXKANHOCTI
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3arpornoHoBaHO JBOKOMIIOHEHTHY aJalTUBHY MOJIENb JUHAMIKH BETeTallifHUX 1HIEKCIB,
sKa Ha BIIMIHY BiJ BIJIOMHX MICTHTh JUCKPETHY aJalTHBHY KOMIIOHCHTY Ha OCHOBI
KOMOiHaIT HOTOYHUX Ta ICTOPUYHUX JaHUX Ta HEMEPEpBHY alpPOKCUMALIITHY KOMIOHEHTY
Ha 0a3i cucremMu audepeHIiaTbHUX piBHSIHE MoHO. Po3pobieno meron imenTHdikamii
JIBOPIBHEBOI a/IaliTUBHOT MOJIENI yPOIKaWHOCTI, SIKHH BUKOPHCTOBYE MOSICHIOIOYI 3MiHHI Y
BurIsAAi Mopeneil Bereramiiamx iHmekciB NDVI ta MTCI 3amicte ix OesmocepenHix
3HA4YCHb. 3aIpONIOHOBAaHA apxXiTeKTypa TreoiHdopMmariiiHoi cucremu Ha 0a3i PostGIS
3abe3neuye eeKTHUBHY iHTerpamito mpoctopoBux nanuxX Bim BIIJIA ta LiDAR cucrem.
MartemaTiyHa MOJEJb BHSBICHHS YIIIIBHEHUX ITUISTHOK IPYHTY Ha OCHOBI PiBHSHb MOHO
IoKa3aia MiOBUIICHHS TOYHOCTI y MIBTOpa pasW TMOPIBHAHO 3 JIHIHHAMH METONAMHU.
ExcniepuMmeHTanbHa anpoOaiiss Ha JaHUX IIICHUI Ta PUCY MiATBepAWIa epeKTHBHICTH
MiIX0y 3 CepelHbOI0 MOXMOKOI NPOTHO3YBaHHS YPOXKAHHOCTI I'IThKOMa 3 TphOMa
BIICOTKAa Juia aHcamMOieBux  MeTofiB. OTpuMaHi  pe3ylbTaTh  JIEMOHCTPYIOTh
MEPCIEKTUBHICTh 3aCTOCYBAHHS 3alIPOINIOHOBAHOTO MIIXOMY Ul PO3BUTKY CHCTEM TOYHOTO
3eMIIepo0CTBa Ta MiATPUMKH MPUHAHSTTS arPOHOMIYHHX PillICHb.

KoarouoBi cioBa: BererauiiiHi iHAeKcH, Mojaens MOHO, HPOTHO3YBaHHS YpPOXaWHOCTI,
aJlafiTHBHE MOJICTIOBAHHS, IVCTAHINIIHE 30HIYBAHHA, TeOiHPOpPMaLiiHI CHCTEMH, TOYHE
3eMJIepOOCTBO, MIATPUMKA MPUHHSITTS PillICHb, CKOJIOT1YHIA MOHITOPHHT

Beryn.  3abesmedyeHHsT  TPOJOBOJIBUOT  O€3MEKM  Ta  MIJABUINEHHS  €(PEKTUBHOCTI
arpoBUPOOHMIITBA € KPUTUYHO BaKIMBUMHU 3aBAAHHSAMHU CydacHOCTI. TpaiuuiiiHi MeToau
OLIIHKHM ypO’KallHOCT1 0a3yI0ThCsl Ha CTATUCTUYHUX JAaHUX PET1I0HAIBHOTO a00 HAIllOHAJIILHOTO
piBH#, 110 He 3a0e3meuye HeoOXiJHOI MPOCTOPOBOI Ta YaCOBOI PO3AUIBHOCTI JJIsi MPUHHATTSA
ONepaTUBHUX YIpaBlIiHCbKUX pimeHb [1]. CydacHi TexHOJOrii TOYHOIrO 3emiepoOCTBa,
30KpeMa BHUKOPUCTaHHsA Oe3nmijoTHUX JiTanbHuX amnapaTiB (BIIJIA) y mnoennanHi 3
reoinopmaniitaumu cucremamu (I'IC), 103BOMISIIOT OTPUMYBAaTH BUCOKOTOYHY 1H(OpMaIlio
Ipo CTaH MOCIBIB yepe3 BeretauiifHi iHaekcu. HopMmanizoBaHuil pi3HUIEBHI BereTariitHuii
iHgekc (NDVI) Ta imgexc xnopodiny HazemHoi pociauHHOcTi (MTCI) € HaniiiHumun
1HAMKaTopaMu (POTOCUHTETMYHO aKTHBHOI 0ioMacu Ta BMICTY XJopo¢iry BiamoBigHO [2].
OpHak iCHYIOUl MIIXO0AU 0 MOJCIIIOBAHHS JTUHAMIKK BETeTAIliMHUX 1HACKCIB MalOTh CYTTEBI
OOME)KEHHS: CTAaTUCTUYHI MOJIETI HE BPaXOBYIOTh HEJNIHIHHY IPUPOY 0610I0T1YHUX MPOIIECiB,
a MOJIeJIl MallTMHHOTO HAaBYaHHS BUMAararTh BETUKUX 0OCSTIB TPEHYBAILHUX JaHUX [3].
Merta pociaigkeHHs: - po3poOKa JBOKOMIIOHEHTHOI aJanTHBHOI MOJEN JAMHAMIKU
BETETAIlIMHUX 1HAEKCIB Ta MeTOAY 1AeHTHdIKAIi JBOPIBHEBOI MOENI YPOXKAWHOCTI IJIs
HiABUILEHHS TOYHOCTI MPOTHO3YBaHHS B yMOBaX OOMEKEHUX JaHUX.

TeopernuHni ocHOBH aocaigxeHHs1. CydacHi MiIXOU 10 MOJEIIIOBaHHS YpOXKaiHOCTI MOXKHA
KjJacu(ikyBaTH Ha TpU OCHOBHI TIpYNH: CTaTUCTHYHI, IMITallifHI Ta METOAM MAIIMHHOTO
HaB4yaHHs [5]. CratuctuuHi Mozeni 0a3yloTbCsd Ha EMIIPUYHHX 3aJeKHOCTIX MIK
BereTallifHUMU iHAEKcaMH Ta ypoxaiiHicTio. Baez-Gonzalez et al. [6] BukopucTOBYBanu
MHOKHMHHY JIHIAHY perpecito s 3B's13ky NDVI 3 ypokaiiHicTIO KyKypya3u, OTPUMAaBLIN
koedinient aerepMinanii R? = 0.65. OaHak Taki MOJIEN He BPaXOBYIOTh JUHAMIYHY IPHPOILY
pocty pocnuH. Imitamiitni mozeni, Taki sk DSSAT Ta APSIM, moxentorTh OiodiznuHi
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IPOIIECH POCTY, aJieé BUMAraroTh BEJIMKOI KIJIbKOCTI MapaMeTpiB 1 CKIaaHi sl KaaiOpyBaHHS
[7]. Moaeni MammMHHOrO HAaBYaHHS JEMOHCTPYIOTH BHCOKY TOYHICTh, aji¢ MAalOTh OOMEXKCHI
NOSCHIOBAJIBbHI BIAacTUBOCTI. Zhang et al. [8] BUKOPUCTOBYBaJIM 3rOPTKOBI HEHPOHHI MEpexki
JUIS IPOTHO3YBaHHS YPOKalHOCTI IIeHuIi 3 TouHictio RMSE = 0.12 1/ra.
[lepcneKTHBHUM HANPSIMKOM € BUKOPUCTaHHS AU(EpPEeHIIIaTbHUX PIBHSIHbD JJISI MOJICITIOBAHHS
Oionoriyuaux mpoueciB. Mogens MoHo, cmo4atky po3poOieHa IJIsi OMHCY pPOCTY
MIKpPOOPIaHi3MiB, YCIIIIHO aIalTYEThCs ISl MOJICTIOBAHHS POCTY BUIIUX POCIHH [9].
IMocranoBka npodaemu. [Todynosa I'IC Ha 6a3i PostGIS € onTuManbHUM pIlICHHSIM IS
iHTerpamii MpocTOpoBUX Ta arpuOyTuBHUX naHuX. PostGIS 3abe3neuye monax 400
IPOCTOPOBUX (YHKILINA, MITPUMKY pacTpOBUX JaHUX Ta eQEeKTHUBHY IHAEKcaIilo 3a
nonomororo GiST innekciB. CTpykTypa ocHOBHUX BigHomIeHb [ IC 6azyeThes Ha IEHTpanbHIN
npocTopoBiii cyrHocTi — noti (farm_fields). KitrouoBi KOMITOHEHTH BKIIIOYAIOTh:

- farm_fields: mexi momis (field id, name, area ha, field geometry);

- field blocks: Texnonoriuni ginsuku (block id, field id, block geometry);

- yield data: mopiuni nani ypoxainocti (yield id, field id, year, crop type, yield t ha);

- vegetation_indices: nuHamika BereramiiiHux iHAekciB (veg id, field id, capture date,

ndvi_mean, source)

Jlist 30epiraHHsT pacTpPOBUX JaHUX BUKOPHCTOBYETHCS TIOPWIHHMNA TiAXiN: MeTagaHi

30epiraroThes B pessmiinux tabaumsx (canopy_height_metadata, dtm), Toxi sik cami pacTpoBsi
daim po3MinnyroTbes y (aiioBiii cuctemi ab0 XMapHOMY CXOBHINI. Taka apXiTekTypa
3a0e3neuye eEeKTUBHUN TOCTYI 10 MPOCTOPOBUX XapPaKTEPUCTUK POCIMHHOTO MOKPUBY 3a
nmaaumu LiDAR.
Bimomo, 110 yuiiibHeHHS IPYHTY IPU3BOAUTH 10 3HMXKEHHS BpokaitHocTi Ha 15-30 %, mio
00yMOBITIOE€ HEOOXIIHICTH CBOEYACHOTO BUSBJICHHS YIIUTBHEHUX TUISTHOK. /11 11bOTO Y po0OTI
3alpONOHOBAaHO BHUKOPHCTOBYBATH 3aJIEXKHICTh MK BHCOTOIO pocinH X(t) Ta omopom
NPOHUKHEHHIO IPYHTY, (hopMai3oBaHy Ha OCHOBI Mojiesti Mono [4].

AHai3 eKCepUMEHTANIbHUX JIaHUX MOKa3ye S-MoAi0OHUI XapakTep 3al1eKHOCTI, KU

a/ICKBaTHO OMHCYETHCS CHCTEMOIO JH(epeHIIiaTbHUX PiBHAHB MOHO:
ax(t) X(@)S(t)
at — Plp,+s(e) (1)
ast) X(£)S(t)
Tat D348
ne: X(t) — Bucota pocauH; S(t) — MOTEHIIAT POCTY; t — Yac; Py, P2, P3 — MapaMeTpu MOJIENI,
1110 BU3HAYAIOTh IHTEHCUBHICTh POCTY Ta CIIO)KUBAHHS PECypcy.

JUis 3MEHIIeHHsI BIUIMBY IIIyMiB, 3yMOBJEHMX HOXHOKkamu (oTorpaMMerpii Ta
Ja3epHOT0 CKaHYBAHHS, €KCIEPUMEHTANbHI JlaHl MONEPEeIHbO 3IVIa/PKYBAJIUCS TayCiBCHKUM
(GiTbTpOM, SIKHIA 3aIAETHCS OTIEPALIIEr0 3rOpTKH [6]:

Y[i] = Xf-_D[i — jIK[/] )
ne: D — Buxinni mani; K — simpo Naycca; K — pamiye siapa 3riaiKyBaHHS.

VY BuNajgky OJHOBUMIPHOTO 3IVIAJKYBAaHHS sJpo (UIBTPY BIAMOBIAAE ILIIIBHOCTI
HOPMAJIBHOTO PO3MOLTY 13 HyJTbOBUM MaTEMaTUYHUM CIIOIBAHHSIM:

1 X
G(x) = Norroid 202 3)
JIe: X — BIJICTaHb BiJl LICHTPY sI/Ipa; 0 — CTAaHJAPTHE BIAXUJICHHS, CTYIIHb 3TNIa/P)KyBaHHS TAaHUX.
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4

y=-0.2126x + 3.1873

35 R=-0.881
R2 =0.7759
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2 L] 4 - ] 7 8

Penetration Resistance (MPa)

Puc. 1. I'padik niniitHOi perpecii Mi>k BUCOTOIO Ta OMOPOM MPOHUKHEHHIO IPYHTY

[Ticns 3rmamxyBaHHS Ta HOpManizamii JaHuX OyJ0 BHKOHAHO pPerpeciiiHuii aHami3, sSKul
JIO3BOJISIE PO3TISAAATH JIOKAIBHY JUISHKY S-mOAiOHOI KprBOi Mojaeni MOHO K KBa3iTiiHY
3aJIOKHICTh MK BHCOTOIO POCIMH 1 OMOPOM MPOHUKHEHHIO IPYHTY. Pe3ymbraTh Takoi
anpOKCHMallii HaBEJICHO Ha PUCYHKY 1, Je MOoKa3aHo JiHIIHY perpeciro Mixk BHCOTOIO POCIIUH
Ta OMOPOM MPOHHKHEHHIO IPYHTY, L0 MIATBEP/XKYE HETATHMBHUU BIUIMB YIIUIBHEHHS Ha
napamMeTpu poCTy POCIIHH.

Jlnst  TMiABHMIICHHS JOCTOBIPHOCTI MOJANBIIOTO MOJEIIOBaHHS OyJ0 BHUKOHAHO
MOTIEPEHI0  OOPOOKY eKCIIEpUMEHTAIBHUX JIaHWX, sSKa BKJIIOYAlia BUIAJICHHS BUKH/IIB,
3rJ1aJ[KYBaHHS YaCOBUX PSI/IiB TayCiBCHKUM (1ITPOM Ta HOpMai3allilo BUCOTHUX MMOKA3HHUKIB,
orpuMmanux 3a gaHuMu LiDAR. Pe3ymbraTé 3a3HaueHUX eTamiB IMONEpeIHbOI 0OpoOKH
HABEJICHO HA PUC. 2, Jic TOKa3aHO 3MEHIICHHS TYMOBOI CKJIaJIOBOI Ta BUPIBHIOBAHHS TPCHILY
BUCOTH POCITHH.

264 o —e- Observed data0
> - —e— Smoothed data
—o-= Linear regression

2.4 4

2.2 A

Height (m)

2.0

/
1.8 \ s voo_ebxm”

1.6 -

Penetration Resistance (MPa)

Puc. 2. PesynbraTn nmonepeqaboi 00poOKH TaHUX

Jlns BpaxyBaHHsS pealbHUX 3HAYEHb BHUCOTH Ta YCYHEHHS BIUIMBY JIOKQJIBHOTO
MiKpOpenbe]y 3aCTOCOBYBAJIOCS JIiHIIHE EPETBOPEHHS:
X = X" —xmn )
ne: X” — BUMipsHA BUCOTA POCIHMH 3a ganuMu LiDAR; X™™— MiHiMaibHe 3HAUEHHS BUCOTH B
MeXax JOCHTIKYBaHOI JUISSHKU; X — MPUBEACHE 3HAYEHHS BUCOTH, 1110 BUKOPHUCTOBYETHCS B
MOJIENI.
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PesyibTaTn 00roBopeHHsl. 3acTOCYBaHHsS NEPETBOPEHHs (4) M03BOJIWIO TNPUBECTH
eKCIICpUMEHTAJIbHI JaHl J0 €IWHOI IIKadu Ta 3a0e3NmeYuTH KOPEKTHY i1AeHTH(IKAIlIo
napameTpiB Mojeni Mono. Ha ocHOBI HOpMalti3oBaHUX JJaHUX OYII0 MoOyI0BaHO Moieh MOHO
CITIBBITHOIIICHHSI MK YIIIJILHEHICTIO TPYHTY Ta BUCOTOIO POCIIMH, SIKa B1I0Opakae HeJIIHIMHUN
XapakTep BIUIMBY YIIIJIBHEHHS HA PICT POCIIUH.

261 % 'S -%- Observation
g A_ \3\ —o-- Smoothed data
VS A —e— Mono approximation

2.4 A

2.2 1

Height (m)

2.0 A1

1.8 4

Penetration Resistance (MPa)

Puc. 3. Monens MOHO CHiBBITHOIICHHS MiXk YIIUTBHEHICTIO TPYHTY Ta BUCOTOIO POCITHH

[TopiBHSUTBHMI aHAJI3 TOYHOCTI allPOKCHMAIIIi MTOKa3aB, M0 MoJieilh MOHO Ma€ BHIILY
MPOTHOCTUYHY 3JaTHICTh Y MOPIBHSHHI 3 JiHIIHOIO perpeciero. 3okpema, A JdiHiiHOT Mojaeni
MaKcHMaJbHa BiJHOCHA OXUOKa cTaHoBUTh 16,3 %, a cepenns — 4,5 %, Toxi sk aist Mmoaei
Mono BignoBiaHi 3HaueHHs 3MeHInyoTbes 10 10,4 % Ta 3,3 %. Lle niaTBepaxye AOUITBHICTh
BUKOPHUCTAHHS HEJiHIHHOT Momeni MOHO s aHami3y BIUIMBY YIIUIBHCHHS TPYHTY Ha
napamMeTpH pocTy pociuH. /i Basiaiii 3ampornoHOBaHOTO IMiIX01y BUKOPUCTOBYBAIUCS JaHi

muHamikd NDVI no 15 monsx mmieHuIi 3 miBHIYHOI Besbrii mpoTsaromM TpUpIvHOTO TEPIOay
(2018-2020).

NDVI

25 50 75 100 125 150 175 200
Day
Puc. 4. [lunamika Beretariiiinoro ingexkcy NDVI

Ilepexin no kymynasTuBHMX 3HaueHb NDVI 3a0e3meunB cTabUIBHICTD MpoLECY
MO/ICITIOBAHHS Ta YCYHEHHS BUTIAJIKOBUX KOJMBAHb BUXITHUX NaHUX. KyMylsaTUBHI 3HaYeHHS
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(dbopMyBanM HITBHUHI My4OK TPAEKTOPIM, 110 CBITYUTH MPO Y3TOMKEHICTh TUHAMIKH PO3BUTKY
POCIIMH Ha PI3HHUX TOJIAX.

14 A

12 4

10 A

NDVI

25 50 75 100 125 150 175 200
Day
Puc. 5. /lunamika KyMyJISITUBHUX 3HaY€Hb BETe€TAI[IHHOTO 1HIEKCY

AnipokcuMmallisi mepioi TpaekTopii 3a JOMOMOrow Mojeidi MOHO MoKasana BHCOKY SIKICTh
HAOJMMKCHHS 3 MaKCUMAJIbHOKO BIJIHOCHOI MOXHOKOW0 9,2% Ta CcepeqHbOI0 BiJHOCHOIO
moxuokor 5,0%.

12 4 —— Observed1 e
—©- Mono approximation Lo ©

NDVI

25 50 75 100 125 150 175 200
Day

Puc.6. Anipokcumaltist KyMyJIsTUBHHUX 3HaU€Hb 3a JJOMOMOTOI0 Mozesi MoHO

EdexTHBHICTh aanTHBHOTO MPOTHO3YBaHHs Oyjia MPOTECTOBAaHA HAa TPAEKTOPIAX PI3HOT
IHTEHCUBHOCTI pocTy. YeTBepra TpaekTopis (HOPMaJIbHUN pICT) IMOKa3aja MaKCHUMAaJIbHY
moXUOKy MporHosy 6,6% ta cepennro 1,5%, a choma TpaekTopis (3HMKEHA IHTEHCUBHICTD) —
5,2% Ta 1,4% BinnosigHo. ['padiuna Bizyasnizaiis pe3yabTaTiB alalTUBHOTO MPOTHO3YBAHHS
HaBeJleHa Ha puc.7.
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Puc. 7. AxantuBHUI IPOrHO3 AJIS1 TPAEKTOPIN Pi3HOT IHTEHCUBHOCTI

JIJist MpOTrHO3YBaHHS YPO’KaWHOCTI MIIEHUITI OyJii po3poOIIeHi JIiHiliHA Ta HeliHIHHA
MoOJIeJIl Ha OCHOBI MaKCHUMAaJIbHUX KyMYJIATUBHHUX 3Ha4eHb NDVI:

Y(f,2) = L(m(?X(XNDVI(f' Z,d)) ®)
ne: Y — ypoxaimicte; L — miHidHWIA =~ ogHOBUMIpHHH  omepatop; Xypyr —
KyMyJIITUBHe 3HaYeHHs BereTtaninHoro ingekcy NDVI; f — igentudikatop mons; Z —

CE30H BUPOIIYBaHHS ypOXKaio; d - IEHb POKY.
Takox moOymyeMo HENiHIHHY 3aJIeKHICTh TUITY BUTIQJKOBOTO JIICY
Y(f.Z) = RF(mC‘?X(XNDVI(ff Z,d)) (6)
ne: RF — oneparop no0yA0BH 3a1€KHOCTI TUITY BUIIAJIKOBOTO JICY.
Jl1s nporHo3yBaHHs ypoxKaitHOCTI MIilleHUI Oyau po3po0IieHi JiHIiHA Ta HeNliHIiHA MOIeN] Ha
OCHOBI MaKCHUMaJbHUX KyMYJISTHBHUX 3HadeHb NDVI 3rigHo 3 dopmynamu (5) ta (6).

Pesynbratu 3acTocyBaHHS JMiHIHHOT MOJeNi, [0 BUKOpUCTOBYBana 50% AaHuX AJi1 HAaBYaHHS,
JIEMOHCTPYIOThCS Ha puc. 8.

NiHiAHa perpecis YpoKaiHoCTi 3a 3HaveHHAMKU NDVI

11.5 12.0 125 13.0 135 14.0 145 15.0 15.5
NDVI

Puc. 8. JliniifHa MOeNh YPOKaHOCTI TIIIEHUII

Mopaenp BUMaaKOBOTO Jicy 3 BUKopucTanHsaM 100 BUMaaKOBUX JEpeB MoKa3aia JEIio
HIILY CTPYKTYPY 3aJI€KHOCTI, 1110 BiJ0OpaxkeHo Ha puc. 9.
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Perpecia BMNaaKkoBOro Jlicy ypoXanHOCTi 3a 3Ha4yeHHAMK NDVI

124

10 4

11.5 12.0 12.5 13.0 135 14.0 14.5 15.0 15.5
NDVI

Puc. 9. Mogenb BUIIaIKOBOTO JIICY YPOKAMHOCTI MIIEHUIT

PesynbTatit MOJIeNIIOBaHHS YPOXKAWHOCTI MIIICHUIII: JIIHIITHA MOJIE)Ib: MAaKCUMaJIbHA
noxuoOka 8.9%, cepenns 4.8%; BUITaIKOBUH JTic: MAaKCHMalIbHA TIOXHOKa 8.6%, cepenus 6.2%.

JIBopiBHEBHMI TiaXiag Tmepenbavae  OKpeMe MOJCIIOBaHHSA JUHAMIKA (aKTOpiB
ypoxaitaocti (NDVI ta MTCI) 3 HacTymHUM NpPOTHO3YBAaHHSIM YpPOXKalHOCTI Ha OCHOBI
MOJICJIbOBAaHUX 3HAuYeHb IHICKCIB. JIJI1 eKCIEpUMEHTAIBbHOI MEPEeBIpKA BUKOPUCTOBYBABCS
HaOip 3 21 TpaekTopii JMHAMIKM BETeTalliiHUX IHIACKCIB PUCY B HOPMAJIbHHUX Ta CTPECOBUX
ymoBax. Yacosi mpodini crocrepexkeHux TpaekTopiii NDVI xapaktepusytoTbcs 3HAUHOIO
BapiabenpHICTIO, IO TTOKa3aHo Ha puc. 10.

104

0.8+ £
Normal growso
——- Normal growsl
—-6- Normal grows2
—%¥- Normal grows3
-~ Normal grows4
—4- Normal growss
-B- Normal grows6

0.6 4
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=<= Normal grows9
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NDVI

0.4 4
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—i-= Abnormal grows20

0 200 400 600 800 1000 1200 1400 1600

Puc. 10. Yacogi npodini NDVI

AmnanoriuHo, Tpaektopii MTCI neMOHCTPYIOTh CKIaJHy AUHAMIKY 3 PI3HUMHU HaTepHaMU
PO3BHTKY, 10 BigoOpakeHo Ha puc. 11.
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Puc. 11. Yacosi npodini MTCI

Ha 6a3i uux maHux MU MOXEMO MOOYJyBaTH aJanTHUBHY BOPIBHEBY MOJENb YPOKaHOCTI.
Ane momepeaHbO HAM TOTPIOHO IOCHIAWTH Ti aAeKBaTHICTh. ToMmy po30MBaEMoO HabOpU
cnoctepexeHux 3HaueHb OV Ha HaByanbHi T7r, TectyBanbHI TS Ta KOHTPOJBHI
Cn migMHOXUHA

OV=Tru TsU Cn @)
Ha ocnoBi MuHoxkunu Tr Oynyemo anmantuBHI Mojeni BereratuBHux injaekcie NDVI, MTCI
3rigHo  monxaHux cmiBBimHOomeHb (1)-(18). Jami Oymyemo ImiHIilHI perpeciiiHi Momeni
YPO>KaHOCTI

Y, = CiXnpvi + CoXyrer + CotC (8)
a60 B ABO(aKTOPHIN MOJIENI BUIIAIKOBOTO JIicy
Yrr = RF (Xnpviy Xurcr) - (9)

AK1 11eHTH(]IKyeEMO Ha OCHOBI MHOXXHMHHU TE€CTOBHMX CHOCTepexeHb T's. Jlami KOHTPOIHEMO
AKICTh TOOYAOBAaHUX MO/JIeNIell HA OCHOBH MHOKMHH KOHTPOJIBHUX TOYOK, sIKI HE Opaiu y4acTi
y moOyAoBl Ta HaBYaHHI Mojeiei. 3a pe3yiapTaTaMH aHali3y e()eKTHMBHOCTI Mojenei Ha
KOHTPOJIBHUX TOYKAX OyyeMO peKoMeHallii 11010 iX palioHaIbHOTO BUKOPUCTAHHS.

Pesynbratu MmonentoBanHa quHamiku NDVI nmokasanu 10CcTaTHbO BUCOKY TOUHICTh
JUis 000X THITIB YMOB BHPOIIYBAaHHS, 1110 JEMOHCTPY€EThCS Ha puc. 12.
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Puc. 12. Anantuszi Mozieni Mono /it NDVI B HOpMaibHHUX Ta CTPECOBUX YMOBaX
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MogpemtoBanus quHaMmiku MTCI mpogeMoHCTpyBao 11e BUILY TOUHICTh, 0COOIMBO IS
HOPMAaJIbHMX YMOB BHUPOIITYBaHHS, SIK TTOKa3aHO Ha puc. 13.
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Puc.13. AnantuHi Mozeni Mono mist MTCI B HopManbHHX Ta CTPECOBUX YMOBaX

VY3aranbHeHI  pe3ylbTaTd  MOJIEIIOBAaHHS  JUHAMIKM  BEreTalllfHUX  1HIEKCIiB
JIEMOHCTPYIOTh BHCOKY €(QEKTHBHICTH 3alpOIIOHOBAHOTO JBOKOMIIOHEHTHOTO aarnTHBHOTO
nigxoxy. Jdns NDVI monens mokazana craliiabHI pe3yabTaTH: y HOPMAIbHUX YMOBax
MakcuMaibHa moxubka 7,3% mpu cepenniii 1,3%, B ctpecoBux ymoBax — 10,9% Ta 1,8%
BignoBigHo. MTCI mponemMoHCTpyBaB Iie BUINY TOYHICTh 3 MIHIMAJIbHUMHU HOXUOKaMHU
0,9%/0,4% y nHopmanmbHuUX yMmoBax Ta 7,5%/2,6% y crpecoBux. OTpumani pe3yibTaTu
HiATBEPKYIOTh pOOACTHICTh MiJIXOAY Ta HOTO MPUIATHICTD JUIsl IPAKTUYHOTO 3aCTOCYBaHHS B
cUCTeMax TOYHOTO 3emiepoOcTBa. Moaens JiHIHHOT perpecii Ais MPOrHO3yBaHHS
YpOKalHOCTI pUCy TOKa3aja MOMIPHY TOYHICTh 3 YITKO BHUPAXKEHOIO TiNEepIUIOIINHOI0
3aJIeXKHOCTI, 1110 Bi3yasli30BaHO Ha puc. 14.
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Puc. 14. 3D rpadik niHiitHOI perpecii yposkaitHOCT1

Mopens BUITagKOBOTO JICY MPOJIEMOHCTPYBalla 34aTHICTD 10 KPAIIOro BioOpaskeHHs
HEJTHINHUX 3aJIeKHOCTEH MK BETeTalllHHUMU 1HIEKCAMHU Ta ypOKaiHICTIO, IO TIOKa3aHO Ha

puc. 15.
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Puc. 15. 3D rpadix Mozesi BUIIagKoOBOTO JIicy

Pesynmpratn 1BO(AKTOPHOTO MOMENIOBAaHHA YPOXKAHHOCTI PHUCY MIATBEPIKYIOTh

nepeBarn BUKOPUCTAHHS HEIIHIMHMX METOJIB MAalIMHHOTO HaBYaHHS JUIsl IPOrHO3YBAHHS
CUIBCHKOTOCTIONAPCHKOI MPOAYKTUBHOCTI. [lOpiBHANBHMIA aHai3 TMOKa3aB, HIO0 MOJEIb
BUIIAJIKOBOTO JIICY JIEMOHCTPY€E CYTTEBO BHUIIY TOYHICTh MOPIBHAHO 3 JIHIHHOIO perpeciero:
MaKCHUMaJibHa MOXMOKa 3HMXKYeTbes 3 17,7% mo 14,1%, a cepenns moxuOka 3MEHIIYETHCS
Mmaibke BaBiui 3 8,3% mo 5,3%. lle cBimuuTH PO HASIBHICTh CKJIAJHUX HETIHIHHUX
B3a€MO3B'A3KiB Mk Beretariinumu iHaekcamMu NDVI ta MTCI ta KiHIIEBOIO ypOXKaHHICTIO,
K1 Kparie BiqoOpakaroTbes aHcaMOiIeBUMH MeToiaMu. OTprMana cepens nmoxuoka 5,3% ans
MOJIeNIi BHUMAIKOBOTO JICY € MIJIKOM TPUHHATHOIO JUIS TPAaKTUYHOTO 3aCTOCYBaHHSA B
arpOHOMIYHHMX CHCTEMax MiATPUMKU NPUHHATTS PillICHb.
BucHoBku. Briepiie 3anponoHoBaHO KOMIUIEKCHHUM MiAXiA 10 MPOTHO3YBAHHS YPO)KaHOCTI
CUIbCBKOTOCIIOAAPCHKUX KYJIBTYp, KU OazyeTbcs Ha 1HHOBAIiMHIA JBOKOMIOHEHTHIN
aJlanTUBHIM MOJIENl TMHAMIKH BEreTalliiHuX 1H1eKCiB. KiII0UOBUM HAYKOBUM JIOCSTHEHHSIM €
yCIIIIHE MO€AHAHHS TUCKPETHUX aJalTUBHUX METO/IB 3 HENepepBHUM MOJEIIOBAaHHIM Ha
OCHOB1 cucTeMH mu(epeHIiaTbHuX piBHSIHL MOHO, 10 3a0e3MeYmsio BHCOKY TOYHICTD
BIITBOPEHHsI OI0JIOTIYHUX MPOLECIB POCTYy pociuH. Po3pobieHa maremaTHMyHa MOJIENb
BUSIBJICHHS YIIUIBHEHb IPYHTY JAEMOHCTPYE CYTTE€BUHA MNPOPUB Yy MiJBUIIEHHI TOYHOCTI
JIarHOCTUKU MPOOJEMHUX AUISHOK MOJIA, 3a0€3Meuyroun MOKpaIleHHs pe3y/bTaTiB y MiBTOPa
pa3u NOPIBHAHO 3 TPAAMLIMHUMHU JIHIMHUMU MeTofamu. lle NOCSATHEHHsS Mae BaKJIMBE
MPAKTUYHE 3HAYEHHS JIJIsl OMTHUMI3aIlil arpOTeXHIYHUX 3aXOMAIB Ta MiJBUIICHHS €(eKTUBHOCTI
BUKOPHUCTAHHS CUIbCHKOTOCTIOAAPCHKOI TEXHIKH. METOA0I0TYHUIA BHECOK POOOTH MOJISATAE Y
CTBOpPEHHI JIBOPIBHEBOi CHCTEMH MOJENIOBaHHS, Ae BererauiiiHi iHaekcu NDVI ta MTCI
BUCTYIAIOTh HE SIK MPOCTI MPEJUKTOPH, a K MOJAENbOBaHI 3MiHHI 3 BJIACHOIO JAMHAMIKOIO.
Taxwuii miaxia 3a6e3ne4rB BUCOKY TOUHICTh IPOrHO3YBAHHS 3 CEPEHBOI0 MOXHOKOI0 5,3% s
aHCaMOJIEBUX METOJiB, IO € IIJIKOM MPHWHATHUM JUIS MPAKTHYHOTO BUKOPUCTAHHS B
arpoOHOMIYHHMX CHCTEMaXx MiATPUMKH MPUUHATTS pillleHb. TeXHOJIOr1YHOI0 OCHOBOIO peatizarii
PO3pO0JIEHOTO MAXOAY CTalla apXiTeKTypa reoindopmariitHoi cucremu Ha 6a3i PostGIS, ska
3abe3neuye eheKTUBHY 00pOOKY BETUKHUX MACHBIB MPOCTOPOBO-uacoBuX naHux Big BITJIA ta
LiDAR cucreMm. EkciepumenTaibHa Balialis Ha pealbHUX arpOHOMIYHUX JaHUX MIIEHUII] Ta
pucy B PpI3HUX KJIIMaTHYHUX YMOBaxX MIATBEP/UKYE YHIBEPCAJIBHICTh Ta MPAKTHUHY
3aCTOCOBHICTB 3aIIPOTIOHOBAHUX METOJIIB ISl PO3BUTKY CHCTEM TOYHOTO 3eMIIEPOOCTBA.
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TWO-COMPONENT ADAPTIVE MODEL OF VEGETATION INDICES DYNAMICS
FOR AGRICULTURAL CROP YIELD PREDICTION

M.V. Machulyak

Western Ukrainian National University
11, Lvivska Str., Ternopil, 46009, Ukraine
Email: Mvmach9@gmail.com

The paper proposes a two-component adaptive model of vegetation indices dynamics, which, unlike existing ones,
contains a discrete adaptive component based on a combination of current and historical data and a continuous
approximation component based on the Monod differential equations system. A method for identifying a two-level
adaptive yield model has been developed that uses explanatory variables in the form of vegetation indices models
NDVI and MTCI instead of their direct values. The proposed geographic information system architecture based
on PostGIS provides efficient integration of spatial data from UAV and LiDAR systems. A mathematical model
for detecting soil compaction areas based on Monod equations showed a 1.5-fold accuracy improvement compared
to linear methods. Experimental validation on wheat and rice data confirmed the approach effectiveness with an
average yield prediction error of 5.3% for ensemble methods. The obtained results demonstrate the promising
application of the proposed approach for precision agriculture systems development and agricultural decision-
making support.

Keywords: vegetation indices, Monod model, yield prediction, adaptive modeling, remote sensing, geographic
information systems, precision agriculture
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PosrsHyTo Mimany 3amady Teopii NMPY)KHOCTI Ul HECKIHYEHHOTO IIapy 3 OTBOPOM-
MOPOXKHUHOKO B3JIOBXK BHCOTH IIAPY, KOJM Ha IUIOCKHX TPaHAX 3aJaHO YMOBH IJIaJKOTO
KOHTaKTy, a II0 TOBEPXHI OTBOPY [i€ HaBaHTAXXCHHA. HeBimoMi NepeMillleHHs, IO
BUHHUKAIOTH Y LIapi po3KiagarThes y psaaud Oyp'e i METOIOM pO3IiieHHs 3MiHHHX CHCTeMa
piBHSHBb pIBHOBAarm 3BOJAUTHCA OO CHCTEMH JU(PEPEHIialbHUX pIBHAHB BiTHOCHO
HEBITOMHUX TapMOHIK. PO3B'S3KH PO3UIYKYIOThCS Y BUMIIAAI KOMOIHALIA MeTarapMOHIYHAX
¢yHKOii Ta iXHIX noximHuX. s BU3HAUYeHHS X (YHKIIH OTpUMaHa CHCTEMa JIiHIHHUX
anreOpaiyHuX piBHSAHb. B pe3ynbTaTi OTpHMaHe OKpY)KHE HANpYKEHHS, [0 BUHUKAE Y
miapi, OyJlo TpOaHATi30BaHO B 3aJCKHOCTI BiJ MaTepialy IIapy, BUIVIILY OTBOPY Ta
CIIBBIHOIICHH MIXK PaJIilyCOM OTBOPY Ta BUCOTOIO IIapy.

KarouoBi ciioBa: TpuBMMipHa KpaiioBa 3a1aua, Npy)KHUI 1ap, HACKPI3HUHA OTBIp, METO
PSZiB, YHCENBHUN EKCIICPUMEHT.

Beryn. MaremaTtuuHe MOJAENIOBAHHS CTaTUYHMX TPUBHMIPHUX KpaloOBUX 3afad y Teopii
NPYKHOCTI € BaKJIMBUM HaIPSIMOM MEXaHIKU 1e(pOpMIBHOTO TBEPJOrO TUIA, 1[0 MA€ IHUPOKE
NpPUKIAJHE 3HAYCHHS B IHXEHepili Ta MaTepiaJlo3HaBCTBI. 30KpeMa, 3ajadi, IMOB’s3aHi 3
TIJIaMH, SIKI MalOThb OTBOPH, € AaKTyaJbHMMM 4Yepe3 HasBHICTh KOHLIEHTpalli HamnpyXeHb Y
TaKHUX 30HAX, 1110 ICTOTHO BILJIMBAE HA MIIIHICTh Ta HAJIHHICTh KOHCTPYKIIIH.

OnuuM 3 eeKTUBHUX aHATITUYHUX MIIXO/IB A0 PO3B’sI3aHHS MOAIOHMUX 3a7a4 € METOJ
psniB. Bin no3Boinisie 3BecTH cucteMy audepeHIialbHUX pIBHSAHb PIBHOBAru J10 CYKYIHOCTI
anreOpaiyHUX CIIBBIAHOIIEHb MLUISIXOM TOJAHHS IIyKaHUX (YHKLIA HampyxeHb Ta
nepeMillleHb y BUIJIAI 30DKHUX PSAAIB 3a CHEIiaJbHUMU (QYHKUIAMH — CHEpUYHHMU YU
LWIIHIPUYHUMHU TapMOHIKaMHU, SIK1 33JOBOJIbHSIOTh OCHOBHUM DPIBHSHHSAM TeOpii IPYKHOCTI
Ta KpallOBUM yMOBaM.

Knacuune nocnmimxenns I'pinuenka 1 Ymitka [1] 3acimyroBye Ha ocoOiuBy yBary,
OCKUIBKA B HbOMY OYyJIO OTpPMMAaHO TOYHHMM aHATITUYHUNA PO3B’A30K 3a/adi MPO PO3MOALT
HalpyXeHb MO00JU3Y KPYroBOIO OTBOPY Y HPYKHOMY Iapi. 3ampONOHOBAaHUM MIAX1J
JI03BOJIMB BpaxyBaTW T€OMETPUYHI OCOOIMBOCTI 3a/1aui Ta 3a0€3MEYUTH BHCOKY TOYHICThH
PO3paxyHKIB Yy KpUTHYHHUX 30HAX KOHIIEHTpAIlil HAIIPY)KEHb, [II0 MA€ BAXKJIMBE 3HAUCHHS IS
OIIIHKHU MIITHOCTI Ta JIOBTOBIYHOCTI KOHCTPYKIIiH 13 OTBOpaMHU.

VYV wmonorpagii [2] ITonoum I'.fl. posrmsiHyTO 3amayi Teopili HMpPYKHOCTI, MOB’sA3aHi 3
KOHIIGHTPALIIEI0 HANpyXeHb HAaBKOJIO HEOAHOPITHOCTEH, TaKUX SK TPIIIMHU Ta TOHKI
BKITIOYCHHS. ABTOPOM 3aIpOIIOHOBAHO METOJM aHATITUYHOTO Ta HAOIMKEHOTO PO3B’S3aHHS
3a1ad A pi3HUX oOjacTeil Ta TUIIB HaBaHTaXeHb. 3HAUHY yBary NpUIUIEHO MOOYHOBI
ACUMITOTUYHMX PO3B’S3KIB 1 aHaJi3y HaIlpyXeHo-1e(OpMOBAaHOTO CTaHy B OKOJI
HeoJHopinHocTell. PoboTa € BakiIMBOIO Ui PO3POOKM Ta OLIHKM MIITHOCTI €JIEMEHTIB
KOHCTPYKIIH 3 ypaxyBaHHAM €(eKTiB KOHIIEHTpallil Hanpy>KeHb.
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B pobGori [3] Decenko Tta Baiichenbn mOCHiKYIOTh IWHAMIUHY 3amady Ajs
HECKIHYEHHOI'0 MPYKHOIO IIapy 3 LWIIHAPUYHOIO IOPOKHUHOK. 3aCTOCOBAHO METOJ
IHTETpalIbHUX MEPETBOPEHb, IO JO3BOJSE TOYHO OMMCATH XBHIIbOBI MPOLECH B MPUCYTHOCTI
reOMETPUYHUX HEOJHOP1IHOCTEH.

B pob6orti [Tanuyenka, KoBaiboBa Ta crmiBaBT. [4] po3TissHYTO KOCOCUMETPHUYHY 3a7ady
JUI TIPYXKHOTO LIApy 3 HACKPI3HUM OTBOPOM, B sIKIi BUKOPHUCTOBYIOTBHCSI KpailoBI YMOBHU
KOB3HOTO 3allieMJICHHS TOpIiiB [5]. ABTOpaMu 3arrponoHOBaHO aHATITHYHHIA ITiXi]] HA OCHOBI
MOJAHHSA PO3B’SI3Ky y BHIJIAII PSMIB CHEMiabHUX (YHKINH, MO0 T03BOJSE JTOCTIIUTH
PO3IIOLT HAMIPY>KEHB Ta MEPEMIIIEeHb Y IIapi.

Crarrs [6] po3mmproe miaxix A0 MOJEIIOBAHHS TPUBHMIPHHX 3a1ad Uil HPYXKHOTO
1apy 3 HEOJHOPIAHOCTSIMHU. PO3risaaroThest pi3Hi KpalioBi yMOBH Ha TOPIX, IO JTO3BOJISE
MOJICITIOBATH IIUPOKUH KJIaCc MPAKTHYHUX CUTyariid. B poOoTi mpuaineHo yBary moOymoBi
PO3B’A3KIB 13 3aCTOCYBAaHHSAM PO3BUHEHb 32 OPTOTOHAIBHUMH (DYHKIISIMH.

IcToTHUI BHECOK y MO/IEIIOBAHHS LIAPIB 13 HACKPI3HUMH OTBOPAMHU 3pO0JIEHO y Mparsix
OinpmTuHCHKOTO Ta KoBanwoBa [7], ne mpoaHaizoBaHO HANPYKEHUH CTaH IT'€30KePaMiqHOTO
H1apy 31 CKJIAJHOIO reoMmeTpiero. Po3B’s430k moOy0BaHO 3 ypaxyBaHHAM II’€30€JIEKTPUYHUX
e(eKTiB, M0 PO3IIUPIOE 00JIACTH 3aCTOCYBAHHS MOJICHI IS (PYHKITIOHATHLHIX MaTepiaiB.

B po6oti [8] 3ampomnoHoBaHO (yHIaMEHTalIbHI PO3B’SI3KH Ui KOCOCHUMETPHYHOTO
Bumanky B mapi Tumy R® 3 ypaxyBaHHAM 3MimaHuMX KpaiioBux ymoB. IIpencrasieni
PO3B’SI3KM MOXKYTh OyTH BUKOpHUCTaHI sIK OasucHi (QyHKIiT I 1MoOyaoBU HAOIMKEHUX
PO3B’S3KiB 3aj1a4 13 OUIBII CKIIAHOIO T€OMETPIEI0 Ta HABAHTAKEHHSIM.

OTxe, HaBeJIeH1 pe3yabTaTU 3aCBIIUYIOTh AKTUBHUI PO3BUTOK METO/IB MaTEMaTHYHOTO
MOJICITIOBAHHS ISl TPUBHUMIPHHUX KpaHOBHX 3aJad, 30KpeMa i3 3acCTOCYBaHHSAM pAIiB 1
cnerianbHuX (DyHKIIN, 10 BIAKPUBAE MOXKIMBOCTI IJii TOYHOTO OMUCY MOBEAIHKH TiN 13
OTBOpPaMH Ta HEOAHOPITHOCTSIMH.

B mexax mie€i poGOTH po3risiiaeTbcs MoOyaoBa aHAIITUYHOTO PO3B’SI3KY METOJIOM
psaniB [1] xpaiioBoi 3amadi Mpo KOCOCMMETPUYHHUI BUTIH MPYKHOTO HIapy 3 KPYrOBHM
OTBOPOM Ta KOB3HHM 3allleMJICHHSM TOpLiB [5] 11t onmcy foro HanpyxkeHo-1e(opMOBaHOTO
crany (HJC). JocnigxyeTbcsi BIJIUB MaTepiajly Ta F€OMETPUYHMX MapaMmeTpiB Imapy, a
TaKOXX paJilycy OTBOpPY Ha PO3MOALT HampyxkeHb. [IpoBeeHO MOPIBHSIHHA OTPUMAHUX TYT
pe3yNbTaTiB 3 pe3yibTaTaMd, OTPUMAHUX METOJOM CHHIYJISIPHUX IHTETpalbHUX PIiBHSAHB [4,
6].

Hanani pe3ynabTatit MOXYTh OyTH BUKOPUCTaHI ISl M1JIBULIEHHS TOYHOCTI PO3PaxyHKIB
KOHCTPYKTUBHUX €JIEMEHTIB 3 OTBOpaMHM Ta ONTHUMI3alii iX ¢opMH 3 ypaxyBaHHSAM
HANpYy>KEHOTO CTaHy.

IMMocranoBka 3amaui. Posrmsgaemo mpyxHuit map —-h<x;<h, -o0<X,X, <o,

nocaalIeHui HACKPI3HUM OTBOPOM B3H0BX oOci Ox;, Ha MOBEPXHI SIKOTO € IOBEPXHEBE
HaBAHTAKEHHS (N,T, Z), a Ha IUIOCKHMX TpaHsAX mapy X, =zxh 3amano ymoBu rmamkoro
KOHTaKTy. [lepemimenns U, (Xl, Xy, X3), n=12,3, mo BUHUKAIOTH y LIapi 3aJ0BOJILHAIOTH

PIBHSIHHSM PIBHOBaru

Au+ogrado=0, (@8]
ne A — oneparop Jlammaca, U=(Uy (X, X, %), Uy (X X0 X5 ), Uz (X0 X5, X)) — BexTop
nepemilieHb, 6= N + o, + Ny — 00'eMHe pO3IIMPEHHS, C= (1— 2\/)_1, vV — Koe(ilieHT

OX, OX, OXg
ITyaccona. ['paHM4HMM yMOBaM Ha IJIOCKUX TOPLSX IIapy MarOTh BUTJIS!
u3(X17 X, & h): 01013()(1' Xy, * h): 023()(1’ Xy, & h): 0 (2)

3anuieMo KOMIIOHEHTH BEKTOPY NepeMillieHHs y BUriisl psaiB Oyp'e
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2k +1

Uy (X, %,)SiN Y, Xy, 1=1,2, Uy = Uy (X, X, )COSY, Xy, 7, =——71,
;kl kX3 ZBkl kX3 Vi = on 3)

SIKi aBTOMaTUYHO 33JI0BOJIBLHSIOTH yMOBaM (2) Ha Topisix mmapy. [licis migcTaHOBKY MO/IaHb
(3) y piBHsHHS piBHOBaru (1) Ta po3AUICHHS 3MIHHUX OTPUMAEMO CHCTEMY BITHOCHO

KOMIOHEHT U;, (Xl, Xz), i=1273
KUy +00,6,=0,1=12,
KUy + 07,6 =0, 3
Ie
K, =V2—yl, V2 =07 +0%, 6, = 0,Uy +0,Uy — 1 Ug, 0, =010%, =12,
besnocepenupo 3 cucremu (3) 3HAKEHO, 11O
k0, =0 = (V2=1})6, =0, (4)
II0 O3HAYAa€ METarapMOHIuHICTh QyHKHii 6, . Buxomsuu 3 11p0ro, BBEIeMO (QYHKLIIO Y,

CIIBBIJHOIICHHSIM:

0, = KWy (5)

I3 ciBBinHOWEHHS (4) MaeMo, o &7y, = 0. 3 ypaxyBanusaM 38'13Ky (5) Mik QyHKIiAME

Ta 0, iHTerpyBaHHs cucteMu (3) 1a€ MOKIIMBICTh OTPUMATH

Uy = =G0y + Py, Uy = =60,y + Py, Uy = =V, OV + Py, (6)
ne k¢, =0,1=12.
[Ticnst BuMory (haKTHYHOTO BUKOHAHHS CHiBBiHOMIEHHS (5), OTpUMaeMo, 1o

l+o
Py =00,P 5 Oy = =000y, P =——— K, Y, (7)

k
1e ¢, — JOBUIBHHI PO3B's130K piBHAHHA K, ¢, =0,1=12.
Dopmynu (3), (6), (7) naroTh BUpaszu MPYKHUX MEpeMillleHb y mapi depe3 (yHKii
P V-
B cuny (6), (7) maemo

0 1+o0
Uy — iUy =20 — pe ( 1Py V/k) Uy = _(}/—Kk + G}/k}//kv (8)
k

o 1 . .
ne E:E(al—uaz), Z=X +iX,.
I'pannuHi yMOBH Ha KOHTYpi L oTBOpy 3anuiieMo y KoMIIeKCHii popmi
(0-11 T (722)“ e2iu/(022 —out 2i(712)= 2(N - iT)
Re[e’“” (o5 + i023)] =Z

Je ¥ — KyT MiXK 30BHIITHBOIO HOPMAJLTIO 10 KOHTYPY OPOKHUHHU-0TBOPY Ta Biccto 0X; .

9)

BukopucroByroun 3akoHn ['yky ta popmysu (6), npencraBumo ymou (9) y hopmi

W | 0% 1 1 1 .
Zcezw{?(lq)k_\Vk)}_aek_EG’Y§Wk:E(Nk_lTk)a

0 l+o 0 1
—~Re<e" | — + 0, |- i =—7Z,
{ L}Z (GYka Y j SYy = pe ((Pk \Vk):|} 21 k

1€ W — MOAYJb 3CYBY.
OYHKIIN @, ¥ ¥, PO3IIYKYEMO y BUTJISIII:

(10)
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¢ =0, v = AK, (1,r)+Br K (v,r),
ne A,B, — HeBimoMi koHcTaHTH, K| (7kr) — ¢ynknii Makponanpaa nopsaky n=0,1,

r=|0-z|, {=&+inel, z=x+iX,.
ITincraBuBIIM BUpa3u y TPaHUYHI YMOBH, Ta po3misHyBmM Bunagok 1, =0, Z, =0 Ha

r =1, orpumaemo cucremy JiHiiHUX anredpaiunux piBasHb (CJIAP)
1

a4y +ay,B, = Z_Nk
ay A4, +a,B, =0
e
a;; :_WkKl(Vkr)_@/szo(Vkr)’ a,;, :7kKo(7kr)_G7k2K1(7kr)a
8, =0y, K (7 1), a, =0y, Ky (r, 1) = A+ 0)K (7,1) .
3BiAKH 3HANIEHO, IO

N
4 :Nk@’ B, :_Nk@' d = a,a, — ay,ay, Ne=—*,
d d 21
k ayd,  ayd, 2 2
Gy =N, T_T_l , Ay =—oy Ko (7, 1)+ dy =2 Ko (7 1) — o7 Ky (741)

B pGSYJ'ILTaTi MaeMO OCTAaTOUYHUM BUpa3 U1l OKPYKHOI'O HAIIPYKCHHS, IO BUHUKAE Y mapl

o0 k .
Goo = .04 SIN(7,;) -
k=1
Pe3yabTaTn 4HCeaIbHOrO TOCTiMKeHHsS. Po3rinsHeMo BHIIAZOK, KOJIM Ha MOBEPXHI OTBOPY
nie HapanTaxkeHHs N =—-Px,, T=Z =0, P =const.

Ha puc. 1 HaBeneHi emopu poO3MOAUTY BiHOCHOTO OKPY)KHOTO HAaNpyXEHHS
0,=0,/P B3moBK KoopauHaTH B TOoulmi @ =0 KpyroBOoro OTBOpPY (R’1 =R, =l) 3a
toBumuoo. Kpusi 1, 2, 3 puc. la mobynosani mis h/R =1 ta koedinientis ITyaccona
v =0,2;0,3;0,4 BiamosigHo. L{i pe3ynpTaTd MOpIBHIOBATIKMCS 3 pe3yibratamu podoT [3,5].
30ir mokasye JOCTOBIPHICTh BUKOPUCTAHOTO TyT Merony. Kpusi 1;2;3 puc. 16 HaBeneHo s
h/R, =2 rtakox ms koediuientis [Tyaccona v = 0,2;0,3;0,4 BixnosigHo.

N
Xo/h X;/h

1.0 1.0

0.8 3 2 i 0.8 4

0.6 0.6

0.4 0.4

0.2 0.2

< . - - . - .
< - ; ; 00 02 o4 o6 o8 10 12 Oy
0.0 0.4 0.2 0.3 O,

a) 0)
Puc. 1. Enropu po3no/iity BiIHOCHOTO OKPY’KHOTO HaIlPY>KEHHS B3JIOBK KOOPJIUHATH B TOYII
@ =0 KpyroBoro oTBOpy 3a TOBIIMHOIO

Ha puc. 2a HaBemeHi emiopH pO3MOALTY BIIHOCHOTO OKPYXXHOTO HalpyXeHHS
0, =0,,/P B3m0BX KOoOpauHaTH B Touli ¢ =0 3a ToBmMHOW. Kpusi 1, 2, 3 mobymosaui

JUIl KPyTrOBOTO OTBOPY (Rl =R, =1) ta koediuienty Ilyaccona v =0,3, ne h/R =15;3;5

BIAIIOBITHO.
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Ha puc. 20 HaBenmeHi emoopu po3MOAUTY BIJHOCHOTO OKPYKHOTO HAmpy>KEHHS
0, =0, /P B310BX KOOpAMHATH B Touli ¢ =0 3a TOBIIMHOK JUISI CIIIITUYHOTO OTBOPY Y

sumaaky h/R =1 (R1 = l). Kpusi 1;2;3;4 naBeneno mis R, =0,3;0,5;0,7;1 BignosigHo

X;/h
1.0 4

Xo/h

0.8

0.6

0.4 4

0.2

Puc. 2. Emtopu po3no/iry BiIHOCHOTO OKPY>XHOTO Halpy>KEHHsI B3JIOBK KOOPJAWHATH B TOYII
@ =0 3a TOBUIMHOIO JJIs €NTHYHOTO OTBOPY

Ha puc. 3 HaBeneHi emopH po3NOAUTY BiIHOCHOTO OKPYKHOTO HAampyKEHHS
0, =0, /P no kourypy enintuynoro otBopy 0<¢ <27 a miommui X,/h=1 y Bunamxy
h/R =15; 2,5 (Rl zl) Ha puc. 3a ta 30 BignmoBimHO. /[ OTpUMaHHS HOBUX YHCENbHI
pe3yabTaTIB Il OTBOPY 3 ENINTHUYHMM KOHTYpPOM BHKOPHUCTAaHO MaT€MaTHYHY MOJIEIb,
sanponioHoBany B [3,5]. Kpusi 1; 2; 3; 4 naBezmeni BignoBimHo mo R, =0,3;0,50,7;1. 3a
(GopMyr0 Ta 3HAYCHHSMH HAIPY)KCHb OTPUMAHO O4YiKyBaHi pe3ynabratv. Sk i B [3,5] s
OTBOPY KpyroBoi ¢opMu KpuBi 4 BHPOMKYIOTHCS B NpsMi, IO MiATBEPIKYEThCA 1
BUKOPHCTAHHSM QJITOPUTMY PO3B’S3KY 3a/1adi B psigax. TyT drcenbHi pe3yabTaTd OTPUMaHi 31
3HaveHHsM Koedimienta [lyaccona v =0,3.

G,

A 2

Puc. 3. Emtopu po3no/iiny BiIHOCHOTO OKPY>KHOTO HAalIPY>KEHHS 110 KOHTYPY €JIITHYHOIO
OTBOpY

BucHoBku. 3anponoHoBaHa MaTeMaTHMYHa MOJI€Jb PO3B’A3aHHS TPUBUMIPHUX CTATUYHHUX
KpailloBUX 3agay AJs IIapy 3 HACKPI3HHM OTBOPOM Ta KOB3HOMY 3allleMJIEHHI TOpPLIB, €
aJIeKBaTHOIO Ta €(QEKTUBHOIO. ANTrOpuTM J00pe MacmTaOyeThCcsl Ta HAJla€e MOKIMBICTh
e(eKTUBHOTO KEPYBaHHS PECYpCaMH.

Jlst mocTaBieHo1 3aa4i 3a pe3yiabTaTaMU YUCEITBHOTO JOCIIKEHHSI MOYKHA 3pOOHUTH
TaKi BUCHOBKH.

1. 31 30uUIbIIEHHSM TOBIIMHM MIAapy BiAOYBA€ThCSI 3pPOCTAHHSA  BIJHOCHOTO

HaIpPYKECHHS.
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2. Y pa3i KpyroBoro OTBOPY CIOCTEpIraeThCsl 3MEHIICHHS MAaKCUMYyMY BiJIHOCHOTO
OKPY>KHOTO HaIlpy>KE€HHsI BiJ] TOPIIIB Y TIIUOMHY Iapy.
3. 31 3meHmeHHsM R,  cHocTepiraeTbCst 3pOCTaHHS BiJHOCHOTO OKPYXHOTO

HaIPYKCHHS.
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MATHEMATICAL MODELING BY SERIES METHOD OF A THREE-
DIMENSIONAL BOUNDARY-VALUE PROBLEM FOR SKEW-SYMMETRIC
BENDING OF A LAYER WITH A CIRCULAR HOLE

B.E. Panchenko?., Yu.D. Kovalev?, L.M. Timoshenko®, G.O. Fesenko®*, M.V. Severyn®

L25Gtate University of Intellectual Technologies and Communications
1, Kuznechna Str., Odesa, 65023, Ukraine
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2, Zmienko Vsevolod Str., Odesa, 65082, Ukraine
Emails: pr-bob@ukr.net?, kovalev@ukr.net?, fesenko@onu.edu.ua®, n_severin@ukr.net®

A mixed problem of the theory of elasticity for an infinite layer with a hole-cavity along the height of the layer is
considered, when the conditions of smooth contact are given on the flat faces, and a load acts on the surface of
the hole. The unknown displacements arising in the layer are expanded into Fourier series and by the method of
separation of variables the system of equilibrium equations is reduced to a system of differential equations with
respect to unknown harmonics. Solutions are sought in the form of combinations of metaharmonic functions and
their derivatives. To determine these functions, a system of linear algebraic equations is obtained. The resulting
circumferential stress arising in the layer was analyzed depending on the layer material, the shape of the hole,
and the relationship between the hole radius and the layer height.

Keywords: three-dimensional boundary value problem, elastic layer, through hole, series method, numerical
experiment.
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NIJIBAIIEHHSA CTIMKOCTI CYYACHHUX BJOKOBHX IIIA®PIB 3A
JOIMTOMOI'OIO BUCOKOAKICHHUX S-BJIOKIB

B. B. Pagym

Hamionansuuii yHiBepcuTeT «O1echbKa MOITEXHIKA
1, llleBuyenka mp., Oneca, 65044, Ykpaina
Email: radush9860@gmail.com

3abe3nedeHHs BUCOKOTO PiBHS KpUNTOrpadivyHOI CTIHKOCTI Cy4aCHUX CUMETPUYHUX IN(PIiB
0e3mocepeIHLO 3aJICKUTh BiJl IKOCTI 3aCTOCOBAHUX Y HUX S-0J0KiB. TpamumiiHo aHami3 S-
0JI0KiB 0OMEKYETBCS anapaToM OyJeBUX (YHKIIH, OTHAK OCTaHHI IOCHIPKSHHS TOKa3yIOTh,
II0 B yMOBAax aTaKk Ha OCHOBI 0araToO3HAYHOI JIOTIKM OKpeMi CTaHAapTHI S-0JIOKH MOXYTh
JIEMOHCTPYBAaTH HEJIOCTATHIN piBeHb KpunTorpadivnoi criiikocti. [{e cTBOproe HeoOXiTHICTD
KOMIUIEKCHOT OIIIHKM TaKUX KPUIITOrpadiyHuX MPUMITHBIB AJIs 3a0€31eUeHHs 1X SKOCTI K y
OyneBoMy, Tak i B Oararo3HayHOMY ToJaHHi. [IpoBe/ieHa ekCcliepUMEeHTaIbHA OIliHKA SKOCTI
S-0JI0KiB, IIIO0 3aCTOCOBYIOTHCS B CYYaCHHUX CHMETPHIHHX OJIOKOBHX HIH(]pax, 3 aKIEHTOM
Ha TPaKTHYHY CQEKTHBHICTh IPH pearbHOMY MH(PYBaHHI Ta OLIHKY CTOXaCTHYHHX
BJIACTHBOCTEH KpPUNTOTpaMH. 3 METOI0 IOCHJICHHS KpUOTOrpadiuHUX XapaKTePHUCTHK
mmdpiB, 3aMICTh OpPUTIHANHHUX IIJCTAHOBOK OyIM BUKOPHCTaHI aBTOPCHKI S-OJOKH,
noOysoBaHI Ha OCHOBI HE/IBIWKOBHMX aiHHMX NEPETBOPEHb, SIKi JIEMOHCTPYIOTh BHCOKI
Kpuntorpadiydi BIACTHBOCTI MNpPU INPEICTAaBICHHI sSK OyleBUMH (YHKLISIMH, TaK i
(byHKIIsIMA OaraTo3HavHOI JIOTiKM. MeTouKa BKIIIOYaa JBa B3a€MOJIOTIOBHIOIOUNX €TaIlN:
PO3paxyHOK KJIFOUOBHX METPHK SKOCTI S-OJIOKiB — HENiHIHHOCTI, BUKOHAHHSI CYBOPOIO
naBuHHOTO Kputepito (SAC), kpurepito HezanexHocti 6itiB (BIC), fiMmoBipHOCTI MiHifHOT
(LAP) 1 nmudepenuiansaoi (DAP) anpokcumanii; npakTtudHy BepH(iKaIlio NIUIIXOM
mmdpyBaHHS iHQOpPMALifHUX MacHWBiB MOAW(IKOBAaHMMH IMHU(PPaMH Ta IOAATBIIOTO
CTaTHCTHYHOTO aHANI3Yy BUXITHUAX KpurrorpaM 3a gonomororo NIST-tecri. ocmimkeHHS
oxommwio kpunroanroputMu AES, Camellia, Kalyna, SM4 i ARIA. Po3paxyHkosi
MOKa3HUKK Pa3oM 31 CTOXAaCTHYHOIO IEPEBIPKOIO IOKa3aiH, IO S-OJIOKM Ha OCHOBI
YeTBIpKOBHX a(piHHUX MEPETBOPECHD 3a0e3METYIOTh MiIBUIICHY 30aTaHCOBAHICTB 1 CTIHKICTB.
VY GinmpmrocTi BUMaAKiB MOIU(piKOBaHI Bepcii MUPiB BUNEPEIIA OPUTIHAIH 33 KUTBKICTIO
npoiinenux NIST-tecriB (3okpema AES, ARIA, SM4, Camellia), mo cBiguuth mpo
MOCHJICHHSI BHIQJKOBOCTI Ta KPUITOCTIMKOCTI BHXIJHHX MOCHiIOBHOCTEH. BaxiuBo
MIIKPECIUTH EKCIIEpUMEHTAJIbHUI XapakTep poOOTH: IIpOBEJEHA MOpPIBHSUIbHA Ta
NpakTHYHa 1epeBipka S-0oKiB Ha OCHOBI adiHHUX nepeTBopeHb. OTpUMaHi 1aHi BKa3ylTh
Ha MePCIEeKTHUBHICTD MOAANBIIOT IHTerpanii TaAKUX IPUMITHBIB y IPOTOKOJIH 3B 513Ky, 3aXHCT
l0T-prcTpoiB, XMapHi cepBicH Ta KPUTHIHY iIHYPACTPYKTYPY, J€ BUMOTH JI0 BHITaJKOBOCTI
Ta CTIHKOCTiI 0cOOIMBO BHCOKI. [lo€THAHHS TEOPETUIHUX KPUTEPIiB IKOCTI Ta MPaKTHIHOI
NIepeBIpKM KPHUIITOIPaM JIO3BOJISIE TOBOPUTH TPO HAAIHHY METOAOJOTIUHY Oasy Juist
MPUHHATTS PillIeHb MIOA0 BIPOBAKCHHS TAKUX S-OJIOKIB y peaibHi CHCTEMH.

KarouoBi caoBa: kpunrorpadiuni npumiteBm; Oi0koBI mmdpu; S-Onmokw; adiHHI
MIEPETBOPEHHS; 0araTo3HAYHA JIOTiKa; HENiHiHICTE; naBuHHMA KpuTepiit; NIST Statistical
Test Suite; kpunToaHai3; BUMAAKOBICTh KPUITOTPaM.

Beryn Ta moctaHoBka npodaemu. Llndposi TexHOIOTIT CHOTOIHI € HEBiJ]’€MHOIO CKJIaI0BOIO
CYYJacHOTO CYCIIUTLCTBA, OCKIIKA BUKOPUCTaHHS KOMIT IOTEPHUX CHCTEM Ta Mepexi [HTepHeT
nepeTBopuiIocs 3 (haKyJIbTaTUBHOT MOKJIMBOCTI Ha 000B’SI3KOBY YMOBY €()eKTHBHOI JisUTBHOCTI
y Oinpmiocti cdep. 3HauHA YACTUHA IIOJIEHHUX MPOIECiB — BiJ MpodeciiiHol AISIBHOCTI 10
noOyTOBUX 3aBJaHb — TICHO IHTErpoBaHa 3 LHU(POBUM cepeloBHILEM. Y pe3yibTari,
nepeBakHa OUIbLIICTh 1HGOpMaIi y CBITI iICHYe y LHU(pPOBOMY BHUIIIAL, IO 3abe3nedye
MOYJIMBICTB 11 JOBFOTpUBAIOro 30epiranus, MacmtabHoi 0OpoOKH Ta onepaTUBHOI Nepeaadi y
rJ100aNbHUX MacIITabax.

Bopnouac i3 6e33anepeyHuMu nepeBaramu Hu¢poBizallii MOCTalOTh 1 CYTTEBI BUKIHKH,
NoB’s13aHi 3 iHpopMaIlliitHoo Oe3nexoro. [lepconanbH1 1aHi, 10 HUPKYIIOIOTH Y KibepnpocTopi,
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MOXYTh CTaTH 00’€KTOM HECAHKIIIOHOBAHOTO JIOCTYITY, BUKpPAJCHHS UM 3JI0BXKHBAHHA 3 OOKY
3IOBMHUCHHKIB. Taki 3arpo3W akTyami3yloThb HEOOXIIHICTh PO3POOJICHHSI Ta BIPOBAKEHHS
e(eKTUBHUX MEXaHi3MiB 3axucTy iH(popmarii. Came UM 3aBIaHHSIM MMOKJIMKAHI BiMOBIIaTH
Kpunrorpadiyai METoIM Ta KOMILIEKCHI 3aco0u MepexeBoi oe3meku [1].

Kpunrorpadist — 11e HaykoBa TUCIMILIIHA, 110 BUBYA€ METOIU Ta 3aCOO0U IIEPETBOPEHHS
iHpopmMmarii 3 Meroro 3abe3nedyeHHS 11 KOHQIASHIIMHOCTI, IUTICHOCTI, aBTEHTHUYHOCTI Ta
HeBiqMOBHOCTI. OCHOBHUM 3aBIaHHSAM kpunrorpadii € Tpancopmarlisi BIAKPHUTOTO
(unTabenpbHOT0) TeKCTY y 3amudpoBaHuil (IUPPOTEKCT) TAKUM YHHOM, 11100 0€3 BIAMOBIAHUX
KpUNTOrpadiuHUX PEKBI3UTIB BiJHOBIEHHS MOYATKOBUX JaHUX Oyino HeMmoxuuBuM. [lpu
IIbOMY 3a HAasABHOCTI KJIFOYa YM 1HINOI CeKpeTHoi iHdopmMarii mepemadaueHa MOMKIUBICTh
BUKOHATH 3BOPOTHE MEPETBOPEHHS — BITHOBJICHHS OPUTIHAIBHOTO MTOBIIOMIICHHS.

VYci cyuacHi kpunTorpadidHi arOPUTMHA YMOBHO MTOAUISIIOTHCS Ha JB1 PyHIaMEHTAJIbHI
KaTeropii — CHMETpHUHY Ta aCUMETPUYHY Kpuntorpadito. CHMETpU4HI METOJIH, y CBOIO YEpry,
OXOIUTIOIOTh KIJIbKa MIJATHITIB: OJOKOBI MUGPH, MOTOKOBI mudpu Ta KpunTorpadiyHi Te-
byHkit [2].

Opnak, He3aJIeXKHO BiJl PIBHS CKJIATHOCTI KpUNTOrpaiuHOTO aNropuTMy, HOro OCHOBY
CTaHOBJIATH JIBi yHIaMEHTAIIbHI ONepallii — MmiCTaHOBKa Ta epecTaHOBKa. BoHu Bijomi mie 3
4aciB KJI1acu4Hoi kpunrorpadii, oguak came Kion IlleHHOH HaziaB iM Cy4acHOT0 TEOPETUYHOTO
OOI'pYyHTYBaHHS, BU3HAUYMBIIH iX SIK KITFOUOBI MEXaHI3MH JUIs AOCSATHEHHs KOH(DY3i1 Ta qudys3ii
y kpuntocucremax. IlizcraHoBka Mae (pakTMYHO BUPILIAIBHY POJb Mai)ke B yCIX CYy4aCHHUX
KpUNTOrpadgiuHuX alropuTMax, TaKuX K, HampuKiIaa, BusHanui cranaapt AES. JlocsraeTbes
I Omepallis 3a JOTIOMOT'OK) BHUKOPHCTAHHS BIAMOBIAHUX KPUNTOTpa(iuHUX NPUMITHBIB —
OJIOKIB IIJCTAHOBKH, IO HA3MBAIOTHCS S-010KamMu. S-0JI0K — Iie 0a30BMil HeMIHIAHMI
KOMIIOHEHT KPUNTOrpaiuHUX aIroOpUTMIB, L0 peallizye BiIOOpaKeHHS eEeMEHTIB BX1JIHOTO
andasiTy y BUXigHuil angagir. Moro ocHoBHOIO (yHKIieK0 € 3a6e3neuenns KoH(Y3ii, TO6TO
YCKJIaJHEHHSI 3B’A3KYy MK KIIOYeM 1 IHU(POTEKCTOM, IO 3HAYHO MiJABHUIIYE CTIMKICTh
KPUITOCUCTEMH JI0 KpUNTOAHATITHYHUX arak [3]. OueBHAHO, IO SKICTh KPUNTOTpaiuHUX
MPUMITHBIB 0€3MOCepeIHhO BU3HAYAE CTIMKICTh Ta €()EKTUBHICTh YChOT'O KPUITOAITOPUTMY,
SAKUW 1X 3aCTOCOBYE. 30KpemMa, YUM BHUIIUN pPIBEHb peai3oBaHUX y S-Oiyori xkoHQy3ii Ta
Iudy3ii, TAM BUIIOK0 Oyzae KpunrorpadiuHa sSKicTh 1 HaliiHICTh aJrOpUTMY 3arajioM.

Jj OIIHKYM BIacTUBOCTEH S-0J0KIB BUKOPUCTOBYIOTh HACTYIHI METPHUKHU:

1. Bixcrans HETIHIHHOCTI.

2. Kpwurepiit nesanexnocti 6itis (BIC).

3. BianoBigHicTh cyBOpoMY JIaBUHHOMY KpuTtepito (SAC).

4. CtaTuCTUYHA HE3aJEeXKHICTh BUXOAY S-OJOKYy NIJCTAaHOBKM BIJlT HOro BXOIY
(KopensuiitHui iMyHITeT).

5. VIMoBipHicTsb niniitHoi anpoxcumartii (LAP).

6. VMosipHicTs aubepenmiansuoi anpokcumaii (DAP).

BapTo 3a3HaunTH, 1110 OILIHKA SKOCTI S-OJOKIB y OUIBIIOCTI BUMAJKIB 311HCHIOETHCS
BUKJIIOYHO B MeXKax amapary OyieBHX (YyHKIIH, iIrHOpYIOUM ajJbTepHATHBHI MIAXOIU 10 iX
nojaHHsA. BopHowac icHye HeHy/nbOBa WMOBIPHICTH aTak, 110 Oa3ylOThCsl Ha amapari
0araTo3Ha4yHOI JIOTIKM, y MeXax SKUX KpunrorpadiyHi BIAaCTUBOCTI 0OpaHOro S-0JI0KYy
MOXXYTbh BHSIBUTHUCS 1CTOTHO CJIa0Iumu [4].

CporonHi BiloMO Oarato MiIXOIB 1O CHHTE3Y BHUCOKOSKICHHX S-OJIOKIB, 30KpeMa
aBTOPCHKI METOJIM, TMPEACTaBICHI Yy BIAMOBIAHMX nHociipkeHHsX. [loOymoBaHi 3a mUMH
MeTOaMu  S-OJIOKM JIeMOHCTPYIOTh BHMCOKHH pIBEHb BIAMOBIAHOCTI (OpMaIi30OBaHUM
METpPHUKaM, 110 BUKOPUCTOBYIOTHCS [UIS OI[IHIOBAaHHS KPUNTOTpadiyHUX BIACTUBOCTEH, TAKUX
SIK HeMHIWHICTD, CTIMKICTD 710 AU epeHIiaTbHOr0 Ta JIIHIHHOTO KPUIITOAHANI3Y TOIIO.

Pa3zoM 13 TuM, 3aMuIIa€ThCA BIAKPUTUM MUTAHHS MPAKTHUYHOI €(PEeKTUBHOCTI TaKUX S-
OJIOKIB y CKJIaZl KOHKPETHMX KpHunTorpadiuHux aiaroputmis. [lompu BHCOKI TeopeTHuHI
MOKa3HUWKM, iXHS peajbHa TMOBEAIHKa B KOMOIHaIili 3 IHIIUMU KpUOTOrpadiuHUMHU
OPUMITHBAMH MOXE CYTTEBO BIJIPI3HATHCA. Y HayKOBIi JIiTepaTypi s MpodiieMa BUCBITIIEHA
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HEIOCTaTHBO, IO AaKTyalli3ye HEOOXiTHICTh NOJANBIIMX JOCTIKEHb, CIPSIMOBAaHHX Ha
BUBYCHHSI BIIACTUBOCTEH CHHTE30BaHUX S-OJIOKIB Y MPAKTHYHUX KPUIITOCHCTEMAX.

Memoro 1€l poOoTH € TocTiKeHHsT e()eKTUBHOCTI 3aMiHU CTaHAAPTHUX S-OJIOKIB Ha
CHUHTE30BaH1 S-OJIOKM 3 MIABUIIEHUMH KPUIITOTpadiuHUMH XapaKTEPUCTHKAMH, a TaKOXK
OLIIHKA BIUTMBY TaKUX 3aMiH Ha 3arajbHy CTIHKICTh Ta SKICTh KpUNTOrpadiYHUX aJrOPUTMIB.
Metoau ominku. SIk Oyno 3a3HaueHO paHiiie, piBeHb KOH(DY3ii Ta nudysii O0e3mocepeaHbO
3aJICKUTh BiJl XapaKTEPUCTHK KPUOTOrpadiqHOr0 MPUMITHBY, LIO0 BXOAUTH 1O CKIAIY
KOHKPETHOTO aJITOPUTMY. S-O0JIOK PO3TIISIAETHCS SIK OJMH i3 KIIFOUOBHX €JIEMEHTIB Cy4acHUX
KpUNTOrpadiuHUX CHUCTEM, OCKUIBKH caMe 3aBASKH HoMy 3a0e3nedyeTbes CTIHKICTh
QITOPUTMIB JI0 KPUINTOAHATITHYHMX aTaK, 30KpeMa JiHIHHOTO, JudepeHIifHoro Ta
KOpEIAIIHHOTO aHamizy. TakuM 4YWHOM, TIONIyK Ta CHHTE3 BHCOKOSKICHUX S-OJIOKiB
3QIIMIIAETHCS OJTHIEIO 3 IEHTPAIBHUX 33/1a4 y TOCHIDKEHHSIX KpUNITOTpadigHUX MPUMITHBIB.

[Ilo6 S-6mok BBaxaBCs KpUNTOTpadiuHO SKICHUM, BiH MAa€ BIAMOBIATH PALY
HaBEJICHUX paHime KputepiiB. LI kputepii omepyrTh AEKOMIO3UIliE€0 S-OJOKYy Ha
xomnoHeHTHi OymeBi ¢ynkuii S={f},1=12,.,k, ne Kk — BimoOpaxkae KiIbKiCTh

BXOJiB/BuxomiB S-0soky. Ilicis posxmamanHs S-05I0Ky Ha KOMIIOHEHTHI OyieBi (yHKii
BiJI0YBa€THCS MOT0 OI[iHKA BIMOBIIHO 10 KOKHOTO ILILOBOTO KPUTEPIIO.

HeuinilinicTs. Bifgcranp HEMHIMHOCTI — 1€ KIIFOUYOBE MOHATTS, 1[0 BU3HAYAETHCS Y YACOBIN
obracTti Sk MiHIMallbHa BijcTaHb ['eMMiHra Mi>k KOMIIOHEHTHUMHU OyleBUMHU (QYHKLISIMH S-
0J10Ka Ta BCiMa KOJOBUMH CIOBaMH a(h)iHHOTO KOAY 1 OIHCYETHCS PIBHAHHSIM

Ng =min{dist(f,,p,)}, i=1..k, j=1..2"", 1)
ne f,— 1-ta xommoneHTHa OyneBa QyHKIIs;

¢~ KOJIOBE CJIOBO a(1HHOTO KOJY;

dist(e) — omeparop 3HaxoKeHHs BijgcTaHi ['eMMiHra.

Takox, icHye anbTepHATUBHUI BapiaHT OLIHKU 32 IOTIOMOT'OI0 MIEpEeTBOPEHHS Y ollia-
Antlamapa, 1110 BU3HAYA€ETHCS SIK

b )

ne [\N ((1))| — BEKTOp TpaHc(HOpMaHT mepeTBopeHHst Yonmra-Agamapa OyneBoi ¢pyHkiii f,, mo

1 1
N, =2 —Emax{[\N(w)

BU3HAYAETHCS SIK JOOYTOK TaONHUII ICTUHHOCTI, MIPEJCTAaBICHOI B €KCIIOHEHLINHIN Gopmi Ta
Matpuil Youma-Agamapa

W =FA, (3)
IS ManI/H_[ﬂ AN Hpe,[[CTaBJIeHa SIK
H,. H.
Av=IW, -H,, [ A=L ()
2k71 2k71

HeniniiiHicTh BChOro S-010Kka BU3HAYAETHCS 32 HAHMEHIIUM BU3HAYEHUM 3HAYCHHSIM
HETiHIHHOCTI cepel yciX KOMIOHEHTHUX OyneBux ¢yHKmii S-Omoka Ng =min{N, }. Lleit
1 1
NPUHLIMII € JIHCHUM K Ipu oOpaxyHKax B 4acoBidi oOmacti (1), Tak 1 3a JOIOMOTOIO
nepeTBopeHHs Yonma-Anamapa (2) [5].
CysBopuii 1apunnnii kputepiii (SAC). Jlanuii kpuTepiid OIIHIOBaHHS 3aCHOBAHUM HA OIIIHII
KpUTEpis TOUIMPEHHA MOMMIKU [6]. s #Horo OLIHKKM aHali3yIOThCS MIHIMalIbHI Ta
MaKCHMaJlbH1 3HaYEeHHS Bar MOX1AHUX KOMIIOHEHTHUX OyieBuX (QyHKIIN
D, f(xX)=f(x)® f(x®u), (5)
3a ycimMa HampsMkamu VU e€V,,wt(u) =1, ne V, — niHiliHKI BEKTOPHUII MPOCTIp BEKTOPIB
nosxuan K, a wt() — 1e omeparop 3HaxopkeHHs Baru ['emminra. [y Toro, o6 JaBUHHI
BJIACTUBOCTI OYJIM MaKCUMaJIbHUMH, yC1 MOX1HI MatoTh OyTH 30alaHCOBaHUMHU, TOOTO TX Bara
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mae nopiBaioBatu N/2, 110 B cBOIO 4epry 3abe3neuye BiporiaHiCTh 3MiHM BUXOJY IIPH 3MiHi

Oynb-sikoro BXoy piBHOMO 0.5.
Kpurepiii He3anexnocri 6iti (BIC). Bixnosinae 3a omiHKy KOpesIii Mi>k KOMIIOHCHTHUMH
OyneBUMH QYHKIIIMH S-0JI0KY. YMOBOIO BUKOHAHHS € HACTYITHE TBEPKCHHS.

Teepoorcenns 1. Skmo nis 1BOX OyIb-IKUX B3STUX KOMIIOHEHTHHX OyJIeBUX (DYHKIIiH

f, Ta f,, ne a=b,1<a,b<k noBa ¢ynkuis f,® f, mo Oyma yrBopena ixHboIO

a
CYIEPIO3UINIEI0, MA€ BUCOKY HETIHIHHICTh Ta 33JI0BOJIBHSIE CYPOBOMY JITABUHHOMY KPUTEPIIO,
TO S-0JI0K, 10 CKJIay AKOoro BXoaaTh 1i ¢pyHkuii f, Ta f,, BBaxaeTbcs TakuM, 10 BiJmoBinae

KPUTEPII0 HE3aIEKHOCTI OITIB.

Tob6to, anst Toro, mob mel Kpurepii BUKOHYBaBCS, KOMIIOHEHTHI OyneBi (yHKIiT

MaroTh OyTH HE3JISKHUMH OJTHA BiJl OJTHOT1, 1[0 TAPAHTYE, 110 TIPH 3MiHI OJTHOTO BX1IHOTO OiTa,
y BUXiIHUX OiTax BiAOyBalOThCsS MaKCUMaJIbHO HerependoayyBaHi 3MiHu [7].
NmogipHicTs Jiniiinoi anpoxcumanii (LAP) — e kputepiii, 110 XapakTepu3ye HMOBIPHICTb
JiHIAHOTO HAONMXKEHHS BHUXOJIB S-0JIOKY 10 3aJaHUX KOMOiHamii Horo BxomiB. [HmmMu
cnoBamu, LAP Bu3Hauae, HACKIJIbKHU JIETKO BUXOU S-0J0KY MOXHA Mepe10aunTy 3a JiHIHHOI0
KoMmOiHariero BxoAiB. Ynm cnaOkimmii S-05ok, TuM BummM Oyne 3HaueHHS LAP, i TuMm
Bpa3JIMBINIO OyJe KOHCTPYKIIIO A0 aTak JiHiiHOro Kpuntoanamizy. Jus obuucinenns LAP
BUKOPUCTOBYETHCS hopmyria

max (4{x| 0 < x < 2, @ x[s]r[s] = D S (X)L BY - 2"
LPS _ apz0 s=1 > t=1 , (6)

Ie o, f — BXiJHA TH BUXI1JHA TIOCIIIOBHOCTI, BIAMOBIIHO, [S]— MO3HaYa€e BUIUICHHS S-TO 0iTa,

a CHMBOJI ® TT03HAYae JIOTiuHy onepairo «I» («<ANDy) [8].
HmogipuicTs audepenmiaabnoi anpoxcumanii (DAP) omniHioe #MOBipHiCTH TOTO, IO
3amanuii BXiMHUN audepentian S-010Ky mpu3Bee 10 KOHKPETHOTO BUXIAHOTO AUQEpeHIIiany
MPOTATOM BU3HAYEHOI KUTBKOCTI payHiB. J{is i oOuncaeHHs 311HCHIOETHCS MOBHUH mepedip
yCIX MOXJIMBUX KOMOIHAIA BXIIHHUX 1 BUXIIHUX AU(EpeHIiaiiB sl 3aJaH0l KUIBKOCTI
payHniB. IlinpaxoByrOTbCS BHIAJKU TMOSBU KOXHOTO BHUXIJHOro audepenuiany, a DAP
BU3HAYAETHCS K BIJHOIICHHS KITHKOCTI BHUIMAJKIB 0a)XaHOTO BUXITHOTO AudeEpeHIiany 10
3arajibHO{ KUTbKOCTI IEPEBIPEHUX Map BX1IHUX/BUXIHUX 3HAYEHb.

Uum Hmwxkue 3HaueHHs DAP, tum Ounbin cTifikum € S-010K 710 AudepeHIliaTbHOTo
kpuntoanamnizy. DAP o0uucnioeTbes 3a HaCTYIMHOIO (HOPMYIIOIO

KuOV, |S(u)E S(UE Du)= DV}
2k

ne Du ta DV — ue BxigHi i BuxigHi audepeHiiand, BiAnoBiaHO.

Kopeasiniiina He3aJieskHICTh BXiZHMX i BUXiTHUX BeKTOpiB S-0J10Ky. [l OLIHKK JaHOTO

KPUTEPII0 BUKOPHUCTOBYETHCS MaKCHMaJIbHE 3HAUEHHS Cepesl MOAYIIB KOe(IIIEHTIB KOPEALiT

DP(Du,Dv) = : (7

max{‘ri J‘} KopeJsiiitnol Matpuiii R :Hri jl[> O BH3HAYae CTYIIHb JIHIAHOTO 3B’3KYy MK

BUXIJHMM BEKTOPOM Y Ta BXiIHMM BEKTOPOM X. IIpu 1IbOMY €NeMEHTH [ ; KOpENALiiHOI

MaTpuili R BH3HaYarOTHCS 5K
N

Z (Xm,i @ ym,j)
r.o=1-md 1, ]=0,...,k-1, 8
v N/2 . ®)
Hwxui mokazHUKH Max {‘I’, i ‘} Bi10OpakaroTh BUILUI PiBEHb KPUITOrpadiuyHOi SIKOCTI

S-6moky [10].

IMonanns S-0ji0ka y Burasai gpynkuid 0ararosnadnoi Joriku. Sk 3a3Havanocs
paHilie, HaBiTh 3a BHUCOKHUX IIOKa3HUKIB SKOCTI S-0JO0Ky Yy KJIAaCHYHOMY OyJIeBOMY
IpeJICTaBICHHI MOXJINBI BUMAJIKU, KOJIM MPU PO3IIISAL TOTO K S-OJOKY y BUIIIAII (-3HA4YHOL
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JIOTiKH Horo KpunTorpadiuHi XapaKTepUCTUKH 3HAUYHO 3HIKYIOTHCS, 1HO/II Ha KiJTbKa IMOPSIJIKIB.
VY Takux ymMoBax S-OJIOK 3aJIMIIAETHCS BPA3IUBUM 10 KPUINITOAHATI3y, IO 0a3yeThcs Ha
MaTeMaTHYHOMY araparti g-JIOTiKH.

Busnauenns 1. ®yHkiis (-3Ha4HOI JIOTiKK BiJ K 3MIHHUX — 1€ BiJI0OpakeHHS BHILY

012,..,9-1" -{012,..,q-1}. (9)

OyHKI1ii 6araTo3HavyHO1 JIOTIKK € OUIBII 3araIbHUMH MaTeMaTUYHUMH 00’ €KTaMH H1XK
Oynesi ¢pyHkii. Hampuknaz, Ko mo3HauyuTy ( = 2, To To/1 Buznauenns 1 ctac BU3HAYCHHAM
OyneBoi (yHKIIII.

Takum uuHOM, Hampukiaan, S-6imoku 3 4 Bxomamu, goBxuHu N =16 MoxyTs OyTH
NpeJICTaBJICHI YOTHPMa KOMIIOHEHTHUMHU OyJaeBUMH (YHKIIsIMUA a00 ABOMAa KOMIOHEHTHHUMHU
4-¢pyukiisvu (Tabm. 1).

Taomauns 1.
[IpencraBnenns S-6JI0Ky y BUTJISAI KOMIIOHEHTHUX OYyJIeBUX Ta 4-(QyHKIIIH
2 14 13 11 |15 12 |6 10 |5 9 3

O

N
=

N
W

o
o

—h—h—hB—h—h—h
R lo|lo|lrRr|lo|lo|s
= R
o|Nv| o|lo|R|o
w|N|[Rkr|Rkr|[R,|O
o|lr|lo|lo|o|r |~
WlkRr|kr|kRr|oOo|r
N o|lr|lo|lo|o|m®
N W[k |Oo|k|kFk
Wlw|lkr|kr|Fk|F
w|lo|lr|rkr|o|o
L= =)
N[N |FR|O|R|O
L= =
N|kRr|Rkr|o|lo|r
o|lw|lo|o|r|r
o|lo|lo|lo|lo|lo|o

Sxmo x Opatu A0 yBard S-0i0KM OUTBII TPAKTHYHOI JOBXKUHU 256, 110
BUKOPUCTOBYETBCS B 0ararboX Cy4YaCHHX KPHUIITOAITOPUTMAX, TO BOHH MOXYTh OyTH
MpEJCTaBICHI 3a JONOMOTOI0 BOCBMH KOMIIOHEHTHUX OyneBUX (QYHKIIH, YOTUPHOX
KOMITOHEHTHUX 4-(pyHKIIi# a00 >k ABOX KOMIOHEHTHHX 16-(ynkmiii [11].

Takox y po6ori [11] npeacraBieHo MaTeMaTHYHKN anapat it oourciaenHs SAC ast
g-pyHKITIH.

Busnauennss 2. Baroiwo @(U) (-3HQYHOTO BEKTOPY HA3MBAE€ThbCS YHUCIO HOTO

HEHYJIbOBUX KOMITOHEHT.
Busnauenns 3. lloxigna pynkuii f 3a HampssMKoM BekTopy U — 1€ pyHKIIIsS

D, f(x)=f(x®u)— f(x) (modq), (10)
q
ne © o3Havae q07aBaHHs 32 MOAYJIEM (.
q

Busnauenns 4. ®yHkuis q-3Ha4HOi Joriku f(X) 3a710BOJIbHSE KPUTEPIIO MOLIMPEHHS
noMuwikn PC(u) mopo BekTopy U €V, , SKIIo i1 MOXiJHA Y HANpsMKy U € 30aJaHCOBaHOIO

dyHKII€I0, TOOTO 0,1..,-1 npuiiMaroTbcss 3  OJHAKOBHMH  WMOBIPHOCTSIMH

p(D, f (x) =i(modq)) :% mns Beix i =0,1,...,q—1. Inmmmu cnosamu, K® =K' =...= K", ne

K' — kinbkicTh HaGOpiB 3MIHHMX 3HAYEHB, /I AKUX TI0XigHA HAaOyBae 3HaYeHHs i. DyHKis (-
3HayHOi Joriku f(X) 3amoBonbHsE KpuTepito nmomupeHHs PC(m) cremeHio M, sKIIO BOHA

3aJI0BOJIbHAE KpuTepito momupeHHs PC(U) mo BiTHOIIEHHIO J0 BCiX BEKTOpiB U Baru
1<w(u)<m.

Busnauenns 5. ®@yHkuis (-3Hauydoi noriku f(X) 3agoBombHsie SAC, sSKI0 BOHA
3a710BOJIbHSIE KpuTepito nomupenHs PC (1) crenenio 1.

Metoa cuHTe3y BUCOKOSIKICHUX S-0J10KiB HA OCHOBI He/IBilikKOBUX a)iHHUX NepeTBOPEHb.
Ha cproroani koHcTpykuist HiGepr € o/iHi€I0 3 HAMMOMUPEHIIMX Y TPaKTU4HIA KpunTorpadii.
BoHa BUKOpHUCTOBY€ETHCS y CKIIa/Il HIMPOKO BigoMoro kpunroairoputmy AES 1 Bii3HauaeThCs
BHCOKOIO 30aJJaHCOBAHICTIO LIOJI0 OCHOBHMUX KpUTEPiiB KpUNTOrpadiuyHOi SKOCTI, TAKUX SIK
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HENHIAHICTD, CTIHKICTh 10 AU(EpeHIalIbHOTO Ta JIIHIHHOTO KpPUIITOAHANI3Y, a TaKOX
3MaTHICTh 3a0e3neuyBaTd e(PEeKTHBHY peamizamiro KoH(y3ii Ta nudysii. 3aBasgku UM
XapakTepucTukaMm S-010ku KoHCTpyKuii HiGepr 3abe3neuyroTh HaaidHUI piBeHb Oe3neku
CyYaCHHUX CUMETPUYHHUX MIUPIB.
S-0710Kk TeHepyeTbcs 3a JOMOMOTOK OOYHCICHHS MYJIbTHILTIKATUBHO 3BOPOTHOI
BEJIMYMHM B CKiHueHHOMY ot [amya GF(28)
y, =% 'modd(2,G(x)), G(x) = x> +x* + x>+ x+1, (11)
IIPU IbOMY MPUHHATO, 110 () CIIBCTABISIETHCS caM 3 co0010. Y Tabi. 2 MU HaBOJIUMO S-OJIOK,
noOynoBanuit Ha ocHOBI (11).
Taboauus 2.
MyIbTHILTIKATHBHA iHBepcis A ycix 8-6itHux yncen y GF(28)
0 1 2 3 4 5 6 7 8 9 A B C D E F
0 1 141 | 246 | 203 | 82 | 123 | 209 | 232 | 79 | 41 | 192 | 176 | 225 | 229 | 199
116 | 180 | 170 | 75 | 153 | 43 | 96 | 95 | 88 | 63 | 253 | 204 | 255 | 64 | 238 | 178
58 | 110 | 90 | 241 | 85 77 | 168 | 201 | 193 | 10 | 152 | 21 | 48 68 | 162 | 194
44 | 69 | 146 | 108 | 243 | 57 | 102 | 66 | 242 | 53 | 32 | 111 | 119 | 187 | 89 | 25
29 | 254 | 55 | 103 | 45 | 49 | 245|105 | 167 | 100 | 171 | 19 | 84 | 37 | 233 | 9
237 | 92 5 202 | 76 | 36 | 135|191 | 24 | 62 | 34 | 240 | 81 | 236 | 97 | 23
22 94 | 175 | 211 | 73 | 166 | 54 67 | 244 | 71 | 145 | 223 | 51 | 147 | 33 59
121 | 183 | 151 | 133 | 16 | 181 | 186 | 60 | 182 | 112 | 208 | 6 161 | 250 | 129 | 130
131 | 126 | 127 | 128 | 150 | 115 | 190 | 86 | 155 | 158 | 149 | 217 | 247 2 185 | 164
222 | 106 | 50 | 109 | 216 | 138 | 132 | 114 | 42 | 20 | 159 | 136 | 249 | 220 | 137 | 154
251 | 124 | 46 | 195 | 143 | 184 | 101 | 72 | 38 | 200 | 18 | 74 | 206 | 231 | 210 | 98
12 | 224 | 31 | 239 | 17 | 117 | 120 | 113 | 165 | 142 | 118 | 61 | 189 | 188 | 134 | 87
11 | 40 | 47 | 163 | 218 | 212 | 228 | 15 | 169 | 39 | 83 4 27 | 252 | 172 | 230
122 7 174 | 99 | 197 | 219 | 226 | 234 | 148 | 139 | 196 | 213 | 157 | 248 | 144 | 107
177 | 13 | 214 | 235 | 198 | 14 | 207 | 173 | 8 78 | 215 | 227 | 93 80 | 30 | 179
91 | 35 | 56 | 52 | 104 | 70 3 | 140 | 221 | 156 | 125 | 160 | 205 | 26 | 65 | 28

TMO0|m|>|lo|o|Nlo|v|dw|N|-| o

[Ticis o6uucneHHs] MyJIBTUTLUTIKATUBHOT iHBEPCIi CTa€ MOXKJIMBUM BHKOHATH HACTYITHY
TpaHcopMariro, nepeadaueny koHcTpykuieto Hibepr — aiiikose adinHe neperBopeHHs. Llei
eTan € KJIYOBUM JUIsl GopMyBaHHS HEOOX1IHUX KPUOTOrpadiyHUX BIIACTUBOCTEH S-OJIOKY,
30KpemMa 3a0e3neueHHs! CTIHKOCTI 10 Au(epeHIiaIbHOTO Ta JIIHIHOrO aHai3y

S,=Ry,+Cmod?2, (12)

ne R — marpuis agiHHOTO epeTBOPEHH,
C — BEeKTOP-KOHCTAHTAa,
Si — BuxinHi 3HaueHHs 010Ky AES.
Aunroput™ AES niporionye HacTynHy Matpuilio R i Bektop-koHctauty C

10001111 1
11000111 1
11100011 0 (13)
R/t ll 10001 o]
11111000 0
01111100 1
00111110 1
00011111 0

Y pobGoti [12] 3amponoHOBaHO HOBHMH MiAXiA 10 MOOYAOBH KpUNTOTpadidHUX
OPUMITHBIB, LI0 TPYHTYEThCS Ha BHUKOPUCTaHHI aQiHHUX MEPEeTBOPEHb Yy MPOCTOpi
Oarato3HayHoi Jioriku. Ha BiAMiHY BiJ KJIaCHYHOTO OiHApPHOTO MiIXOJY, 3aCTOCYBaHHS (-
(GYHKIIA T03BOJISIE OTPUMATH PO3IMIUPEHE MPEACTABICHHS S-0JI0KIB Ta chopMyBaTH MIUPOKHIA
KJac IXHix Moaudikamiid. 3ampornoHOBaHUN METO] 3a0e3neuye CUHTEe3 S-0JI0OKIB BUIIOT SKOCTI,
K1 IMOHCTPYIOTh IOKpAIlleHi KpUnTorpadiuHi XapaKTepUCTUKH Ta IMiIBUIIEHY CTIHKICTh 710
THIAHUX, AddepeHIiabHUX 1 KOpeNsUIMHUX arak, 110 Oe3lnocepeHbO  CHpUse
B/JIOCKOHAJICHHIO CYYaCHUX CUMETPUYHUX IIU(PIB.
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VY noennanni 3 S-6imokamu [13], siKi 3aJOBOJNBHSAIOTE YMOBaM CYBOPOT'O JIABUHHOTO
kpurtepito (SAC) sk It KOMIOHEHTHHUX OyaeBHX (YHKINH, Tak i s 4-QyHKIIH, 19 cxema
JI03BOJISIE CTBOPIOBATH S-OJIOKH, 10 XapaKTEPU3YIOTHCSI BUCOKOIO KPUITOTPa(iuHOO SKICTIO.
3riAHO 3 3aMPOIIOHOBAaHUM METOJIOM, aiHHE IEPETBOPEHHS S-0JI0KIB BUKOHYETHCS HACTYITHUM
YUHOM

n
a;S =Y a;xyR'(ju)+Cmod4, (14)

u=1
Jie TIO3HAYEHHs ¢;.S; 03HAYae B3ATTs | -i 4eTBipKOBOi MQpHU | -ro enemenTa S-6110Ka, TOI K
no3HaueHdss R'(j,k) o3Hawae BuiaydeHHst eneMenra 3 ingekcamu (j,k) 3 marpuni R', a x
o3Hauae MHOXeHHs B mom lamya GF(4). B sxocti matpuie R’ BHKOPHCTOBYIOTHCS
moaudikosani koucrpykuii C, ,,C, 5,C,

4

RN G D R -

_ X X | | x X X |. _ X X | _ XX .

Caz = 0 x 0 x +Caz = 0 x O xi Caz = X x 0 x Caz = 0 x 0 x/
0 00O 0 00O 0 00 O x 00 0 (14)

x x 00 0 x 00 0 x 00 0 x 00

C70><1x0.c7xx1x0.C70x1x0_C70x1x0.

4317 0 X, 0 x|"74327]0 X, 0 x| 74387 |x X 0 x|[|"743# 7|0 X 0 x|

0 0 0O 0 0 0O 0 00O x 0 00

x 0 x O 00 x O 0 0 x O 00 x O

c_OOxlx_c_xOxlx_c_OOxlx_c_OOxlx

410 X X% 0OpPTAMTH0 x X OpPTARTIX o x o ox 0T TI0 x ox OFf

00 0O 00 0 O 00 0O x 0 0 0

V Bupasi (14) X — 116 KOHCTaHTHE 3HAYEHHS, 1[0 MOKE OJJHOYACHO HaOyBaTH 3HAUYEHHS
1, 2, 3 st BCixX X, a X1 — 1€ 3MiHHI, IO SKi YTBOPIOIOTH YCi MOXKJIMBI KOMOiHamii uncen 1, 2 Ta
3.

HacniakoM Takoro po3MaiTTs € Te, 0 3 OAHOTO 0a30BOT0 S-0JI0KY MOKHA CHHTE3yBaTH
7776 HOBUX, TaK 3BaHHMX «IOYIPHIX» KOHCTPYKLii. BUKOpHCTOBYIOUM DPi3HI MEPECTaHOBKH,
KoMmOiHamii abo Monudikamii BHXiZHOI MaTpHIli, MOXXHa TE€HEPYBAaTH BEJHKI MHOXUHH
YHIKaJIbHUX, aje CIOpiTHEHMX S-070kiB. BaxkimuBo, 10 cepel OTpUMaHMX KOHCTPYKIIH
ICHYIOTb S-OJIOKM 3 BHUIIMMM KpHUNTOrpadiyHUMH XapaKTepUCTUKaMM, II0 3abe3nedye
MOJJIMBICTh CTBOPEHHS CiMEHCTB Imu¢piB abo JUHAMIYHOI TeHepaulii MPUMITHBIB 3
MABUILEHOIO CTIHKICTIO.

e BigkpuBae nuIix 10 popMyBaHHS HOBUX S-0J10KiB, MOAIOHUX /10 HABEJEHOT' O y Ta0l.
3, KOXEH 3 SKUX MOXK€ MaTH YHIKaJIbHI BJIACTMBOCTI, HEOOXIIHI JJII KOHKPETHOTO
KpUNTOrpadiuHOro 3aCTOCYHKY.

Ta6auns 3.
S-6mok xoHCTpyYKIIiT Hibepr cTBOpeHHii 32 TOTTOMOTOI0 aiHHOTO MePETBOPEHHS HA
6a3i 4-noriku

0 1 2 3 4 5 6 7 8 9 A B C D E F
15 6 47 | 128 | 178 | 210 | 121 | 131 | 245 | 166 | 107 | 93 29 | 216 | 104 | 244

46 | 59 | 164 | 43 | 198 | 81 | 167 | 150 | 190 | 115 | 73 | 221 | 192 | 112 | 220 | 9
19 | 188 | 51 | 58 69 | 191 | 142 | 238 | 87 97 | 201 | 154 | 84 | 200 | 33 | 228
152 | 23 18 7 155 | 170 | 250 | 109 | 117 | 225 | 130 | 79 | 224 | 53 | 252 | 76
135 | 173 | 194 | 141 | 83 56 | 193 | 243 | 231 | 41 28 | 116 | 90 42 | 118 | 156
185 | 230 | 169 | 175 | 16 | 229 | 215 | 71 49 8 92 | 255 | 50 | 94 | 136 | 66
254 | 177 | 187 | 145 | 253 | 207 | 111 4 32 72 | 219 | 21 74 | 160 | 102 | 22
149 | 147 | 133 | 218 | 235 | 123 | 44 | 217 | 96 | 195 | 13 52 | 180 | 126 | 14 | 98
236 | 67 | 204 | 197 | 186 | 64 | 113 | 17 | 168 | 158 | 54 | 101 | 171 | 55 | 222 | 27
103 | 232 | 237 | 248 | 100 | 85 5 | 146|138 | 30 | 125|176 | 31 | 202 | 3 | 179
240 | 249 | 208 | 127 | 77 | 45 | 134 | 124 | 10 89 | 148 | 162 | 226 | 39 | 151 | 11
209 | 196 | 91 | 212 | 57 | 174 | 88 | 105 | 65 | 140 | 182 | 34 63 | 143 | 35 | 246
1 78 | 68 | 110 | 2 48 | 144 | 251 | 223 | 183 | 36 | 234 | 181 | 95 | 153 | 233
106 | 108 | 122 | 37 20 | 132 | 211 | 38 | 159 | 60 | 242 | 203 | 75 | 129 | 241 | 157
120 | 82 | 61 | 114 | 172 | 199 | 62 12 24 | 214 | 227 | 139 | 165 | 213 | 137 | 99
70 | 25 | 86 | 80 | 239 | 26 | 40 | 184 | 206 | 247 | 163 | O | 205 | 161 | 119 | 189

MM |W@|>|lo|o|N|o|a|djw|N|- o
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IMmuiemeHTanis Ta ONiHKA CTIMKOCTI Cy4acHUX M (PIB i3 BUCOKOSAIKICHUMH S-0/10KaMHu.
s ominku kpunrorpadigHux sIKOCTed S-0J10KiB, cMHTE30BaHUX y [12] Oysn0 BUKOPHUCTAHO
HacTymHi 6siokoBi cumetpuuHi mudpu: AES, Camelia, SM-4, Kalyna ta ARIA.

AES. Ile cumeTrpuunuii 0JI0KOBHH mHdp, MO0 HAOYB IMIMPOKOrO 3aCTOCYBaHHS, IO
npaifioe 3 6J0kaMu (iKCOBAaHOTO pO3MIpY 1 MIATPUMYE TPH TOBXKUHH Kiroda: 128, 192 Ta 256.
3aBAsSKM CBOI BHCOKIA IMBHAKOCTI Ta cTikocti, AES cTaB MiKHapogHO BHU3HAHUM
QITOPUTMOM 1 LIMPOKO BHKOPUCTOBYETBCS y pisHHX cdepax, Bkimouatoun Wi-Fi, VPN Ta
HaBITh alapaTHO MATPUMYETHCSA y OaraThbOX CydaCHHX MPUCTPosx [14].

Camelia. Iudp, mo 6yB po3podicHUil CHiIBHO ATOHCHKUMHU KommaHismMu Mitsubishi
ta NTT. Sk 1 AES nigrpumye tpu nosxunu 0sioky: 128, 192 ta 256. KimtouoBa 0co0IMBICTD —
[Ie BUKOPUCTAaHHS MoAaTkoBUX FL-(yHKIH, 10 3aCTOCOBYIOTbCA KOXHI 6 payHIIB s
MiIBUINECHHS Kpuntorpadiunoi criiikocTi. @aktruno, Camelia Oyna BU3HaHA MIKHApOIHUMU
crangapramu ISO/IEC i crana gocuts nonyssipHOO B SInoHii, (PakTHYHO € OTHUM 3 STOHCHKUX
cranmapris [15].

Kanuna. Yxpaincekuil crannapt, mo HaOyB unHHOCTI y 2014 poui. Bin miarpumye
JTOBXKHUHY OJI0KY 1 KiTto4a Bif 128 6it 10 512 0iT, a Tak0>k Ma€ BUCOKUIA piBEHb KpUIITOTpadhigHOT
CTIMKOCTI 3 IOCTaTHIM 3amacoM y pa3i BHHaiiieHHS a00 CTBOPEHHS HOBHUX aTaK MPOTATOM
TpUBAJIOro Yacy. Takox, Ha BiaMmiHy Bif AES, B HbOTO 3HA4YHO 301blIEHA KITBKICTh KB
mmdpyBaHHs, a TAKOXK 3aCTOCOBaHA MPUHIIMIIOBO HOBA CXe€Ma CTBOPEHHSI IMiKII0UiB [16].

SM-4. KuTaiicbkuit ctanaapt mudpyBaHHs, 10 onepye OJI0KaMu JaHUX po3mipom 128
0iT 1 BUKOPHCTOBYE KIJIIOY BiAMOBIAHOI NOBXUHM. J[si mmdpyBaHHS BiH BUKOpPHCTOBYE 32
paynau 3 oneparisiMa XOR, BukopuctanHsam S-0710KiB Ta HUKIIYHUX 3CyBiB [17].

ARIA. TliBneHHO-KOpEHChKHI CcTaHIapT, mo OyB 3arBeppkeHuid y 2004 pori. s
@ pyBaHHS BUKOPUCTOBYE OJ10KU po3MipiB Bia 128 61T 10 256 6iT. Ak 1 AES, ARIA cTBOpeHa
Ha 0a3i SP-Mepexi (1TiACTAaHOBOYHO-TIEPECTAHOBOYHOI MEPEXKi), 110 BKITFOUAE y ceOe JeKUIbKa
paynmiB [18].

JJ1 Mo9aTKy eKCIIepUMEHTY OyJ10 IIPOBEACHO MOYATKOBY OIIHKY S-0JI0KIB, 110 BXOIATh
0 CKIaJy HaBEACHMX KPHUMNTOAJITOPUTMIB Ta IUIbOBUX S-010kiB 3 [12], mo OyayTs
BUKOPHCTOBYBATHUCH y SKOCTI alibTepHATHBH (Ta01. 4).

Taoauns 4.
[TopiBHsSIHHS KpUnTOrpapiYHUX BIACTUBOCTEH S-OJ0KIB MPOBIIHUX KPpUITOrpadiuHUX
CTaHJIapTiB
SAC of
. . BIC BIC
S-box Nonlinearity |SAC Nonlinearity | SAC LAP |DAP max{‘ri,j‘} component 4-
functions
AES 112 0.5032 |112 0.5057 |0.0625 10.0156 |0.125 0.6484
112 0.5469 |112 0.5033 |0.0625 |0.0156 |0.1094 0.6563
camelia 112 0.5469 |112 0.5033 |0.0625 |0.0156 |0.1094 0.6172
112 0.5469 |112 0.5033 |0.0625 |0.0156 |0.1094 0.6172
112 0.5469 |112 0.5033 |0.0625 |0.0156 |0.1094 0.6172
104 0.5625 |106.6429 0.5015 |0.0938 10.0313 |0.1563 0.6094
Kastuna 104 0.5938 |106.8571 0.5024 |0.0938 10.0313 |0.1719 0.6250
104 0.6094 |107.0714 0.6250 [0.0938 |0.0313 |0.1563 0.6250
104 0.5781 |107.0714 0.5024 |0.0938 |0.0313 |0.1563 0.6254
ARIA 112 0.5625 |112 0.5046 |0.0625 |0.0156 |0.125 0.6016
112 0.5625 |112 0.5030 [0.0625 |0.0156 |0.0938 0.5781
SM-4 112 0.5625 |112 0.5049 |0.0625 10.0156 |0.125 0.6484
96 0.5 77.7143 0.4799 [0.5 1 0 0.5
Affine S- 96 0.5 77.7143 0.5045 [0.5 1 0 0.5
boxes[13] 96 0.5 77.7143 0.5022 |0.5 1 0 0.5
96 0.5 77.7143 0.4799 |0.5 1 0 0.5

Sk BuaHO 3 Tabiu. 4, BUXiAHI S-OJOKH MPOBITHUX KPUIITOAITOPUTMIB IEMOHCTPYIOTh
BHUCOKI KpUNTOrpadiyHi XapaKTepUCTUKHU, 0 W OOYMOBIIOE iXHIO MOMYJSPHICT 1 IMIMPOKE
3actocyBaHHs. lIpoTe s omiHKM e(eKTHMBHOCTI HOBHUX KOHCTPYKIIiM Oylno mepeBipeHo,
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HACKUIbKH SKICHIIIMMH CTAlOTh KPUNTOAITOPUTMHU MICIS 3aMiHU OpPHUTiHAIBHUX S-OJIOKIB Ha
cuaTe3oBani y [12]. Jlnst omiHkd epeKTHMBHOCTI 3aCTOCOBYBAIKMCS CTaHAAPTHI CTOXAaCTHYHI
tectu NIST (NIST Statistical Test Suite), siki IIMPOKO BUKOPUCTOBYIOTHCS JJISI TIEPEBIPKU
KpunrorpaiyHuX ajropuTMiB Ta TEHEpPaTOpiB BHMAAKOBUX IMociigoBHOcTed. Lli Tectm
JO3BOJISIFOTH BU3HAUUTH, HACKIIBKM BHUXITHI JaHi micias Imu@pyBaHHS BiAMOBIAAIOTH
BJIACTUBOCTSIM BHITQJIKOBOCTI, IO O€3MOCepeaHbO IOB’A3aHO 3 piBHEM KpuNTOrpadidHoi
cTifikocti. IHImMMM cioBamu, SKIIO 3amM@poBaHi JaHi JAEMOHCTPYIOTh CTAaTHCTHYHI
BJIACTUBOCTI BHUITQJIKOBUX ITOCIIIOBHOCTEH, QJITOPUTM BBAXKAETHCS OUIBII CTIHKUM [0
KPUNTOAHATITHYHHX aTak.

Taoauus 5.
[TopiBHSHHS €()eKTUBHOCTI OPUTiHAIBHUX Ta MOJIM(IKOBAHUX KPHIITOAJITOPUTMIB
Kpunrroanroputm [potineno TecriB (Opurinan) [poiineno TecriB (Moandikartis)
AES 94 96
ARIA 95 96
Kalyna 99 99
SM4 94 97
Camelia 92 99

BiamoBigHo 10 pe3ynabTaTiB, HaBeAeHUX y Tabi. 5, S-0i0ku, cuHTe30BaHi y [12],

JI€MOHCTPYIOTh BUCOKHUH PiBEHb KPUNITOrpahiyHUX XapaKTEPUCTHK Y PI3HUX 00UYHCIIIOBAIBHUX
cucreMax. Xoda B OyJIeBOMY CEHCI iX OKa3HUKH MOXXYTh OYyTH JIEII0 HIDKYMMHU TTOPIBHSHO 3
OKpPEMHUMH aJIbTEPHATUBHUMU S-0J0KaMu, iX BIPOBAIKEHHsS CYTTEBO MiJBUUIYE 3arajbHy
KpunTorpadidny cTidkicTh anroputMis. Lle cBiquuTh IO TE, 110 AaHI S-0JIOKH € €PEKTUBHUM
IHCTPYMEHTOM JIJIsl ONTUMI3allii iICHYIOUHUX KpUNTOrpadiuHuX KOHCTPYKIIH, a TAKOK MOXKYTh
OyTH peKOMEHI0BaHi U1 pO3POOKH HOBUX CTIKUX KPHIITOAITOPUTMIB.
BucHoBku. Pe3ynbraT  JOCHUDKEHHS  IOKa3ajid, 10 IHTErpaimiss CHHTE30BaHUX
BUCOKOSIKICHUX S-OJIOKiB 3a0e3rnedye MOTpiiHMN e(peKT: BHCOKY SKICTh y TpPaaWLiHHUX
MeTpukax OyneBHX (YHKIIHM, 3HAYHI XapaKTEPUCTUKU y METpUKax (PYHKIH OaraTo3HadyHOl
JOTIKM Ta TPAKTUYHE WiABHINCHHS KpUOTOrpagiqHOl CTIMKOCTI aJrOpUTMIB MpH  iX
BOYZOBYBaHHI, IO paHillle 3aJUIIaiocs MpPoOJIEMOI0 HAaBITh JUISl MPOBIIHUX CBITOBUX
CTaH/IapTiB.

OTtpumani pe3ynpTaTH MiATBEPIKYIOTh, IO HaBiTh 32 yMOB, KOJU CHHTE30BaHi
MPUMITHBH MAaIOTh JIENIO0 HUXYl MOKAa3HUKHU y KIACUYHOMY OYyJIE€BOMY CEHCl, KOMILUIEKCHa
30aJIaHCOBAHICTh iX KpUITOrpadiyHUX BIACTUBOCTEH y KUIBKOX CHCTEMax Ipe/CTaBIICHHS
3a0e3neuye miBUILIEHY Kpunrorpadiuny skicte mudpy B uimoMmy. Lle OGesmocepeanbo
BiJjoOpaszuiocs Ha pesyibrarax croxacTWYHuX TecTiB NIST: y OuiblIoCTi BHUMAIKIB
MOJM(IKOBaH1 aJIrOPUTMHU TMEPEBUIIMIM OPUTIHAIBHI 3@ KUIBKICTIO YCHIIIHO MPOMAEHUX
TECTIB, JEMOHCTPYIOUH OLIbIITY BUIIAJIKOBICTh Ta HEMlepe0auyBaHICTh HIM(PPOBAHUX JaHHX.

Takum YUHOM, TOCHIIPKEHHS TOBOJUTH MEPCIEKTUBHICTH PO3POOJICHOTO TAXOTY ISt
no0y/J0BY HOBOT'O MOKOJNIHHSA CUMETpUYHHUX HM(ppiB. CuHTE30BaHI S-O0JOKM MOXYTh CTaTH
OCHOBOIO TUHAMIYHHMX KpUIITOrpaiyHUX MPUMITHUBIB, 1110 JO3BOJIIIOTH CTBOPIOBATH aJalITUBHI
Ta CaMO3aXHMCHI KPUNTOCHUCTEMH, CTIHKI /10 IIMPOKOTO CIEKTpa aTak, BKIIOYHO 3 THUMH, IO
IPYHTYIOThCSI Ha (YHKIIX OaraTo3HayHOI JIOTIKH.

VY npakTUYHOMY BUMIpI 1I€ O3HAYa€ MOXKJIUBICTb CTBOPEHHS OLIbII 3aXMIEHUX
MIPOTOKOJIIB KOMYHIKAIliil, CTINKMX J0 KBAHTOBUX aTakK, a TAKOX KPUNTOTpapiyHUX PIlLIEHb [
IoT, xMapHHX cepBiCiB Ta KpUTHUHOT iIHPPACTPYKTYPH, /1€ BAMOTH 10 iH(opMariitHoi Oe3nexu
3pOCTalOTh Y T€OMETPUUHIM mporpecii.

OTxe, pe3yabTaTy 1i€i poOOTH He JHIIE MiJICYMOBYIOTh YCIIIIHICTD 3alIPOIIOHOBAHOTO
METOMy, a ¥ BIJKPHBAIOTH NUIIX 10 (OpMyBaHHS HOBOTO HANpsIMy PO3BUTKY Cy4YacHOI
CUMETpPUYHOi KpurTorpagii, 3aCHOBAaHOTO Ha CHUHTE31 NPHUMITHUBIB i3 CTIHKICTIO Yy CEHCI
¢byHKII1#1 6araTo3HaYHOI JIOTIKH.
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IMPROVING THE RESISTANCE OF MODERN BLOCK CIPHERS USING
HIGH-QUALITY S-BOXES

V.V. Radush

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Email: radush9860@gmail.com

Ensuring a high level of cryptographic stability of modern symmetric ciphers directly depends on the quality of
the S-boxes used in them. Traditionally, the analysis of S-boxes is limited to the apparatus of Boolean functions;
however, recent research shows that under the conditions of attacks based on many-valued logic, some standard
S-boxes may demonstrate an insufficient level of cryptographic stability. This creates the need for a comprehensive
assessment of such cryptographic primitives to ensure their quality in both Boolean and many-valued
representations. An experimental evaluation of the quality of S-boxes used in modern symmetric block ciphers
was performed, with an emphasis on practical efficiency in real encryption and assessment of stochastic properties
of the cryptogram. In order to strengthen the cryptographic characteristics of the ciphers, instead of the original
substitutions, the author's S-boxes were used, built based on non-binary affine transformations, which demonstrate
high cryptographic properties when represented by both Boolean functions and many-valued logic functions. The
methodology included two complementary stages: calculation of key S-box quality metrics — nonlinearity,
fulfillment of the strict avalanche criterion (SAC), bit independence criterion (BIC), linear (LAP) and differential
(DAP) approximation probability; practical verification by encrypting information arrays with modified ciphers
and subsequent statistical analysis of the original cryptograms using NIST tests. The research covered AES,
Camellia, Kalyna, SM4, and ARIA cryptographic algorithms. The calculated indicators, together with stochastic
verification, showed that S-boxes based on quaternary affine transformations provide increased balance and
stability. In most cases, the modified versions of the ciphers outperformed the originals in the number of NIST
tests passed (in particular, AES, ARIA, SM4, Camellia), which indicates an increase in the randomness and
cryptographic resistance of the original sequences. It is important to emphasize the experimental nature of the
research: a comparative and practical verification of S-boxes based on affine transformations was performed. The
obtained data indicate the prospects for further integration of such primitives into communication protocols,
protection of 10T devices, cloud services, and critical infrastructure, where the requirements for randomness and
stability are particularly high. The combination of theoretical quality criteria and practical verification of
cryptograms allows us to speak of a reliable methodological basis for making decisions on the implementation of
such S-boxes in real systems.

Keywords: cryptographic primitives; block ciphers; S-boxes; affine transformations; many-valued logic;
nonlinearity; avalanche criterion; NIST Statistical Test Suite; cryptanalysis; cryptogram randomness.
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JTOCJII)KEHHA CTIMKOCTI TPAHC®OPMAHT IIEPETBOPEHHSA
YOJIHA-ALJAMAPA 10 CTUCHEHHS MPEG3 B 3ATAYAX
AYJIIOCTEr AHOTI'PA®II

1A. B. Cokoos, M. B. XuMeHKO

'Hanionansnuit yriBepcuteT «Ofechka IOpHIMIHA aKaIEMis»
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HarionansHuii yHiBepcuteT «OechKa MOMTeXHIKa»

1, llleBuyenka mp., Oneca, 65044, Ykpaina

[IpencraBneHo HOBWI HAmpsAMOK pPO3BUTKY ayaiocteraHorpadii — anmanramis Ta
OOIpyHTYBaHHSI METOJIB KOJOBOTO YIPaBJIiHHS IJISl MiJBHIIEHHS CTIMKOCTI MPUXOBaHUX
MOBIZIOMJIEHb B ayJIOKOHTEHHEpax IO Cy4acHHX aTak CTHCHEHH:SM, 30kpeMa 1o MPEG3.
ABTOpU TPOBOJATH CHCTEMHHUH aHaNli3 Cy4YyacHHMX MIAXOAIB J0 ayaiocreraHorpadii ta
MIKPECITIOIOTh iXHI OOMEXEHHS — BTpaTy NPUXOBAaHMX IaHUX IIiJ Yac CTUCHEHHA abo
HaJMIipHY BHMOTJIHMBICTE J0 OOYMCIIOBAIBHUX PECYPCIiB, IO YCKJIAIHIOE BUKOPHUCTAHHS B
MOOUTEHHX Ta BOYZOBaHHX CHUCTeMax. Y LIbOMY KOHTEKCTi NPONOHYETHCS aJanTyBaTH 10
ayliOKOHTEHHEPIB KOHIEILII0 KOJOBOTO YIPABIiHHSA, KA BXKE MPOJEMOHCTPYBaJla BUCOKY
e(peKTHBHICT [UIA 300pakeHb. TakWi MiAXiJg BIOKPUBAE MOXIIMBICTh 3IIHCHIOBATH
KOHTPOJIbOBaHE BOYINOBYBaHHS MJaHHX Y CTiHKi KOMIIOHEHTH CHTHAIY, HOEIHYHOYH
HETIOMITHICTB, CTIHKICTh O aTak i OOYHCIIOBANEHY e(eKTHBHICTH. KIFO4oBHM BHECKOM
pobotu € po3pobka anroput™my imeHTH(ikamii TpaHchopmaHT Yomma-Amamapa, sKi
MiHIMaJIbHO CIIOTBOPIOIOTHCS 1111 yac cTucHeHHs MPEG3. Anroput™ mociiiIoBHO MOPIBHIOE
niapu Os10kiB BuxigHoro (FLAC) i crucuenoro (MPEG3) curnani, 004UCIIOE IEpETBOPEHHS
Yonmia-Anamapa, HakONUYye€ CTATHCTHKM 3MiH Ta Bi3yali3ye 4acTOTH MiHIMajJbHOTO
CHOTBOpeHHsI TpaHcpopMmaHT Youma-Anamapa y BHIJISI TicTOrpaM, IO J03BOJISIE
00'€eKTUBHO BUJUISITH IPIOPUTETHI MO3MIIT [U1st BOYJOByBaHHS. EkcriepiMeHTH BUKOHaHI Ha
mmpokomy Habopi HiFi-aymio3amnucis i3 TecTyBaHHSIM KUTbKOX OiTpeiTiB (320, 256, 192, 128
kOiT/C) Ta pi3HUX MOBXHH OJOKIB, IO 3a0e3ledye pernpe3eHTAaTHBHICTh Ta HaIiHHICTH
BHCHOBKIB. Pe3yipTaTH eKCIIepHMEHTIB JEMOHCTPYIOTh CTiHKy 3aKOHOMIpPHICTB:
TpaHchopMaHTH 3 iHAeKcamu 8 1 12 cTaOiIbHO BUSABIAIOTH HAWBHINY CTIHKICTH MO
CIIOTBOPEHB IIPH CTUCKAHHI 1 € IPIOPUTETHUMHE /I BOYIOBYBaHHS IPUXOBAHHUX JAHUX; IPU
3HIKEHHI OiTpeiity no 192 i 128 kOiT/c OKpiM 3a3HaYeHHX TpaHCPOPMAHT MPAKTUIHO
gonyctumo (i JOLUIBHO B psijii clieHapiiB) BukopucTanHs TpaHchopmant 0 1 4, mo
po3uMproe Habip Oe3mevyHUX MO3MLINH Ui KOAOBOro ympasiinHsi. KpiMm Ttoro, mpu
301IBIICHHI TOBXKUHU OJIOKY 10 64 €IeMEHTIB, [TOKa3aHOo, 1110 CTIKOI0 € TpaHchopmanTa 32.
[MpakTryHa 3HAYMMICTH JOCIIKEHHS [OJIATae B TOMY, [0 BUJUISHI CTIHKI TpaHC(OPMaHTH
MOXYTh CTaTH OCHOBOIO JUIsi CTBOPEHHS aJlaiTUBHUX, BUCOKOC(MEKTHBHHX aJTOPUTMIB
creraHorpadii 3 KOJOBMM YIPaBIiHHAM: BOHH JO3BOJISIOTH MOETHYBATH HEBUIUMICTB,
CTIMKICTP J0 TOIIHPEHUX aITOpUTMIB cTHCKy (Bkmrodatoun MPEG3) 1 Hm3bki
OOYHCTIOBAIGHI BUTpAaTH, IO POOWTH 3alpOIOHOBAHWKA TIAXiA TPUAATHUM JUIS
BIPOBAJDKCHHS B pealibHi cucteMu. Po0OOTa TakoX BiJKpHBAa€E MEPCIEKTHBU IMOJATBIINX
JOCI/DKEHb — PO3IIMPEHHS aHalli3y Ha iHIII alrOPUTMH CTHCHEHHS Ta MYJbTHMENiitHi
(opmaTH, iHTerpaito MeTo/1iB MAIIMHHOTO HABYaHHS 1JIs1 aBTOMAaTHYHO] a/lanTanii KogoBhX
CIJTiB Ta po3p0oOKYy HOBUX CTETaHOTPaiuHUX CXEM.

KurouoBi cyioBa: aymiocreraHorpadisi, KOJOBE yNpaBIiHHS, TEPETBOPEHHs Y ouma-
Anamapa, CTEraHONOBIOOMJICHHsS, CTilKicTe g0 crucHenHs, MPEG3-kommpecis,
TpanchopmaHTy, iHGopMmariitna 6e3meka.

Beryn i mocranoBka 3agauvi. CywacHi iHQopmamiiiHi CHUCTeMM JAeJail 4YacTille CTaloTh
00’€KTOM aTak, CIpSIMOBaHMX Ha HECAHKI[IOHOBaHE OTPUMaHH:, MOIU(IKaIlil0 Ui OJIOKYyBaHHS
JaHuX. Y TakuX YMOBaxX OCOOJMBOTO 3HAYCHHS HAOyBalOTh CHUCTEMH CTeraHorpadiyHOTO
3axucty indopmariii. Ha BinMiny Bij kpuntorpadii, o 3ade3neuye KoH()iIeHIIHHICTh BMICTY
MOBIIOMJIEHHSI, cTeraHorpadist 103BOJIsiE MPUXOBATU caM (DaKT HOro iCHyBaHHS, 1110 POOUTH il
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NOTY)KHUM 1HCTpYMEHTOM Yy cdepi kibepOesneku, HuppOBUX KOMYHIKAI Ta 3aXUCTY
aBTOPCHKHUX TpaB [1].

AxTyanpHICTh cTeraHorpagii oOyMOBIIeHa 3pOCTaHHSAM OOCATIB MYJIbTUMEAIHHOTO
KOHTEHTY, KM BUKOPUCTOBYETHCS SIK KOHTEHHEp Ul MPUXOBAHUX MOBIOMIIEHb. Ay/i0- Ta
Bifeodailiii, 3aBISKM CBOId HAIMIPHOCTI Ta CKIAJHIA CTPYKTYpi, BIJKPHBAIOTH IIUPOKI
MO>KJIMBOCTI ISl BOYJIOBYBaHHS JaHUX 0€3 MOMITHOTO TMOTIPIIEHHS HAIIMHOCTI CIIPUIHSATTSI.
Pa3om i3 THM, PO3BUTOK alTOPUTMIB CTHCHEHHS 3 BTpAaTaMU BUCYBA€ HOB1 BUKJIMKH, OCKUTBKU
TaKi MepETBOPEHHSI MOXYTh CIIOTBOPIOBATH a00 3HHUIYBATH CTeraHorpadiydi BOyJ0ByBaHHS.
Tomy mocmikeHHs CTiMiKocTi MeToAiB creranorpadii 10 cyyacHux (opMaTiB CTHCHEHHS €
OJIHUM 13 KJIFOYOBHX HalPsSMIB HAYKOBUX MOLIYKIB CbOT'O/ICHHS.

VY HaykoBiil niTepaTypi 3HayHa YacTKa JOCTIJDKEHb MpHCBAYeHa creraHorpadii y
IUPPOBUX 300paKEHHSX, LIO0 MOACHIOETbCS iXHBOIO IOMIMPEHICTIO Ta 3pYYHICTIO JUIs
BOynoByBaHHs janux [2]. [IpoTe aynioKOHTEHHEPH TaKOX BiJIrpalOTh Baromy pojib y cdepi
IPUXOBAHOrO  IepegaBaHHd  1HQopmamii. Ayaio  IIHPOKO  BUKOPUCTOBYETHCS B
TEJICKOMYHIKaIlisIX, MEAIaiHAYyCTpli Ta MOTOKOBHUX CEpPBiCax, TOMY BIOCKOHAJICHHS METOIIB
creraHorpadii 1715 3ByKOBUX CUTHANIIB € BKpail akTyaabHUM. Po3po0Ka CTIMKHUX 10 CTUCHEHHS
Ta IHIIMX BHJIB aTaKk ajlrOpUTMIB MPUXOBYBAHHA B ay[di0 BIAKPHUBAE IEPCIECKTUBH IS
CTBOpEHHS OUIbII HAIIHHUX 1 MPAKTUYHO OPIEHTOBAHUX CHCTEM 3aXHUCTYy iHOpMaIlii.

Jlo cydacHHX cTeraHorpa(iuHiX METOJIB BHUCYBA€ThCS HHM3Ka KIIOYOBUX BUMOTr [3].
Hacammnepen 1ie HagiiiHICTh CIPUIHATTS, TOOTO BIICYTHICTh MOMITHUX 3MiH Y KOHTEHHEP1 1S
JIFOIMHY YU CTAaHIAPTHUX 3aC001B aHANI3y SKOCTi. BaKJIMBUM KPUTEPIEM € TaKOXK CTIHKICTB J10
aTak, CIPSMOBAHUX Ha MOIIKOKEHHs a00 3HUILEHHS [IPUXOBAHOTO MOBIIOMJICHHS, a TAKOX
3aXMINEHICTh BiJ CTeraHoaHamizy, IO 3a0e3rneuye HEBUSABHICTh (AKTy MPUXOBAHOTO
nepeaaBaHHs AaHuX. ChOrOAHI 0 IMX KIACMYHMX BHUMOT JOJA€ThCS ILl€ OJUH KPUTUYHO
BOXJIMBUI acleKT — OOYMCIIOBaIbHA €(DEeKTUBHICTh. YMOBH BUKOPUCTAaHHS creraHorpadii
Jefali YacTilme IepeadadarTh peali3allilo alrOpuTMIB Ha MPUCTPOSX 13 OOMEKCHUMHU
pecypcamu, 30KpeMa B cuctemax [HTepHeTy peueil Ta Ha MoOUTbHEX M1aTdopmax. Lle Bumarae
CTBOPEHHSI METOIB, AKi MOEAHYIOTh BUCOKY CTIHKICTh 1 HEBHSBHICTH 13 MiHIMaJbHUMH
BUTpaTaMH OOYHCITIOBATBHUAX PECYPCIB.

Hapas3i 3amponoHoBaHo yuMaio MeTOAIB creranorpadii 1uis ayaio, Bil pocTUX GITOBUX
Moaudikalii 10 CydaCHUX IIIXOJIB 13 3aCTOCYBAaHHSIM MAIIMHHOTO HAaBYaHHS W METO/IIB
«coverless».

Y pobGoti [4] 3ampomoHOBaHUW MeETOJ ayaiocTeraHorpadii, mo 0a3yeTbcs Ha
Mo udikarii okpeMux OiTiB ayJiocurHairy. Xoda ed mijaxiJ npocTuil y peaisauii 1 Moxe OyTu
e(eKTUBHHUM IIPH HU3bKUX OITpeiTax, BiH CTpaX/aae BiJ HU3bKOI CTIMKOCTI JO PI3HUX METOMIB
aHaJizy Ta 00poOku curHanis. Haiimenii 3MiHu B ayiodaiiiai MOXKyTh IPU3BECTH 10 TOMITHUX
CTIIOTBOPEHB, IO POOUTH HOTO BPA3JIMBUM JI0 aTaK i 3HUKYE HOTO 3aCTOCYBAaHHS B peaIbHUX
yMOBaXx.

3anponoHoBaHuil MeToa coverless ayaiocreranorpadii [5] BUKOPUCTOBYE TeHEpaTHUBHI
3maranbHi Mepexi (GAN) ans cuHTe3dy creraHorpadiyHoro ayzaio 6e3 HEOOXiIHOCTI y
BUXIAHOMY ayziogaiini. Xoua 1e pilleHHs MiJBUILY€E CKPUTHICTh, BOHO BHMara€ 3Ha4HHUX
O0YMCITIOBAILHUX PECYpPCIB 1 MOXE CTpakJaTd BiJl OOMEXEHOi 3JaTHOCTI BiTHOBICHHS
npuxoBaHoi 1H(opmanii. KpiM Toro, SikicTb CHHTE30BaHOTO ayJ]li0 MOX€E 3MIHIOBATHCH, 1110
BIUIMBA€E HA COPUNHATTS KIHIIEBOIO KOPUCTYBAYa.

Merton [6] mpomoHye cerMeHTarlito ayaiodaiay Ha epeIHIi Ta 3aaH1H TUTaH| [T O1TBII
epeKTUBHOTO BOY/I0BYBaHHs MPUXOBaHOi iH(opmarii. OqHak miaxig Moxxke OyTH 4yTIUBUM JI0
pI3HUX THUMIB ayaiodailnB Ta yMoB 3amucy. KpiM TOro, aiaroputM MoOKe BHMaraTu
MOTEPETHHOTO aHANI3Y Ta HAIALITYBAHHS JJIS1 KOXKHOTO KOHKPETHOT'O BHUIAJKY, 110 OOMEXYe
HOro yHIBEpCaJbHICTh Ta 3pY4YHICTh BUKOPUCTAHHS.

Mertopa [7] noeanye B cobi MpuAyILIEHHS MIKPOMOIYJISIIT aMIUTITYId T4 BUKOPUCTAHHS
y3arajqbHEHOI ay/110-BHYTPIIIHKOI €HEPTii IJIs MiIBUIIEHHS CTIHKOCTI 10 cioTBOpeHb. O/HAK,
HE3BA)KAIOYM Ha TOJIIMIIEHHS y CKPUTHOCTI Ta CTIHKOCTi, METOJ MOXe OyTH CKJIaJHUM Y
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peamizamii Ta BUMaraTd 3HAYHUX OOYMCIIOBAIBHUX pecypciB. KpiM Toro, epexTHBHICTH
METOJY MOXE 3aJIeKaTH BiJ XapaKTEPUCTUK BUXITHOTO aymiodaiiiry, mo oOMexye Horo
YHIBEpPCABHICTb.

ITinxing [8] BUKOpPHUCTOBYE KiacTepu3aiilo 3 JU(PEPEHINIaIbHOK TMPUBATHICTIO IS
CTBOPEHHsI cTeraHorpagiqyHoro ayaio 06e3 HEoOXiTHOCTI y BuximHomy daitmi. Xoda MeTon
3a0e3nevye BUCOKUI piB€Hb KOH(DIICHIIMHOCTI Ta CKPUTHOCTI, BiH MOXKE OyTH YYTIUBUM 0
SKOCT1 Ta PI3HOMaHITHOCTI BUXITHUX AaHUX. KpiM TOro, CKIagHICTh aIrOPUTMY Ta BUMOTH JI0
00YHCITIOBAIBHUX PECYPCIB MOXKYTh OOMEXKYBAaTH HOro 3aCTOCYBaHHS Y peaJlbHUX YMOBaX.

SIK BHITHO 3 IPOBEJICHOTO aHANi3y MPEICTAaBHUKIB Cy4aCHUX CTEraHOTrpadiuHUX METO/IB,
JKOJIGH 13 HHMX HE M030aBJIICHMM CYTTEBUX HEIOJIKIB: OJHI BpPAa3JIMBI JI0 CTaHAAPTHUX
NEPeTBOPEHb 1 CTUCHEHHs (10 MPHU3BOAUTH JO BTpaTH BOymoBaHOi iH(opMmamii), iHII
MOTpeOyIOTh 3HAYHUX OOYMCIIOBAIBHUX PECypciB a00 MaroTh OOMEXKEHY YHIBEPCaJIbHICTh
II0JI0 KaHpPY ¥ GopmaTy aymio, Ie iHII — Bpa3uBi O CY9aCHUX METOIIB CTETaHOAHATI3Y.
Yepe3s e NUTaHHA CTBOPEHHS OJIHOYAaCHO CTIMKUX, HEBUSABHUX Ta €(QEKTHBHUX Yy
O0YMCITIOBAILHOMY CEHCI ayaiocTeraHorpadiyHuX METOMIB 3aJIMIIAE€THCS BIAKPUTHM 1
noTpedye MOAANBIINX JOCTIIKEHb.

VY ranysi creranorpadii s nudpoBux 300pakeHb CIPABKHIM MPOPHUBOM CTaB ITiIX11 Ha
OCHOBI KoJi0BOoro ympanminas [9]. BuxopucranHs i€l KOHIEMIii TO3BOJMIO BHUBECTH
creranorpagivyHi METOI1 Ha HOBHIA piBEHB, 320€3MEUNBIIN OJHOYACHE JOTPUMAHHS KITFOUOBHX
BUMOT: HaJIHHOCTI CIIPUMHSTTSA, CTIHKOCTI /10 aTak Ta 3aXUIIEHOCTI BiJ cTeraHoanamnizy. Kpim
TOTO, AJITOPUTMH 3 KOJOBUM YIPABIIHHAM BiJI3HAYAIOTHCS BHCOKOI OOYHCITIOBAIEHOIO
e(pEeKTUBHICTIO, 110 POOUTH iX MNPHUAATHUMU sl MPAKTUYHOIO 3aCTOCYBAaHHsS HAaBiTh Ha
IOPUCTPOSIX 3 OOMEKEHMMH OOYHCIIOBATBHUMHU pecypcamu. Lle BiKpuBae mepcrnekTuBU
MOLIMPEHHSI JAHOTO MiAXOAY 1 Ha 1HII MyJIbTUMEAIHI KOHTeHHEPH, 30KpeMa aydi0CUTHAIIH.

HesBaxaroun Ha ycmixw KOJOBOTO YIpaBIiHHS y creraHorpadii /uis 300pakeHb, Ha
ChOI'OJIHI LIeHl METOJl He aJanTOBaHUN JJs ayllOKOHTEHHepiB. buiblie Toro, 3amumaroTbes
HEBUBYCHUMH HaBiTh 0a30Bi XapaKTEPUCTUKU 3aCTOCYBAHHS MiAXOy 0 3BYKOBHUX CHUTHAIIB.
30kpemMa, HEBiIOMO, sKi TpaHCHOpPMAHTH aynaio Moriu O 3abe3nmeduTd HalKpairy podoTy
aNropuTMy, 30€piraroun CTIMKICTh IO aTak, 3aXUIIEHICTh BiJ CTeraHOaHATI3y Ta MiHIMAJbHI
oOuMcaroBasibHI BUTpaTH. lle oOrpyHTOBYe HEOOXiAHICTh MPOBENEHHS (YyHAaMEHTaIbHUX
JOCTIPKEHb JJ11 BUBHAYEHHS] ONTHUMAaJIbHUX MapaMeTpiB 1 cTpaTeriid 3aCTOCYBaHHS KOJI0BOTO
yIIpaBJliHHA y ayaiocTeraHorpadgii.

VY paMmkax JaHOro JOCTIIKEHHS IUIaHY€EThCs JOCTIAUTH TpaHC(POPMaHTH ay11I0CUTHAMIB,
OTpPHMaHi 3a JONOMOTOI0 MEPETBOPEHHs Y ola-Anamapa, 3 TOUKH 30py IXHbOI CTIMKOCTI 10
aTak MPOTH MPUXOBAHOTO MoBioMIIeHHS. Oco0nrBa yBara Oy/ie Mpu/IeHa BIUIMBY CTUCHEHHS
ayJio, OCKUIBKM BOHO € OJIHI€IO 3 HalmommpeHimux GopMm Moaudikamii curHamy, 34aTHOO
CyTTEBO CIIOTBOpIOBaTH BOymoBaHy iH(popmarliito. Pe3ynbratu mporo a”amizy A03BOJISITHh
BU3HAYMTH, SIKI TPAaHCOPMAHTH € HAHOUIBII MIIXOAALUIMMHU Ui MOJAIBIIONO 3aCTOCYBAHHS
METO/I1B KOJIOBOTO YIIPaBJIIHHS B ayJiocTeraHorpadii.

MeTo1o 11i€i poOOTH € MiJBUIIEHHS CTIMKOCTI CTErHOMOBIIOMJIEHb Y ay/l0 KOHTeHHepax Ha
OCHOBI KOJIOBOTO YIPaBJIIHHS JO aTaK CTHUCHEHHSM IIJISXOM JOCHIPKEHHS TpaHC(OpPMaHT
nepeTBOpeHHs Y oia-Aamapa.

Jnst mocsATHEHHS MOCTaBIECHOT METH HEOOX1JHO BUPINMIMTH HACTYITHI 3a1a4i:

1. JocnimkeHHs MOJAIBHOCTI alTOPUTMIB CTUCHEHHS ayaio, sIKi MOKYTh BUCTYIATH
sSIK aTaka Ha IPUXOBaHE IMOBiTOMIICHHSI.

2. JlocnmipKeHHS BIUIMB aJTOPUTMIB CTUCHEHHS Ha TpaHcopmaHTH Y onia-Aiamapa
ayJIlOKOHTEHHEPIB.

3. Busnauenns tpancpopmanTu Yomma-Anamapa, 1m0 JEMOHCTPYIOTh HaWBHUIILY
CTIHKICTb 70 aTaK CTUCHEHHSIM.

Po3B’s13aHHs 3a3HaYeHUX 3aBJIaHb 3aKiiajie (PyHJaMEHT JJIs TOIAIbIIOr0 3aCTOCYBAaHH
METO/IIB KOJOBOTO YIPaBIiHHA B ayAlOKOHTeiiHepax. Bu3HaueHHS CTIMKMX /10 CTUCHEHHS
TpaHchopMmaHT Youma-AxaMapa JI0O3BOJUTh PO3POOJSATH  QJITOPUTMHU  MPUXOBYBAHHS
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iH(dopMmallii, IO MOETHYIOTh BUCOKY CTIHKICTh O aTak, 3aXUIICHICTh BiJl CTETaHOAHATI3Y Ta
0o0uncIIOBIbHY €()EeKTUBHICTh, HEOOXIHY I peami3allii Ha MOOUIPHUX Ta BOYIOBaHHUX
npucTposix. TakuM 4MHOM, pe3yJIbTaTH LHOTO JOCTIKEHHS CTAaHYTh OCHOBOIO ISl CTBOPEHHS
MIPaKTUYHO OPIEHTOBAHUX CHCTEM ayJaiocTeraHorpadii HOBOro MOKOJIIHHS.
Orusa koHuenuii KOAOBOro yNPaBJIiHHA Ta il 3aCTOCYBaHHS I ayldioKoHTelHepiB. Ha
ChOTOJTHI CTBOpEHA IIiJIa IUIesA1a METOIIB cTeranorpadii 3 kogoBuM ynpasiaiHHaM. Cepen HUX
MOYKHA BUIUITMTH KJIACUYHUN METOJI, 3aCHOBaHUI Ha OiHApHUX KOJ0BHX ciioBax [9], MeTon Ha
ocHOBI OararopiBHeBux KogoBux ciiB [10,11], meton 3i ciinum aexoayBanusaMm [12], a Takoxk
QITOPUTMH, 11O 3a0€3MeUyI0Th MHOKUHHUI JA0CTYI 110 nprxoBaHoi iHdopmaii [13]. Koxen
13 IIUX MIIXOJIB TO-CBOEMY 3a0e3ledye TOTPUMAHHS KIFOYOBHX BHMOT cTeraHorpadii,
NOEAHYIOUN HAAIHHICTh COPUHHSTTS, CTIMKICTD JI0 aTakK 1 3aXUIIEHICTh BiJ CTEraHOaHali3y, Ipu
[bOMY JIEMOHCTPYIOYH BUCOKY OOYHCIIOBAIbHY €(EKTUBHICTb.

OCHOBOIO BCiX IIMX METOJIB € epeTBOpeHHs Youma-Anamapa [14], sike BU3HAYa€ThCS
3a JOTIOMOT'0I0 HACTYITHOTO CITIBBIIHOIICHHS

V =YH,, 1)
ne matpunsg Anamapa H, nopsaxy N 3amaerscs 3a monomororo koHCTpyKii CuibBecTpa
H k-1 H k-1
H, = H;_l —szk_l , H, =1. 2

OcHoBHa inest creraHorpadii 3 KOJZOBUM YIPABIIHHAM TOJNATaE y JIIHIHHOCTI
NepeTBOpeHHs Y onma-AxaMapa, 1o J03Bojsie epeKTUBHO MpalloBaTu 3 TpaHC(HOpMaHTaMU
CUTHAITy, a TAKOX y aJIATUBHHIA CIIOCIO BOYJJOBYBAaTH MPUXOBAHE MOBiOMIICHHS. Po3numemo
IO 17IeF0 3aCTOCOBHO JO ayAiOKOHTEHHEpiB, A SKUX JOPEYHUM € came OJHOBUMIPHUUN
BapiaHT mepeTBOpeHHs Youma-Anamapa. Hexail y ueproBuii BekTop 070Ky ay1ioKOHTCHHEpa
Y, HeoOXximHO BOymyBaTtu ueproBuil OiT iH(opmauii d., sikMil MpeacTaBISIETbCA Y BHIIISII

3HAKOBOT'O KOJIyBaHHS KOJOBOro BekTopa C, TOJl BEKTOp CTEraHOINOBIJIOMIIEHHS MaTHMeE
BUTJISN
d;
S =Y +(-1)"C,. 3)
3Haxo/9M IEpeTBOPEHHs Y oia-Agamapa BekTopa S; 3rifHo 10 (1) Ta 3acTocoByroun
BJIACTUBICTb JIIHIHHOCTI L[LOTO MEPETBOPEHHSI OTPUMYEMO HACTYIIHE CITIBB1IHOIIEHHS
d; d:
VSi:(Yi+(_l)ICi)HN :YiHN+(_1)ICiHN' 4)
[Tonanuii BUpa3 AEMOHCTPYE, 110 KOHKPETHUI XapakTep BIUIUBY Ha TPAaHC(HOPMAHTH
NEepeTBOPEHHA Youma-AnaMapa BeKTopa OJIOKy KOHTelHepa Y; BH3HAYa€ThCid BHJIOM

K0J10BOTO cioBa C,;, siIke BUKOPUCTOBYETHCS M1/l 4ac BOyOBYBaHHSA. [HIIMMU ciioBamu, BUOIp

KOJIOBOT'O cJIOBa O€3MOCEpeHbO 3a/1ae, 5Kl came TpaHchopMmaHTH OyAyTh MOAM(IKOBaHI Ta
SKMM YUHOM. SIKIIO K KOJOBE CIIOBO MiJiOpaHe TaKUM YMHOM, 1100 BOHO LiJECIPSIMOBAHO
BIUTMBAJIO Ha 3aJaHi TpaHCOPMAHTH TEPETBOPEHHS Youma-Anamapa, TO 3’ SBISIETHCS
MOYJIMBICTh BOYJIOBYBaTH JI0JIaTKOBY 1H(OpMAIlil0 caMe B Ti KOMIIOHEHTH, SIKI € HaiO1JIbII
NPUIATHUMHU 3 TOYKM 30py CTIMKOCTI J0 aTak 4M HeBHsBHOCTI. lle BiakpuBae nuisax a0
noOyJ0BH AJaNTUBHUX CTEeraHOrpaiuHUX METOMIB, J€ YIpaBliHHA BOYJOBYBaHHSAM
3MIIHCHIOETHCS Ha P1BHI CTPYKTYpHU TpaHC(HOPMAHT.

Mertoau, 3acHOBaHI Ha Il i7ei, BKe NPOJEMOHCTPYBAIM CBOIO €(EKTHUBHICTH Y
crera”orpadii Ay 300pakeHb. 30KkpeMa, BOHU 3a0€31eUyI0Th BUCOKY CTIHKICTB JI0 aTaK MPOTH
BOYZIOBAaHOTO TOBIIOMJIGHHS Ta JI0 aTak CTeraHOaHaNli3y, MpPU I[bOMY BIUIMB Ha €JIEMEHTHU
300paXe€HHS 3aJIMIIAE€THCS MIHIMAJIBHUM 1 MPAKTUYHO HEMOMITHUM. BaXkiinBOIO mepeBaroro €
TaKOXX Te, M0 3aBASKH poOOTI y MPOCTOPOBIM 0OJACTI Taki METOIM XapaKTepU3YIOThCS
HA/[3BMYAfHO BHCOKOKO IIBHIKOMI€I0, MIO POOHMTH X MPHIATHUMH JUII BHUKOPHCTAHHS B
peaJbHUX CUCTEMaX 13 )KOPCTKUMHU OOMEXEHHSIMHU Ha 00YHMCIIOBAIbHI PECYPCH.

AJITOPUTMH CTHCKY ayaioCMIHAJdIB, SIKi MOXKYTh 3acTocoByBaTHcs A atak. CydacHi
QITOPUTMU CTHUCHEHHS ayaio 0a3yloThCs Ha MPHUHLMIAX TCHUXOAKyCTUKH, BUAAISIOUU 3
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CHUTHAJIy KOMIIOHEHTH, MaJIOMIOMITHI a00 HEUyTHI1 JJIsl JTF0ACHKOTo ciayXy. Lle 1o3BoJsie icTOTHO
3MEHIIUTH 00CAT TaHUX MPU 30€pSKEHH1 3aI0BUIBHOT SIKOCTI 3By4aHHs. [0 HalO1IbIIT BiTOMUX
niaxoniB Hanmexxath AAC (Advanced Audio Coding) [15], mo 3a0e3mnedye migBUIICHY
edexTuBHicTh KoayBanHs, Ta OGG Vorbis [16], sskuii BHCTyma€e BiIKPUTOIO albTEPHATHBOIO
KOMEpIIHHUM cTaHAapTamM. BojHoyac y NpPakTHYHOMY BHKOPUCTAHHI KIFOYOBY POJb
npoaoBxye BimirpaBatu anroputm MPEG3 (MPEG-1 Audio Layer 1I1) [17], sxwuii 3aBasku
ONTUMAJILHOMY CITIIBBITHOIICHHIO MIDX SKICTIO BIATBOPEHHS Ta CTYNEHEM CTHUCHEHHS
3aJIMIIAETHCS HAUTIOMHUpEHIUM GopmaToM ayzaio choroani. Ha puc. 1 momano y3araibHEeHY
cxemy pobotu anroputmy MPEG3, sika BimoOpaxkae OCHOBHI eTanu 0OpOOKU CHUTHATY — BiJ
aHaJIi3y CHEKTpa Ta 3aCTOCYBAHHS TCHXOAKYCTHYHOI MOJENi JIO0 KBAaHTYBaHHS 1 KOJyBaHHS
OITOBOTO TIOTOKY.

Polyphase Bit Allocation Loop
PCM MDCT

Analysis [P —> Quantization >

Filterbank Huffman Coding
y Bitstream
* . bitstream
Formatting ——
Coding of —
Side-information
FFT Psychoacoustic
| Model Il

Puc. 1. Cxema po6otn MPEG3 xonepa

Ha puc. 1 npeacrasneno crannapru3oBany cxemy podbotu MPEG3-kozepa, 3 sskoi MokHa
BUJUIMTHA TaKi OCHOBHI eTamu mepeTBopeHHs lossless-daitny (daitny 6e3 BTpaT skocTi) y
dbopmatr MPEG3:

— Po30urta, anani3 ta kBaHTyBaHHsA. Ha mpomy erami 3a/la€ThCsi BUXiAHA SKICTh
CHUTHAITY (SIK IPaBWJIO YacTOTa JUCKpeTu3amii cTaHoBUTH 44.1 k['11) Ta TOYHICTH KBaHTYBaHHS
(16 6iT), 10 BU3HAYAIOTH MOIAJBIIY OOPOOKY 3BYKY.

- IleperBopenns 3a gqonmomororo MDCT. BxigHa mociifoBHICTh IUTUTHCSA HA OJIOKU
(3a3Buyail mo 576 ceMIUTiB), MICIS YOr0 KOXKEH OJIOK MiJAAa€eThCsl MOJIU(IKOBAaHOMY
KocuHycHomy neperBopernto (MDCT).

- IlIBupke mneperBopennss Dyp’e (FFT — Fast Fourier Transform) [8].
BukopucToBY€EThCS 15 aHAITIZY CIIEKTPa Ta MEePEX0/Ty Mi’K YaCOBOIO Ta YACTOTHOIO 00JIACTSIMU
NPECTaBICHHS CUTHAIY.

— YacToTHE MacKyBaHHS Ta INCUXOaKycTHuHe MozemoBaHHs [9]. Ha npomy kpoi
BIJIKUAAIOTHCS YACTOTH, HEUYTHI JUIsl JIFOJJMHM, a TAKOXK Ti, 110 HEICTOTHO BILUIUBAIOTh HA IKICTh
CIIPUIHSATTS, 110 CYTTEBO 3MEHIITYE PO3MIp (aiity.

- KsanryBanHa Ta komyBaHHS 3a jomnomoroio koxy ladpdmana [10]. YacTtoTHi
KOMIIOHEHTH KBAHTU3YIOTbCS 3aJI€)KHO BiJ IXHbOI BaXKJIMBOCTI (Ha OCHOBI ICHXO0AKYCTHYHUX
MoJieneit), Micisi 4oro 3aCTOCOBYEThCS KoAyBaHHA ['addmaHa Ui MoaanblIoro 3MEHIIEHHS
00csry TaHuX.

s ¢opmyBanHst BuxinHoro MP3-¢aiiny kimrodoBy posib Biairpae mMoaudikoBaHe
nuckpetHe KocunycHe neperBopeHHst (MDCT). BoHo 3acTocoByeThest 10 MOCIIOBHOCTI, IO
HoTepeIHBO MPOoiiiIa 00poOKy 3a J0OMOror0 32-cMyroBoro 6aratoha3oBoro KBaJipaTypHoOro
dibTpa (PQF). 3aBasxu nipoMy moeHaHHIO 3a0€3MeuyeThesl epexi/l BiJl 4acoBOi 00JacTi 10
YaCcTOTHOI 3 ypaxyBaHHSIM MEpPEKpPUTTs OJIOKIB, IO JI03BOJISIE 3MEHIIUTH CHOTBOPEHHS Ha
Me)KaX CErMEHTIB Ta JOCATTH BUCOKO1 SIKOCT1 BIATBOPEHHSI IPU CYTTEBOMY 3MEHIIEHH1 00Csry
JTAHMX.

Bekrop Ttpancpopmant p, meperBoperHs MDCT [18] mis 3amanoro Omoky {X,}

2L T 1 N 1
= X CcoS| —| n+=+— || k+=1]. 5
e G5 ©)
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3anponoHOBaHMIl aJArOPUTM JOCHiI:KeHHsl. /[ TpOBEACHHS EKCIIEPUMEHTIB Oyio
BUKOPUCTAHO HaOIp 13 155 3BykoBUX (parMeHTiB Ta My3uuHux kommno3uilid y HiFi-saxocti y
dopmari FLAC [11]. JInst oumiHKM €(pEeKTUBHOCTI CTHCHEHHS 3aCTOCOBYBABCS ATOPUTM 3
pi3HUMU OITpEeUTaMH.

VY O1IBIIOCTI BUMAJKIB CTAaHIAPTHUM BBaXKaeThes OiTpeit 192 Kobit/c, sikuit 3a6e3neuye
ONTUMAIBHUHN OaaHC MIXK SIKICTIO 3By4aHHS Ta po3MipoM BuxigHoro daitry. [Ipu Takomy piBHI
CTHCHEHHS 3BYK 30epirae moBHy po30ipiHMBICTh i HE BTpayae MOMITHHX JeTalieil HaBiTh NpU
BIZITBOPCHHI Ha CTAHJIAPTHUX MPUCTPOSIX MPOCTYXOBYBAHHSI.

3a OCHOBY /151 TIOIIYKY OyJs10 B30 HaOip 3 108 3BykiB Ta micens HiFi sikocti y hopmari
FLAC. Anroputm ctuckae BXiaHi ¢aimm 3 oitpeiitamu 320 Koit/c, 256 Koit/c, 192 Ko6it/c,
128 Ko6iT/c.

s nemoHcTparii eeKTUBHOCTI poboTu anroputmy MP3-koayBaHHs OyJio MPOBEACHO
eKCIepUMEHTalIbHEe CTUCHEHHA Habopy ayamiodaitnie y ¢opmari FLAC i3 monmanbmmm
MOPIBHSHHSAM IXHIX PO3MIpiB Y BUXITHOMY (HECTUCHECHOMY) BUTJISIII T ITICJISI IEPETBOPEHHS 3
pi3HuMH OiTpeiiTamu.

VY Tabn. 1 HaBeneHO MPUKIAA 3HAYEHHS pO3MipiB Habopy daiiniB y meradaiitax amns
pi3HUX OITpENTIB, IO JO3BOJISE OLIHUTH CITiBBITHOMICHHS MK CTYIIEHEM CTUCHEHHS 00CATOM
nam’sTi, AKUi 3aiiMaTuMyTh ayaiodaiinu.

Tadoauus 1.
3anexHiCTh PO3MIpy BUXITHOTO HA0OPY JaHUX BiJl KOedilieHTY 30epeKeHHs IKOCT1 pu
CTHUCHCHHI
Birpeiir be3 cTucHeHHs 320 Koit/c 256 Koit/c 192 Koit/c 128 Kobit/c
(.flac) (.mp3) (.mp3) (.mp3) (.mp3)
Po3mip 2.92Th 1.2Th 1.03Thb 878 Mb 699 Mb

Sk MokHa noOauuTH 3 JaHUX Talm. 1, 3acTOCyBaHHsS aJrOpPUTMIB CTUCHEHHS €
HA/I3BHYAIIHO BAYKJIIMBUM IHCTPYMEHTOM SIK JUIs e(eKTHBHOTO 30epiranHs ayaioiHdopmaii,
Tak 1 ans ii mepenavi yepe3 kaHanu 3B’s3Ky. Bukxopucranns MPEG3-konyBanHs n03BoOsISIE
CYTT€BO 3MEHUIUTH OOCST 1aHUX 0€3 KPUTHUUHOI BTPATHU AKOCTI, 10 pOOUTH LIeH MiaxiJ 6a30BUM
CTaHJApTOM Yy OUIBIIOCTI Cy4YaCHUX MYJIBbTUMENIHHUX CUCTEM.

[IpencraBuMo y BHTIISAI KOHKPETHUX KPOKIB alTOPUTM JIOCIIKEHHS, SIKHHA JT03BOJISE
BU3HAYaTH TpaHC(HOPMAHTH MEpeTBOpeHHs Yoma-Ajnamapa ayJaiOKOHTEHHEepiB, IO €
HaWOUTBI Bpa3mBUMH 10 cTUcHeHHsI MPEG3. 3acTocyBaHHS IIbOTO aJITOPUTMY JacTh 3MOTY
11eHTU(IKYBaTH TI KOMIIOHEHTH CUTHANY, SK1 3a3HaIOTh HAOLIBIINX 3MiH ITiJ] 4ac KOMIIpEcii,
a OTXKe, € KpUTUYHO BaXKJIMBUMU JJIs 3a0€3M1€UEeHHS CTINKOCTI CTeraHOrpa(iuHUX METOIB.

Kpox 1. IninianizyBaTu BEKTOp

i|0 1 .. N-1 (6)
Kinexicms |0 0 ... 0’

Kpox 2. Obpatu Ta 3uutatu ayniodaiin y ¢opmari 6e3 Btpat FLAC. 3ailicHuTtH
CTHUCHEHHsI oOpaHoro ayzaiodailny 13 3amaHuM OiTpeiitom 1 30epertu ioro y ¢dopmari 3
BTpatamu MPEG-3.

Kpox 3. Po3butn o0uaB1 IOCTITOBHOCTI (0€3 CTUCHEHHS Ta 13 CTUCHEHHSM) Ha OJIOKH

posmipy N . 3uaiit meperBopeHHs Youmra-Anamapa 3rigao 3 (1) mas GoOKiB BuXimHOT
MOCJIIOBHOCTI Ta OJIOKIB MOCIIOBHOCTI Miciisl CTUCHEHHS anroputMoM MPEG-3.

Kpok 4. 3naiiTi pi3HUII0 MK TpaHchOpMaHTaMu IMepeTBOpeHHs Y ouma-Anamapa
0JIOKIB BUX1JJHOI TIOCIITOBHOCTI Ta IMOCIIJJOBHOCTI 13 CTUCKOM.

Kpox 5. OOpatu TpaHc@pMaHTy mepeTBOpeHHs Yonma-Ajamapa, sSka 3a3Hajia
HallMEHIIMX 3MiH, IHKpDEMEHTYBAaTW 3HAYEHHs KiAbkocTi y (6), 10 BiAMoOBimae HoOMepy
3a3HaueHOi TpaHC(HOPMAHTH.

Kpox 6. SIxmo o6po06neno Bei ayaiodaiinm, 3ynuH, iHake nepeitu go Kpoky 2.

Kpox 7. 3ailicautyn npencrasieHHs Bektopa (6) y BUTTIsII CTOBITYMKOBOT JiarpamH.

JU1s HAOUHOCTI Ta KPaloro po3yMiHHsA poOOTH 3alpOIIOHOBAHOTO MiIXO/Y aJrOpUTM
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JOCTIPKeHHST CTIMKOCTI TpaHcOpMaHT mepeTBOpeHHs Yomma-Anamapa 10 CTHCHEHHS
MPEG3 6yne mpecTaBiaeHo Y BUTIIS I OJTOK-cXxeMu (puc. 2). Takuii rpadiqHHIA ONTHC T03BOJISIE
YITKO MPOCTEXKUTH IOCHTIJOBHICTh €TariB 00poOKH ayniOCHUTHATY, Bijl MiJATOTOBKH BXiIHHX
dainiB 1 3acToCcyBaHHsSI TEPETBOPEHHS JO aHali3y BIUIMBY CTHCHEHHS Ha OKpeMi
TpanchopMaHTH.

Walsh-
Hadamard
transform

Lossless . Lossless Lossless
. — by N bit —
audio sequence transfromants
Walsh-
Hadamard Comparator \/e;:tor (6)
transform orm
Comprgssed L+ by N bit — Compressed Compressed
audio sequence transfromants

Puc. 2. Cxema po3poOJICHOr0 alrOPUTMY MONIYKY TpaHC(HOpPMAHT NMEPETBOPEHHS Y OJIIlia-
Anamapa, 1110 3a3HaIOTh HAHOUTBIIOTO CIIOTBOPEHHS Yepe3 CTHCHEHHS

SIk BUAHO 3 pHC. 2, AITOPUTM OOPOOKM OTPUMYE IBa MOTOKU aydiOJaHHX: OIUH Y
dopmari FLAC, inmmii — y dopmati MPEG3. KoxxeH 3 HUX po30MBAEThCS HA MOCIIAOBHOCTI

noxuHoro N enmemenTiB. Jlami 10 KOKHOI mapu OJIOKIB 3aCTOCOBYETHCS TEPETBOPCHHS
Yonma-Anamapa [12], ocHOBHa MeTa SKOrO — BHU3HAYUTH MO3ULII B IOCHiJIOBHOCTI, IO
HaiiMeH1Ie a00 HalOIbIIe 3MIHIOIOTHCS Ti/T 9YaC aTaKH CTUCHEHHSIM.

[Hnexcu mo3wumiid, siKi 3a3HaIM HAWMEHIIMX 3MiH, IHKPEMEHTYIOThCSI Y BiJIMOBITHOMY
BekTOpi (6), HA OCHOBI SKOTO OYAYEThCS Jiarpama YacTOTH IOSBH MO3MLIKA y OJomi, 110
HalMeHI1Ie MiAaBaIcs 3MiHaM y Iporeci 00poOKH BCbOro Habopy AaHuX. Y IbOMY KOHTEKCTI
MEHIII 3HaYEeHHs Ha TiCTOrpaMi BKa3ylOTh HA CTATUCTHYHO OUTBIIY CTIMKICTh IMO3UIIT 10 3MiH
MiJ] Yac CTUCHEHHsI, 10 J03BOJIA€E 11eHTU(IKYBaTU TpaHC(HOPMaHTH, HAHOUIBII MIPUAATHI IS
BOYZIOBYBaHHS MTPUXOBaHOi iH(opMarii.

Ha puc. 3 npeacrasieHo rpadiuHe BiqoOpaxeHHs pe3ysIbTaTiB JOCTIIKEHHS CTIMKOCTI
TparncGopMaHT repeTBopeHHs Y onma-Aamapa 1o crucaenHs MPEGS.

o CTIRKICTb TPAaHCHOPMAHT N0 CTUCHEHHA MP3 s CTIlKICTE TpaHCPOPMAHT A0 CTUCHEHHA MP3
8

@~

w

w

4acToTa HalMeHWIX 3MiH
-

N

YacToTa HaRMEHLLKMX 3MiH

-

=)

4 6 8 10 12 12

4 6
IHaeKc TpaHchopMaHTh Yonwa-AnamMapa IHpekc TpaHchopMaHTh Yonwa-Anamapa

320 Koit/c 256 Koit/c
CTiAKICTh TPAHCGHOPMAHT A0 CTUCHEHHA MP3 " CTifiKiCTL TpaHCHOPMaHT o cTUCHeHHA MP3

YacToTa HalMeHWwux 3MiH
HacToTa HalMeHLINX 3MiH

12

4 6 8 10 12
Inpekc TpaHcopmaHTh Yonwa-Aaamapa

4 6
IHAEKC TpaHChopMaHTK Yonla-Anamapa

192 Kbit/c 128 Kbit/c
Puc. 3. 3miau TpaHchopMaHT nepeTBOpeHHs Yoira-Agamapa y ayaiodaiiax mpa CTHCHEHHI

MPEG3 s noxuau 01oka N =16
631



A. B. Cokomnos, M. B. Xumenko

AHani3 MpeacTaBICHHMX Ha pUC. 3 TICTOrpaMm IOKa3aB 3aKOHOMIPHOCTI 3MiHH
tpanchopmanT nipu ctucHeHHI MPEG3 3 pisaumu Oitpeiitramu. J{ns Gitpeittie 256 Koit/c 1
BUIIIC HAafMEHIIIOMY TMOMIKO/PKEHHIO MiANAI0ThC TpaHchopMaHTH 3 iHAeKcaMu 8 Ta 12, mo
poOUTh iX TPIOPUTETHUMHU i1 BOYAOBYBaHHS JoaaTkoBoi iHdopmarii. [Ipu 3HMWKEHHI
Oitpeiitry mo 192 Ta 128 KOit/c BUSBISETHCS MOXJIHMBHUM TaKOXX BUKOPHUCTOBYBATH
tpanchopmantu 0 Ta 4 s BOYAOBYBaHHS, NMPOTE HABITh Y IIMX yMOBAaX OCHOBHOIO Ta
HaOLIBII CTIMKOIO 3auiIaeThes TpancopmanTa 4. Takum YMHOM, pe3yabTaTH JOCIIKSHHS
JIO3BOJISIFOTh BUJIUTUTH TpaHC(HOPMAHTH, SIKI 3a0€3MeUyI0Th MAaKCUMAJIbHY CTIHKICTh O BTpaT
IpU CTHCHEHHI Ta MOXYTh OyTH PEKOMEHIOBaHI JUIS IMOAAIBIIOTO 3aCTOCYBAaHHS METOJIIB
KOJIOBOTO YIPABIIHHS y ayAloKOHTeHHepax. Bim3HaunmMmo TakoX, IO JOCITIDKCHHS 3MiH
Tpanc(OpMaHT mepeTBOpeHHs Yonma-Anamapa B ayaiodaitnax min BmimBom MPEGS-
CTHCHEHHsS Juid OUIbIIMX JOBXHH Onoka (Hampukmag, N =64) € BKpail BaXJIUBUMH.
30UIbIICHAST PO3Mipy OJIOKa 3MIHIOE CIIEKTPaJIbHY PO3JIUIbHY 3IATHICTH MEPETBOPEHHS, IO-
IHIIOMY PO3IOIISE SHEPTII0 Mk TpaHCHOPMAHTAMH i MOXKE BUSBHUTH 1HIII, OUIBII CTIMKI 110
KOMIIpecii KOMIIOHEHTH CHUTHATy, IO MOTEHIIIHO 30UIbINye CTIHKICTh cTeranorpadiqHoro
METOY.

JU1st CTUCIIOCTI MU HAaBOAWMO Ha pHC. 4 TicTorpaMy 3MiH TpaHC(OPMAHT EPETBOPEHHS
Yoummia-Anamapa, mo0ya0BaHy 3TiHO 10 3allPOIIOHOBAHOTO HAMHU AJITOPUTMY ISl OITpEeuTy
128 K6it/c i nosxunu 6aoka N =64,

CTiMKICTb TPaAHC(OPMaAHT 0 CTUCHEeHHA MP3

800000
700000

600000

500000

MMEeHLNX 3MIH

~

400000

300000

YacToTa Ha

200000

100000

0 10 20 30 40 50 60
IHOoeKc TpaHcopmaHTK Yonwa-Agamapa

Puc. 4. 3minu TpaHcpopmaHT nepeTBopeHHs Yomma-Anamapa y ayaiogdaiiiax npu CTUCHEHH]
MPEG3 st mosxunu 610ka N =64

AHauni3 npeacTaBieHoi Ha puc. 4 rictorpamMu Juis 010Ky TOBXHHOIO 64 Ta OiTpeiiTy 128
KOIT/c moka3ye, 1mo HaiOuIbm cTiiikoro 10 MPEG3-ctucHenHs € TpancgopmanTa Homep 32.
Came 11 peKOMEHAYEThCSI BUKOPMCTOBYBAaTH JJisi BOYIOBYBaHHS JOJATKOBOi iH(popmarlii.
Bonnouac tpancdopmantu 16, 24, 40, 48 Ta nmeski iHII TaKoX JEMOHCTPYIOTh BiTHOCHY
CTIMKICTb 1 MOXKYTh CIYTyBaTH aJbTEPHATUBHUMU MO3ULISIMU 1Jis1 BOY/IOBYBaHHS, IPOTE€ BOHU
MOCTYMAOThHC TpaHchopMaHTi 32 3a CTaOUIBHICTIO Ta YaCTOTOI HAWMEHILIUX 3MiH.
BucnoBku. Po03B’s3aHO BaXJIMBY HAyKOBO-TIPUKJIAJHY 3a7ady JOCTIIKEHHS CTIMKOCTI
TpaHc(hOpMaHT MepeTBOPeHHs Y oiia-Aiamapa B ayJJIOKOHTeHHEpax /10 aTak CTUCHEHHSIM Ha
npukiaai anroputmy MPEG3. Otpumani pe3ynbTaTH TO3BOJSIOTH CHOPMYITIOBATH Taki
BUCHOBKH:

1. IlpoBeneHo TIpyHTOBHUM aHalll3 CY4YaCHHUX METOAIB ayjaiocreraHorpadii, mo
MOKa3aB HAasBHICTb ICTOTHHUX HENOJIKIB ICHYIOUMX pIIIEHb — HHM3bKY CTIHKICTH O arak
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CTHUCHEHHSIM, 3HauHI OOYHCIIOBAJIbHI BHTpaTH a0o0 oOMexeHy YHiBepcalbHicTh. lLle
OOTpYHTYBAJIO JOILUIBHICTh JOCTIHPKCHHS HOBUX IIAXOIB, 30KpeMa METOJIB Ha OCHOBI
KOJ/IOBOTO YITPaBIIiHHS.

2. 3anpornoHOBAHO Ta Peaji30BaHO AITOPUTM ifeHTU(IKaIli HAHOUIBII CTIHKUX 10
crucaenHss MPEG3 TtpancdopmanT neperBopeHHst Yomma-Anamapa. AJITOPUTM JT03BOJISIE
CTAaTUCTUYHO BH3HAYATH Ti KOMIIOHEHTHU CIEKTPY CHTHANY, SIKi 3a3HAIOTh MiHIMAJbHUX 3MIiH
i1 yac KoMIpecii Ta, BiAMOBIIHO, € HAHOIIBII TPUAATHUMH JUIS IPUXOBYBAaHHS 1iH(pOpMAITii.

3. ExcnepuMeHTanbHiI NOCTDKEHHS Ha 0asi mmMpokoro Habopy aymiodaiiiB y
dopmarti HiFi moBenu, mo Tpanchopmantu 3 iHaekcamu 8 ta 12 cTabinmbHO NEMOHCTPYIOTH
HaWBHINY CTIHKICTh IO CHOTBOPEHb HE3AJIC)KHO BiJ OITpEeUTy CTHCHEHHs. Pa3om i3 Tum, npu
HIK4IuX OiTperitax (192 ta 128 K6iT/c) MOXIIMBHUM € TaKOK BUKOPUCTaHHS TpaHchopmaHT 0
Ta 4, sKi 30epiratloTh BITHOCHY CTIMKICTh Y IIUX yMoBax. Jlyst 610KiB O11b1I01 JOBXHHH (64
€JIEMEHTH) HalBHIY CTAaOUIBHICTH 10 KoMmmpecii mokaszana tpancdopmanta 32. Otpumani
pe3ynbTaTH MIATBEPKYIOTh 3aJICKHICTh ONTHUMAIBHOTO BHOOpPY TpaHC()OpPMaHT Bif
napaMeTpiB CTHCHEHHS Ta po3Mipy OJIoKa.

4. OtpuMaHi pe3ynbTaTy MiATBEPIKYIOTh IEPCIEKTUBHICTH BUKOPUCTAHHS KOJAOBOTO
yhpaBiiHHS B ayniocreranorpadii. InentudikoBani criiiki TpancpOpMaHTH NEPETBOPEHHS
Yonma-Anamapa MOXYTh CIYT'yBaTH OCHOBOIO JJisi MOOYAOBHU aJanTHUBHUX alTOPUTMIB
NPUXOBYBaHHA iHQOpMaLii, [0 TOEAHYIOTh BHCOKY CTIHKICTH 1O aTak CTUCHEHHSM,
HEBUSBHICTH T4 O0YHCIIOBATIbHY €(DeKTHUBHICTb.

Takum yuHOM, po3poOieHMN mTiAXing (opMye HAyKOBO OOIPYHTOBaHY O0a3y Juis
NoJajiblioi PO3poOKH MPAKTUYHO OPIEHTOBAHMX CHUCTeM ayzaiocTeranorpadii HOBOTO
MIOKOJIIHHS, 3JJaTHUX 3a0e3IedyBaT HAMIMHHUIA 3aXUCT iHPOpMAIlii HABITh y CepeIoOBUIIAX 13
JKOPCTKUMHU OOMEKEHHSIMH Ha OOYMCIIIOBAJIbHI pPEeCypCcM Ta aKTUBHHM 3aCTOCYBaHHSIM
QITOPUTMIB CTUCHCHHSI.
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RESEARCH OF THE ROBUSTNESS OF WALSH-HADAMARD TRANSFORMANTS
AGAINST MPEG3 COMPRESSION FOR AUDIO STEGANOGRAPHY

IA.V. Sokolov, 2M.V. Khymenko

!National University "Odesa Law Academy"
23, Fontanska doroha, Odesa, 65009, Ukraine
2National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine

The paper presents a new direction in the development of audio steganography — adaptation and justification of
code control methods to increase the resistance of covert messages in audio containers to modern compression
attacks, in particular to MPEG3. The authors perform a systematic analysis of modern approaches to audio
steganography and emphasize their limitations — loss of covert data during compression or excessive demands on
computing resources, which complicates their use in mobile and embedded systems. In this context, it is proposed
to adapt the concept of code control to audio containers, which has already demonstrated high effectiveness for
images. This approach opens up the possibility of controlled data embedding into stable signal components,
combining stealth, resistance to attacks and computational efficiency. The key contribution of the paper is the
development of an algorithm for identifying Walsh-Hadamard transformants, which are minimally distorted during
MPEG3 compression. The algorithm sequentially compares pairs of blocks of the original (FLAC) and compressed
(MPEG?3) signals, calculates the Walsh-Hadamard transform, accumulates statistics of changes and visualizes the
frequencies of minimum distortion of the Walsh-Hadamard transformants in the form of histograms, which allows
to objectively highlight priority positions for embedding. The experiments were performed on a wide set of HiFi
audio recordings with testing of several bitrates (320, 256, 192, 128 kbit/s) and different block lengths, which
ensures the representativeness and reliability of the conclusions. The experimental results demonstrate a stable
pattern: transformants with indices 8 and 12 consistently exhibit the highest resistance to distortion during
compression and are prioritized for embedding hidden data; when the bitrate is reduced to 192 and 128 kbit/s, in
addition to the above transformants, it is practically permissible (and advisable in a number of scenarios) to use
transformants 0 and 4, which expands the set of safe positions for code control. In addition, when the block length
is increased to 64 elements, it is shown that transformant 32 is stable. The practical significance of the research is
that the selected stable transformants can become the basis for creating adaptive, highly effective steganography
algorithms with code control: they allow combining invisibility, resistance to common compression algorithms
(including MPEG3) and low computational costs, which makes the proposed approach suitable for implementation
in real systems. The paper also opens up prospects for further research — expanding the analysis to other
compression algorithms and multimedia formats, integrating machine learning methods for automatic adaptation
of codewords and developing new steganographic schemes.

Keywords: audio steganography, code control, Walsh-Hadamard transform, steganographic message,
compression robustness, MPEG3 compression, transformants, information security.
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JlocmikeHHsI IPUCBSYEHEe CUCTEMHOMY aHali3y peatizalii KIII0YOBHX O€3MIEKOBUX MAaTEPHIB
y xmapHux riardopmax Amazon Web Services, Microsoft Azure Ta Google Cloud Platform
3 ypaxyBaHHAM iX IPUIATHOCTI JJIsl HAYKOBHX JIOCHIJDKEHb y Taly3l KOMIT FOTEPHUX HayK.
AKTyaJbHICTh JOCTI/DKCHHS 3yMOBJICHA MOTPeOOI0 B 3abe3meucHHI Oe3mekH, i30Jsiil,
aBTOMAaTH3allii Ta BIATBOPIOBAHOCTI I1HQPACTPYKTYpH B YMOBax MYJIBTUXMapHOTO
cepenoBumma. Merta IOCHIIPKEHHS TOJNATaE y CHUCTEMAaTH3amlii Ta MOPIBHUTBHOMY aHai3i
KITFOYOBUX O€3MeKOBUX MaTepHiB y xMapHuX miatdopmax AWS, Azure ta GCP 3
ypaxyBaHHAM 1X e(eKTHBHOCTI, OOMEXeHb Ta WPHUIOATHOCTI [UIA 3a0e3redeHHs
BiITBOPIOBAHOCTI, I30JIAALii Ta €TWYHOI BINMOBIZHOCTI B HAYKOBHX IOCIITHUIIBKUX
cepenoBUIIaXx. MeTOIOMOTisI AOCHiIKEeHHS 0a3yeTbcss HAa CHUCTEMHOMY TIIXOMi, SIKHHA
BKJIIOYA€ TOPIBHIHHSA KOH(pIrypaniii xmMapHux miatdopM Ha OCHOBI NMPAaKTUYHUX KEHUCIB,
3aCTOCYBaHHs IHCTPYMEHTIB cTatuuHoro anamizy (Checkov, tfsec) ms orinku 6e3nexu [aC-
KOJly, MOJICJIIOBaHHS MOBE/AIHKM CHUCTEMH Y CIEHapisiX BIIMOBH Ta aTak Ui eMIIpHYHOT
MepeBipKU CTIHKOCTI iHPPACTPYKTYpH. Y CTAaTTi PO3TISIHYTO TPU MPaKTH4HI Kedcu: 1) mis
AWS — peamizanis Role Vending Machine 11 aBTOMaTH30BaHOTO MPU3HAYCHHS
TUMYACOBHX poJieii 3 00MexxeHHMU TpaBamHy, iHTerpais 3 GitHub Actions, Checkov Ta IAM
Access Analyzer; 2) mis Azure — Gararo3onna apxitekrypa 3 PIM, GitOps, ARM-
1abJIoHAMU Ta MEPEKEBOIO CEIMEHTAI€0 JIJIsi MOJICIIOBAHHS BiIMOBOCTIMKOCTI; 3) Iuist
GCP — Buxopucranns Shared VPC, izompoBanux npoektiB, TPU Ta Vertex Al Experiments
st 3agad NLP i rmmOokoro HaBuanHS. [lopiBHSUIBHME aHaNi3 IOKa3aB: MPUHIHIL
HaliMEHIINX TPHUBIIETB 3HAUYHO 3HWXKYE PU3UKH BUTOKY IIPaB; BiICYTHICTb JIOTYBaHHS Ta
ayIuTy CTBOPIOE “MEpTBi” TpaBa, SKi MOXYTh OyTH TOYKAMH BXOIY IUIS aTak; i30JIAIis
cepenoBUIl (Uepe3 OKpeMi aKayHTH, IiJMUCKH, TPOEKTH) KPUTUYHO BaxJIUBa I
3anobiraHHsl MEepexXpecHOMy BIUIMBY; yrpasiinHs 3minamu depe3 CI/CD a6o GitOps
3a0e3mneuye MOBTOPIOBAHICTH 1 KOHTPOJIb; Threat modeling 103BosIsi€ BUSIBUTH ypa3IMBOCTI,
OB’ sI3aHi 3 PO3MIIIEHHSIM pecypciB; peryistopHi Bumoru (GDPR, mmdpyBanHs, reo30Hn)
MaroTh OyTH BpaxoBaHI Ha eTami apXiTeKTypHOTo IuiaHyBaHHs. [IpoBeieHe IOCiKEHHS
JI03BOJIsIE 3pOOMTH BHCHOBOK, IO XMapHa iH(pacTpyKTypa, HalTalITOBAaHA 3 ypaxyBaHHIM
MIPUHIUITB OE3MEeKH, aBTOMATH3aIlli Ta €THYHOI BiAIIOBITHOCTI, MOXE CTaTH TTOBHOI[IHHAM
HayKOBHM IHCTPYMEHTOM, a He JIMIIEe TEXHIYHMM cepeloBHIIeM. BogHouac HeXTyBaHHS
IUMH{ TPUHLUIIAMHE CTBOPIOE PU3HKH KOMIIpOMETallii JaHUX, MOPYIICHHS PEryJsTOPHUX
HOPM Ta BTpaTH JOCTOBIpHOCTI pe3ynbTariB. HaykoBa HOBHM3Ha poOOTH mojsirae y
MOPIBHUIGHOMY aHaji3l Oe3NEeKOBMX MOJeNell TPbOX XMapHHX IUIATGOPM Yy KOHTEKCTI
3a0e3neueHHs JIOCTOBIPHOCTI Ta ETHYHOI BiJIMOBITHOCTI HAYKOBHX EKCIIEPHMEHTIB.
[MpakThyHa 3HAYYIIICTh pPE3yJbTATIB MOJATAE Y MOXIJIMUBOCTI iX BHUKOPHCTaHHS JUIs
moOynoBH Oe3meyHoi, MacmTaboBaHOI Ta BiATBOPIOBAHOI XMapHO{ iH(QPACTPYKTYpH B
HAyKOBUX MPOEKTaxX, y mpodeciiHiil mismpHOCTI DevOps-koMaHa, $Ki TPaIoloTh 3
MYJBTUXMApHUMH CEpE/IOBUIIAMH, SIK OCHOBa ISl PO3POOKM €THYHHMX Ta PEryJsiTOpHO
BiJINIOBITHHUX apXiTEKTyp y chepi KOMIT FOTEPHUX HAYK.

Kaiouosi cioBa: xmapHi o0unCIIeHHS, MyJIbTUXMapHe CepeloBUIle, iHppacTpyKTypa sK
koz, DevOps, DevSecOps, 6e3nexosi matepuu, CI/CD, GitOps, xmapHa apxiTekTypa.

Beryn. Xwmaphi oOuMcarOBasbHI MIATPOPMHU  CTadM  (yHIAMEHTAIbHUM KOMIIOHEHTOM
CydacHOi HayKoBOi 1H(PaCTPyKTypH, OCOOJMBO B Taly3l KOMITIOTEpHUX HayK. BoHnu
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3a0e3meuyoTh MaciTaloBaHE CEpelOBHINE Ui peallizalii aNropuTMIYHUX MOJenei,
BUCOKOIIPOAYKTUBHUX CHUMYJIALINA, PO3rOPTaHHS HEHPOHHUX MeEpek, 30epiraHHs BEIMKUX
oOCsTIB JAaHMX Ta aBTOMATH3allil EKCIIepUMEHTAJbHUX LHUKIiB. B yMmoBax oOMexeHHX
JIOKaJbHUX pPecypciB 1 morpebu B rHydkoMmy MmacmTaOyBaHHi IiaTdopmu Amazon Web
Services (AWS), Microsoft Azure ta Google Cloud Platform (GCP) mnpomonyoTs
IHCTPYMEHTH, SIK1 JJ03BOJIIOTH HE JINIIE €)EKTUBHO KEPYBATH OOUYUCIICHHSIMU, a i 3a0€31eUnTH
HAYKOBY TOYHICTb, TOBTOPIOBAHICTh Ta BiITBOPIOBAHICTh PE3yJIbTATIB.

VY KOHTEKCT1 CTPIMKOTO PO3BUTKY XMAapHHUX Te€XHOJIOTH Ta DevOps-npakTuK, XMapHa

iHppacTpyKTypa cTajla KPUTUYHO BAXKIMBOIO IS peanmi3amii BHCOKOIMPOAYKTUBHHUX
o0unceHp, 30epiraHds JaHUX 1 aBTOMAaTU3aIlll HAYKOBUX E€KCIIEPUMEHTIB.
AHani3 gocaiaxedb Ta myOJaikaniii mokasye akTUBHE 3pOCTaHHS IHTEPECY 10 3aCTOCYBAHHS
MYJIbTUXMApHUX apXITEKTyp, peami3aiii KIYOBHX OE3MEKOBUX MAaTepHIB Yy XMapHUX
mwiatpopmax. Y crarri [1] BukoHaHo orisn kouuenuii «IHppacTpykTypa SK KOm»
(Infrastructure as Code, laC) mms MyJapTHXMapHUX HaJAlITyBaHb, 30CEPEIKYIOUMCH Ha
MOJYJBbHIM apXiTEeKTypi, CTaHIapTU3alii iIHCTPYMEHTIB, YIpaBIiHHI, iHTerpamii Oe3meKku Ta
aBTomarusaiii depes kouBeepu CI/CD  (Continuous Integration / Continuous
Delivery). Jocnimkenns [2] migkpeciaioe TpaHchOpMaIliiHHA MOTEHINIAT BHKOPHUCTAHHS
KUJIBKOX XMapHHUX apXITEKTYp Y CY4acHUX KOPIIOPATUBHHUX CEpPEIOBHILAX, HArOJOLIYIOYH Ha
iXHI# pouti B JOCSATHEHHI 013HEC-THYYKOCTI, ONITUMI3allii BUTPAT Ta ONepaliifHol e()eKTUBHOCTI.
V crartax [3, 4] 00roBoproOThCS HaMKpalili IPaKTUKH BIPOBAKEHHS aBTOMATH3allii Oe3MmeKn
3a JIONOMOTOI0 TPAaKTUK CTATHYHOTO Ta JAWHAMIYHOTO TECTYyBaHHS O€3MEKH 3aCTOCYHKIB
(SAST/DAST), aBTOMaTH30BaHI MEPEBIPKH BIIMOBIAHOCTI, 3aXUCT MiJl YaCc BUKOHAHHS 3a
JIOTIOMOTOI0 CKaHepa 0e3neku iHPPACTPYKTYPH K KOy, PillIeHHS I O€3IEeKH KOHTEHHEpiB
Ta CUCTEMHU BHSBJICHHS aHOMaJiil Ha OCHOBI MOBEMIHKHU. JlocmimKeHHs [5] 3arauOmroeThes B
neperun [aC, CI/CD rta opkectparnii Kubernetes y mynpTuxmapaux DevOps-koHBeepax.
PobGota [6] anamizye eBOMIOIII0 MYJIbTHUXMapHOi cTparerii i ponb Terraform y xmapHiit
OpKeCTpalii 3 HEBEJIMKAM MOPIBHSHHIM 3 1HIIUMH 1HCTpPYMEHTaMH XMapHOI opkectparii. Y
nonomoroto Terraform, BucBiTIIOIOTBCA nepeBaru Ta npoOiemu [aC y cyyacHuUX XMapHHUX
cepenoBuiiax. ¥ po6oti [8] knacu¢pikoBaHo mmpoko Bu3HaHI Mertomu Oesmeku Terraform,
MOILIMPEH] B rajy3i AJis NOMYJSIPHUX XMapHUX IpoBaiiaepis, Takux sk AWS, Azure Ta Google
Cloud.

[IpoBenenuii aHami3 3acBiUye€ HasBHICTh IPYHTOBHOI JOCIITHHUIIBKOI Oazu 00

XxMapHHUX miaatdopm. BogHowac, monpu mupoke 3aCTOCYBaHHS XMapHHUX CEPBICIB Y HasBHUX
nyOmiKalisx HEJOCTaTHhO BUCBITICHO MNHMTAaHHA 1HQPACTPYKTYpHOI O€3MeKH, 130l
Cepe/IoBUIll, YNPABIIHHSA POJIIMU Ta BIATBOPIOBAHOCTI KOH(QIrypamiil y KOHTEKCTI HayKOBOT
MeTO/10JI0T1i. 30KpeMa, BIJICYTHIM CUCTEMHUI aHai3 TOr0, sIK IPUHIIUIT HAMMEHIINX PUBLIEIB,
ayJIUT JIOCTYIy Ta MOJIENIOBaHHS 3arpo3 BIUIMBAlOTh Ha JOCTOBIPHICTH 1 O€3MEYHICTh
eKCIIEpUMEHTAIBHUX PE3YJIbTATIB.
Metow naHoi podoTH € cucTeMaTH3allisl Ta MOPIBHAJIBHMM aHaii3 peanmizamii KIOYOBUX
Oe3nekoBuX MaTepHiB y xMmapHux miatdgopmax Amazon Web Services, Microsoft Azure Tta
Google Cloud Platform 3 ypaxyBaHHAM iX e(eKTHBHOCTI, OOMEXEHb Ta MPUAATHOCTI IS
3a0e3MeyeHHs] BIATBOPIOBAHOCTI, 130111 Ta €TUYHOI BIJAMOBIAHOCTI B HAYKOBUX
JOCHITHUIIBKUX CepeIOBUINAX.

Jl1st MOCSITHEHHSI TOCTABJICHOT METH BH3HAUEHO TaKi 3aBIaHHS:

— TpoaHaNi3yBaTH CydYacHI HayKoBi myOumikamii Ta JOCHIJKEHHsS Uil BUSBJICHHS
KJIIOYOBMX HamNpsMiB, TEHICHIM Ta mpobieM Yy 3acTOCYBaHHI TMAaTepHIB XMapHOi
1HQPACTPYKTYpH 711 HAYKOBUX JIOCIHIPKEHb y Taiy3i KOMI IOTEPHHX HayK, 3 aKLIEHTOM Ha
0e3MeKy, 13011110, aBTOMATH3aIIII0 Ta BIAMOBIIHICTE €ETHYHUM HOPMaM,

—  JIOCHIAMTH TepeBaru iHppacTpykTypu sk koay st DevOps;

— BUKOHATH TMOPIBHSUIBHUM aHaii3 TpbOX MPOBIAHUX XMapHuUX matpopm AWS,
Azure, GCP moz0 iX npuaaTHOCTI AJIs TOCTHIAHUIBKUX 3a]1a4;
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—  TPOJEMOHCTPYBATH, SK NMPABWIBHO HAJAIITOBAHI XMapHI CEPEIOBMINA MOXKYTh

3a0€3MeYNTH BIATBOPIOBAHICTh, MACIITA0OBAHICTh Ta 3aXHMCT JaHUX, HEOOX1THI IJIsT HAYKOBOL
JIOCTOBIPHOCTI.
IlepeBaru indgpacTpykrypu sik koay ajas DevOps. Po3BUTOK XMapHUX TEXHOJIOTIH € OJHUM
13 KIIFOYOBMX HampsMIB cydyacHOi iHQopmaTtuszaiii, 1o BH3HaYae e(pEKTUBHICTH IHQPPOBOI
Tpanchopmariii 6i3Hecy, HAyKH Ta Jep>KaBHOTO yrpaBiaiHHA. OCTaHHE ASCATUPIUYS TO3HAYCHE
NEepexoJ0M BiJ] MPOCTUX MoJeNell OpeHIu OOYHMCIIOBAIBHUX PECypCiB A0 KOMIUIEKCHUX
maTdopmM, OpIEHTOBAHUX HA MAcIITa0OBaHICTh, aBTOMATH3AIlII0 Ta IHTErPAIIiio 13 Cy4aCHUMH
METOAOJIOTIAIMUA PO3pOOKHU. SIKIIO Ha MOYATKOBHUX €Tarax PO3BUTKY XMapHI OOYMCICHHS
KOHIICHTPYBAJIKMCS Ha 3a0e3MedeHH] THyYyKoro J0CTyny 1o iHppactpyktypu y popmari laaS
(Infrastructure as a Service), TO Hapasi CIOCTEPITaeTbCsS 3POCTAaHHS TOMYISIPHOCTI
miatopmaux pimenb (PaaS, Platform as a Service) Ta cepBiciB, OpIEHTOBaHHMX Ha
MIKpPOCEpPBICHY apXiTEKTypy, KOHTEHHEpH3aIlil0 i OPKECTpallii0 3a JONOMOTOK CHUCTEMH
Kubernetes.

BaxinuBuM TpeHIOM € TOMIMPEHHS MYJIbTHXMAapHUX Ta TIOPUAHUX CTpaTerid, sKi
JO3BOJIAIOTH TMOENHYBAaTH PECYpPCH PI3HUX MpOBaiiepiB 3 METO ONTHMI3alii BUTpAT,
1 IBUIIICHHS BIIMOBOCTIHKOCTI Ta yHUKHEHHSI pu3HKy «vendor lock-iny». [le Bumarae po3poOku
HOBUX IHCTPYMEHTIB yIIpaBIiHHS, 31aTHUX 3a0€3MeunT YH1(hIKOBaHMI MiIXia IO OpKecTparii
1H(pacTPpyKTypH, He3aJexHO Bix ii posnoxainy mixk AWS, Microsoft Azure, Google Cloud un
NpPUBAaTHUMU JaTa-lieHTpaMu [6]. OmHOYAacHO 3 MMM MOCHIIIOETHCSA aKLEHT Ha Oe3rmer,
JOTpUMaHHI HOPMATHBHUX BUMOT Ta aBTOMATH3allii MPOIECiB BiANOBiAHO 10 DevOps-mpakTuk
[7]. Sk pesynbrar QopmyeTbcss MOTpeba Yy CHCTEMHOMY IMMAXOMi [0  YIPaBIiHHS
1H(PPACTPYKTYPOIO, IO JIO3BOJSIE CKOPOTHTH Yac PO3TOPTAaHHS CEPEIOBHIN, MiABHIIUTH iX
nepeadadyBaHIiCTh Ta AKICTh 0OCIyrOByBaHHSI.

Y upoMy KOHTEKCTI KoHuenmist «IHppacTpyKTypa sIK KOI» CTajla OAHIEI0 3 0a30BHX
TEXHOJIOTIYHUX TEPeayMOB MEpexoay A0 iHkeHepii cydacHuXx xmapHux cepenosuil. laC
onucye 1HOPACTPYKTYpPY y BUTIIAII JNCKIAPATHUBHUX YU IMIICPATHBHUX KOHQITYpaliiHUX
daiini, 110 103BOJIIE€ aBTOMATHU3YBAaTH MPOIIECH CTBOPEHHS, MacIITa0yBaHHs, MoaAu]iKallii Ta
BunaieHHs pecypciB [8]. Tum camum 1aC mo3Bosisie KOMaHIaM aBTOMATH3YBAaTH Ta KEPyBaTH
1HQPACTPYKTYpOIO 3a JOMNOMOTOK MPOrpaMHOTO KOAY, 3a0€3MeUyloud Y3TO/KEHICTb,
MacIITa0OBaHICTh Ta IIBHJIIE po3ropTaHHs. Takuil miaxin 3abe3nedye Mpo30picTh 1
BIJITBOPIOBAHICTh YCIX [ilf, OCKIJIBKM 1H(QPACTPYKTypa BH3HAUAEThCS TaK CaMo, SK 1
pPOrpaMHUM KOJ, a i cTaH 30epiraeThCcsl y CUCTEMaxX KOHTPOJIIO BEpCiid.

Ha puc. 1 300paxeno tunoBuil poOoumii mpounec l[aC, sxuil 0OXOIIr0O€e OCHOBHI
KOMITOHEHTH Ta B3a€EMO3B’SI3KH MK HUMH.

nyn nyn
PEKBECTHK PEKBECTH

— | -

= sianpaska min XMAPHA
D ) | @ | — IHOPACTPYKTYPA

PO3POBHUK/DEVOPS von
IHOPACTPYKTYPY  ABTOMATM3ALLIMHMIA E
CEPBEP/API
(1AC)
NOKANBHA
IHOPACTPYKTYPA

Puc. 1. [ndpactpykrypa sk Koa

IIponiec mounHaeTbes 3 Al po3pobHUKa abo iHmxeHepa DevOps, Skl CTBOPIOE KOJ
1H(pacTpyKTypH, BUKOPHCTOBYIOUH CIIElialli30BaHl MOBU onucy, ak-otr: Terraform, Ansible
a6o CloudFormation. Ileii kox MICTUTh JAeKJapaTHUBHI 1HCTPYKIIl IIOJ0 CTBOPEHHS,
HAJIAIITYBaHHS Ta YIIPABIIHHS 00YHCIIOBATEHUMH PECYPCaMU, BKIIIOUAIOUH CEPBEPH, MEPEXI,
0a3u JaHMX Ta iHII KoMIoHeHTH. [licis HanmMcaHHs, KO epeJaeThesl 10 CUCTEMH KOHTPOJIIIO
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Bepcii, Haityacrime Git, 110 103BoJIsi€ 30epiraTy iCTOPito 3MiH, 3iICHIOBATH MYJI-PEKBECTH Ta
3a0e3mevyBaT KOJEKTUBHY pOOOTY Ha/ IHPPACTPYKTYPHUMHU CIIEHAPISIMHU.

3aTBepKEHUN KOJ HAIXOAMUTH JI0 aBTOMaTHU3auiiHoro cepsepa abo API-pymis, skuii
BUKOHY€ MOT0 iHTEpIpEeTaIlio Ta 3acTocyBaHHs. Lleil KOMIIOHEHT BiMOBiAa€ 3a 1HTETPAIlio 3
XMapHUMH TutaTpopmMamMu ab0 JIOKAIBHUMH JlaTa-LEHTpaMH, 3a0e3leuye po3ropTaHHs
1H(QpacTpyKTypH BIAMOBITHO 0 3aJIaHUX MapaMeTpiB. Y pe3ynbTaTi IHPPACTPYKTypa MOXKE
OyTH pealizoBaHa SIK Y XMapHOMY CEPEIOBHILI, TaK 1 Ha JIOKAJIbHUX CepBEpax, 10 3a0e3mneuye
THYYKICTh Ta MaciTaboBaHicTh IT-pimieHp.

BaxumBoro ocobmusictio [aC e 1i 3maTHICTh 3a0€3MeuyBaTH 1ACHTUYHICTh CEPEIOBHIL,
3MEHIIYBaTH PU3UKH JIFOJICBKUX ITOMHJIOK Ta CIIPUSITH BIPOBAKEHHIO IpakTuk DevOps, Takux
sk CI/CD. Tum camum indorpadika 1eMOHCTpY€e HE JIMIIE TEXHIYHY MOCTiTOBHICTD i, a i
KOHIIENITyalbHy MOJEJb MEePEX0ly BiJl PyYHOI'O YNpaBliHHA 1HQPACTPYKTYpOrO 10 ii MOBHOI
aBTOMATH3AIII] Yepe3 KO/I.

Bukopucranns [aC y pamkax DevOps nae 3Mory gocsiraTd HU3KU BaXXJIMBUX IEpeBar.
[To-miepie, aBTOMaTHU3AIlisl PO3TOPTAHHS CYTTEBO 3MEHIIYE KITbKICTH JIFOJCHKUX MOMHIIOK,
XapakTepHUX JJIsl pydyHOro HajamTyBaHHs iHppacTpykTypu [9]. ITo-apyre, 3abe3neuyeThes
MOBTOPIOBAHICTh CEPEIOBUIN, IO KPUTHYHO BAXIMUBO IS TECTYBaHHsS, pO3pOOKH Ta
npoayktuBHOi ekcmutyartarii [10]. Ilo-tpere, IaC interpyetscs 3 CI/CD-mporecamu,
JI03BOJISIFOYM CTBOPIOBATH iHPPACTPYKTYPY «HA BUMOTY» Yy BIJIIIOBI/Ib HA 3MIHHU B IPOTPaMHOMY
3abe3neueHHi. [lo-ueTBepTe, 3aBASKM ILEHTPATI30BAHOMY YIPABIIHHIO CTaHOM Ta
KOH(QITyparisiMi MiABUILYETHCS PIBEHb OE3MEKH i KEPOBAHOCTI MYIBTUXMAPHUX CEPEIOBUIIL
[11].

Kpim toro, [aC mo3Bosisie opraHizamisiM ONTHMIi3yBaTH BUTPATH Ha XMapHI pecypcH,
IPOTPaMHO KEpYyIOUuu pecypcamu, 3abe3nedyrour aBTOMATUYHE BUIYYEHHS HEBUKOPUCTAHUX
pecypciB. Lle 3amobirae HEMOTPiOHUM BUTpaTaM Ha XMapHi pecypcH Ta ix Brparam. CydacHi
iHcTpyMeHTH [aC miaATpUMYIOTH MYJIBTUXMapHi CEPeNOBHINA, JO03BOJSIOYM OpraHizalism
0e3mepenmKoHO po3ropratu podoui HaBaHtaxeHHS B AWS, Azure ta Google Cloud. Lle
JI03BOJIsIE YHUKHYTH TIPHB'3KHU JI0 TIOCTAaYalIbHUKA Ta MIBUILYE THYUKICTh [9].

Otxe, 1aC € BaxIMBOIO MPakTUKOIO B cydacHOMY DevOps, sika MpOIOHY€E IIBUJIKICTD,

MacIITabOBaHICTh, ABTOMATHU3AIlil0 Ta Y3TO/UKEHICTh B YIPAaBIiHHI 1H(QPACTPYKTYpOIO.
BuxopuctoBytoun iHctpymentu laC, sk-ot: Terraform, Ansible ta AWS CloudFormation,
DevOps-daxiBii MOKyTh ONTUMI3YBaTH omeparlii, 3HU3UTH BUTPATH Ta MOKPALIUTH TOCTABKY
MPOTrpaMHOTO 3a0€3TEUEHHS.
IlopiBHsiHHA KIH4YOBHX Oe3mekoBUX minxoaiB Tta mpaktuk AWS, Azure ta GCP. ¥V
KOXKHIH 13 HAUOTYXHIKX XMapHuX miatpopm — AWS, Azure 1 GCP — peanizoBaHo yHIKaJIbHI
MEXaHI3MH, sKi J103BOJIIOTh aJanTyBaTH 1HQPACTPYKTYpY OO CHEeUU(IKH TOCTIAHUIBKUX
3aad.

Terraform sax iHctpyment [aC no3Bojsie JeKIapaTHBHO OMKMCYBAaTH, CTBOPIOBATU Ta
KepyBaTH iH(PPACTPYKTYpOI0 B XMApHHX CEpeJOBMIAX. Moro TonOBHA mepeBara —
yHi(piKOBaHUH MiJIX1] 10 poOOTH 3 pi3HUMHU XMapamu, 30kpema AWS, Azure ta GCP.

Terraform BukopuCTOBY€ crieniaabHi MPOBalaepy ISl KOXKHOI XMapHOi Miat(opmu:
aws — aist Amazon Web Services, azurerm — mist Microsoft Azure, google — ans Google Cloud
Platform. KopucryBau onucye Oaxanuit cran inppactpykrypu y .tf ¢aiinax, a Terraform
CaMOCTIMHO BHU3HAYAE, SKi peCypcu CTBOPUTH, 3MIHUTH ab0 BuIanuTH. [Ipu boMy OfMH 1 TOH
caMU{ 1HCTPYMEHT 1 CHHTAKCHC J03BOJISIE TPAIIOBATH 3 PI3HUMHU XMapamu (Tabmn. 1), mo
crpo1ye TiOpuaHi a0 MyIbTUXMapHi apXiTEKTYpH.

VY Tabn. 2 HaBeneHO y3arajibHEH1 KIIIOYOB1 OE3MEKOBI MIAXOAM Ta MPAKTHKH Yy
PO3MIIIHYTUX TPbOX MPOBIAHMX XMapHUX IIaTGopM y po3pi3i KaTeropiil, IO MawTh
BUpIIIAJbHE 3HAYEHHS /A MOOYAOBH Oe3medyHoi Ta BiITBOPIOBAHOI IHPPACTPYKTYpHU 3a
nonomoroto Terraform y myneTuxmapHomy cepenoBuilli. [IopiBHSIHHS 103BOJISI€ BUSBUTH SIK
CIIJIBHI CTpaTeTiuHl MiIXOAU, TaK 1 BIAMIHHOCTI B peaiizaiii KOHKPETHUX MEXaHi3MiB, IO
MaroTh KPUTHYHE 3HAYCHHS B HAYKOBUX Ta 1HKCHEPHUX OOUMCIICHHSX.
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Ta6anns 1.
Oco6arBOCTI IHTETpaIlii 3 KOXKHOIO TIaTHOPMOIO
[Tnardopma IIpoBaiinep [puknaau pecypci OcobanBocTi
Haii6inbu 3pinuit mpoBaiiaep,
miATpIMYE Maiike BCi cepBicH
AWS

aws_instance, aws_s3_bucket,

AWS aws aws_lambda_function

azurerm_virtual_machine,
Azure azurerm azurerm_storage_account,
azurerm_function_app
google_compute_instance,
GCP google google_storage bucket,
google_cloudfunctions_function

[Totpebye aBTeHTHDIKAIIIO Yepe3
Azure CLI abo Service Principal

igrprmMka gepe3 Google Cloud
SDK abo xirodi 1octyiry

Tabauus 2.
[opiBHsuibHA TaOnuis 6e3nekoBux natepHiB AWS, Azure ra GCP
Kateropis AWS Asure GCP
Haiimenmri IAM Role Vending Machine Privileged Identity Custom IAM Policies + Time-
npHBiiel (RVM) Management (P1M) bound Access
JloryBaHHsI Ta IAM Access An_alyzer, Activity Logs, PIM Audit VPC Flow Logs, Cloud Audit
ayanuT CloudTrail Logs
[30ms11s Oxpemi VPC, okpemi Oxkpemi MAMACKK, TPYIH | ¢ 4D 4+ OKpEMi IPOEKTH
CepeIoBUILL aKayHTHU pecypciB
ynp{?‘BmHHﬂ CI/CD 3 GitHub Actions + GitOps + ARM Templates Terraform + Cloud Build
3MiHaMu Checkov
MoetoBaHHs Placement-aware EC2, WAF, NSG, segmentation Co—locatl_on an_aly3|s, TPU
3arpo3 network ACLs isolation
EeryngTopHa KMS, region control, data |Encryption at rest/in transit, Data residency, DLP API
BiAIIOBIIHICTE lifecycle GDPR zones
ExoHoMiuHa Auto-stop EC2, spot . Preemptible VMs,
. : Budget alerts, cost analysis . .
e(eKTUBHICTD instances region-aware planning

VY xareropii HaliMeHIIMX npuBLIeiB AWS 1eMOHCTpye BUCOKUI piIBEHb aBTOMAaTH3allli,
3aBaskd peamizamii marepHa Role Vending Machine (RVM), skuit 3abe3neuye
KOHTPOJILOBAHUH MPOIIEC TMPU3HAYCHHS TAMYACOBUX POJIeH 3 OOMEKEHUMHU NIPaBaMH JIOCTYITY
B XMapHill iHppacTpykTypi. OCHOBHOIO NEpeBaror IbOro MiJXO0AY € 3MEHIIEHHS PU3MKY
HaJIMIPHOTO JOCTYIy a00 MOMMJIOK TIpaB, a TaKOX CIIPOIICHHS ayIuTy 4Yepe3 CTaHAapTHI
inctpyment (IAM Access Analyzer, Checkov). IAM (ldentity and Access Management) e
CHUCTEMOIO KEpyBaHHS 1JeHTH(IKAI[lEl0 Ta TOCTYNOM Y XMapHii muargopmi. Baxmuso
PO3YMITH 1 3Ba)kKaTH Ha BMKJIMKH, MOB’s3aHl 31 CKJIAIHICTIO MiATPUMKH IIAOJIOHIB 1 peB’ro-
MIPOIIECIB MPU BENHUKIN KUTHKOCTI MPOEKTIB. Azure HaToMicTh npornonye Privileged Identity
Management (PIM) sik cepgic i3 BOYJI0OBaHOI THMYAaCOBOIO €CKAJAIli€l0 MpaB JOCTYILY, L0
JI03BOJIIE OOMEKUTH MOCTIHE BUKOPUCTAHHS aJMIHICTpAaTUBHUX poisied. TuM camum Azure
yepe3 PIM Hazae rHyuke ynpaBiiiHHsS NPHUBLUIEHOBAaHUMH MpaBaMH, J03BOJISE€ aKTUBYBATH X
JUIIE Ha 4Yac, HEOOXITHUW sl aaMiHICTpaTHUBHUX [id. lle KOopuCHO, KOJMM TOCHITHHIIBKA
KOMaHJa Ma€ 3MiHHI poiii, 1 MOTPIOHO OOMEXUTH 3arpo3y MOCTIHHOTO aJAMiHICTPATUBHOTO
JOCTYITY. AJle HEeIOTIKOM € Te, o PIM 3aiexuTh BiJl MpaBMIILHOTO HAJIAIITYBAHHS MOJTITHK Ta
YMOB aKTHBAIlii; SKIIO aKTHBAllis 3aHAJITO MpocTa abo He MepeBIpSEThCs, POIb MOXe OyTH
snoBxkuBaHa. GCP peanizye momiOHy KOHIEMIliI0 4epe3 kacTomizoBaHi [AM-momituku 3
MOJJIMBICTIO THMYacOBOTO HaJaHHS JOCTymy, 4acto iHTerpoBani 3 TTL-mexanizmamuy,
Hanpukian uepe3 Cloud Scheduler a6o croponni iHTerpamii. Ile mo3Bomsie 30epiratu
ABTOHOMIIO OOYMCIIOBAIBHUX CEpPEIOBUIL, CIPHUsS€E IMOBTOPIOBAHOCTI €KCIEPUMEHTIB, 00 BCl
KOMAaH[I{ TPAIIOI0Th B Y3TOJDKEHUX MepeXeBUX yMoBax. [IpoTe BUKIHMK MOJsTaE B TOMY, IO
He Bci cepBicu GCP mosuictio miaTpumytoth Shared VPC aGo marooTh 0OMEXEHHS II0A0
CEpBICHMX areHTiB, MiMepexk abo MpaB, IO MOXYThb OYTH JeJIerOBaHMMHU. TakoX, MpHU
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MmacmTaOyBaHHI MepexeBUX mpaBui 1 firewall koHgirypamiii BUTpaTu Ha aaMiHICTpyBaHHS
3pOCTalOTh, 1 PU3UK MOMHJIKOBUX MPaBUJI a00 HAIMIPHUX JT03BOJIIB MOXKE 3017IbIITyBATHCS.

VY cdepi noryBaHHS Ta ayauTy Bci TpU MiIatGopMu HAZAlOTh IHCTPYMEHTH IS
JIETATFHOTO MOHITOPUHTY 3MIH 1 Jiii KOPHCTYBadiB, aji¢ 3 BIJIMIHHOCTSAMH B IHTerparii Ta
rayukocTi. AWS noeqnye IAM Access Analyzer 3 CloudTrail qys nerexuii HaaMipHUX TIpaB
Ta icTopii goctymy. Azure 3a6e3neuye ayaut depe3 Activity Logs 1 PIM Audit, 3 dokycom Ha
npuineiioBani aii. GCP npononye Cloud Audit Logs pa3zom i3 VPC Flow Logs, mo poOuTh
aKLEHT sK Ha J1i KOPUCTYBayiB, TaK 1 HA MEPEKEBUX 3'€THAHHSX.

[Bonsamist cepenoBUI peaizyeThesi uepe3 apXiTEeKTYPHI MEXaHI3MU pPO3MEXYBaHHS:
AWS BukopuctoBye okpeMi 00sikoBi 3anucu Ta VPC, Azure — mianucKku i rpynu pecypceis,
toni sk GCP pobuth cTaBKy Ha moenHaHHS OKpemux mpoekTiB i3 Shared VPC mns
[IEHTPATi30BaHOTO yIpaBliHHI Mepexero. KoxeH 13 MiaxoliB Mae CBOI IIepeBarn B
MacIITabOBaHOCTI Ta aJMiHICTpyBaHHI — 30Kkpema, miaxing GCP 1o3Boisie 3MEHIIUTH
TyOroBaHHS MepekeBO1 KOH(pIrypartiii 6e3 BTpaTH 130JIs1Ii1.

[Iloo ynpasiaiHHA 3MiHaMH, TO BC1 TPH MIATGOPMHU MIATPUMYIOTH iHPPACTPYKTYpHUI
niaxig 3 BukopuctanHsaM Terraform, omHak maroTh pi3HiI Touku iHTerpamii 3 CI/CD. AWS
3acrocoBye GitHub Actions y moeHaHHiI 3 iIHCTpyMEHTaMH CTATHYHOTO aHANI3y (HAIIPUKIAI,
Checkov), mo n03BoJisie BUSBISATH NOTEHLIHHI mpobiaemMu B KOHOIrypalisx e A0 IXHbOTro
3aCTOCYBaHHA. Azure TpauliifHO BUKOpUCTOBYe ARM-mabmonn Tta GitOps-migxoan 3
npuB's3koro 10 Azure DevOps. GCP opientyethes Ha noeananns Terraform 3 Cloud Build, mo
3a0e3neuye HATUBHY IHTErpallito 3 iHmumMu cepsicamu GCP y maiiraiini.

Y KOHTEKCTI MOJENIOBaHHS 3arpo3 KO)KHa miaTdopMma pealizye BIACHI MEXaHi3MU
nornepe/pKeHHsT  pusnkiB: AWS BpaxoBye TONITHKY pO3MIIIEHHS pEecypciB y XocTax
(placement), mepeskeBi ACL 1 pizuuny i3omsuito B EC2; Azure QpokycyeTbes Ha BAKOPUCTaHH1
WAF, mepexesux rpyn 6esneku (NSG) i cermenTarii, a GCP Hamae po3mmpeHi MOXIUBOCTI
aHali3y PO3MIIIEHHS MpOLEeCciB Ha CHUIbHUX By3nax (ocobmuBo mia TPU) 1 migTpumky
30HOBaHOi i30ssmii. L{e HaOyBae 0coOJMBOT BaXKIIUBOCTI y JOCTITHHIBKUX CIICHAPISAX, JE €
PU3UK aTak MOOIYHUMU KaHaJaMU B MYJIbTH-TEHAHTHUX CEPEOBHUILAX.

VY yacTuHI peryiasTOpHOi BIAMOBIIHOCTI BCl TPH MIATGHOPMHU MIATPUMYIOTH BUMOTH J0
3axXHUCTy JIaHUX K y CHOKOI, Tak 1 B pyci. AWS 3abe3neuye KOHTPOJIb PErioHiB 30epiraHHs Ta
THYYKE YIpaBIIIHHS KXUTTEBUM IIMKJIOM JaHUX y noenHaHHl 3 KMS. Azure Hajae MexaHi3Mu
mudpyBaHHS Ta NIATPUMKY 30€peKeHHsI JaHuX Yy 30HaX, 110 BianoinaTs BuMoram GDPR.
GCP no3Bosisie peanizyBatu NOJITHKY data residency Ta Hagae IHCTpyMeHTH Ha Kiutant DLP
API nns 3axucty koH¢iaeHniiHoT iHpopMmartii.

ExoHoMiuHa e(heKTUBHICTb yIpaBiIiHHS IHPPACTPYKTYPOIO TAKOXK BAPIIOETHCS 3aJIEHKHO
BiJ miardgopmu. AWS mpononye aBro3ynuHky EC2 1 BUKOpHCTaHHsS Spot-iHCTaHCIB Juis
3HIDKEHHSI BUTpaT. Azure peajizye MOHITOPUHI OIODKETY Ta aHAJITUKY BUTpAT SIK YAaCTHHY
Azure Cost Management. GCP, cBo€ro yeproro, ONTUMi3ye BUTPATH 3a PaxyHOK preemptible
VM 1 muianyBaHHS pO3MILIEHHS PECypCiB y HAWBUTIAHIIINX pErioHax.

Tum camum aHami3 mokasye, 110 KOKHA 3 XMapHHUX IUIaT(GOpM Mae€ BIACHI CHJIbHI

CTOPOHHM Ta MIAXOAM 10 BUPILIEHHS CHUIBHUX BUKIIUKIB O€3MeKH, 1110 GOpMYyIOTh IPYHT IS
3acrocyBaHHA Terraform y MynbTHXMapHOMY HayKOBOMY cepenoBuiii. OOrpyHTOBaHU BUOIp
3aJIeKUTh BiJ BUMOT JI0 130JIALli{, peryiIsiTOPHOI BIAMOBITHOCTI, MaclITaly €KCIEPUMEHTIB 1
orepariifHoi CTiIHKOCTI.
IlopiBHAHHSA NPOAYKTUBHOCTI Ta Oe3nmekW NpPHU peatizanii OCHOBHUX 0e3MEeKOBHX
narepHiB y xMapuux cepegosuiax AWS, Azure ta GCP. [ns npoBeieHHS TOPiBHSUIBHOTO
aHajizy Oyylo BHOpaHO EKCIIEPUMEHTATbHUU TMiAXia 13 TOOYIOBOIO THIIOBUX CIICHAPIiB
pO3ropTaHHs 1HQPACTPYKTYPH Y KOXKHOMY 3 TPhOX XMapHUX cepenoBuil — AWS, Azure Ta
GCP — i3 BUKOpHCTaHHSIM OJHAKOBOI JIOTIKH PO3rOopTaHHs 3a nomomororo Terraform. VYci
eKCIIEpUMEHTH BHUKOHYBAJIUCh 13 METOI Bepudikauii (yHKIIOHATIBHOCTI, BHUMIPIOBaHHSA
onepaiiiHol MNPOAYKTUBHOCTI, a TaKOX OIIIHKKA pIiBHA O€3MeKH, peai30BaHOro 4Yepes
BiJIMOBiIHI HATUBHI CEPBICH.
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3actocyBaHHs YHI()IKOBaHUX CIICHApiiB 1 aBTOMAaTH30BAHUX 3acO0IB PO3TOPTaHHS
3a0e3mevyye HayKOBY BIJITBOPIOBAHICTh E€KCIEPUMEHTIB, OCKUIBKH CTBOPIOE MOKJIIUBICTH iX
MOBTOPEHHS B aHAJIOTIYHUX YMOBAX 1HIIMMHU JAOCHITHHUKAMH.

Koxna peamizaris Mana Taki 0a30Bi KOMIIOHEHTH: MEPEXKEBY 1H(PpacTpyKTypy 3
130JIALII€I0  CEPEOBUI; OOYUCIIOBAIbHI pecypcu (2 BipTyalbHI MallMHM) IS 3aIyCKY
HABaHTAXXCHHS; IOJIITUKU JOCTYIy 3 peali3alli€l0 HaWMEHINNX MPUBUICIB; JIOTYBaHHS Ta
MOHITOpHHT 3MiH; mnaimraiian 3MiH (CI/CD); akTuBamito THUMYacOBUX MPHUBLICIB
anamiHicTpaTopa. Po3ropranHs iHGPACTPYKTypH HMPOBOIUIOCH Yepe3 MOAYJIbHY apXITEKTypy
Terraform, 3 BUKOPUCTaHHSAM OJHAKOBUX MAaTEPHIB PO3TOPTAHHS (3aNTOBAHUX MiJ KOKHOTO
mpoBaiiiepa) i3 BiakpuTux penozutopiiB GitHub Ta odimiiinux momymis 3 Terraform Registry.
Hanpuknan, monyns terraform-aws-vpe manst AWS, Azure Network Module mns Azure Ta
terraform-google-network mast GCP.

JUnist eMIipruaHOi OIIIHKH MPOAYKTUBHOCTI OyJI0 3aCTOCOBAHO TaKy CTPATETiio:

— yYac TIOBHOTO pO3ropTaHHs iH(pacTpykTypu (kKomanma terraform apply)
BUMIpPIOBABCS JJIS1 KOXKHOI MIaTGopMu 3 0JHAKOBOIO KOH(pirypamieto (2 BipTyalbHI MalllMHH,
okpema Mepexka, [AM/role/policy); B cepenubomy: AWS ~95 ¢, Azure ~123 ¢, GCP ~102 c;

— TNPOAYKTUBHICTH CEPEAOBUINA BHUKOHAHHS BHMIPIOBANIACH IIPH 3aIlyCKaHHI
onnakopux Oenumapkis CPU/GPU (Sysbench, MLPerf inference) na ex3emmuiapax i3
onnakoBuMu xapaktepuctukamu (4 vCPU, 16 I'b RAM, Linux Ubuntu 22.04 LTS). ¥ CPU-
oenumapkax AWS c5.large ta GCP n2-standard-4 moka3anu 0711M3bKy IPOIYKTUBHICTB (~26k
events/sec), Toai sik Azure D4s_v3 BiacraBana (~23k events/sec). Y GPU-tecrax AWS p3 i
GCP A100 mpomeMOHCTpyBaJId CXOKY NMPOAYKTUBHICTH y TensorFlow-0enumapkax, mpote
GCP nokasana MEHILY JATEHTHICTb 3a paxyHok TPU;

— JUIs JATEHTHOCTI TONITHK JOCTYNy BHMIpIOBAJIaCh 3aTPUMKa MK 3allUTOM
tuMuacoBux npas (uepe3 RVM, PIM, a6o IAM TTL) ta ¢pakTuaHuM HAOYTTSIM MIpaB JOCTYITY:
AWS (RVM + OIDC) ~15-20 ¢, Azure (PIM) ~45-60 ¢, GCP (IAM TTL via Cloud Scheduler)
~25-30 ¢ (puc. 2).
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Puc. 2. 3arpuMka HaaHHs TUMYacOBUX MPUBLIEIB 1OCTYIY B XMapHUX IpoBaiiiepax

HaBenena Ha puc. 2 mgiarpama JI@MOHCTPYE CEpEIHIO JATEHTHICTh (3aTPUMKY) MIX
3allUTOM TUMYacOBHUX IpaB jnocTyny (depe3 mexaHisMu RVM, PIM a6o TTL-based IAM) Ta
MOMEHTOM  (aKTHMYHOTO HaJaHHS npaB. HalmBummmidi yYac HagaHHA JOCTYILY
nponemoHcTpyBasia AWS (mpubnuzno 20 c) 3aBasku mexaHismy Role Vending Machine 3
inTerpauieto OIDC. Haiibinbiry 3aTpuMky 3adikcoBano y Microsoft Azure (monan 60 c) yepe3
apxiTekTypHi ocoOnuBocti PIM, 110 MoOke HEraTMBHO BIUIMBATH Ha THYYKICTh JOCTYNY B
DevSecOps-cueHnapisx.

Jlyis mopiBHSAHHS piBHA Oe3nexku Oyno BUKOPHUCTAHO JBa MiAXOJW: CTaTUYHUN aHaii3
KOH(}iryparliif i nepeBipka NOBEJIHKM CHUCTEMH Yy CLIEHapisX BiIMOBU Ta aTaku. CTaTHUHHMA
aHaui3 3aikicHIoBaBcs 3a gonomoror Checkov Ta tfsec, 30kpema 11 nepeBipku: B1ICYTHOCTI
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HaJMipHUX 1103BOJIiB B IAM momiTukax, 0OOB'SI3KOBOCTI MmM(pyBaHHS AUCKIB 1 Tpadika,
yBiMkHeHHs joryBaHHs (CloudTrail / Audit Logs / Activity Logs). Hpyruii miaxim mo
OLIIHIOBAaHHS PiBHS O€3MeKH XMapHOi iH(PPaCTPYKTypH CTOCYBABCS €MITIPUYHOTO TECTYBaHHS
MOBEIIHKH CHUCTEMH y CICHApisX BiIMOBM Ta NOTeHHiMHuX arak [12]. Ha BigmiHy Bix
CTaTUYHOTO aHaJi3y KOH(DIrypaii, el MeTo1 OpieHTOBaHUI HAa TUHAMIYHY IEPEBIPKY peaKiii
Cepe/IoBUINla Ha TOPYIICHHS OE3MEeKH, IO JI03BOJISIE BUSBUTH HEOUEBHUIHI BPa3JIMBOCTI,
OB s13aHi 3 JIOTIKOIO JIOCTYITy, 0OPOOKOI0 MOMMJIOK Ta 30epexeHHsM ayauty [13]. 3okpema,
OyJ10 peaizoBaHO HU3KY KOHTPOJIbOBAHUX CUMYJISIIIN, SIK1 MOJIEIIOIOTH TUIIOBI 3arpo3Hu:

— cmpoba JocTymy 10 pecypcy 03 HaJeKHUX TIpaB JI03BOJISIE TEPEBIPUTH
e(heKTUBHICTh MEXaHI3MIB aBTCHTH(IKaIlii Ta aBTOpHU3aIlii, a TAKOK BHSBUTH MOKJIMB1 00X1/1HI
NUISIXY 10 KPUTUYHUX KOMITOHCHTIB,

— 3MmiHa KoH(irypaiii Mepexi abo mapameTpiB MbKMepexeBoro ekpany (firewall)
IMITY€ BHYTPIIIHIO a00 30BHIIIHIO aTaKy, CIPSIMOBaHY Ha MOPYIICHHS 130JIAI11 CepeIOBHIIIA,
10 Ja€ 3MOTY OLIHUTHU CTIHKICTh CUCTEMH JIO HECAaHKI[IOHOBAHUX 3MiH;

— BupajeHHsa abo monaudikamist xypHamiB aynuty (Hanpuknaa, CloudTrail, Audit
Logs, Activity Logs) 103BoJisie BU3HAUUTH, UM 3[]aTHA CUCTEMa BUSBUTH CIPOOW MPUXOBATH
CJIiTM aKTUBHOCTI, 110 KPUTHYHO BaXKIIMBO JIJIs 3a0€3MeUeHHs IIUTICHOCTI Ta TPaCyBaHHS MOIH.

3acTocyBaHHsI I[LOTO M1AXOAY JO3BOJISE OLIHUTH €()EeKTUBHICTh peai30BaHUX MaTepHiB
y peaIbHUX YMOBAaxX Ta BUSBUTH IOTCHLIWHI NPOTAIMHHU, SKi HE (IKCYIOTbCS 3aco0amu
CTaTUYHOTO aHaNi3y. BiH € BaXXJIMBUM €JIEMEHTOM KOMIUICKCHOTO ayAUuTy OC3MEKH XMapHUX
pillicHb, OCOOJIMBO B KOHTEKCTI 0OaraToriaT)OpMHOTO CEpPeNOBHUINA, 1€ B3aAEMOIIsS
KOMITOHEHTIB MOKE€ CTBOPIOBATHU CKJIAJHI CLIEHAPIi PU3HKY.

[Ticns BupoBajpkeHHs BCiX marepHiB: B AWS OJIOKyBaHHS TOCTYIy CIIParibOBYBAJIO
MUTTEBO, JJoryBaHHS BifOyBanoch uepe3 CloudTrail, IAM Access Analyzer ¢ikcyBaB cipobu
3MiHHM TIOJITHK; B Azure aHanoriyHy ¢pyHkuito BukonyBaB PIM Audit + Activity Log; B GCP —
Cloud Audit Logs + Policy Analyzer. V pe3ynbTarti CTaTUHYHOTO aHai3y HaiiMEHIIIE TOPYIICHb
BusiBjieHo B AWS (cepenniit security score — 94/100), GCP — 91/100, Azure — 88/100 (uepe3
cknaaHint ARM ma6inoHu, SKi CKIaaHO MEPEBIpATH aBTOMATUYHO) (pHcC. 3).
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Puc. 3. Oninka 6e3nexu KoH}irypauii xMapHOi iHPPACTPYKTYpH

Cratnunuii aHani3 Ge3nekd KOH]Irypaiii, po3sropHyTHX Yy TpboX INpoBaijepax, i3
BUKOpHUCTaHHAM 1HCTpyMeHTiB Checkov Ta tfsec, oxoruiroBaB MoOMITUKH AOCTYIy, HasiBHICTh
mupyBaHHs, aKTHUBAIIID JIOTYBaHHS Ta BIIMOBIAHICTH pPEKOMEHJAIISIM Oe3MeKOBUX
¢peiimBopkiB (CIS Benchmarks). AWS npoaemoncTpyBaB HaiiBuily ouiHKy (94%) 3aBnsku
yiTKil cTpykTypi IAM Ta po3BuHEHUM cepBicam MoHITOpHHTY. HailimeHmia orinka y Azure
(88%) 3ymMmoOBIeHa TMEpPEeBAXHO CKIAAHICTIO aHamizy ARM-malioHIB Ta YacTKOBOIO
BIJICYTHICTIO @BTOMaTH30BAHOTO JIOTYBAaHHS 3MiH Y MOJITHKAX.

PesyabTraTn Ta 00roBopeHHsi. KoHKpeTHI NpUKIaIM HajJalITyBaHHS 1HQPACTPYKTYpH 3a
noromoroto Terraform y Tppox mpoBigHuX XmapHux miatgopmax AWS, Azure ta GCP
MPOJEMOHCTPYBAIM Pi3HI MIAXOAU 10 O€3MEKH, PO3MEXKYBAHHS IOCTYIY, 130JIAL1T cepe1oBUII]
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1 HEHTPaJIi30BaHOIO YIpPaBIiHHS MEpexero, 30kpema uepe3 mexanismu RVM, PIM i Shared
VPC signosinno. Y Bumanky 3 AWS mpuknan peanizamii Role Vending Machine nosis
MOYJIMBICTh IEHTPAJIi30BAaHOTO Ta aBTOMATM30BAHOTO HAJAHHS IPaB JOCTYIY 4epe3 OIHC
poJieli y BUIIISAI KOAY, IIO B TO€IHaHHI 3 mnepeBipkamu Oe3neku (IAM Access Analyzer,
Checkov) 3a0e3mnedye SK THYYKICTh €KCIIEPUMEHTAIBLHOTO CEPEIOBUINA, TaK 1 3aXUCT Bif
HEKOHTPOJIbOBAHOT'O PO3IIMPEHHs MpaB. AHali3 Azure HIPOAEMOHCTPYBaB BaKIMBICTh
NPUBUICHOBAHOTO YIPABIiHHS JOCTYIIOM Yy HAyKOBHUX CHCTEMax i3 IiJBUIICHUM pPIBHEM
BimoBinanbHOCTI. 3actocyBaHHsi Azure PIM y noennanni 3 ARM-ma6ionamMu 3a6e3ne4mio
HE JIUIIE 130JISIiI0 CEPEeIOBHIL, a i KOHTPOJIb HA/I TAMYACOBUMHU NPaBaMH aJMiHICTPAaTUBHOTO
PiBHSI, 10 € KIIFOYOBUM JIJIS 3aXKMCTY JKUTTEBOTO UKy pociimkerns. Y Google Cloud Platform
npukinan Shared VPC nmaB 3mory peanmizyBaTd IEHTpPalTi30BaHy MEPEKEBY apXiTEKTypy 3
pI3HUMM  OOYMCIIOBAJIBHUMHM JOMEHaMM, IO [JO3BOJMJIO BHUKOHYBAaTH IOPIBHSUIbHI
EKCIEPUMEHTH 3 MOBHUMH MOJEIISIMH B Y3TO/DKECHHX YMOBaX, 3a0€3MEUy0Un PEIIiKOBaHICTh
pe3yibTaTiB 1 KOHTPOJIb HaJl BUTPATaMH.

[loeqnaHHsl pi3HUX TATEPHIB y MYJIbTUXMAPHOMY CEPENOBHILI J1a€ 3MOTY JOCSTTH
BHCOKOI O€3I1eKH, 130711111, BIITBOPIOBAHOCTI Ta KOHTPOJIIO HAJl BUTPATaMHU, SKIIIO Peasli30BaHO
HAJIGKHUM 4YHMHOM. BoJHOuYac came rpaMOTHE HAaNAlITyBaHHS, 3 ypaxXyBaHHSM IPHHIIHITIB
Oe3mexu, aBTOMaTU3allil Ta BiITBOPIOBAHOCTI, IEPETBOPIOE XMAPY Ha MOBHOLIHHUM HayKOBUN
iHCTpyMeHT. HeXTyBaHHS UMM IPUHIIUIIAMA MOXE MTPU3BECTHU J0 BTPATH JAHUX, TOPYIICHHS
€TUYHUX HOPM OOpOoOKHM uyTiHBoOi iH(opMallii Ta KOMIpoMmeTarlii pe3yapTaTiB. ToMy xMapHa
iHppacTpykTypa NOTpedye HE JHINe TEXHIYHOTO ONaHyBaHHS, a M METOIOJOTiYHOTO
OCMUCIIEHHS SIK YaCTMHU HAYKOBOI €TUKH Ta MPAKTHKH.

PosrnsiHyTi Ge3nexoBi maTepHH, 30KpeMa MPUHIMIT HAWMEHIIUX TPUBLIEIB, 13011
CepeIoBUIL, LIEHTPaIi30BaHe JOI'YBaHHsI, YIPABIiHHS POJIIMU Ta MOJIETIOBaHHS 3aIp0O3, MAlOTh
KPUTHYHE 3HAYCHHS HE JIUIIe JIJIs 3a0e3meueHHs 0e3eKu XMapHoi iHPpacTpyKTypH, a i Jyis
rapaHTyBaHHsI BIATBOPIOBAHOCTI HAyKOBMX JOCIHiJKeHb. [lo-mepiie, i305s1is cepeaoBuUIll
4yepe3 OKpeMi aKayHTH, MIAMUCKU a00 TPOEKTH JTO3BOJISIE YHUKHYTH HEO0Q)KaHOTO TIEPEXPECHOTO
BIUIMBY MIDK €KCIEpUMEHTaMH, 3a0e3nedye CTaOUIbHICTh KOHQIrypamiii Ta dYHCTOTY
pe3ynbrariB. Lle ocobnmBO BakIuBO Uil 3a]ad, SIKI HOTPEOYIOTh BUCOKOI TOYHOCTI, SIK-OT:
MO/JICJIIOBAHHS, MAallMHHE HaBYaHHsA, oOpoOka 4yTnuBMX JaHuX. [lo-apyre, ympaBiiHHA
noctynoM yepes Tumuacosi poisti (RVM, PIM, TTL) 3abe3neuye KOHTpOJIbOBaHE CEPETOBUILIE
BUKOHAHHS, /1€ KOXHAa Jlis Ma€ 4iTKO BU3HAYEHI IIpaBa Ta yacoBi Mexi. Lle cnpusie TpacyBaHHIO
€KCIIEPUMEHTAJIbHUX [IId, 3MEHIIye PU3UK BTPYYaHHS CTOPOHHIX KOMIIOHEHTIB 1 JI03BOJISIE
TOYHO BIITBOPUTH YMOBHU JociijkeHHs. [lo-Tpere, nmoryBanns ta ayaut (CloudTrail, Audit
Logs, Access Analyzer) cTBOPIOIOTH TOBHY ICTOPIIO 3MiH 1 TOCTYITY JI0 PECYPCIiB, III0 € OCHOBOIO
Juis Bepu(ikamii pe3ynbTaTiB Ta aHali3y BIUIMBY iHQPacTpyKTypHUX (akTopiB Ha mepeoir
ekciepumenty. [lo-uerBepre, aBTomatm3zamis depe3 [aC ta CI/CD no3Bomsie 306epiraTu
KOH(}iryparlii B cuCTeMax KOHTPOJIIO Bepcii, 3a0e3Meuyroun NOBTOPIOBAHICTh CEPEJOBUII Ta
MO>KJIMBICTh TOYHOTO B1ITBOPEHHS 1HQPACTPYKTYpH B Oy/Ab-IKUII MOMEHT 4acy.

Tum camum Oe3neKoBi MaTepHH, IHTETPOBaHI B XMapHY apXIiTEKTypy, HE JIHILIe
3HIDKYIOTh PHU3UKHM, a M CTBOPIOIOTH TEXHIYHO KOHTPOJbOBAaHE, CTaOUIbHE, MPO30pe
Cepe/IoBUIIIE, SIKE Bi/IMOBIIa€ BUMOTaM HayKOBOi JOCTOBIPHOCTI Ta BiATBOPIOBAHOCTI.
BucnoBku. [IpoBeaeHe mociipKeHHS MATBEpAUIO, o xMapHi miatdopmu AWS, Azure ta
GCP 3a0e3neuyroTh MIUPOKUH CIEKTp MEXaHI3MIB Ui peaiizamii Oe3MeKOBUX IaTepHIB,
HEOOXITHUX y HAyKOBUX JOCIHITHUIIBKUX cepefoBUInax. BomHouac ixHA e()EKTHBHICTH
3aJISKUTh BIJ MPAaBUIBHOIO HANANITYBaHHS poJiel, 1301l cepeloBUIN Ta iHTerpamii 3
1HCTpyMeHTamMH aBToMartu3auii. [lopiBHsIBHUMI aHai3 moka3aB, L0 MPUHIUIN HaWMEHIINX
NPUBLIEIB, IIEHTPATI30BaHe JIOTYBaHHS Ta MOJEIIIOBAHHS 3arp0o3 € KpUTHUYHO BAXIIMBUMU IS
3armo0iraHHsT BUTOKY MpaB, NMPUXOBAHUX TOUYOK JIOCTYIYy Ta TEPEXPECHOTO BIUIMBY MiX
cepefioBUIIaMHU. BiACyTHICTh IMX MeXaHI3MIB CTBOPIOE PU3MKHM KOMIpPOMETAIil JaHHUX 1
nopyueHHs1 perynaropuux HopM. Buxopucrtanns [aC y noegnanni 3 CI/CD a6o GitOps-
niaxoaamu 3abe3rneuye MoBTOPIOBAHICTh, KOHTPOJIBOBAHICTh 1 TPO30PICTh KOH(DIryparii, o €
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HEOOXIJTHOIO YMOBOIO ISl JOCTOBIPHOCTI HAyKOBHUX €KCHEepuUMeHTiB. I[IpakTuuHni keiicu

MiATBEPAWIN, IO aBTOMaTH30BaHe ynpasiiHHS poinsimu (RVM B AWS, PIM B Azure, TTL-

noctyn y GCP) n03Bosisie 3MEHIIUTH PU3HKH HAJMIPHOTO JOCTYITY Ta MiJBUIIUTH THYYKICTh

aJMIHICTpYBaHHS B MYJIbTUXMapPHOMY CEPEIOBHIILI.

PesynbraTi  AOCHIIKEHHS MOXYTh OYTH BHUKOpHCTaHI Ui TOOYHOBH  O€3MedHOi,

MacmTaboBaHOI Ta E€TUYHO BIAMOBIAHOT XMapHOi 1HGPACTPYKTYpH, IO (PYHKIIOHYE SK

NOBHOIIIHHUN HayKOBHUH IHCTPYMEHT, a HE JIMIIEe TexHiuHe cepenoBuile. lle Binkpusae

MEePCIEKTUBH ISl TTOAANIBIIOT CTaHAApTH3allll XMapHUX apXITEKTYyp y cdepi KOMI IOTEPHUX

HayK. [lepcrieKTHBY MoAaNbIIuX JOCIiKEHb JIeXKaTh Y IJIOUIMHI PO3LIIMPEHHS aHaJi3y Ha 1HIII

XMapHi maTGopMu Ta TiOPHUIHI MOJIEN, a TAKOX y po3poOI1li oCBiTHIX Moy iB 3 DevSecOps

JUIS aKaJEMIYHOTO CepeIOBHILA.
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COMPARATIVE ANALYSIS OF SECURITY PATTERNS OF CLOUD PLATFORMS
IN THE CONTEXT OF SCIENTIFIC REPRODUCABILITY
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The study is devoted to a systematic analysis of the implementation of key security patterns in the cloud
platforms Amazon Web Services, Microsoft Azure and Google Cloud Platform, considering their suitability
for scientific research in the field of computer science. The relevance of the study is due to the need to ensure
security, isolation, automation and reproducibility of the infrastructure in a multi-cloud environment. The
purpose of the study is to systematize and comparatively analyze key security patterns in the cloud platforms
AWS, Azure and GCP, considering their effectiveness, limitations and suitability for ensuring reproducibility,
isolation and ethical compliance in scientific research environments. The research methodology is based on a
systematic approach, which includes a comparison of cloud platform configurations based on practical cases,
the use of static analysis tools (Checkov, tfsec) to assess the security of 1aC code, modeling system behavior
in failure scenarios and attacks to empirically verify the stability of the infrastructure. The article considers
three practical cases: 1) for AWS — implementation of Role Vending Machine for automated assignment of
temporary roles with limited rights, integration with GitHub Actions, Checkov and IAM Access Analyzer; 2)
for Azure — multi-zone architecture with PIM, GitOps, ARM templates and network segmentation for fault
tolerance modeling; 3) for GCP — use of Shared VPC, isolated projects, TPU and Vertex Al Experiments for
NLP and deep learning tasks. Comparative analysis showed: the principle of least privilege significantly
reduces the risks of rights leakage; the lack of logging and auditing creates “dead” rights that can be entry
points for attacks; isolation of environments (through separate accounts, subscriptions, projects) is critical to
prevent cross-influence; change management through CI/CD or GitOps provides repeatability and control;
threat modeling allows you to identify vulnerabilities associated with resource placement; regulatory
requirements (GDPR, encryption, geofencing) should be taken into account at the architectural planning stage.
The research conducted allows us to conclude that a cloud infrastructure configured considering the principles
of security, automation and ethical compliance can become a full-fledged scientific tool, and not just a technical
environment. At the same time, neglecting these principles creates risks of data compromise, violation of
regulatory norms and loss of reliability of results. The scientific novelty of the work lies in the comparative
analysis of security models of three cloud platforms in the context of ensuring the reliability and ethical
compliance of scientific experiments.

The practical significance of the results lies in the possibility of their use for building a secure, scalable and
reproducible cloud infrastructure in scientific projects, in the professional activities of DevOps teams working
with multi-cloud environments, as a basis for developing ethical and regulatory-compliant architectures in the
field of computer science.

Keywords: cloud computing, multi-cloud environment, Infrastructure as Code, DevOps, DevSecOps, security
patterns, CI/CD, GitOps, cloud architecture.
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PO3POBKA TA JOCIIIZKEHHA METOAIB BUSBHAYEHHA MACHU
OB'EKTIB Y PYCI
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Po3pobiieHo MeToz MiABHIIEHHS TOYHOCTI BUMIPIOBaHHS Macu 00’€KTa IpU OOMEXEHOMY
yaci 3Ba)KyBaHHS, SKHH Mae BHCOKY TOYHICTh Ta IIBHJKOJIIO 332 pPaxyHOK BBEJCHHS
oOMe)KeHbp Ha BEIMYMHY OTPHMAHOTO 3HAUYeHHs MOCTIHOI CKJIaJIoBOI CHUTHaly Ta
BUKOPHUCTaHHS (OpPMYJ 3aMiHM LUKJIIYHUX OIepamiii. 3amponoHoBaHi HOBI e(eKTHBHI
METOJH TiJIBUILCHHS 3aBaJOCTIMKOCTI METOMy 3aJ]aHOTO Jialla30Hy YacTOT LUIIXOM HOro
JOTIOBHEHHS METO/IaMH TIOABIHHOTO iHTErpyBaHHS BXiTHOTO CHTHAITY abo BaroBoi (yHKIIT,
SIKI 3HIXKYIOTh BIUTMB BUCOKOYACTOTHHX 3aBaj IIPH aBTOMAaTH30BAaHOMY BHMIPIOBaHHI MacH
pyxoMux 00’ekTiB. Po3poOneHo mporpaMHWii MOIynb, SKHH peaizye 3alpOollOHOBAHHUN
METOJ HiJBUIIEHHS TOYHOCTI TEH30METPHUYHHIX BUMIPIOBaHb Ta MOXKE OyTH IHTETPOBAaHHUH B
ABTOMATH30BaHI CHCTEMH 3BaXyBaHHA OO’€KTiB y pyci HpuH 0OMEKEHOMY daci
CIOCTEPEKECHHSI.

KirouoBi cioBa: TeH30METpUYHI BUMIPIOBAHHS, TCH30JaTYMK, METOIM ITiBUIICHHS
TOYHOCTI BUMIPIOBaHb, 3BaYKyBaHHS Y pyci

Beryn. /luHaMiyHMi pO3BUTOK aBTOMAaTH30BaHMX CHUCTEM YIPABIIHHS Ta MNPOTrPECUBHUX
iH(pOpMAIIfHUX TEXHOJOTIM y HampsMKy CTBOPEHHS IHTEJEKTYaJIbHUX 3ac00iB 00poOKH
iHdopmalii, 30kpemMa, Takux sIK METOAM MOoOyAOoBH iH(OpMaLIMHUX Moenel Mmpolecy, 110
ABTOMATH3Y€ThCS, OOYMOBIIIO€ iX aKTHBHE BIPOBAPKEHHS HA BCIX CTalisfiX pPO3pOOKH W
yJIOCKOHAJIEHHS! aBTOMaTH30BAHUX CHCTEM BHMIpPIOBAaHHS Macu. 3a0e3neueHHs aBToMaTu3alii
IIPOBEJCHHS TpOLIECYy BHUMIpIOBaHHs, OOpOOKM oOTpuMaHOi iHGopMalii Ta mnojaibiue il
HAKOMUYYBaHHs, 30€peXeHHs ¥ BUKOPUCTAHHS JUIs 3aJJOBOJIEHHS 1H(opMaliiiHuX norped
3aI3HUYHUX a00  IHIIUX CIOy’)K0 — OCHOBHE IMpPHU3HAYEHHS aBTOMAaTH30BaHMX
BaroBUMIpPIOBAJIbHUX CHCTEM.

ABTOMaTH30BaHUM OOJIIK BaHTaXXOIMOTOKIB, MEPEMIIIYBaHUX MIX pErioHaMu KpaiHu
abo Tpu NepeTHHaHHI ii JEepKAaBHOTO KOPAOHY, € OJHI€I0 3 HaMBaXUIMBIIIMX 3aJad
BUpIITYBAaHUX ChOTOJIHI. Bimomo, mo YkpaiHa BOJOJli€ BEIbMHU PO3BHHEHOI CTPYKTYPOIO
3aJI3HUYHUX Marictpaiiei, o 3B’s3yl0Th PETIOHM KpaiHH, a TaKOXK MPHUKOPIOHHI JIepiKaBH,
SKUX 3aBASKH 11 TEONMOJITHYHOMY pPO3TAIIyBAHHIO BHSIBISETHCS JOCHTH Oararto. Tomy
CBO€YACHE OTPMMaHHS BUMIPIOBAJIbHOI iH(opMallii, 10 BiIOMBA€E KiJIBbKICTh NEpPEBE3€Hb, a
TAaKOXX Macy MepeMillyBaHOIO BaHTaXy, (OpMyBaHHS €AMHOI 1HQOpPMAIIIHOI Mepexi
BUMIPIOBaHb JI03BOJIUTh ONTHMAJIBHO BPETYJIIOBAaTH HANpsIMOK IepeBe3eHb, 3AIHCHUTU
KOHTPOJIb BTPAaT BaHTaXiB (OCOOIMBO CHUIY4YMX) MpPH MHEPEMIL[yBaHHI MK CTaHIISIMH, a
TaKOX, L0 € JIy)e BaXXJIMBUM, 33J0BOJILHUTH 1H(QOpMALiiiHI MOTpeOu 3aTi3HUYHUX CITYXKO,
AK1 320€31e4yI0Th KOHTPOJIb Ta IUTICHICTh 3aJ13HUYHUX MaricTpaiei.

Merta i 3aga4i po6oTu. CKOpOUYEeHHS Yacy 3BaKyBaHHS MPU HE3MIHHII TOUHOCTI BUMIPIOBAHb
HUIIXOM MO00YyI0BH 1H(MOpMaLiIiHOT MOIEN] POLecy 3BaXyBaHHs. J[1s1 JOCATHEHHS 1€l METH
nepeadavacThCs BUPILMIUTH TaKi 3aaui:

— IpoaHaNi3yBaTH METOJU 1 3aco0M BUMIPIOBAHHS MacH 00’ €KTIB Yy pyci;

—  po3pobutu iHGOpMAIiiHy MOJENb OLIHKKH Macu 00’€KTy MpU OOMEKEHOMY uaci

3Ba)KyBaHHS;

— Ha 0a3i iHpopMaLiitHOI MOJIeNi peai3yBaTH aJrOpUTM BaroBOro O0JiKy.
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OcHoBHAa 4acTuHA. JIOCHIDKCHO XapaKTEPUCTHKH JTUHAMIYHHUX SIBHI, BUHUKAIYHUX Y
mporieci 3BaKyBaHHS, Ha IIIJICTaBl 4YOTO OJIEpKaHa HOBAa 00 €KTHO-OPIEHTOBaHA MOJIEIh
CHUTHAJly OTPHUMAHOTO 3 JAaTYMKIB aBTOMATH30BaHOI BaroBoi Mmiar(opMu mpu MpOBEACHI
BaroBUX BUMIPIOBaHb.

JloBeneHo, 1m0 TpHBEACHA 00 €KTHO-OPIEHTOBaHA MOJEIb CHTHATY aJeKBaTHA
y3arajgbHEHOI MOJIENI MPOIECY 3BaKYBAHHS 1 MPEJICTaBICHA CYKYITHICTIO TPhOX CKJIaJJOBHX

[1]

%
ft)y=D+ Asin(2t+y)+ & (1), (1)
e f(t) — mocnimkyBaHuii TEH30METPUYHKI CUTHAJ,
D — mocriifHa ckmagoBa curHany (iH(pOpMAaTUBHUEN MapaMmeTp, BIAMOBIIHHNA Maci

00’€KTa, 110 3BAKYETHCH);
A sin( 2t + 1) — HU3BKOYACTOTHA TIEPIOIUYHA CKJIA[0BA CUTHAIY;

E (t) — BUIaIKOBa BEJIMYMHA, 1110 BUHUKAE I11]] YaC 3BaKyBaHH.

[Ipu tpoMy mepioguyHa 3aBaja NpPEACTaBICHA aMIUIiTygor0 — A, dacTtororo — € i
noyaTkoBowo (azoro — . KpiM Toro, mocnmigkyBaHUl CUTHAN MPEICTABICHUH CYKYIHICTIO
DIBHOMIpHO pO3MOMINEHMX y daci BimpaxyHKiB t;o —t; =t, —t,_y = At, ne 1=0,n,
N+1=N — KinbKicTh 3HaYEHb CHIHALY.

IIpu noBxkuHI BaroBoi miaaThopmMu oOMexeHoi 1,5 M, HHXKYOI Y4acTOTOK KOJUBaHb
BaroHy 3 [’ Ta MakcUMalbHI MWBUAKOCTI pyxy noTiry 40 KM/T TPUBANICTh BUMiPIOBAITBHOTO
CUTHAJy CKJIaJla€ TPOXHU OUIbIE YBEpPTI MEpioy HU3BKOYACTOTHOI MEPIOAMYHOI CKJIaJ0BOT
curnany. ToOTO 4ac crmocTepexeHHs CUTHaly — I, MeHme mnepioxy 3aBaau I, T, < T,
TakuM 4MHOM, PO3IIISAAETHCS BUMAA0K, KOJU MEpioJUYHa CKIIaJ0Ba CUTHAIY MpeACTaBlieHa

) 1
MEHII YMM OJTHUM TIepiosioM, a came T, ~ 3 T..

Ha mincraBi 3a3HaueHux yMOB BHMIpYy moOyaoBaHa iHpopmaliiiHa MOAeNnb, M0
BIIOMBAE HE TUIbKM XapaKTep MOBOKEHHS CHUTHAy, ajle i OLIHKY BHECKY KOXHOI 13
CKJIaJIOBUX CUTHAJTy B PE3YJIbTYIOUNI BUXITHUMA CUTHAIL.

BiamoBigHo no mporo 3amava Oyna 3BeJeHA OO0 TOIIYKY HaWOUIbIl e(peKTUBHOTO
MeTtony moOynoBH iH(popMaliifHOT Mojeni Npolecy 3BaXyBaHHS, CHpPSIMOBAHOTO Ha
BHU3HAUEHHS OL[IHOK 1H()OPMAaTUBHUX MapaMeTpiB MPUBEIEHOI 00’ €KTHO-OPIEHTOBAHOI MOJE1
(1), 30kpema, macu 06’exkta — D, npu 3aaHNX OOMEKEHHSX.

JlocaiakeHHs oKa3aiu, 0 0COOJIMBOI yBaru 3aciyroByIOTh HACTYITHI METO/IN:

— METOJl 331aHOT0 Jiala30Hy 4acToT;

— METOJU HEeJIHIHHOI perpecii.

[TokazaHo, MO Mmemod 3a0ano2o 0iana3oHy Yacmom Ma€ BUCOKY TOYHICTH OILIIHOK
nociipKyBanoi moaeni (1).

B ocHOBI 1IbOTO METOJY JIEXKHTHh METOJ alpOKCHMAIlil y3araJlbHEHUM I0JIIHOMOM
METO/IOM HalMeHIUX KBajpaTiB [2-5]. OmgHak METOa 3aaHOrO Jiala30Hy 4acTOT PI3HUTHCS
BiJl BKa3aHOT'O TUM, II[0 Ma€ BU3HAYECHY cHCcTeMy 0a3ucHHUX (YHKIIiH, 10 BiAMOBiAa€ Mo
(1). Kpim nporo ans BiamrykaHHsl iHQOpPMAaTHBHOIO MapaMeTpy CUTHAlTy BHUKOPHUCTOBYBABCS
NOCTIIOBHUNA mepebip 4YacToT 13 3ajaHoro fiama3oHy. Merton Oa3zyeTbess Ha KpuTepil
HaMEHIIMX KBaJpaTiB, TOMY HaWKpaIIAM BBAXKAETHCS TOH Pe3yNIbTaT, CEPEIHHOKBAIPATHIHA
noxu0Ka KOTporo npuiiMe HaMeHIe 3HAUEHHS.

AmnpokcuMmalrisi y3araJbHEHUM ITOJIIHOMOM METOJIOM HaWMEHIWX KBaJpaTiB, sKa
JEeKUTh B OCHOBI METOJY 3a/JIaHOTO Jialma3oHy 4YacToT, IOJIArae y BIJIIYKaHHI cepen
MOJIIHOMIB M-TO CTYIEHs, 1 = 1

'F:ln[t] = al}qblll [t] + alqbl [t]+"'+am¢m [t] (2)

TaKoro, IJId AKOro CHpaBCIIJ'II/IBI/Iﬁ BUpa3
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n
2 -
S=> (P,(t)— )" —min (3)
i=0
e (g, @y, ... . @, — KOCPIIIEHTH y3araJlbHEHOTO aPOKCUMYIOUYOTO MOJIHOMA;

by (t). by (L), ..., ¢, (t) — 3amana cucrema O0asucHUX QyHKIIN;

S — cepennpoKBapaTHYHA MOXMUOKA BIAXWICHHS alPOKCHUMYIOUOTO mojiHoMa (2) Bif
3amanoi Gynkuii f(t).

[ykani KoehilieEHTH Ay, Ay, ..., &, TTOTIHOMA (2) BU3HAYAOTHCS 13 CUCTEMH JITHIMHUX
anreOpaiyHUX PiBHSIHb, BUPIIIMBINY SKY 1 MiJACTaBUBIIM 3HAWJICHI 3HAYCHHS Qg, Ay, ..., 0, B
(2), mpu BianmoBimHuMX Oa3ucHUX (QYHKLISAX, OJEPKUMO IIyKaHWW y3arajlbHEHUH
ATPOKCUMYIOYHN TIOJIHOM.

Y wMeroai 3aJaHOrO Jiana3oHy 4YacTOT MPOBEACHHS AamnpoKCHMAIll 31HCHIOETHCS
JeKUIbKa pa3iB, MOCTIHHO 3MIHIOIOYM BEJIIMYMHY YacTOTH 3aJlaHMX Oa3ucHUX (YHKIIH B
MeKax 3aJJaHOTo Jiala30Hy 4acToT.

3acrocyBaBinu K Mojedi (1) tpuronomerpuuni hopmyiau A sin(Qt + y) = =A
sin y cos Qt + A cos y sin Qt , ne A, = Asiny = const; A, = Acosy = const,
BU3HAYAEMO CHUCTEMY 0asMCHHMX (QYHKLIH @y (t), @y (L), ..., ¢, (t), 0OOMEXMBIIN IIPU LBLOMY
CTYHiHb ampOKCHUMYIOYOro momiHoma ™M = 2. [Ipm 0poMy 3ayBaXHMO, IO MOJIENb
D+ A, cos(2t) + A, sin( £2t) noBuicTio anekBarHa Moerni (1), pi3HHUICIO € TUTBKH IHIIHIT
samc moneni (1), OinbIn CHPUATIMBHMA s ii JOCHIJDKEHHS 3alpPOIIOHOBAHUM METOIOM.
Takum ynHOM crucTema 6a3ucHUX (PYHKIIIH puiiMae BT

$o(t) =15
¢, (t) = cos(2t); (4)
¢, (t) = sin( 2t).

3rigHo (4), mocriiiHiii ckmamosiii D Bimnosimae ¢ynkiis @,(t), a mepioguunHa
CKJIQJIOBA MIPECTaBIIeHa CYKYMHiCTIO QyHKIii ¢y (t), ¢, ().

[Tonanpii oOYKCICHHS 3BOAMINCS IO BUSHAYCHHS KOC(IIIEHTIB &y, 4, @y TAKUX, JUIS
AKX BeiauunHa (3) MiHIMajgbHA. AJTOpPUTM IMX OOYMCIEHb SBJsie cOOOK0 ITepaliiHui

. . Qn‘ax — Qmin
polec i 3BOAUTHCA 10 MOOYAOBHM AEAKOi MHONKHMHH Z = —"* T anpokcHMyrodnx

AQ
KPHMBHX y 3a/[JaHOMY YaCTOTHOMY Jiianasoni [2max, . |, i3 kpokom AQ.
Ha ocHoBi oTpuMaHux KoOe(illi€eHTIB @y, 1, &ty BU3HAYAIOTHCS 3HAYEHHS MOCTIMHOI
CKJIaJ0BOI CHTHalIy 1 CKJIQJ0BUX MEpIOJUYHOI 3aBaju, MPUITyCKAaIOuW, IO Halkpara
anpokcuMarist (5 * 0) Oyna nocsirHyTta Ha j-it itepaii

- - ﬁ-__.
D= a’D_I.-a A= Jﬂi_l.- + ﬂ*ﬁ_l.-’ Y = arctg n_l =0 (5)

[TpoBeaeHO MOCHIKEHHS Memo0ie HeliHiliHOoI peepecii: METOJ JiHeapu3allli Mozei
npouecy (meron [ayca), meron Helorona, merom Mapkyapara i MeTo[ HaWIIBUAIIOTO
CIYCKY, 3 METOI0 BHSBJICHHS €(EeKTHUBHOCTI IXHBOIO BHUKOPHCTAHHS JO PpO3B’S3aHHS
MocTaBlieHo 3a7a4i. BusBieHo, 110 HalKpaIuM 3 pO3TIISHYTUX € MeTo] HploToHa, sikuit Mae
HaWBUIIY TOYHICTh, HMIBUAKICTh 301KHOCTI 1 HaWOUIbIIY CTIHKICTh 0 BHOOPY MOYATKOBUX
YMOB y TIOPIBHSIHHI 3 pO3TISIHYTUMH MeTonaMu. [loka3ano, mo Hi Meton HeioToHa, Hi iHII
METO/M HEJHIWNHOI perpecii He MOXKYTh 3aCTOCOBYBATHCS IS 3a]adl MPOBEJCHHS BaroBUX
BUMIpiB MPU BHUCOKIM IMBHIKOCTI pyxy. Hacammepen me 3B’s3aHO 3 THM, IO PO3TJISTHYTa
MOJIeJIb CUTHAJIy Ma€ JEKUIbKA JIOKAIbHMX 1 TUIBKU OJWH TJ00albHUM MIHIMYM (yHKIIT
CEpeTHBOKBAPATUIHOTO BiAXUIEHHS (puc. 1), SKUil MPUBOIUTH 10 TOYHOTO PE3yNIbTaTy. Sk
NpaBWJIO, B YMOBax OOMEXKEHOTO 4Yacy 3BaKyBaHHS, KOJHM JIOCHIKYBaHUW CHUTHAI
MPEJICTABICHUI YBEPTIO MEPIOAY, MOIIYK ONTUMAIbHUX OIIHOK MPHUBOIUTH MO BIYYCHHS B
00JacTh JOKAJbHOTO MIHIMYMY, IIO B OCTaTOYHOMY IMIJICYMKY Ja€ HEBIPHI pe3ysbTaTH i
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BKa3y€ Ha HENPUUHATHICTh BUKOPUCTAHHS METOIIB HEMIHIMHOI perpecii ans po3B’s3aHHA
[IOCTaBJIEHOI 3a1a4i.

¢
18_ | |

FR Iy o s v et 4
A N N
21— 7 X

] \/
T o

6
4 / / JIOKaIIbHUX
2 MIHIMYMiB
v
0 ‘6’3/ | | .
3 3,5 4 4,5 5 5,5 6 6,5 7 Q,I'm

Puc. 1. OyHKIisA cepeIHbOKBAAPATHYHOTO BIAXWICHHS 3 OJHUM TJIO0ATBHUM 1 JEKUIbKa
JIOKAJIbHUX MIHIMYMiB

[IpuBeneno mopiBHSUIBHUEN aHami3 MetodiB (Tabmuis 1). Kpim Toro, posrismaerbes
MOYJIMBICTh BUKOPHCTAHHS KOXKHOTO 13 METOIB JUIs IIPOBEICHHS BarOBUX BHUMIpIB y Pi3HUX
YMOBaXx 3BaKYBaHHS 1 MOXKJIMBICTh TXHBOT'O BITPOBA/KCHHSI Y BXKE iICHYIOUI BaroBi KOMIUICKCH
3 METOIO TiABUIICHHS TOYHOCTI BU3HAUCHHS 1H()OPMATUBHOTO IMApAMETPy CUTHAITY.

Taoauus 1.
3aranpHU MOPIBHAJIBHUN aHaJ3 MPUBEICHUX METO/IIB
YMOBU 3BaKyBaHHsI
IToxuOka .
o . IToxnOka BUMIpIOBaHHS
HaiimeHnyBaHHS METOLY BUMIPIOBAHHS [TPH .
. HpH MWBHAKOCTI 10 40
MIBUAKOCTI 70 15 o
0 KM/T, %
KM/T, %
3BHUaifHe ycepeaHeHHS 1,5 6
MeTox 3aJaHOTO Jiama30Hy 9acTOT 0,1 0,7
Metoau HeniHiltHOT perpecii (Metox HeroToHa) 0,2 5

BinnosigHo a0 ganux Tabauii 1 3po0ieHi BUCHOBKH:

— METOAM HEeNIHINHOI perpecii MaroTh BEIMKHUHM MOTEHIIal IPU IMPOBEIEHHI BaroBUX
BUMIpIB 13 MIBUIKICTIO PyXy 00'€KTa, MO 3BAXKYETHCS, 0 15 KM/T, OJJHaK peanizallisi METO/iB
Jy’)Ke CKJIaJIHa, 1110 BUMAarae ix TopoOKH 3 NULTIO 3a0e3IeueHHs MPOBECHHS BarOBUX BUMIPIB
y peapHOMY MaciTabi yacy;

— METOJl 3a/laHOTO JIiala30Hy YacTOT € €IWHUM TPUHHSATHAM METOJIOM OIIHKH
iH)OPMAaTUBHOTO TapaMeTpy CUTHAIy MpU OOMEKEHOMY dYaci 3BaXXyBaHHS B pealbHUX
YMOBaXx, 3JJaTHUM BU3HAYaTH HIYKaHY BEIMUYUHY, K MPU HU3BbKINA, TaK 1 BUCOKIA HMIBUAKOCTI
pyXy 00'eKTa, 1110 3BaXKy€ThCs, 3a0€3MeUyr0ur BUCOKY TOUHICTh BUMIPIOBAHb.

[TokazaHo, 0 B IESKMUX BUMAJAKAX IMOXHOKA 3alPONOHOBAHOTO METOY MOXE 3HAYHO
NEPEeBUIIUTH MMOXUOKY, OTpUMaHy HUISXOM YCEpeIHEHHs 3HaueHb CUTHay. BcTaHoBeHo, 1110
MPUYHHOIO TOMIOHUX BUTAIKIB € HECTIPUATIUBUNA PO3IMO/LI BUITAJIKOBOTO MIYMY, IO Y CHITY
MaJioi TPUBAJIOCTI JOCTII)KYBAaHOTO CUTHANY 3HAYHO BIJIXHIIAE€ ApPOKCUMYIOUY KPHUBY BiJ
peaTbHOrO  3HAYEHHS TPEJCTABICHOTO MOCTIHHOI CKIAJ0BOi 1  HU3BKOYAaCTOTHOIO
NEepiOIMYHOI0 3aBafIO0I0, 110 y CBOIO YEpry MPUBOJUTH 0 MOMHJIKOBUX OIIIHOK MapaMeTpiB.
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BusiBieHo, 110 BIUIMB BUIMAAKOBOTO IIIYMY OCOOJIMBO TOCTPO BHUSBISETHCS HA TPAHUYHHUX
JIISTHKAaX JTOCIIKYBAaHOTO CUTHAITY.

VY SKOCTI METOJIB MiBUIICHHS 3aBaJOCTIMKOCTI METOY 3aJaHOr0 Jiana3oHy 4acTOT
CTOCOBHO JI0 ITOCTaBJICHOT 3a/1a4i 3apOITOHOBAHO BUKOPUCTOBYBATH:

— METO/I TOABIIHOTO IHTErpyBaHHS;

— METOJI BaroBoi () yHKIIIi;

— METOJ BOPIT.

Memoo noositinoco inmeepysanns [6] 3acHOBaHMN Ha OCTIIKCHHI pealbHUX

_}
CHTHAJIIB 1 MIPUITYCKAE aHai3 BUIAAKOBOTO miyMy ¢ (t) y BHII TPHTOHOMETPUYHOTO PSIIY

E(t) = Ay sin( 2yt +,) + A, sin( 0yt + o)+ +A4, sin(2,,t +9,)  (6)

y SKOMY BEJIMYMHU aMIUNTYA A1, A2, ..., Am K MIHIMyM Ha TOpPSJAOK MEHIIE, a BEIHMYUHH
gacToT Q1, O, ... ,Qm K MiHIMYM, Ha MOPSAO0K OLIBIIE BiMOBIIHUX BeIUYUH curHaiy (1).

3anporoHOBaHO JBiUi MPOiHTErpyBaTu CUTHAI (1), MiICTABUBIIM 3aMiCTh ? (t) Bupas
(6). IarerpyBaHHS TPOBOMUTHCSA JMBiUi MO JaBOX mpuuuHax. OJHOKpAaTHE IHTETpyBaHHS
HEJOCTaTHBO 3a0e3Meuye MOAaBICHHS BUMAJAKOBOIO IIyMY, 1, IK HACIIJIOK, HE Aa€ Oa)KaHOTO
30inbIIeHHsT ToYHOCTI BuMipiB. [Ipm OGaraTtopa3oBomy IHTErpyBaHHI BHUHHKAE IOXHOKa
AITOPUTMY YUCEJIBHOTO IHTEIPYBaHHS, 110 MPUBOAUTD 10 3HUKEHHSI TOYHOCTI OJIEP’KYBAHOTO
pe3ynbrary. TakuM 9iHOM, B4l TPOIHTETPOBAHUIN CHUTHAI MA€ BUJI

f() dtdt === — Zsin( 0t +9) - Zsin( 0t + wlj—...—i-—;sm(ﬂmr +y,) (7)

Sx BugHO 3 (7), micis JBOPA30BOrO IHTETPYBAHHS BEIWYHHA aMIUIITYAH KOXHOI 13
CKJIQJIOBUX CHTHAIY TUTUTHCS Ha KBaJpar ii 4acTOTH. 3 ypaxyBaHHSM TOTO, IO BEIMYUHU
aMIutiTya mrymy (6) Ha MOPSIOK MEHIIIE, 8 BEIMYMHH YaCTOT Ha MOPSA0K OUIbIIe BiAMOBIIHUX
BennunH curHany (1), OoTpuMyeMO ICTOTHE TOJNABICHHS BHCOKOYACTOTHUX CKJIQJOBUX
curnany. llomanpmuii Xig OOYMCIEHb 3BOJUTHCS JI0 BUKOPUCTAHHS METOAY 3aJaHOTO
niana3zoHy 4yactoT. [Ipu boMy NponoHyeThCsl HOBa cucTeMa 0a3uCHUX (QYHKIIN

8o (t) = 22,
8, (£) = cos(t),
@, (t) = sin(2t),
¢ (t) =t,
¢y (t) = 1.

KpiM TOro, npononyeTbcss 3MIHUTH CIIOCIO OOYUCIIEHHS OLIHOK IIIYKaHUX IapaMeTpiB
curnany (1):

T a,.
D =2ay,0 =0y, A= n? ||r:1ij_ + a%j_, Y = arctg R—'L
‘\J % -

[TokazaHo, 10 3ampONOHOBAHWMA MIAXiA JO3BOJSE JOCSATTH JIECATUKPATHOTO
301IbIIEHHS] TOYHOCTI BUMIPIB IIPHU MaJjiii TPUBAIOCTI AOCHIIKYBAHOTO CUTHATY.

Memoo eazoeoi ¢ynxyii [7] 3acHoBaHMI Ha 3aBIaHHI BaroBUX KOe(Dilli€HTIB KOKHOMY
i3 3HAa4YCHb CHUTHATY. BHSBIEHO, MO BIUIMB BHUMAJKOBOTO IIyMYy OCOOJHBO TOCTPO
BUSIBIIIETHCS HA TPAHWYHUX JIISHKAX JOCTI/DKYBAHOTO CHTHATY. TakuM 4YWHOM, JUIS
MiJBUIICHHS TOYHOCTI OIIIHOK CHUTHAlly BBOJUTHCA CHUCTEMa BaroBUX KOEQIIEHTIB,
BIJIMOBITHO JI0 SIKOi TPAHUYHHUM 3HAYEHHSM 33Ja€ThCsl HAaMEHINA Bara, 1o 301IbIIYETHCS B
Mipy HaOMMKESHHSI 10 LIEHTPAIbHUX 3Ha4Y€Hb JOCTIPKYBAaHOTO CUTHAITY.

OyHKIII0, 110 BU3HAYAE 3HAYCHHSI KO’KHOTO BaroBoro koediimieHta W;, BU3HAYeHA K

W(t) = sin (Et +%), 8
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ne N — KiJTbKICTh 3HAYEHb CUTHATY.
Hogsa cucrema 6azucanx Qynkiiii (4) npuitmae Bu

B (t) = W(t),
¢, (t) = cos(N)W(H), 9)
@, (t) = sin( Nt)W(t).

Ha Benmuuuny (8) Takok 30UIBIIYIOTHCS 3HAYCHHS JOCTIKyBaHOTO curHAmy (1) —
FOW(e).

[TokazaHo, 110 iCHY€ 1€ OJWH IMAXIJ, SKAW J03BOJISE TMOJIMIIMTH TOYHICTh OIIIHOK
napaMeTpiB TCH30METPUYHOTO cUTHamy (1).

[IngxoM MHOXHHHM €KCIEPHUMEHTIB Ta iXHBOTO aHali3y BCTAHOBJICHO, IO TpHU
3aCTOCYBaHHI METOJy BaroBoi (DYHKI[i OOYHMCICHHS CEPeIHBOKBAAPATUIHOTO BIIXUICHHS B
METO/I1 33JJaHOTO Jliara30Hy YacTOT MIOBHHHE BU3HAYATHUCS BIAMOBIIHO 10 hopmyn

S = X5 (Pu(t) — F(£))*W(L). (10)

Buxopuctanus popmynu (10) mo3Bossie onepkatu MiHIMYM CepeIHbOKBAAPATUYHOTO
BIIXWJICHHS BiJNOBITHANA HAHOUIBII TOYHOMY 3HAYCHHIO YACTOTH 13 3a/IaHOTO JIiara3oHy
[Qmin. ..OQmax], 1, K HACTIIOK, HAROIIBII TOYHE 3HAYCHHS MOCTIHHOI CKJIaI0BOI curaaty D.

[lokazaHo, 10 3ampONMOHOBAaHMK WiAXiA  JO3BOJISIE JOCATTH SIK  MIHIMYM
JNECATUKPATHOTO 30UIBIIEHHS TOYHOCTI BHUMIpPIB MPH Majiii TPUBAIOCTI JOCIHIKYBaHOTO
CUTHAIy, i, KpIM TOTO, Oro BHKOPHCTAHHS JO3BOJIAE OJIEPXKATH OUIBIIY TOYHICTH OIIIHOK
napameTpiB curnaiy (1) y mopiBHSHHI 3 METOJOM MOJIBIHHOTO iHTETpyBaHHS.

Memoo eopim. BcraHOBIEHO, IO B peaJbHUX yMOBaX NOXHOKa BUMIpPIB IpH
BUKOPHUCTAaHHI KOXXHOTO 3 PO3TJIIHYTHX METOJIB, Y JESKUX BHIIAJKaX, MOXE MEPEBUIIUTH
MOXUOKY, OTPUMaHY IIISIXOM ITPOCTOTO YCEPETHEHHS CUTHAIY, 110 € HEMPUITYCTUMHM 1 MOXKE
po3IiHIOBaTUCS fK 30iifHa cuTyauis. Y 3B'SI3Ky 3 IIMM IPOMOHYETHCS IOMOBHUTH METOJ
BaroBoi QYHKIIi1, sIK Kpamui i3 IpeCTaBICHUX, TAKUM YHHOM, II00 TapaHTyBaTH BEIIMYUHY
MOXUOKM HE TIEPEBHUIIYI0UY TOXUOKY yCepeHEHHS 3HaYeHb CUTHANY MPHU OyAb-sIKUX YMOBax
BUMIDY.

Sk Take TOMOBHEHHSI 3alIPOMIOHOBAHO BUKOPUCTOBYBATH OOMEXEHHs Ha BUOIp OLIIHOK
napametrpiB mozeni (1) — BopoTa, sIKI BU3HAYAIOTh NMPUITYCTUMHUM J1alla30H OTPUMAHOIO
3HAuUeHHS TMOCTIMHOI ckiagoBoi curHamy D. YV 1poMy BUMAAKy BHUKOPHUCTOBYIOTHCS
JOCIIIJDKEHHS pPEAIbHUX CUTHATIB. 3 TMPOBEAEHUX JOCHIDKEHb BIJJOMO, IO BEJIWYWHA
aMIUTITYIM HU3bKOYACTOTHOI cKkianoBoi curHany (1) ckmamae ve Oinmpin 10...15 % Benuuunu
MOCTINHOT ckianoBoi curHany D. Takum dYmHOM, y pe3ynbTaTi 3acTOCYBaHHS METONY
3a/1aHOTO Jlialla30Hy 4YacToOT, oOOdYMcIeHe 3HaueHHs BennunHu D = @o He NOBHHHE

HepeBI/IHII/ITI/I CGpC}IHBO&pI/I(bMCTI/I‘-IHC 3HAYCHHA )IOCJ'Ii)l)KYBaHOFO CI/IFHEU'Iy F, Ha BCJ'II/I‘-II/IHy
G = +F/10, (11)

ne G — BenMumMHA BOPIT.
Takum yMHOM, 3 ypaxyBaHHSM yBEJICHHMX JONOBHEHb HAMOUIBII TOYHUM BBAKAETHCS
TOM pe3ynbTarT, 1110, O-TepIle, 3HAXOIUTHCS B IHTEpBaIl

a, € [F £6], (12)

e ao — TIOTOYHMIA pe3yabTaT anpoKcUMaIlii, mo Biamnosigae D;
a Mo-Jpyre, Ma€ HaliMEHIy cepeIHbOKBaAPAaTUUHY MOXUOKY, po3paxoBany no gopmyii (10).
ko KoaHE 3 OTPUMAHUX 3HAa4eHb HE 3a70BONbHsE (12), TO SK IIyKaHUN pe3ynbTar
BHUCTYTIA€ CepeIHbOApU(METUYHE 3HAUCHHSI IOCITIIPKYBAHOTO CUTHATY F.

[IpoBeneHO KOMIT'IOTEpHE MOJIETIOBAHHS 3 METOK BU3HAUEHHS TOYHOCTI OIIIHOK
napaMeTpiB CUTHaIly, OTPUMAaHUX IITXOM BIIPOBAHKEHHS METOJIY BOPIT (PUCYHOK 2).
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Puc. 2. 3anexxHocTi BiTHOCHOI MOXUOKH BUMIPY TOCTIHHOT CKJIAZOBOT CUTHATY Bijl YaCTOTH,
oTpuMaHi: | — NIISIXOM ycepeqHEeHHs; 2 — 3 BUKOPUCTAHHSIM METOJy BaroBoi (yHKuii; 3 — 3
BUKOPHCTAHHSM METOy BaroBoi yHKIIIi i METOLy BOPIT

[TokazaHo, 110 METOJ 33JaHOTO JAiarna3oHy 4acTOT YIOCKOHAJIEHHWH METOJO0M BaroBoi
¢byHKIIT 1 MeToAoM BOpIT (IMB. PHUCYHOK 2), € HaWKpaluM METOJAOM NOo0YyI0BU
iH(popMamiifHOT Moaeni OIiHKKM Mach 00’ekTa mpu OOMEXEHOMY Yaci 3BaKyBaHHS, SKHIA
JO3BOJIE OI[IHUTH MapaMeTpu 00’ €KTHO-OpieHTOBaHOi Mojeni curHamy (1) mpu HasBHOCTI
30iHHUX CUTYyalild y OyAb-IKHX YMOBaxX BHMIpY.

BinmoBigHO 10 MpoBeNEeHUX JIOCHIHKEHb, pealizalliio alropuTMy noOynoBu
1H(dopMaLiifHOT MOJIEN] OLIIHKY Macu 00’ €KTa IpU 0OMEKEHOMY 4acl 3Ba’KyBaHHS, HEOOX1IHO
pobutn Ha 0a3i METoAy 3aJaHOro Jiama3oHy YacTOT i3 BBEIEHHSAM y CHCTEMY Oa3MCHUX
¢yHKII BaroBoi (yHKLII 1 BUKOPUCTAaHHSAM MeTOAy BoOpiT. llpu 1pOMY HEOOXITHO
3a0€3MeUNTH MaKCUMajJbHY IIBHUIKONII0 OOYHMCICHb MLUIIXOM 3aCTOCYBaHHS Pi3HUX
MaTeMaTHYHUX TEPEeTBOPEHb, IO 3BOJATH YUCIO OOYHUCIEHBb 10 MIHIMAJILHO MOKIHBOTO
3HAYECHHS.

VY 3B'I3Ky 3 MM MaKCHUMaJbHUM YUHOM BHUKJIIOYMHO 3 QJICOPUTMY LMKIIUHI
OOYMCIIEHHS, ISl YO0 BUKOPUCTOBYIOTbCS OTPHUMaHiI HaMH (POpMyNIH 3aMiHM LUKIIYHUX
004HCIIEHB.

B meTtoai 3aiaHoro Aiana3oHy 4acToT, IpH (JOpMyBaHHI CUCTEMH JIIHIHHUX PIBHSAHB

CopXp T Coy Xy T Cpa Xy = dy,

CorXp T €11 %) T CpX5 = dy, (13)

CoaXg F C12%y + €a0xy = dj,
AC Ci = (¢’;‘r¢k) = Li=o ¢}'(ti]¢k(tij;
JiBa YaCTHHA PIBHSHHSA, 3 YpaxXyBaHHSIM PIBHOCTI JlarOHAJIbHUX KOe(DillieEHTIB Ta BU3HAUYEHOT
cucteMu 6a3ucHuX QyHKUIH (9), 0OUHCTIOETHCS 3a TOMOMOTO0 (POPMYIT 3aMiHU LUKIIYHUX
omeparii.

E T

[Mo3naumsmm yepes q = sin(Q2), b = sin(QN), p = sin (w)’ r = sin (—J, e = cos(Q),
f=sin(QN), g = cos {%) h = cos (::_

curHainy, oOuMcieHHs KoediuieHTiB piBHAHHA (13) HeoOXiAHO pPOOMTH IO HACTYITHUM
dbopmynam

), ne N — o0csar BHOIpKM JUCKPETHHX 3HAuYeHb
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oo = ¥y, = (G Nt ants ) | H oy
o0 — 3 Co1 2(2g% (1-e)+8®—1) z

_ (q(f—l}(a—g:+h=l:l—a}}+2gbh;"p(1—a} + Z'.'I:h:—l})

Coz 2(2g%(1-e)4e%—1) 2
N+f:[h:— 1)—h*+1 rphg(f*—1) fqbe(2e*—g* —1—2h*(e*—1))
Ci0 = — - - - - - \
oo\ 2 2(g% - e?) 4(g* —e?)(e?* - 1)
_ (fBir®=1) | gqe(f*-1)(1-26"+g") , hoqe(f*-1)+bhfrpg
C12 = ( 2 + gt —e" (8™ 1) + 2(g®—e") }’

c _(ﬁ.-' FIRT=1)-r"+1  rphg(F°-1) fqba:jfa‘—g“—i—fh‘uja‘—l}})
22 2 2 2(g* -&%) 4(g° —e*)(e®-1) '

[Ipu iboMy oOuUMCIIEHHS MPaBOi YaCTUHU PiBHAHHA (13) 3ayMIaeTbcss HE3SMIHHUM —
d = Zizo f(t)@e (6) W3 (t;), k=0,1, 2.

Cnig 3a3HauMTH, M0 BUKOPUCTAHHA 3a3HauYeHUX (OPMYyN JO3BOJSE YHHKATH
BUKOHAHHS IMKIIYHUX OINEpaliid A pO3paxyHKy KOeQiIli€HTIB JiBOi YaCTWHU PIBHSHHSL.
[Tpu pbOMy MO KITBKOCTI BUKOHYBAaHUX OMepalliii 3a3HadyeHi (opMynu BUMararoTh MEHIIOL
KUJTBKOCTI 4acy OOYHCIIeHb, TOMY IO 13 30UIBIIEHHSAM KUIBKOCTI 3Ha4€Hb JOCIHIHKYBAaHOTO
CUTHAJTy 4ac 00unciIeHb Koe(dillieHTIB JiBO1 YacTUHU piBHSHHSA (13) 3anuiaeTbcst HE3MIHHHUM.

KpiMm Toro, ciijg 3a3HaYUTH, IO iICHYIOTh JBI BUHSATKOBI CUTYAIlil, KOJIM 3aCTOCYBaHHS
3a3HaueHUX (OPMyN BHSBISIETbCA HEMOXIIMBHM, TOMY IO B LIbOMY BHUMAAKY B JCSKUX

I

. o w .
(dopMynax 3HaMEHHUK BUSBIISIETbCSA pIBHUM HYym0. [lpu nbomMy nns curtyaniit £2 = S8 ==

BiJIMOBIIHO BUKOPUCTOBYIOTHCS 1HINI (DOPMYIH 3aMiHHM LUKJIIYHUX OMepariiil.

TakuMm 9uHOM, y pe3yabTaTi MPOBEACHUX EKCIICPUMEHTIB OyJI0 BCTAHOBJICHO, IO Yac
OOYHCJICHHST TMPOMIKHOTO  PE3yJIbTaTy 3a JIONIOMOTOK  3alpOIIOHOBAaHUX  (QOpPMYI
3MEHIIYEThCs, TpuOM3HO, B 10 pa3iB B MOPIBHIHHI 13 3BUYAHUM YHHOM OOYHMCIICHHS, IO

1
IMOYATOK

Beeaenn

I[IJTKOM 3aJJ0BOJIBHSE TIPOBEACHHIO BUMIPIB Yy pealbHOMY

4 laHuX Q=Cmin, Qmax
f(t)
) ]
OpMYBaHHS
MaTpHLb pesynbTaty
cid D =ao
4 | HS‘— 1
Busznauenns Busnauens: KIHELb
MarT.OYHKyB. koedinienTin
g, £[F + 6] ao, a1, &
BusnaueHns o]
TTOXUOKHU
Bn3Haqum15 S=minS
BOpIT 4|_
G =+F/10 Butip
3HAYCHHS
ao,
L
a, cF G|

3aIpONOHOBAHOTO METOTy IPECTABIICHUI Ha PUCYHKY 3.
Puc. 3. Anroputm noGyaoBu iHpopMariitHoi MoJieNi OIIIHKK MacK 00’ €KTa MPH OOMEKEHOMY
yaci 3Ba)KyBaHHsI, 34CTOCOBYBAaHUHN y CUCTEMAaxX BaroBOro o0diKy
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ITpoBeneHo HaTypHI €KCIIEPUMEHTH, IO MIATBEPAXKYIOTh AOLIbHICTh BUKOPUCTAHHS
3aMpONOHOBAHOTO PIIIEHHS IS 3a7adl OIIHKK Macu o00’€kTa mpu OOMEKEHOMY dYaci
3BaxKyBaHHs (pucyHOK 4). Ilpm npomy mans mnpuBeneHUX rpadikiB (AUB. pPHCYHOK 4)
IIBUJIKICTD PyXy MOTAry ckianana 40 km/r.

0, %
10
\
\ 1
\ \\\
\\ \\\\
0,1

3 4 5 6 7 8 9 10 11 12 QI

Puc. 4. 3anexxHoCTi BiTHOCHOI MOXMOKH BUMIPY TMOCTIHHOT CKJIaZIOBOT CUTHATY Bijl YaCTOTH,
OTpUMaHi: | — IUIIXOM ycepeaHEHHS; 2 — 3 BUKOPUCTAHHIM 3alIPOITIOHOBAHOTO aJITOPUTMY

3a3HayeHo, 10 [porpaMHa peajizalis I[PHUBEIEHOr0 aJIrOpuTMy B  CKIafIl
ABTOMATH30BAHOTO BAarOBHMIPIOBAILHOTO KOMIUIEKCY INPH OOMEXKEHOMY dYaci 3Ba)KyBaHHS
JO3BOJIAE€ MiJBULIUTH TOYHICTH BUMIPIB y 2..7 pasiB CTOCOBHO YyCEpEeIHEHHS 3HA4YEHb
CHUTHAITY, III0 Ha CHOTOJHINIHIN IEHb € KPallliM MMOKa3HUKOM TOYHOCTI B paMKaX IOCTaBJICHOT
3amaui.

BucHoBku. OCHOBHI HAYKOBI 1 IPAKTUYHI Pe3yIbTaTH POOOTH MOJIATAIOTh Y HACTYITHOMY:

— MpOaHalli30BaHO CyYacHI METOAM Ta 3aco0M JUIs 3aJayi MiABUIICHHS TOYHOCTI Ta
MIBUJIKO/ii aBTOMAaTH30BAaHWX BaroBHMIpPIOBATBHUX cUCTeM. JlOBelE€HO, M0 KIACHYHHMU
METOaMU Ta 3aco0aMM, 3aCHOBAHMMH Ha YCEpEIHEHHI BUOIPKM CHUTHAJIY HE MOKJIMBO
3a0€3MeynuTH HEeOOX1AHY TOYHICTh BUMIPIOBaHb, TOMY 1110 IXHE BHUKOPUCTaHHS HE BPaXxOBYE
0COOJMBOCTI BX1IHOTO CHUTHANy MpPHU aBTOMATU30BAaHOMY 3Ba)KyBaHHI 00’ €KTIB Ha BUCOKIH
mBUAKOCTI pyxy. el ¢akT miaTBepIKye MOLIBHICTD PO3pOOKH HOBUX METO/AIB O0OpOOKHU
CUTHAIly, TaKMX SIK METOIu MoOyaoBM iH(opMaliifHOI MOJeNi OLIHKA Macu 00’€kTa Hpu
00MeXEeHOMY yacl 3BayKyBaHHSI.

— JIOCTI/PKEHO aBTOMATHU30BaHY BaroBHUMIPIOBAJIbHY CHUCTEMY 3 METOK pPO3pOOKHU
HOBO1 MOJIeJIl aBTOMAaTU30BAaHOTO MPOIECY 3BaKYBaHHS 00’€KTIB y pyci sk 0a30Boi Mozeni
JUIS TIOJANIBIIMX PO3POOOK METOIB MOOYyAOoBU iH(poOpMaliifHOT MOAeni A OLIHKA Macu
00’€KTIB, 110 PYXAIOTHCS 3 MIABUIIICHOIO MIBUAKICTIO.

—Ha 0a3i HOBOi MOJeli 3BaXyBaHHS BaroHiB y pyci po3poOJIeHO METOJ 3alaHOTO
Jlara3oHy 4acToT, SKWUH MUITXOM TOCIIIOBHOTO Tepedopy 4YacToT i3 3aJaHOTO Jlara3oHy
BU3HAYa€ OLIHKM 1HQOPMATUBHUX MapaMeTpiB TEH30METPUYHUX CUTHATIB A MOOYAOBU
1H(hOopMaLiifHOT MOJIeN MPOLIeCy aBTOMaTHU30BaHOTO 3BaXKyBaHHsS 00’ €KTIB y pycl.

— 3aIpONOHOBaHI HOBI €(EeKTUBHI METOOM MiJABHILEHHS 3aBaJOCTIMKOCTI METOIy
3aJ]aHOTO Jiara3oHy 4acTOT IIISIXOM HOTO JOMOBHEHHS METOAAMH IMTOJIBIHHOTO 1HTErpyBaHHS
BX1/IHOTO cuUTHaiy a0o BaroBoi (yHKIIi, SKI 3HWKYIOTh BIUIMB BUCOKOYACTOTHHX 3aBajl IpHU
aBTOMAaTH30BAaHOMY BHUMIPIOBaHHI MacH PyXOMHUX OO’€KTIB, MOJIMIIYIOUM 1HQOpMaIliiiHi
napamMeTpH CTBOPIOBaHOI 1H(opMaIiiitHoi Mozeri.
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— 3 ypaxyBaHHSAM METOAY BaroBoi (pyHKIIii po3po0JIeHO METO/ Ta aJrOPUTM MOOYI0BU

1H(opMaIiifHOT MOIEII OIIIHKK MacH 00’€KTa MpHU OOMEKEHOMY 4Yaci 3BaKyBaHHs, KU Mae
BHCOKY TOYHICTh Ta MIBUAKOJIIIO 32 pPaXyHOK BBEJCHHS OOMEKEHb HAa BEJIMYUHY OTPUMAHOTO
3HAYCHHs TIOCTIHOI CKJIaJJ0BOT CHTHAITy — METO]] BOPIT, Ta BUKOPUCTAHHS (HOPMYI 3aMiHU
[UKIIIYHAX OTIEPAIlii.

1.
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DEVELOPMENT AND RESEARCH OF METHODS FOR DETERMINING THE
MASS OF OBJECTS IN MOTION

E.V. Shendryk!, O.V. Golovachova?, V.V. Kacherovskiy®

National Odessa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
Emails: e.v.shendryk@op.edu.ua’, holovachova@op.edu.ua?, 1562262@stud.op.edu.ua’

The work develops a method for improving the accuracy of object mass measurement with limited weighing
time, which has high accuracy and speed due to the introduction of restrictions on the value of the obtained
constant component of the signal and the use of formulas for replacing cyclic operations. New effective methods
are proposed to improve the noise immunity of the specified frequency range method by supplementing it with
methods of double integration of the input signal or weight function, which reduce the influence of high-
frequency noise during automated measurement of the mass of moving objects. A software module has been
developed that implements the proposed method for improving the accuracy of strain gauge measurements and
can be integrated into automated systems for weighing objects in motion with limited observation time.
Keywords: strain gauge measurements, strain gauge, methods for improving measurement accuracy, weighing
in motion
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